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DUE DILIGENCE SYSTEMS AND METHODS

TECHNICAL OVERVIEW

[0001] The technology herein relates to systems and methods that facilitate
the performance of due diligence in an electronic environment. More particularly,
the technology herein relates to virtual data rooms where users can access

documents and other information in performing dynamic due diligence.

INTRODUCTION

[0002] At an individual level, we all weigh various factors as to whether a
particular action should be taken. For example, when shopping at a grocery store,
we may look at the ingredients on a carton of ice cream, determine which brand of
milk to purchase, or test whether or not a pineapple is ripe. All of these inquires
relate to making an informed decision or purchase given our particular needs and
desires. Companies (and individuals) also make similar types of inquires when an
action is to be taken. Collectively, such inquiries into the overall action can be
referred to as “due diligence.”

[0003] Due diligence includes research, analysis, and other inquiries into
matters related to a particular action. Accordingly, due diligence is usually more
than just document review. It relates to research and identifying source
documents coming up with a process of deciding what (or whether) a particular
action should be taken or determining the value of the business (or asset) being
acquired. Thus, due diligence may relate to understanding what is in a document
(or information) with a specific goal in mind.

[0004] One example of due diligence is in the area of mergers and
acquisitions (M&A) where looking at the assets, liabilities (debt), and other issues
for the proposed transaction are virtual requirements before a transaction can be
completed. However, review/research/analysis of this nature can be time

consuming as there may be thousands of documents, large databases of
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information, or other items that need to be reviewed before a transaction can be
carried out.

[0005] A conventional approach to performing due diligence in such
situations may be fairly static where the documents are physically placed into one
room. Then access to that room is controlled. Lawyers, accountants, and other
individuals or teams may then be allowed access the room to review/analyze all of
the collected information. However, the inventors recognized such an approach
has several problems.

[0006] For example, there is no or very little integrity checking to
determine what has actually been reviewed out of the thousands of documents in
the room. A further problem is that even if access i1s controlled to the room, there
1s no enforcement scheme to ensure the documents stay intact. As one example,
one person may discover a bad piece of “evidence” for their side and may take
actions (e.g., ripping or tearing up the page) to destroy the evidence. Thus, key
pieces of information that affect the overall due diligence process may be tainted,
altered, or destroyed.

[0007] Moreover, because the documents are physically located, the people
responsible for performing due diligence must physically travel to the location of
the documents and information.

[0008] Virtual data rooms (VDR) have been created to allow companies
and individuals to conduct due diligence in a virtual environment. VDRs may be
an attractive alternative because of cost-savings and other advantages (e.g.,
allowing multiple people to view a document simultaneously). However,
problems are still associated with the use of such conventional virtual data rooms.
[0009] In a VDR environment, User A may share a document with User B
by sending him an email message to review the document. However, simply
sending a message to review a document does not provide control over the
document or dictate how users interact with the document. This may lead to
certain questions (e.g., of relevance in a due diligence environment) being

unanswered. For example, did User B review the document or not? Did User B
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review the page of the document that user A had a question about? Did user B
respond is some actionable way to User A’s request? Does user A know that user
B reviewed the page? Leaving these and other questions unanswered may lead to
adverse consequences. Accordingly, new techniques for carrying out or

facilitating due diligence in an electronic environment are still needed.

SUMMARY

[0010] In certain example embodiments, due diligence workflows may be
created as part of a virtual data room. In certain instances, such due diligence
workflows may be dynamic due diligence items (DDDI) that allow an initiating
user to both share a document (or other piece of information) with a receiving user
and request or require the receiving user to respond in some meaningful way. In
other words, a receiving user that receives a due diligence item related to a
document may be required to acknowledge or take some other affirmative action
before the system allows the receiving user to proceed with other tasks (e.g., such
as viewing the remainder of the shared document).

[0011] In certain example embodiments, a system for performing due
diligence on a plurality of documents 1s provided. The plurality of documents are
electronically stored and accessible to a plurality of users over a computer
network. The plurality of users includes a first user and a second user and a
storage medium system is configured to store the plurality of documents. The
system also includes a processing system with at least one processor. The
processing system is configured to receive a request from a first dynamic due
diligence terminal associated with a first user to view a document in the plurality
of documents. The processing system is configured to retrieve the document from
the storage medium system. The processing system is configured to display the
retrieved document at the first dynamic due diligence terminal for review by the
first user. The processing system is configured to select at least the second user
out of the plurality of users based on user input. The processing system is
configured to create a dynamic due diligence item including for use in performing

due diligence on the retrieved document. The processing system is configured to
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assign the created dynamic due diligence item to at least the second
user. The processing system is configured to associate the created dynamic due
diligence item to the document. The processing system is configured to store the
created dynamic due diligence item to the storage medium system. The processing
system is configured to display the document at a second dynamic due
diligence terminal for review by the second user. The processing system is
configured to integrate an indication of the dynamic due diligence item into the
displayed document. The processing system is configured to display the dynamic
due diligence item at the second dynamic due diligence terminal, the dynamic due
diligence item including a required action that the second user is required to take
in order to satisfy the dynamic due diligence item. The processing system is
configured to receive input from the second user, via the second dynamic due
diligence terminal, responsive to display of the dynamic due diligence item. The
processing system 1s configured to generate and store an indication, to the storage
medium system, that the dynamic due diligence item is satisfied when the
received input from the second user is in accordance with the required action of
the dynamic due diligence item.
[0012] In certain aspects, the required action includes an acknowledgement
by the second user of the assignment to the second user.
[0013] In certain implementations, the first dynamic due diligence terminal
includes a first processor of the at least one processors. The second dynamic due
diligence terminal is remotely located from the first terminal and includes a
second processor of the at least one processors. The processing system includes
the first dynamic due diligence terminal, the second dynamic due diligence
terminal, and a server system that includes at least a third processor of the at least
one processors. The first and second dynamic due diligence terminals are
configured to communicate with the server system over the computer network.
[0014] An aspect includes encrypting the stored documents and decrypting

a document before display on a terminal.
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[0015] In certain examples, a notification is sent to a second user that a
dynamic due diligence item has been created.

[0016] In certain example embodiments, the processing system is further
configured to annotate a portion of the document based on input from a user. The
annotated portion of the document is then associated with the created dynamic due
diligence item.

[0017] An aspect includes obscuring at least some of the annotated portion
with the presentation of the DDDI at least until the required action is input by the
second user. In certain instances a DDDI includes comments that have been
provided by the first or second users. Such comments are then displayed. An
aspect includes assigning the DDDI from among a list of users that are authorized
to have DDDIs assigned to them.

[0018] In certain examples, the processing system is configured to receive
recommendations on a document stored by the system wherein the
recommendation may be for a portion of the document. A recommendation may
have multiple different levels. In certain implementations, A recommendation
score 1s calculated and displayed based on all recommendations associated with
the document.

[0019] A non-transitory computer readable medium storing computer
readable instructions for use with a virtual data room system for conducting
dynamic due diligence on information that is segmented into a plurality of
different information portions that are stored in a storage medium system that is
remotely accessible to a plurality of users is provided. The plurality of users
include a first user and a second user. The stored instructions comprise
instructions configured to receive a first request from a first computing resource
that 1s associated with the first user to retrieve an information portion of the
plurality of different information portions stored in the storage medium system.
The stored instructions comprise instructions configured to transmit the requested
information portion to the first computing resource for review by the first user.

The stored instructions comprise instructions configured to select a group of users
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from the plurality of users based on the requested information portion and/or the
first user, the group of users including the second user. The stored instructions
comprise instructions configured to receive, from the first computing resource, a
created dynamic due diligence item for use in performing due diligence on the
information portion. The stored instructions comprise instructions configured to
store the created dynamic due diligence item to the storage medium system. The
stored instructions comprise instructions configured to store, to the storage
medium system, an assignment of the dynamic due diligence item to the second
user. The stored instructions comprise instructions configured to store, to the
storage medium system, an association between the created dynamic due
diligence item and the requested information portion. The stored instructions
comprise instructions configured to receive a second request from a computing
resource that is associated with the second user to retrieve the information portion
that 1s associated with the created dynamic due diligence item. The stored
instructions comprise instructions configured to transmit the information portion
to a computing resource used by the second user for review thereon. The stored
instructions comprise instructions configured to retrieve the dynamic due
diligence item from the storage medium system, the dynamic due diligence item
set to be integrated into the information portion when displayed to the second user
on the computing resource, the dynamic due diligence item including an input
requirement that the second user is required to take in order to satisfy the dynamic
due diligence item. The stored instructions comprise instructions configured to
store an indication, to the storage medium system, that the input requirement of
the dynamic due diligence item is satisfied when data transmitted from the
computing resource indicates that the second user provided input that is in
accordance with the input requirement.

[0020] A method of conducting due diligence on a plurality of files by a
plurality of remotely connected users 1s provided. The plurality of files are stored
on a storage medium system of a virtual data room system that includes at least

one processor. The plurality of files includes a first file and the plurality of
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remotely connected users includes a first user and a second user. A first request is
received, at the virtual data room system, from the first user using a first remote
computer system to view the first file stored in the storage medium system. The
requested first file 1s transmitted from the virtual data room system to the first
remote computer system for review by the first user. A created dynamic due
diligence item is received at the virtual data room system for conducting due
diligence on the first file, the created dynamic due diligence item being associated
with the first file and assigned to at least the second user. The created dynamic
due diligence item is stored in the storage medium system via the at least one
processor. A second request is received from the second user to view the first file
that 1s associated with the created dynamic due diligence item. The first file is
transmitted from the virtual data room system to a second remote computer
system for review by the second user thereon. The dynamic due diligence item is
retrieved, via the at least one processor, from the storage medium system. The
dynamic due diligence item is set to be integrated into the first file when displayed
to the second user on the second remote computer system. The dynamic due
diligence item includes an input requirement that the second user is required to
take in order to satisfy the dynamic due diligence item. An indication is stored, to
the storage medium system, that the input requirement of the dynamic due
diligence item 1s satisfied when data transmitted from the second remote computer
system indicates that the second user provided input that is in accordance with the
input requirement.

[0021] The above features may be combined to form additional
embodiments and sub-elements of certain embodiments may form further
embodiments.

[0022] Related feature are described in commonly assigned, U.S. patent
application entitled “COLLABORATIVE DUE DILIGENCE REVIEW
SYSTEM,” (attorney docket number 4010-237), the entire contents of which are
hereby incorporated by reference. Such features may form additional

embodiments.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0023] These and other features and advantages will be better and more
completely understood by referring to the following detailed description of
exemplary non-limiting illustrative embodiments in conjunction with the drawings
of which:

[0024] Figure 1 depicts users performing due diligence tasks via an

exemplary virtual data room;

[0025] Figure 2 is an example architecture diagram of a due diligence
system;
[0026] Figure 3 is a flow chart of an example process associated with the

creation of an annotation;

[0027] Figures 4 A-4F are screen shots showing the creation of an
annotation according to an example implementation;

[0028] Figure 5 is a flow chart associated with an example process of an
assignee interacting with an example system;

[0029] Figures 6 A-6E are screen shots showing the exemplary assignee
interaction with an example system,;

[0030] Figure 7A is a flow chart of an example process associated with an
example assignor user interacting with an exemplary dynamic due diligence
system;

[0031] Figure 7B is a flow chart showing an example communication
between a document viewer and a document repository;

[0032] Figure 7C 1s a flow chart of an example process for presenting a
document to a user;

[0033] Figure 7D is a flow chart of an example process of creating a
dynamic due diligence item,;

[0034] Figure 7E is a flow chart of an example process associated with an
example assignee user interacting with an exemplary dynamic due diligence

system;
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[0035] Figure 7F is a flow chart of an example of updating a dynamic due
diligence item;

[0036] Figure 8-10 are screen shots of an example recommendation
workflow; and

[0037] Figure 11 is a block diagram of an exemplary computing system

according to certain example embodiments.

DETAILED DESCRIPTION

[0038] A dynamic due diligence item (DDDI) is created and used by users
of a system. For example, users may interact with a virtual data room (VDR) to
create, modify, review, etc. a DDDI that is associated with a particular document
or other piece of information stored in the VDR.

[0039] Fig. 1 depicts users performing due diligence tasks via an exemplary
virtual data room. A virtual data room 100 is provided to multiple users that
includes an initiating user 102 (Adam Ross), a receiving user 104 (Erica
Beanstalk), a receiving user 106 (Alan Rickman), and recommendation user 108.
The virtual data room 100 is implemented on a computing system (e.g., as
described herein) such as a server system that may be centrally located or located
in a distributed environment. In certain example embodiments, the virtual data
room 100 may be provided via a cloud service or other services that may provide
on demand computing resources. The virtual data room 100 may provide
functionality that facilitates or allows users to perform due diligence tasks. The
virtual data room 100 may include files, documents, information (e.g., account
database, sales history databases, software code repositories, etc.), and the like
that the users of the system access to carry out their due diligence.

[0040] In Fig. 1, initiating user 102 is reviewing a document that is
provided via the virtual data room 100 via a client system 103 (e.g., a due
diligence terminal). As discussed in greater detail below, a client system may be a
computing resource that is a personal computing device, a mobile device, or any
other type of computing system that allows the user to access (e.g., remotely)

information stored in the virtual data room 100.
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[0041] When reviewing a document on client system 103, initiating user
102 decides to create a new workflow 110 (e.g., a DDDI) associated with the
document being reviewed by the initiating user 102. The new workflow 110
includes a list of users 112 to assign the workflow to and an optional comments
section 114. Initiating user 102 selects Erica and Alan as the users assigned to the
workflow and then includes a brief note so that the users receiving the workflow
may have some context for the received workflow.

[0042] The newly created workflow 110 1s saved with the virtual data room
100 which then notifies both Erica and Alan that a workflow is now assigned to
them. When the workflow 110 is saved to the virtual data room 100, additional
processing may take place to store information related to the workflow 110 into a
database or other storage medium so that the save information may be retrieved at
a later time.

[0043] Notification of a workflow may be carried via, for example, email
with a link to the workflow and the document that the workflow 1s associated
with. In certain example embodiments, the context of the workflow may be
displayed to the users in the form of a notification with an instruction to retrieve
the document at a later date. For example, if a notified user is using a mobile
device (e.g., with a small display), it may not be practical to completely review
the requested document. Thus, only the comment associated with the created
workflow may be displayed.

[0044] In any event, the workflow 110 is then retrieved and opened by
Erica and Alan via respective client systems 105 and 107. The retrieved work
flow 110 1s displayed with information concerning who created the workflow
(e.g., Adam), any comments 116 associated with the workflow, and actionable
buttons 118 and 120. In certain example embodiments, a user that has a workflow
assigned to them may be required to interact with an actionable item (e.g., button
118 or 120) before the portion of the document in question that the workflow 1s
associated with may be displayed to the user. The workflow 110 may also include

a reply text field that allows users to input reply comments to the originally
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assigning user (in this example Adam). Receiving users 104 and 106 may
acknowledge 118 the assigned workflow 110. This acknowledgement is then
stored with the virtual data room 100 for future use.

[0045] Managers or other supervisors may use the stored information to
determine how well a particular due diligence process is proceeding. Such views
may be collected and presented to more senior level managers to provide a quick
overview of the progress being made (e.g., 50% of the documents have been
reviewed, or that the legal department has 15 DDDIs that are open or un-
resolved). Such reporting may allow for quicker re-tasking of resources or
determining who is working and who is not.

[0046] Fig. 1 also shows a recommendation user 108 interacting with a
computing system 109 to review information from virtual data room 100. During
this information review, the user may decide to recommend (described in greater
detail below) the document to other users of the virtual data room system. Such a
recommendation may include multiple different levels. For example, a standard
recommend and a “Strong” recommendation. In certain example embodiments,
comments may be included as part of the recommendation process. Such
recommendations are then stored and associated with particular documents, pieces
of information, or section of documents for later review. For example, a summary
may be presented to users of the cumulative recommendations made by users of
the virtual data room system (or some subset thereof — e.g., the legal department).
Users viewing such information can quickly see if there are certain documents
that are strongly recommended by other users of the system. In certain instances,
such a recommendation system may function as a non-directed workflow to
encourage (rather than require) other users to review/interact with certain
documents.

[0047] The initiating user 102 may also associate a type of action that he
wants an assigned/receiving user to take with the document (or portion thereof).
Such actions may include, for example, acknowledging (e.g., via button 118),

posting a reply (e.g., via button 120), having the assigned user respond to a
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question (e.g., a yes/no question, or the like). Such actions may be combined to
allow, for example, a reply response to via button 120 to automatically register an
acknowledgement response with the virtual data room system 100.

[0048] Also, the responses and recordation of how users interact with
exemplary workflows may be analyzed and/or collated for review. For example,
the manager of a department may be able to keep track of employees to make sure
they are reviewing and acknowledging documents.

[0049] In certain example embodiments, other types of actions may be
tracked by the virtual data room 100. For example, each time a particular
document or file is opened by a user, the virtual data room 100 may record such
information. In another implementation, the page numbers or how long particular
page was viewable on a screen may be recorded. For example, the virtual data
room 100 may record that Erica, receiving user 104, had page 46 of an
environmental impact statement displayed to her for 30 minutes. This information
may then be reported upon at a later date (e.g., to confirm that a document was
reviewed, or a particular passage in the document was reviewed).

[0050] In sum, users 102, 104, 106, and/or 108 may interact with the virtual
data room system 100 in order to carry out dynamic due diligence on the
information/documents stored in the virtual data room 100.

[0051] Fig. 2 is an example architecture diagram for a computer
implemented due diligence system. A due diligence system 200 includes various
application programming interfaces (APIs) 202 (e.g., software) that configures or
programs a processor (e.g., a CPU of a processing system) to function in a certain
manner. In particular, the various APIs and other associated components shown
in Fig. 2 may be stored in memory of a computing system and loaded by a
processing system for execution. In certain example embodiments, the APIs may
be located or run on a server system (e.g., that hosts the virtual data room) and/or
a client system (e.g., operated by a user). APIs 202 may include core system APIs
204 A that may provide core or basic functionality for accessing system resources

and communicating with client system. APIs 202 may also include dynamic due
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diligence APIs 204B that provide dynamic due diligence functionality to the
system. For example, the document annotation streaming API of the Dynamic
due diligence APIs may operate to stream annotation information to a client where
the annotation information is then integrated with the presentation of a document
or other piece of information to the user on the client system.

[0052] The due diligence system 200 also includes layers such as the
application data layer 206, the business logic layer 208, and the presentation layer
210. These layers may include software components that confige processing
systems to carry out certain tasks.

[0053] The application data layer 206 may include data access logic and/or
mediums that store data related to the dynamic due diligence system 200. For
example, the core system database may store information regarding documents
and/or information that are associated with a particular due diligence project. The
annotations database may store annotations created by users (e.g., 114 in Fig. 1)
for particular documents or portions of documents.

[0054] The business logic layer 208 provides business logic functionality.
For example, the dynamic due diligence business logic may act to enforce a
particular requirement that an acknowledgement is received before allowing a
user to view a given document.

[0055] The presentation layer 210 may include components that allow users
to view documents, information, etc via different mediums. In certain example
embodiments, web services for mobile applications may provide functionality for
handheld devices (e.g., smart phones). In certain example embodiments, a custom
view may be used to present the information to a user. In certain example
embodiments, a web page interface may be used by users to access, view, and/or
interact with the system. In certain example embodiments, the functionality of the
various presentation layers may vary depending on the client system that is
accessing the due diligence system 200. For example, document viewing may be
available only through a custom document viewer while other layers may present

reduced functionality (e.g., because they are less secure).
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[0056] In other words, in certain example embodiments, the dynamic due
diligence system 200 may be provided via a three-tier architecture (data access,
business logic, and presentation). It will be appreciated by those skilled in the art
that other architecture models (e.g., multitier or N-tier architecture, MVC, or the
like) may be employed to implement the techniques, processes, methods, etc
described herein.

[0057] The due diligence system 200 may also include a cloud security
layer 212. This layer may include functionality for preventing unauthorized
access to information that is maintained by the due diligence system 200.

[0058] Fig. 3 is a flow chart of an example process associated with the
creation of an annotation. Figs. 4A-4F are screen shots showing the creation of an
annotation according to an example implementation.

[0059] An assignor workflow 300 begins with a user reviewing a
document. For example, the “The Forrester Wave ™: Mobile Collaboration, Q3
2011” document shown in Fig. 4A. In step 302, the user creates an annotation for
the document being reviewed. In certain example embodiments, an annotation is
created and associated with a given document (or piece of information) as a
whole. As an example, a user may review a document concerning the estimated
valuation of a company’s patent portfolio. The user may then create an annotation
(and associated workflow or dynamic due diligence item) that is associated with
the whole document.

[0060] Alternatively, as shown in Fig. 4B, the user may create the
annotation and associate it with a portion or section of the document. In Fig. 4B,
the lines from “Yammer” to “categories” are all highlighted (e.g., annotated) by
the user and associated with a DDDI. In certain examples, the user may “draw”
on the document by circling or other wise marking up the portions that he/she
wishes the annotation to be associated with (e.g., drawing an arrow, underlining,
strike through, making any type of drawing). Accordingly, various techniques
may be implemented to allow a user to select or otherwise specify a portion of a

document (or information) that the created annotation is to be associated with.
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[0061] In step 304, the annotation may be shared by assigning it to another
user. This is graphically shown in Fig. 4B with the “Assign to Someone” dialog
box. In the above discussed example, Adam may share an annotation with Erica.
As described in more detail below, the list of users that is displayed may be
controlled via group policy settings such that groups or teams of people can only
assign new annotations to other users within their team. In other words, not all of
the users of a particular virtual data room may be available for assignment.

[0062] In step 306, a notification is sent via email to the user that the
annotation 1s assigned to. Thus, continuing with the above example, Erica may
receive an email indicating that Adam has assigned her an annotation that is
associated with a particular document. Other forms of notification may also be
used. For example, text messages, automated phone calls, notification through a
secure email system, etc.

[0063] In certain example embodiments, the notification may be associated
with a priority and the priority may be used to determine how an alert 1s sent to a
user. For example, regular or low priority notifications may not generate emails,
but instead may alert the assigned user through an exemplary virtual data room
application (e.g., as shown in the screen shots). In certain instances, assignments
that are high priority may be emailed to a specified email address or may trigger a
text message or phone call. In certain example embodiments, the priority may be
automatically assigned (e.g., as a default).

[0064] In step 308, the viewer that is used by users for the document in
question (e.g., the “The Forrester Wave'™: Mobile Collaboration, Q3 2011” in
Fig. 4C) may be updated to show that an annotation 1s now associated with a
portion of the document. For example, an icon as shown in Fig. 4C may be used
to indicate that an annotation and associated DDDI is present. In certain example
embodiments, the annotation may be viewable to all users or may only be
viewable to a subset of users that are associated with the document (e.g., assignor

users or assignee users).
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[0065] As users reply to or otherwise acknowledge an annotation, the
originally created annotation may be updated to show the assignor the updated
status. For example, in Fig. 4E the display of the created annotation is updated
after “Carl Crossover” acknowledges the annotation (e.g., by hitting an
acknowledge button). Similarly, as shown in Fig. 4F, when a user replies, the text
of the reply 1s displayed to the users who open the annotation.

[0066] Returning to Fig. 3, in certain instances a user may desire to cancel
an annotation, assignment, or a DDDI. However, the system may only allow
annotations (or other items) to be canceled/deleted when certain conditions are
met. Thus, in step 310 (and shown in Fig. 4D) an assignment or annotation may
be canceled. In certain example embodiments, canceling may remove one or
more users from the created annotation. If there are no users left after cancelation,
then the entire annotation may be canceled. In certain example embodiments the
annotation or DDDI may be canceled or otherwise removed from the system. In
certain example embodiments, cancelations actions may only be carried out when
users have not already responded to the annotation or an action has not already
been taken with the created DDDI. For example, after Carl crossover responds as
shown in Fig. 4E, the annotation may not be canceled by the assignor. In any
event, if the created DDDI and associated annotation is canceled, then in step 312,
the originally assigned user may be notified that the DDDI that they were
assigned to has been canceled. In certain example embodiments, the system may
require that the users enter a reason for canceling the DDDI.

[0067] Fig. 5 is a flow chart associated with an example process of an
assignee interacting with an example system. Figs. 6A-6E are screen shots
showing the exemplary assignee interaction with an example system. An assignee
workflow 500 may begin with the user opening a document directly to annotation
in step 506 or opening a document in step 502 and then manually navigating to
the assignment in step 504.

[0068] As discussed above, assignees may be notified that a new dynamic

due diligence item with an associated annotation has been assigned to them. In
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certain examples, an email message may be sent to a user with a link to open a
document. Another example is shown in Fig. 6A, where an alert indication is
present within a document viewer. Such indications may allow a user to open
and/or consider annotations and their linked documents (or portions thereof)
relatively quickly. The alert indication in Fig. 6A shows the number of alerts of
the current document and allows users to successively click on the alerts button to
jump between multiple alerts (if there is more than one alert for a document).
[0069] As shown in Fig. 6B, when an alert 1s presented to a user, the dialog
box that is associated with the annotated portion of the document may be placed
over the text in question. Thus, the presence of the dialog box may “force” a user
to hit the acknowledge button (e.g., an affirmative action that is recordable by the
system) in order to read the underlying annotated text. In certain example
embodiments, only a portion of the text may be obscured. Alternatively, all of the
text may be obscured. Obscuring the text may be accomplished by placing the
dialog box over the text or masking (e.g., blurring) the text of the document until
the acknowledgement (or other appropriate action) is taken by the user. In other
embodiments, the text may be completely visible with the dialog box (and
associated features) placed off to the side of the text. In certain example
embodiments, the dialog box may take up between 20% and 40% of the space on
a given screen. In other embodiments, the control or dialog box may take up the
entire screen (e.g., to force the user to acknowledge DDDI).

[0070] Continuing with Fig. 6B, an assigned item is presented to a user
where the user may read the comments that have been included by the assignor in
step 508. The assignee then acknowledges the item by hitting the acknowledge
button in step 510. This action is recorded and saved by the system so that there
1s a record of the assignee acknowledging the item. In certain example
embodiments, the assignee may also include a response along with
acknowledging.

[0071] However, as the text of the annotated portion of the document is

obscured it may be difficult for the assignee to provide any comments based on
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the contents of the annotated portions. Thus, after the item i1s acknowledged, the
dialog box (or other type of user interface control) may be dismissed to allow the
assignee to read the annotated portion in step 514 and as shown in Fig. 6C.

[0072] When the item is dismissed, an icon may be placed on the screen to
indicate that a DDDI is associated with this particular annotated portion of the
document. After considering the annotated portion the assignee may open up the
response tool to submit a textual response (in addition to the earlier
acknowledgement) in step 516. An example opened response tool is shown in
Fig. 6D.

[0073] In certain example embodiments, the assignee may see their own
responses, but not those from other users that are associated with the item. In
certain examples, the users may see all of the other users’ actions. In certain
examples, the content that is visible is based on who 1s viewing it. For example, a
manager may see the responses of all of his/her subordinates.

[0074] With the response tool opened, the assignee can now enter a
response in step 518. The response is submitted and saved to the system in step
520. The text of the submitted text of the response is shown in Fig. 6E. Also, the
original assignor i1s now notified that a response from the assignee has been
entered in step 522. This notification can be an alert within the viewing
application or may be an email or other communication to the original assignor.
[0075] Fig. 7A 1s a flow chart of an example process associated with an
example assignor user interacting with an exemplary dynamic due diligence
system. A dynamic due diligence item may be created by having a user first login
(e.g., Authentication API) in step 702. As part of this process, the system
retrieves a list of documents (e.g., Document ACL API filters available
documents for the user) in step 704. The system further filters the list of
documents to display documents the user has not reviewed yet (e.g., Document
Reviewed Status API) in step 706 and a list of documents is presented to the user
in step 708. The user clicks on a hyperlink in the presentation layer to open a

document in step 710. At this point, a Custom Viewer presentation tool is
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invoked on the users computing resource (e.g., a personal computer or mobile
device) in order to present the requested document to the user.

[0076] Fig. 7B is a flow chart showing example communication between a
document viewer (e.g., located on a user’s computing resource) and a document
repository (e.g., a server system). The Custom Viewer conducts several tasks in
parallel (or in sequence) to pull sufficient information for rendering the document
on the user’s system. The Custom Viewer requests, in step 710, the document
content as a bytestream. This may be accomplished at step 710B by the document
repository system using the File decrypt API to decrypt the content from long-
term Network Attached Storage (NAS) and then stream the resulting content back
to the viewer via the Document Streaming API.

[0077] The Custom Viewer then requests digital rights management (DRM)
security permissions available for the requesting user in step 710C. In response to
this request, the server pulls data from the DRM Permissions Database and
streams it to the user’s computing resources (that is running the document viewer)
via the Document DRM Streaming API in step 710D. In step 710E, the Custom
Viewer requests annotations (e.g., associated dynamic due diligence items)
belonging to the user for display in the requested document. In response, the
server pulls this data from the Annotations database for annotations associated
with the document in step 710F. The system also determines which DDDIs are
associated with the requesting user for this document from the Dynamic Due
Diligence Database in step 710G. Also, in step 710H document version
information may be retrieved to allow a particular version of a document to be
shown to a user (e.g., if there are multiple different versions of a document). All
of this collected information 1s then sent back to the document viewer (e.g., via
the Document Annotation Streaming API) on the user’s computing resource.
[0078] In step 7101, the viewer requests a list of other users that due
diligence items can be assigned. As discussed above, this may be a list of users
who are in the same department or group (e.g., the information technology (IT)

team). In step 710J, the server system pulls the list of other users who also have
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access to view the document in question by making a call to the Document ACL
API which queries the Core System Database. In step 710K, the system cross-
references this data with specific rules available in the Dynamic Due Diligence
database, and streams the result to the viewer (e.g., via the Document
DynDueDiligence Streaming API).

[0079] It will be appreciated that the above communications between the
viewer and document repository system may be synchronous calls that are
implemented serially or may be asynchronous calls that are implemented in
parallel, or some combination thereof.

[0080] The user’s computing resource running the viewer may then
assemble the final document for view by the user by overlaying (or otherwise
combining/integrating) data that is associated with the requested document. In
this regard, Fig. 7C 1s a flow chart of an example process for presenting a
document to a user. In particular, starting with transition step 710L, the base
contents of the document may be loaded in step 710M. This may include pages,
images, etc. of the document. In step 710N DRM security restrictions
(watermarks, hiding of specific pages or elements, offline viewing rights,
expiration policy, print restrictions, etc.) may be loaded by the viewer. In step
710P, annotations/DDDI information may be layered on top of the content of the
pages of the document. To the user, the resulting document may appear as one
document (e.g., the overlaying process may not be obvious or visible for a user of
the document viewer). In step 710Q, the Dynamic Due Diligence workflow tools
are loaded. These tools may be loaded based on rules governing who and what
methods of document assignment can be conducted within the specific document
for the viewing user. Accordingly, the loaded document (and other associated
information on annotations/DDDI information) is presented to the user in step
712.

[0081] Returning to Fig. 7A, and step 712, after presentation of the
document, the user reviews the document in the Custom Viewer in step 714 and

sees a section of the document requiring Dynamic Due Diligence. Accordingly,



10

15

20

25

30

WO 2014/007721 PCT/SE2013/050652

21

the user selects the annotation tool in the Custom Viewer and highlights a passage
within the document in the Custom Viewer in step 716. The user then clicks a
Dynamic Due Diligence “Assign” button in the Custom Viewer to create a DDDI
item and finalizes it for use within the system in step 718.

[0082] Specifically, the Custom Viewer first displays a Dynamic Due
Diligence Assignment tool that allows a user to enter certain information related
to the creation of a DDDI. The user is presented with a displayed list of users in
step 720 that the created DDDI may be assigned to. The assigning user selects
one of the displayed users in step 722. Also, the assigning user may prepare a
comment that is to be a part of the newly created DDDI in step 724. For example,
the comment may be specific instructions for the assigned users on what they are
to do for their due diligence review.

[0083] The created information is communicated (described in more detail
below) to the server in step 726 where it is stored in a database (e.g., the
Annotations Database shown in Fig. 2). It will be appreciated, that one or more of
the above steps may be optional. For example, the assigning user may skip
adding a comment to the created DDDI.

[0084] Fig. 7D 1s a flow chart of an example process of creating a dynamic
due diligence item. The communicated information discussed in connection with
Fig. 7A may include the details of a new Dynamic Due Diligence Item. In
particular, in steps 730 and 732, the viewer on the user’s computing resource
sends the Document ID, Page Number, and details of the annotation.

[0085] According to step 732, the details of the sent DDDI include
information on the annotation such as XY starting coordinates; XY ending
coordinates; and Vector graphics details (e.g., if the user specified the annotation
via freehand drawing). In certain example embodiments, the server receives this
information via the Web Services application layer and the business logic layer
routes this data to the Annotation Routing API.

[0086] In certain example embodiments, in step 734, the server may

determine (e.g., via the Annotation Routing API) whether any two users are on
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different versions of the same document. If this situation occurs, the server may
then invoke the Annotation Extraction API, which takes as input the details of the
annotation and associated DDDI and returns a mapping of Document Version
Numbers, matching Page Numbers, and matching start/end XY coordinates in step
736.

[0087] In step 738, the Annotation Routing API stores the annotation data
in the Annotations Database and the Dynamic Due Diligence assignments in the
Dynamic Due Diligence Database.

[0088] In step 740, the Annotation Routing API invokes the User
Notification API. This invocation may, in turn, cause the User Notification API
to send an email to all recipients to whom the Dynamic Due Diligence item has
been assigned. With the DDDI item stored in the server an assigned user may
now respond to the contents via the example steps shown in Fig. 7E (e.g., via
transition C 742).

[0089] Fig. 7E 1s a flow chart of an example process associated with an
example assignee user interacting with an exemplary dynamic due diligence
system. In step 744, an assignee user receives a dynamic due diligence item
notification that indicates that an item has been assigned to him/her and in step
746 logs into the system. In certain example embodiments, the system may
retrieve a list of documents that are available to the user (e.g., via the Document
ACL API). In certain example embodiments, the system may further filter the list
of documents to display those the user needs to review as part of Dynamic Due
Diligence (DynDueDil Assignments API). In other words, only those documents
that have DDDI items assigned to the assignee user may be displayed. In any
event, the user clicks on a hyperlink in the presentation layer of a virtual data
room to open a document in step 748. It will be appreciated that other techniques
for opening documents (or providing commands/visuals to a user to open a
document) may be implemented.

[0090] At this point a Custom Viewer presentation tool is invoked on the

user’s PC or mobile device. As described herein the Custom Viewer requests,
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assembles, and renders a display of the document along with pertinent support
structures in step 750.

[0091] The rendering of the display through the document viewer may
include having the Custom Viewer request details of the specific annotations
assigned to the user within the document, regardless of the fact that such
annotations were created by another user in another version of the document.
Specifically, the version of the document may play a role in how the
annotation/DDDI is displayed, but may not hinder the DDDI from being displayed
even if the document versions being worked on are different.

[0092] Also, the Custom Viewer’s Dynamic Due Diligence workflow tools
receive information about the assigned Dynamic Due Diligence annotations. This
information may include, for example, page or line numbers of the document that
1s associated with the annotation. This information may then allow for the
overlaid information to be rendered in accordance with how the annotation was
originally created.

[0093] Upon the opening the document in the Custom Viewer, the Custom
Viewer’s Dynamic Due Diligence workflow tools alert the user in step 752 that
one or more Dynamic Due Diligence items require attention within the document.
In certain example embodiments, the alerts are clickable and direct to the user to
each Dynamic Due Diligence item within the document with each click.

[0094] In step 754, the Dynamic Due Diligence Assignment tool within the
Custom Viewer appears as an overlay on top of each assigned annotation. The
rendered information of the DDDI is placed over the top of the annotated portion
in step 756. In certain example embodiments, as described above, the user must
“Acknowledge” having seen the annotation in step 758. After acknowledgement,
the portion of the document that was obscured 1s revealed in step 760 so that the
user may review the portion in step 762.

[0095] In certain example embodiments, either immediately on or after
reviewing the assigned annotation and page contents, the user can provide a

supplemental response in the form of a text based response (e.g., in addition to the
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acknowledgement response) in step 764. For example, the user may click on an
icon to re-display the workflow tool for the DDDI associated with a particular
annotation. The user may then create a text based response that is to be reviewed
by the original assignor (or other users).

[0096] This updated information is then sent to the server in step 766. For
example, the Custom Viewer may send the Document ID, AnnotationID, the date
of Acknowledgement, and Response to the server. It will be appreciated that
additional server updates may be performed in response to user actions. For
example, when the user acknowledges the DDDI, a response may be sent before
sending information on the supplemental response. In certain example
embodiments, updates may be sent when a document is closed out or at certain
time based intervals (e.g., every minute the document viewer information is
synchronized with the server).

[0097] In any event, in step 768, the server receives the sent information
via the Web Services application layer and/and the business logic layer and routes
the data to the Annotation Routing API. The Annotation Routing API then stores
the Acknowledgment and Response in the Dynamic Due Diligence Database.
[0098] In step 770, the Annotation Routing API invokes the User
Notification API to notify relevant users of the updated DDDI information
associated with this particular annotation. For example, the original creator of the
DDDI may receive an email regarding the acknowledgment and/or updated
response. It will be appreciated that such notifications may be configured based
on the particular needs of a client. After notifying the creator, the process may
then transition, via transition D 772, to approving the status of a DDDI.

[0099] Figure 7F is a flow chart of an example of updating a dynamic due
diligence item. The Dynamic Due Diligence item creator may or may not receive
an email notification (e.g., depending upon client configuration). In step 776, if
the Dynamic Due Diligence item creator has the document open in the Custom
Viewer already, then the Custom Viewer may poll the system’s Web Services

layer at regular intervals (e.g., every 15 seconds) to check for updates made to the
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document. If the Dynamic Due Diligence item creator does not have the
document open in the Custom Viewer already, then this data 1s pulled as part of
re-opening the document via step 776.

[00100] In the web services layer of the system, as part of these checks, a
call is made to the DynDueDil Response API, which pulls data from the Dynamic
Due Diligence Database to determine when one or more assignees have
“Acknowledged” and/or responded to the Dynamic Due Diligence item. Such
details are then streamed to the Custom Viewer via the Annotation Routing API.
[00101] Accordingly, in the Viewer, the Dynamic Due Diligence
Assignment tool provides an updated status of a given Dynamic Due Diligence
item, showing the Dynamic Due Diligence item creator and for each assignee: 1)
the Acknowledgement Status (Acknowledged Yes/No and, if Yes, the date may
be displayed) in step 778; and 2) the response, if any, typed in by the assignee in
step 780.

[00102] Thus, in certain example embodiments, users may perform dynamic
due diligence through use of workflows, annotations, and the like that are
associated with a document (or a piece of information) or portion thereof that is
electronically presented to the users.

[00103] A dynamic due diligence item may also be associated with a
recommendation made by a user associated with the item (e.g., the assignor or
assignee). Also, recommendations may take on two or more levels and such
recommendations may be collated and presented to users of the system.

[00104] Figure 8-10 are screen shots of an example recommendation
workflow. Fig. 8 is a screen shot of an application program 800 in which users
see recommendations related to documents stored in the system. Specifically,
documents of the “1.2.1.4 customer contracts” folder 804 are shown in the view to
the right of the tree view. Each of the documents has an associated
recommendation score that relates to how users of the system have rated each
document. Thus, “2010 customer receivables *”” has a recommendation score of

8. Such a score may indicate that a document 1s more important that other



10

15

20

25

30

WO 2014/007721 PCT/SE2013/050652

26

documents and may be worthwhile for each team member to review the
document. Thus, a recommendation system may be used to provide a more
generalized due diligence aspect than the dynamic due diligence items discussed
above (e.g., that the recommendation does not need to be assigned to any one
user).

[00105] Fig. 9 is a screen shot when an individual document is opened
according to certain example embodiments. In particular, users may recommend
the document via button 902 or may bring up information on how users have
recommended the current document via button 904.

[00106] Fig. 10 is a screen shot showing a dialog box with a workflow that
1s displayed when a user desires to recommend a document. As can be seen, there
may be two or more levels of recommendation. For example the “standard”
recommendation may count for 1 point while a “strong” recommendation may
count for two points. It will be appreciated that other levels of recommendation
may be used in accordance with the techniques described herein. For example, a
negative recommendation option may be added (e.g., -1 point) or a third level of
recommendation that is worth 3 points. These points may then be summed or
otherwise calculated and displayed to the user in, for example, the screen shown
in Fig. 8. Users may also have the option of inputting a description of why it is
important for other users to view this particular document. All of this information
may be entered by a user and stored to a database system for future use.

[00107] The techniques described herein may be implemented on computing
systems (e.g., processing systems) that are composed of processors and other
components of computer architecture.

[00108] Fig. 11 is a block diagram of an exemplary computing system
according to certain example embodiments. A processing system 1102 may
include a central processing unit or CPU 1104, a system bus 1106 that
communicates with RAM 1108 and storage 1110. The storage 1110 can be
magnetic, flash based, solid state, or other storage technology. The system bus

1106 may also communicate with a user input adapter 1112 (e.g., a PS/2 or USB
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interface) that allows users in input commands to the processing system via a user
input device 1114 (e.g., a keyboard, mouse, touch panel, or the like). The results
of the processing may be displayed to a user on a display 1118 via a display
interface 1116 (e.g., a video card or the like).

[00109] The processing system 1102 may also include a network interface
1120 that may facilitate wired (e.g., Ethernet) or wireless communication (WiFi/
802.11x protocols, cellular technology, and the like) with external systems 1124
or databases 1122. External systems 1124 may include other processing systems,
systems that provide third party services, etc. Here, external systems may also be
the client or server system. For example the processing system 1102 may
implement functionality of a client system as described herein, thus the external
system may be the server system as described herein. Conversely, the processing
system 1102 may implement the server system and the external systems may
include client systems. External systems may also include network attached
storage (NAS) to hold large amounts of data (e.g., thousands or millions of
electronic documents). Such external systems for storage along with the internal
storage and memory may form a storage system for storing and maintaining
information (e.g., documents) that are the subject of a due diligence process.
Such a system many communicate with user and respective computing resource
(e.g., a client system, terminal, etc) to provide documents and information for
review and consideration.

[00110] The databases 1122 may include relational, object orientated, or
other types of databases for storing information (e.g., such as annotations database
in Fig. 2).

[00111] In other words, the processes, techniques, and the like, described
herein may be implemented on a computing system. Such implementations may
then configure or program the processing system to carry out aspects according to
certain example embodiments.

[00112] In certain example embodiments, a client system implementing a

document viewer/reader may be a special document viewer that is used to enforce
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certain policies on the end user as they read through and interact with the
document. For example, the reader may prevent users for locally saving copies of
the document. In certain example embodiments, the data that makes up the
document that is being displayed may be encrypted when it is temporally stored
within the memory of the user’s computer system. Such techniques may assist in
preventing users from copying data that is being presented through the viewer.
[00113] In certain example embodiments, the viewer may have digital rights
management (DRM) aspects that control how or what a user can do with a
document. For example, users may be barred from printing a displayed
document. In certain instances local saves may be authorized, but may be time
based such that the local copies are no longer accessible after a certain period of
time. In certain instances, such triggers may be tied to when the person logs
into/out of the system. Thus, local saving may be allowed for one (or more)
sessions of work. In certain instances the saving of a local copy of the document
may be more efficient (e.g., if the document is many megabytes in size) that re-
downloading the document contents each time the document is accessed. By
saving the document locally, annotation changes (or other informational changes
associated with the document) may be streamed down separately to the client
when such changes are saved to the server system (e.g., when a new DDDI is
created for an annotated portion of the document). Accordingly, the viewer may
dynamically integrate such changes into the document while it is being displayed
on the fly.

[00114] In certain example embodiment, watering marking techniques may
be employed. In certain example embodiments, the viewer and/or system may
track who has opened a particular document, what pages have been presented,
how long a particular page was presented, etc. Such information may be relevant
in having a comprehensive log associated with the performance of due diligence.
For example, after a deal closes if a lawsuit is brought because of an allegation of

non-disclosure of particular facts associated with a deal, the system may be able to
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provide information that user “A” viewed document “X” and page “Y” for “Z”
minutes.

[00115] In certain example embodiments, the client system may be network
terminal that functions to output a display of the document, but does not provide
any significant processing power. In other words, the rendering of the document
and integration of the annotation and DDDI information may be performed by a
server and then streamed for display on the client system. Of course other types
of client systems may also interact with a server (e.g., personal computers, mobile
devices, etc).

[00116] In certain example embodiments, assignee users may reroute
assigned items to other users. For example, one user may not be qualified to
answer a particular question associated with the annotated portion of a document.
Thus, the user may re-route it to a specialist or may escalate to their manager
(who may then re-route to an appropriate person). In certain example
embodiments, re-routing (or escalating) may create new DDDIs with the
particular annotation. Alternatively, such re-routing may be appended to an
already existing DDDI. In certain example embodiments, re-routing a DDDI may
be an event that is recorded by the system (e.g., that can be reported on in the
future).

[00117] In certain example embodiments, users may share annotated
portions of a document with each other, but without the requirement that the
shared annotations be later “acknowledged.”

[00118] In certain example embodiments, a method for creating a workflow
assignment for an individual’s use of an electronic document management system
(EDMS) 1s provided that comprises the steps of: 1) identifying a specific portion
of a specific document in the EDMS; 2) Entering a specific set of instructions
dictating exactly what action(s) need to be performed related to the relevant
portion of the document; 3) Identifying the individual user to whom this new
workflow item is to be assigned; 4) Notifying the individual that they have a new

workflow assignment within the EDMS; 5) Modifying the individual’s view of
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the document in such a manner that they can simultaneously or sequentially, but
in any case contextually, see the following: a) The specific portion of the
document identified as needing their attention as per Step 1 above; b) The
instructions entered telling them what action(s) they must perform as per Step 2
above; c¢) A user interface control element consisting of but not limited to a
button, a select list, or a text box that the individual can use to change the status of
the workflow assignment.

[00119] A further aspect 1s where the EDMS is specifically identified as
belonging to the “virtual data room” subclass of document management systems,
implying that the assigned workflows are in relation to the act of performing due
diligence on a company, a financial transaction, a regulatory approval, or any
other transaction typically performed within a virtual data room.

[00120] A further aspect 1s where the step of identifying a specific portion of
a document within the EDMS takes place within a specialized document viewer
having a set of unique tools consisting of: 1) A selection tool capable of
identifying a word, a phrase, a sentence, a paragraph, or any other text-based
content within the document or within a page of the document; 2) A selection tool
capable of capturing a set of coordinates to create a “bounding box” that identifies
a specific region of a specific page or range of pages within the document; 3)

A drawing or writing tool allowing for the addition of new shapes or
text-based content to be inserted into or superimposed upon a portion of a page or
range of pages within the document; 4) A redaction tool allowing for the
strikethrough, removal of, replacement of, or reformatting of specific text-based,
image-based, vector-based or object-based content on a page or range of pages
within the document.

[00121] A further aspect i1s where the set of instructions may be created
through: 1) The use of a text box for typing instructions; 2) The use of a selector
such as a dropdown menu, checkbox list, or radio button list for the selection of

one or more instructions from a pre-determined plurality of possible options.
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[00122] A further aspect 1s where the step of identifying the user to whom
the workflow assignment is being assigned: 1) Can be done through a selector
control such as a select list, a checkbox list, or a radio button list, allowing for the
selection of one or more users from among a plurality of potential users to whom
the assignment can be made according to logic determined within the business
logic parameters of the EDMS; 2) Can be done through the entering of a user’s
unique identifying information such as an email address, a network user 1d, a user
name, a first name or last name, or any other identifiable characteristic of the
individual recognizable by the EDMS itself or by virtue of application
programming interfaces (API’s) allowing the EDMS to interface with other
electronic systems; 3) Can be done such that only one individual becomes the
assignee; 4) Can be done such that several individual users become joint
assignees; 5) Can be done such that several individual users become assignees,
but with varying levels of priority and workflow existing between and among
them; 6) Can be done such that a group representing a collection of individuals
becomes the assignee; 7) Can be done such that a role representing an abstract set
of users and/or groups as determined by business logic within the EDMS becomes
the assignee.

[00123] A further aspect 1s where the act of notifying the individual of the
new workflow assignment consists of one of the following: 1) Sending an email
or other electronic message to the user; 2) Displaying a notification on a page,
control or other graphical element within the EDMS.

[00124] A further aspect 1s where the notification exists within a specialized
document viewer consisting of: 1) A visible alert in a prominent area of the
document viewer such as the primary toolbar, which is visible on every page
within the document and hence is difficult for the individual to overlook; 2) A
visible dialog or “alert” that appears before the user is able to navigate through the
document or through a certain range of pages or range of content within the

document.
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[00125] A further aspect i1s where the alert shown to the individual can be
acted upon to display additional information and/or take action on the workflow
assignment, where such information and/or actions consist of: 1) Displaying a list
of workflow assignments within the document; 2) Displaying the page number
and other relevant location details of each workflow assignment within the
document; 3) Navigating the user to a specific workflow assignment within the
document; 4) Navigating the user to each of a plurality of workflow assignments
that exist within the document.

[00126] A further aspect 1s where the modification of the individual’s view
of the document identifies the specific portion of the document needing their
attention through the use of a series of markers surrounding the relevant section of
the document.

[00127] A further aspect 1s where the instructions telling the individual what
action is needed from them appears as a box or dialog superimposed upon or side-
by-side next to the specific portion of the document in such a manner that the
individual can comprehend that the instructions are specifically referring to this
identified portion of the document.

[00128] A further aspect 1s where the control accessible to the individual
allows them to change the status of the workflow item to the following: 1)
Acknowledged; 2) Acknowledge and Commented On, where a text box allows for
the individual to type comments back to the workflow assignment originator; 3)
Completed; 4) Reassigned, where the individual can select a different individual
as the new Assignee; or 5) In Progress, where some other specific configurable
workflow has been invoked, corresponding to a workflow management system
within the EDMS.

[00129] A further aspect 1s where each workflow assignment is comprised
of: 1) The Assignor; 2) The Assignee(s); 3) The Date of Assignment; 4) The
Current Status of the Assignment.

[00130] A further aspect 1s where the list resides within a virtual data room

subclass of electronic document management systems.
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[00131] A further aspect i1s where a “dynamic due diligence report™ is
created, where each workflow assignment in the report: 1) Represents a due
diligence action item that must be performed in order for due diligence to be
deemed “complete” by the parties using the system; 2) Represents a due diligence
action item that did not exist at the onset of the due diligence process, prior to the
parties beginning their review of the plurality of due diligence documents within
the system; and 3) Represents a due diligence action item that is comprised of a
portion of a document but not any document in its entirety.

[00132] Certain examples herein are described in terms of sequences of
actions that can be performed by, for example, elements of a programmable
computer system. It will be recognized that various actions could be performed
by specialized circuits (e.g., discrete logic gates interconnected to perform a
specialized function or application-specific integrated circuits), by program
instructions executed by one or more processors, or by a combination of both.
[00133] Moreover, the example embodiments herein can additionally be
considered to be embodied entirely within any form of computer-readable storage
medium having stored therein an appropriate set of instructions for use by or in
connection with an instruction-execution system, apparatus, or device, such as a
computer-based system, processor-containing system, or other system that can
fetch instructions from a medium and execute the instructions. As used here, a
"computer-readable medium" can be any means that can contain, store, or
transport the program for use by or in connection with the instruction-execution
system, apparatus, or device. The computer-readable medium can be, for example
but not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, or device. More specific examples (a non-
exhaustive list) of the computer-readable medium include an electrical connection
having one or more wires, a portable computer diskette, a random-access memory
(RAM), a read-only memory (ROM), and an erasable programmable read-only
memory (EPROM or Flash memory).
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[00134] Thus, the invention may be embodied in many different forms, not
all of which are described above.

[00135] It will be appreciated that the techniques described herein may be
applied to a variety of different contexts. For example, actions related to mergers
and acquisitions deals, bankruptcy (or other forms of capital restructuring), federal
drug administration approval (e.g., where experts review portions of a given
submission), licensing/sales deals that require review of the asset being licensed
(e.g., patents), or other types of actions/deals.

[00136] It is emphasized that the terms “comprises” and “comprising”, when
used in this application, specify the presence of stated features, integers, steps, or
components and do not preclude the presence or addition of one or more other
features, integers, steps, components, or groups thereof.

[00137] It will be appreciated that aspects of the embodiments described
herein may comprise yet further embodiments. Also, the embodiments herein (or
aspects thereof) may be combined in various ways to form additional
embodiments.

[00138] None of the above description should be read as implying that any
particular element, step, range, or function is essential such that it must be
included in the claims scope. The scope of patented subject matter is defined only
by the claims. The extent of legal protection is defined by the words recited in the
allowed claims and their equivalents. All structural and functional equivalents to
the elements of the above-described preferred embodiment that are known to
those of ordinary skill in the art are expressly incorporated herein by reference
and are intended to be encompassed by the present claims. Moreover, it is not
necessary for a device or method to address each and every problem sought to be
solved by the technology described, for it to be encompassed by the present
claims. No claim is intended to invoke 35 U.S.C § 112, 6" paragraph unless the
words “means for” or “step for” are used. Furthermore, no embodiment, feature,

component, or step in this specification is intended to be dedicated to the public
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regardless of whether the embodiment, feature, component, or step is recited in
the claims.

[00139] The particular embodiments described above are merely illustrative
and should not be considered restrictive in any way. The scope of the invention is
determined by the claims, and all variations and equivalents that fall within the

range of the claims are intended to be embraced therein.
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CLAIMS

1. A system for performing due diligence on a plurality of documents that
are electronically stored and accessible to a plurality of users over a computer
network, the plurality of users including a first user and a second user, the system
comprising:

a storage medium system configured to store the plurality of documents;
and

a processing system that includes at least one processor, the processing
system configured to:

receive a request from a first dynamic due diligence terminal
associated with a first user to view a document in the plurality of documents;

retrieve the document from the storage medium system;

display the retrieved document at the first dynamic due diligence
terminal for review by the first user;

select at least the second user out of the plurality of users based on
user input;

create a dynamic due diligence item including for use in performing
due diligence on the retrieved document;

assign the created dynamic due diligence item to at least the second
user;

associate the created dynamic due diligence item to the document;

store the created dynamic due diligence item to the storage medium
system;

display the document at a second dynamic due diligence terminal
for review by the second user;

integrate an indication of the dynamic due diligence item into the

displayed document;
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display the dynamic due diligence item at the second dynamic due
diligence terminal, the dynamic due diligence item including a required action that
the second user is required to take in order to satisfy the dynamic due diligence
item;

receive input from the second user, via the second dynamic due
diligence terminal, responsive to display of the dynamic due diligence item; and

generate and store an indication, to the storage medium system, that
the dynamic due diligence item is satisfied when the received input from the
second user 1s in accordance with the required action of the dynamic due diligence

item.

2. The system of claim 1, wherein:

the first dynamic due diligence terminal includes a first processor of the at
least one processors,

the second dynamic due diligence terminal is remotely located from the
first terminal and includes a second processor of the at least one processors,

the processing system includes the first dynamic due diligence terminal,
the second dynamic due diligence terminal, and a server system that includes at
least a third processor of the at least one processors, and

the first and second dynamic due diligence terminals are configured to

communicate with the server system over the computer network.

3. The system of claim 1, wherein the required action includes an

acknowledgement by the second user of the assignment to the second user.

4. The system of claim 1, wherein the required action includes an answer

to a yes/no question by the second user.

5. The system of claim 1, wherein:



10

15

20

25

WO 2014/007721 PCT/SE2013/050652

38

the plurality of documents are stored in an encrypted form on the storage
medium system, and
the processing system is further configured to decrypt the document before

being displayed at the first and/or second dynamic due diligence terminal.

6. The system of claim 1, wherein the processing system is further
configured to send a notification to inform the second user of the created dynamic

due diligence item.

7. The system of claim 1, wherein processing system is further configured
to:

annotate a portion of the document based on input from a user from the
plurality of users; and

associate the annotated portion with the created dynamic due diligence

item.

8. The system of claim 7, wherein the processing system 1s further
configured to present the dynamic due diligence item on the second dynamic due
diligence terminal such that the annotated portion of the document 1s at least
partially obscured by the presented dynamic due diligence item at least until the
required action is input by the second user to satisfy the dynamic due diligence

item.

9. The system of claim 1, wherein the dynamic due diligence item further
includes comment data, and
the processing system is further configured to:
receive input from the first and/or second user in the form of a
comment; and

associate the comment with the created dynamic due diligence item,
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wherein display of the dynamic due diligence item includes display of the

stored comment.

10. The system of claim 1, wherein the processing system is further
configured to determine the list of users out of the plurality of users that are
authorized to be assigned the dynamic due diligence item for the document from

the first user.

11. The system of claim 1, wherein the processing system is further

configured to receive a recommendation on the document from the first user.

12. The system of claim 11, wherein the received recommendation is for a

portion of the document.

13. The system of claim 11, wherein the processing system is further
configured to:

calculate a recommendation score for all recommendations associated with
the document; and

display the recommendation score to a user in the plurality of users.

14. The system of claim 11, wherein the received recommendation is

among at least two possible levels of recommendation.

15. A non-transitory computer readable medium storing computer readable
instructions for use with a virtual data room system for conducting dynamic due
diligence on information that is segmented into a plurality of different information
portions that are stored in a storage medium system that is remotely accessible to
a plurality of users, the plurality of users including a first user and a second user,

the stored instructions comprising instructions configured to:
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receive a first request from a first computing resource that is associated
with the first user to retrieve an information portion of the plurality of different
information portions stored in the storage medium system;

transmit the requested information portion to the first computing resource
for review by the first user;

select a group of users from the plurality of users based on the requested
information portion and/or the first user, the group of users including the second
user;

receive, from the first computing resource, a created dynamic due diligence
item for use in performing due diligence on the information portion,

store the created dynamic due diligence item to the storage medium
system;

store, to the storage medium system, an assignment of the dynamic due
diligence item to the second user,

store, to the storage medium system, an association between the created
dynamic due diligence item and the requested information portion;

receive a second request from a computing resource that is associated with
the second user to retrieve the information portion that is associated with the
created dynamic due diligence item;

transmit the information portion to a computing resource used by the
second user for review thereon;

retrieve the dynamic due diligence item from the storage medium system,
the dynamic due diligence item set to be integrated into the information portion
when displayed to the second user on the computing resource, the dynamic due
diligence item including an input requirement that the second user 1s required to
take in order to satisfy the dynamic due diligence item; and

store an indication, to the storage medium system, that the input
requirement of the dynamic due diligence item is satisfied when data transmitted
from the computing resource indicates that the second user provided input that is

in accordance with the input requirement.
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16. The medium of claim 15, wherein the instructions are further
configured to send a notification to the second user that the first user created the

dynamic due diligence item assigned to the second user.

17. The medium of claim 15, wherein the input requirement is

acknowledgment of the dynamic due diligence item by the second user.

18. The medium of claim 15, wherein the instructions are further
configured to:

encrypt the plurality of information portions;

responsive to a request for at least one of the information portions, decrypt
the at least one of the information portions; and

stream the decrypted at least one of the information portions to a

computing system used by at least one of the plurality of users.

19. The medium of claim 15, wherein the instructions are further
configured to:

receive annotation data from the first computing resource that some part of
the information portion has been annotated by the first user; and

store, to the storage medium system, the annotation data along with an

association to the dynamic due diligence item.

20. The medium of claim 15, wherein the instructions are further

configured to receive a recommendation to the information portion.

21. The medium of claim 15, wherein the instructions are further
configured to associate the recommendation to an annotated part of the

information portion.
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22. A method of conducting due diligence on a plurality of files by a
plurality of remotely connected users, the plurality of files being stored on a
storage medium system of a virtual data room system that includes at least one
processor, the plurality of files including a first file, the plurality of remotely
connected users including a first user and a second user, the method comprising:

receiving a first request, at the virtual data room system, from the first user
using a first remote computer system to view the first file stored in the storage
medium system,;

transmitting, from the virtual data room system, the requested first file to
the first remote computer system for review by the first user;

receiving, at the virtual data room system, a created dynamic due diligence
item that 1s for conducting due diligence on the first file, the created dynamic due
diligence item being associated with the first file and assigned to at least the
second user;

storing, via the at least one processor, the created dynamic due diligence
item 1in the storage medium system;

receiving a second request from the second user to view the first file that is
associated with the created dynamic due diligence item;

transmitting, from the virtual data room system, the first file to a second
remote computer system for review by the second user thereon;

retrieving, via the at least one processor, the dynamic due diligence item
from the storage medium system, the dynamic due diligence item set to be
integrated into the first file when displayed to the second user on the second
remote computer system, the dynamic due diligence item including an input
requirement that the second user is required to take in order to satisfy the dynamic
due diligence item; and

storing an indication, to the storage medium system, that the input
requirement of the dynamic due diligence item is satisfied when data transmitted
from the second remote computer system indicates that the second user provided

input that is in accordance with the input requirement.
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23. The method of claim 22, wherein the first file is encrypted on the
storage medium system, the method further comprising decrypting the first file

before transmission to a remote computing system.

24. The method of claim 22, further comprising sending a notification to

the second user regarding the creation of the dynamic due diligence item.

25. The method of claim 22, further comprising:

receiving annotation data from the first remote computer system that
relates to the first user having annotated a portion of the first file; and

store, to the storage medium system, the annotation data along with an

association to the dynamic due diligence item.

26. The method of claim 25, wherein when the first file is displayed to the
second user on the second remote computing system, at least a part of the portion
of the first file annotated by the first user is obscured by the presentation of the
dynamic due diligence item on the second remote computer system until the

second user satisfies the dynamic due diligence item with the input requirement.



PCT/SE2013/050652

WO 2014/007721

1/25

il PV

¢ Auedwiod s1y} Anq Jjiis oM ue)
"saio1jod ajeiodion Ino o} UONDIPRILOD Ul I SIU)
51 9n91130 | “Ainjase uonoss siu peal aseald ‘eoug

(reuondo) sjuswwon

L UBWSOIY Uely ]
Jlejsuesg eou3 &1
d SienpiAipUl

[

0 L1

—Cll

INOTINOS OL QINDISSY

H

oclL” JAuedwoo siyy Ang [jus am ue)
*5819110d 8]2100109 N0 0} UCOIPEIIUOD Ul §I SIUY
aAsIaq | Kjnjares uoiss siy) pesi sses|d ‘eaug

-oj0im wdz)i¢ Z)/zh/e U ‘ssoy wepy

g1

WAL GINDISSY

144"

‘ _z%_
(aBpopmouoe }

fides e “woﬁ
JKurdwoa sy Ang s am uey

"saoljod 8}e10d100 INO O} LOIOIPEIILOD Ul S| SIL}
analaq | A|InyeJes uoross siyy peal sses|d ‘BaLg
:0j0IM widz 1€ Z1/Z1IE U4 ‘SSoy wepy

W31l GINDISSY

faewwng sjoenuon uoneiny

4 T

UolepUaWWooa) ONOMLS () ¢
UONEPUSWIWOIS) PIEPUEIS @ A@

UoljEpUALILLIODRY B a)el




WO 2014/007721

2/28

202
Z

PCT/SE2013/050652

>

APIs

Application Layers

Relevant Core System APIs  204A
User Authentication API
Document ACL API
Document Reviewed Status API

Document Due Dil ltem by User API
Document Streaming API

File Encrypt / Decrypt AP
User Notification API

Dynamic Due Diligence APIs 5q4p

Document DRM Streaming AP

IDocument DynDueDil User Streaming AP |

Document Annotation Streaming API |

Annotation Insertion API

Annotation Extraction API

Annotation Routing AP

DynDueDil Assignments AP

DynDueDil Response AP

Application Data Layer (DL} 206

B© Core System Database

B Core Network Attached Storage (NAS)

Dyn Due Dil Specific DBs

I5) Annotations Database

B DRM Permissions Database

B Dynamic Due Diligence Database

08

Business Logic Layer (BL)

Core System Business Logic

Dynamic Due Diligence Bus Logic

Presentation Layer (PL) 10

Web App (web pages)

Web Services for Mobile Apps

Web Services for Custom Doc Viewer

Custom Doc Viewer (doc display)

Cloud Security Layer

12

Firewall Layers

Encryption Key Mgt

Intrusion Detection (IDS)

FIG. 2




WO 2014/007721 PCT/SE2013/050652
3/28

[ Assignor Workflow ]—/300

A 4

Create Annotation On Document ~302

A 4

Share Annotation By Assigning | _.-304
To Another User

A

Email Assignee An Alert On The | _.~-306
Newly Created Annotation

A 4

Update Viewer To Indicate | _-~308
Annotation Has Been Assigned

A 4

Cancel Assignment If | _-310
Not Acknowledged

A 4

Alert Assignee Of Cancelation

FIG. 3



PCT/SE2013/050652

WO 2014/007721

4/25

‘4

old

IR
daly iy v voanbay uonRRTROT SRS 7




PCT/SE2013/050652

WO 2014/007721

5/28

av "Old

foteni Udderrags qunn]
sBumes wesAs u Bunes
Somiodd dlncdll og samuny

;Baeadidy oy

5

&

anal|aq |

s shuedwog syl Ang s am uen .mm__u__n__u_w
21e40dd00 IN0 0} UOIIRESUOD WIS 51U}
“A[njaied uoiaas syl peal asea|d

MEENNY [BRNE 4]
dlelsuren auniz
BBy dnipEBC]
BARRaaly mmu\
saunp gl

LEWM I LByl

Hesori

ety
b upRIORRYOTS Mgy |

BOOY B

B ~ (o] ubissy



PCT/SE2013/050652

WO 2014/007721

6/25

oF "Old

UbipssE @ amus)
SUIRIOUUE
bupeus o
SRpOUW. UG 10l
0 1SN HoY
WO pRIsys

v Wiy ouTbaY UOURVITR YD PO 1

WBLOUMY Ui ABUBAD - UOD] DRIBLS



PCT/SE2013/050652

WO 2014/007721

7/28

av "old

Guipaad - dimsunes ol

Duipuar - 18A05%04T UED

S AAueding sndng s

o ues saind anding N0 DL LDIDEIID U
SYSIL AASUEY L AINIRED UDHIRS S DER aseald

SO UMIZ LD ELI7 L U sno) wanny

B

B WO S Y

yrebyity

BT AN S WA

T RS e s g

\\§ % \\§§ 2

s

7

U3 1AauUeEd Aeu anulissy AUl

1sanbad
popuadsay 1o palinapnipoe 194 assy saoullissy SUl IO BUOU |
spoy Buipusd - o0 wesuwubissy



PCT/SE2013/050652

WO 2014/007721

8/25

3% "Old

Buipued - wimnueen g

whoy UBREIDRTT TN ©

gresdiy

Rl

BHinye 71 $BA0RR0IT BT S

S AAUBELUS T SILANY s

£ ogalanng 218000 NG 0L LORHDRAUDY Wi 51

AEBG L AIMBIR UONAAE s peag azead g

B, BT LG TRA7 LT 1 BB0Y wiepy

OS] RE
LG 40 (B OUA0DT S RUE An-peal dn Saous 0] 8Ll Dy aul Bushi A paboem ooy sey aauflisse auly
{UmoUs UonNIosS: iened) mels Dealnsey - oo wesuwwBissy

soufiissy pug asublissy



PCT/SE2013/050652

WO 2014/007721

9/25

dv "Old

Yrehynly
Dablal iR oy SRR BTN 7
WG L PLIE T U T s en 01 S

iPLA AU U BNSE IR 10N

UBNOULARYD BIE BRA SHILAES | DRIG IO

eSSy
TUIE U3 IBADRSRIT YR

Lesupdin T SH AN S
g ey oo arinding Em Gl unppEngng o
ZIUL samlian | ANDISIED LG Sl peat asead

Widobr g

S uE £33 BB0M wnnYy

%\

Vi

T WY \\ ,

BERRPBGR

saoya seanubinsy pue asufissy yog oL
JEDUSNT S pUE Auo-pEal dn sAaous oo Ul asuodsar g u Budd Aeroe) papundsay sey aaulissr sy
{Umous UORMIDSS: N B8l DBAIDSS)N - 100 wawnBissy



PCT/SE2013/050652

WO 2014/007721

10/25

asuodsay 1O pPaIoN S| Joubissy

22— ‘

g 'Old

paAes S| asuodsay passjug

0z 1

asuodsay siejug aaubissy

gLg— ‘

MOPUIAA JUBWIWIOD/asuodsay
suadQ ssaubissy

91— 1

uoILOd pajelouuy
speay aaubissy

PaAES S|

215" juswabpamouyoy JO PJodaYy

Juswiubissy

oLs -~ sobpamou Dy saubissy

A

gos "1  Siswwo) s Joubissy pesy

pLGg—" ‘

Juswubissy
0] ajebineN

»0Gg—" 1

uuswnooq uadQ

205" N~

uonejouuy o] Ajoaliq
Juswno0q uadp

e

MOIPIIOAA S8ubiIss
oomL I10NA ISSY w

N 906



WO 2014/007721 PCT/SE2013/050652
11/28

FIG. 6A

A B Bupip

P

&1 ]

Vi

it

7

i
Yo Cnlabaratinn B

7

2 B

Arsigranent Alerting Tool




PCT/SE2013/050652

WO 2014/007721

12/25

d9 'Old

dnsncen)

£ s pminbitne
BABE S U P bash
FiLirEa B O el |

Eratio ot 3
by GOy Ty ey

L

Fiausfiney o nanin
BB SAoE A Y

SoAUEAUINg Bl ADY S
e senind semdiod B G uoImnRIaI Ry
1

SieEn | MIUDieL UOD2AS sul peatanead i

e alpaan sy

13 B8O Lappy

.
%

:

P

5

G

i

o e s

wEUalpRmoUXIs UR om0k S0 sl sousfliiD SNk SUL MRa 0L IRR0 Ul DUnHdsa
A HOBULHHID DR ISSD UL B DS LDRRIGLUR BUIALSIUN L MEAC ATTLOSMIT Pa0RpT 80 1SN IDNL SIUL
el wsundses wewBisey



PCT/SE2013/050652

WO 2014/007721

13/25

99 'Old

SHPHALES S SR B T R yRREAIdy
P LR D ] didng mivny g SRR Y WO REARGTS £

SBUEIEEY

pue oulssy ype
e
pauizesymeIys

i

% 7 B 0 G

,%,;ﬁ“mﬁma.m.mmcm%mwﬁgmﬁ%am%
LT DUIARE OF 3 dous 01 wian Dumnne "AsUasA0 und paleusmaulisce SuUl Ul iR
paubisse AUE 385 Aol Tspundeald o vy Bupdiana Ao wiawuDisse sebipawouyae aauliisse 4

AeliBar DS paubissyRBIeus 1o A s.oeubissy




PCT/SE2013/050652

WO 2014/007721

14/25

ag olid

§

wod sreindio
m f N:Q&E

sebnapsnusse
143 IBMRSDITI IR

; :Em,%mﬁ SH w,,ﬁ

A BRI T

ety

k

sasufiSorE JBUlD D BS0U] 10U ING WO Os

{mols UONTIDSE! [BUessad) mals pelnepaoiyy - |

A LIAAL LELE 836 Apuy pafipapeauyy soy asauflisss Sy
o) suswbissy



PCT/SE2013/050652

WO 2014/007721

15/25

49 "Old

LR SR AL R L

yseay

iDL sl ansatins

BN AEH0 20 S0 S MRS DRI R
e

g g

ity

LoAUBHIDS RU ADD IS

!
B LR DY oo apning INg 0 LU NNDS Ul 5

sl asalsg  AUnlsuel Unnoas sulpeal aneand i

§

.

ey,

PG

Yl R

i

‘GRaUBiSER IAUI0 D S0 10U INY SSU0GEA] UMD JEL] 898 ALl

i i

mapuodsas sey saubisse 3y

{umslls ORGSR IBUDsIad) sels pepundses - o0 wsunBissy



PCT/SE2013/050652

WO 2014/007721

16/25

Jeneg 01 1dad
ajealunwwo)

\ A

9cs

Idad syl uo
Juswiwo) v aledald

i

8¢l

1dad =yl

g

vcl

Juswinooq v 1senbay

0] Josn v ubissy

V. 'Old

~

ccl

Jasn oL

\ A

0L

Jasn 0] sjuswnoo(g
JO 1817 Jussald

A\ 4

Juswinoo( Jussald

1817 s1asn Aejdsiq

A

-~

0cL

A 4

-

cll

snjeig uQ paseq

~

801

sluswnoo Jajli4

Juswinooq
SM3INSY JaS

wa}| aouabljIig ang
JlWeUAQ 91eal)

\ A

8LL

e

1AZ4

P

901

SjusWIN20(
9|qISSS00Y 9A31NY

A 4

Juawnoo( ayl Jo
UOILOd V 199]8S

\

91/

7

0.

u| sboq Jesn

—

c0L




PCT/SE2013/050652

WO 2014/007721

17/28

A0LL —

sjusWUBISSY | aA1909Y ue)
OUMA SJasn JaYI0 auiwiaaqg

A

roLL—

JUBWIND0( MBIA UBD
OUM SJas) Jayi0 aulweaqg

HOLZ —

AJessao9) J| uonewlou|
UOISJaA JUBWND0( SASLISY

A

O0LL —

Jasn syl Ag s|gemain
aly $|QAQ UDIUAM sulLLs)e(

A

401L —

juswinoo(g 1senbay Jo4
$S1dAdd sAsUey

aots —

Jasn bunsanbay
JO suolIssiwIad anauay

S (0] B

JOMBIA O] Juswnoo weals
puy Juswnoo( 1dA1oaq

4. 'Old

101, — 1

m_oﬁ\\

o1, — 1

1014

1SI7 Juswubissy 1sonbay

|aQq 2uoadg Jasn 1sanbay

SybIy Jasn 1sonboy

Juswinoo(g 1senbay

/
oLL
JaMaIA Juswnoo(

wia)sAg Auojisoday JuswnooQ



PCT/SE2013/050652

WO 2014/007721

18/25

9. 'Old

Jasn

ol

Juswinoo( Jussald

) !

A

S|001 MOIPHION 1dAQd PeOCT]

ooLL— !

UOILOd JUuswnoo( paleIoossy
UQ 1ada panauiay JakeT

A
n_oE\.\

A

suolousay AJInosg peo

NOLL— !

SJUaUOY JUBWND0(
aseq peo

_\/_OE\.\

1012




PCT/SE2013/050652

WO 2014/007721

19/25

al 'old

474

1aAa psieaid JoO
Jasn paubissy AlIION

A
ovs— ‘

uonewlou| |[gaQ 2I0iS

A
ges — ‘

UOISIB/ JUSWNI0Q YNAA
|aaQ pajeal) S1eloossy

ogs— 1

juswnooq ay | buimaip
S| J9sN Jayjouy }| sulwisleq

pes — 1

1aaa p=jeal1d JO
sonsuajoeiey) Aejdsiqg anivoay

zeL— T

1AAa psieald UlIAA PB1eldossy
UOIJEWIOU| JUSWND0(] SAIS09Y

(01592 —

8¢/



PCT/SE2013/050652

WO 2014/007721

20/25

JanIeg uQ

Idaaq payepdn 810)S

\ A

89/

Janlag 0]

slepdn JO
Jojeasd |aaq AmoN

—

041

|aaa payepdn puss

-

98/

i[dagol
asuodsay sppy Jasn

¢l

JuswInooq JO

-

122

sus|y 1aaa Aeidsiqg

\ A

¢Sl

lasn ol

Y

Jasn ol |aqq wssaid

UOILIO4 SM3IASY Jas

3. 'Old

Juswinooq JO

-

9L

1AAad Yrm uswnood

~

12572

«

JUSWIN20(] JUssald

-

046/

1AAQ UHAA PLBJEIDOSSY
Juswinoo( aAsleY

JO uolUod Jano)

UOILOd MOYS

\ A

092

Jasn 8yl Ag

-

9¢.

walsAg 0] uj sbo

A

~

8v/

19SM POIION

Y

|daq sbpsjmouoy

-

86/

UOIedION

~

ov/

1aAQ SaAI903Y JIs(

/

147

vl



PCT/SE2013/050652
21/25

WO 2014/007721

42 "Old

1aAaa YUAA paleroossy
asuodsay Ae(dsiq

Y
oes— ]

Juswabpamou oy
Aeidsiq

siu— 1

uonewuolu] 1aada
pajepdn ansuley

A
@NN\\\

sa1epdn Jo4
JAAIBS ModYD

vk\.\

c¢ll



WO 2014/007721 PCT/SE2013/050652

FIG. 8

800~

22/25

802

A\

S

S




WO 2014/007721 PCT/SE2013/050652

FIG. 9

23/25

SRS

1

SN
N
Qesed

BB

~ $tentrarne I

s

2%

2

904

2

.
N\

R

i
7

A

Virtual Dataroom Specifications Documaent

902

73

Pt

3
s

o




WO 2014/007721 PCT/SE2013/050652
24/25

ANRNENNN
¥
N
2

S yresr ey
A




PCT/SE2013/050652

WO 2014/007721

25/25

N Ll "Old
asegele
Q } d —~CClL
/////, \\\\\\\\\\
| SJELISIU| YJOMISN P 20BLlBIU|
(s)wo)sAg \ J Edde Aedsig
|jeulalx3 Ocll
x o T LAY N sng wolsAs P0BI0IS
¥ell
POLL x /

Aedsiq ~_allL

(

Ndd

WaJSAS BUISSe00Ig

90l

AN

Jaydepy
induj Jasn

SO0l

T:ac_ Jasn

A

L
/

1437°

/

c0ll



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - claims
	Page 39 - claims
	Page 40 - claims
	Page 41 - claims
	Page 42 - claims
	Page 43 - claims
	Page 44 - claims
	Page 45 - claims
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - drawings
	Page 51 - drawings
	Page 52 - drawings
	Page 53 - drawings
	Page 54 - drawings
	Page 55 - drawings
	Page 56 - drawings
	Page 57 - drawings
	Page 58 - drawings
	Page 59 - drawings
	Page 60 - drawings
	Page 61 - drawings
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - drawings

