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1
SYSTEMS AND METHODS FOR
CONDITIONAL DISTRIBUTION OF
AGGREGATED CRYPTOGRAPHIC DATA
BASED ON A TRIGGER

BACKGROUND

As issues such as infectious diseases, climate change and
resource scarcity become more prevalent, it has become
more important to consider how to mitigate and solve these
issues quickly. Currently, for example, allocation of physical
resources is logistically challenging in situations where
transportation or trade routes may be hindered by natural
disasters, civil strife or violence. Distribution of resources
during these crises may be difficult and impossible in some
situations, which means that communities may not receive
the aid they need until it is much too late. Additionally, it is
difficult for contributors of resources, such as donors, to
know exactly how to distribute resources in an effective way.
For example, during a hurricane affecting a region in the
Caribbean, contributors may not know which charitable
entities, such as which branches of Red Cross, may require
resources, and which resources. It is not trivial to determine
how to distribute resources in an effective and efficient
manner, especially during a dynamic situation, such as a
natural disaster. Additionally, resources that require trans-
port may not be able to arrive under difficult weather
conditions, which precludes any distribution of physical
resources to areas in need during the worst of a natural
disaster. Digital resources may be easier to distribute or
allocate during a disaster. However, it is still difficult to
automatically help those in need while also ensuring that
requestors of aid are trustworthy or not fraudulent, as well
as determining how to distribute available resources effi-
ciently and to the proper entities. Carrying out checks and
balances to ensure that resources are not misused or fraudu-
lently requested may take time and delay any distribution of
aid, to potentially disastrous consequences.

SUMMARY

Methods and systems are described herein for distributing
aggregated cryptographic resources contributed by multiple
users on a blockchain, through an on-chain program, to
entities (e.g., entities that respond to natural disasters such as
Red Cross) that request those digital resources. The requests
may be generated and transmitted based on the occurrence
of a trigger. The system may accomplish this by receiving a
request for cryptographic resources upon the occurrence of
a trigger, verifying the entity requesting these resources, and
determining whether contributors’ conditions for providing
those resources are consistent with the request. Only upon
this determination the system may validate the request and
send this information for further processing by the on-chain
program (e.g., distributing the cryptographic resources). In
conventional systems, any contributors who would like to
share resources with an entity may specify the given entity,
which may not be readily known. Entities themselves are
often not able to cast a wide-reaching request to contributors
for resources that are needed. By pooling contributed cryp-
tographic resources and distributing them according to pre-
determined conditions to requesting entities, the methods
and system disclosed herein match contributors with entities
that are seeking these resources, which enables automatic,
immediate resource sharing when requested by the entity.
For example, the system may enable multiple users, such as
resource providers, to provide cryptographic resource to be
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2

controlled by an on-chain program, while tagging these
resources with conditions for when sharing may occur (e.g.,
enabling sharing only for particular types of natural disas-
ters). A previously verified entity may then request those
resources from a resource pool in response to a natural
disaster. In response to verifying the entity and, in some
embodiments, the occurrence of the natural disaster, the
system may enable the entity to receive cryptographic
resources only from contributors whose conditions are sat-
isfied by the request. By doing so, digital resource contribu-
tors may ensure that their resources are distributed to trusted
entities.

The system may achieve this benefit by receiving a
transfer request for resources from an entity. That is, the
system may receive, from a device associated with an entity,
a transfer request. The transfer request may include a digital
signature associated with the entity, a cryptographic token
identifier, and a resource allocation request. For example,
the system may receive a request from a charity operating on
an island in the Caribbean for digital resources. The request
may include a digital signature associated with the charity’s
cryptography-based storage application address (e.g., an
associated private key), as well as a cryptographic token
previously conferred to the charity to signify trusted status.
The transfer request may also contain information regarding
the request. For example, the charity may specify that these
resources are requested due to this sudden formation of a
hurricane, which may specify the name of the hurricane and
the date of this hurricane formation as well. Thus, the system
receives information about both the requester (through the
cryptographic token identifier) and the nature of the request
(through the resource allocation request). By doing so, the
system receives enough information to verify the request
and make a determination of any contributed cryptographic
resources that may satisfy the request.

In some embodiments, the system may verify the trust-
worthiness of the entity making the transfer request, as well
as the identity of the requestor. That is, the system may
retrieve an owner identifier, compare this identifier with data
associated with a pre-existing token that verifies trustwor-
thiness, and may decrypt the digital signature to determine
that the transfer request is valid. For example, the system
may search through blockchain transaction records for the
cryptographic token identifier provided in the transfer
request. The system may veritfy that the cryptographic token
identifier, corresponding to a cryptographic token conferred
for trustworthiness, matches an address to which the entity
would like control of the requested resources transferred. By
doing so, the system may verify that the owner of the
requested entity’s address was previously determined to be
trustworthy (as evidenced by the conferral of the crypto-
graphic token). The system may also decrypt the digital
signature using a public key associated with the entity in
order to determine that the sender of the request is the same
as the claimed entity (i.e., the same as the entity associated
with the cryptographic token). Thus, the system may verify
the identity and trustworthiness of the requestor through
these operations.

In some embodiments, the system may extract a classi-
fication and a date for the event or trigger behind the transfer
request. That is, the system may extract, from the resource
allocation request, a trigger classification and a trigger date.
The system may transmit a trigger validation request that
includes the classification and date to a validator node, and
may receive a validation message that matches the trigger
validation request from the validator node. As a result, the
system may validate existence of the event and, as such,
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validate the resource allocation request. For example, the
system may extract data indicating that the request is in
response to a hurricane and may classify the request as
hurricane related. Additionally, the system may extract a
date from the resource allocation request. For example, the
system may use a named entity natural language processing
model to extract the date or other information related to the
resource allocation request. By doing so, the system may
extract more information regarding an event or trigger
associated with the transfer request and, as such, may
provide more context regarding the nature of the resources
that have been requested.

The system may generate a request for a list of contribu-
tors and associated conditions for situations in which to
distribute the contributed resources, and receive these lists in
response. That is, the system may generate a first blockchain
function request for a list of contributor identifiers and
condition sets, and may receive the list of contributor
identifiers and condition sets in response. For example, the
system may have received a list of contributors, as well as
conditions for which situations they may contribute infor-
mation. These contributors may be, for example, donors who
have contributed resources (e.g., cryptographic resources, or
non-fungible tokens that act as vouchers for food or water
during a storm) to a pool of resources on the blockchain,
control of which has been relegated to on-chain programs.
These resources may each be used for different purposes—
some contributors may want their contributions to support
climate emergencies, while others may wish to support
entities that support sudden outbreaks of infectious diseases.
In some cases, contributions may be useful to more than one
cause. For example, some aid may be used for weapons for
wars that have just broken out or may be used for solving
energy crises during periods of drought or civil strife. Thus,
contributors may provide lists of conditions to the system (or
the relevant smart contract) detailing conditions for sharing
this data with entities. For example, a contributor who has
contributed cryptographic resources to an on-chain program
for distribution, may specify that a trigger or an event must
be classified as a “hurricane” for the resources to be shared
with a relevant entity. In this way, the system enables
contributors to provide resources only to desired events or
triggers. The data may be encapsulated in a cryptographic
token that has been committed to a blockchain.

In some embodiments, the system may generate the list of
contributors (e.g., a list of their identities through their
respective cryptography-based application addresses) and
corresponding condition sets by querying an on-chain pro-
gram to which this list and resources may have been
provided. That is, the system may transmit, to an on-chain
program, the first blockchain function request for the list of
contributor identifiers and the condition sets and receive this
list in response. As a result, the system may receive infor-
mation about precisely which contributors may desire to
share their resources with the entity requesting the resources.

The system may determine a subset of the list of con-
tributor identifiers and condition sets that matches the
resource allocation request. That is, the system may deter-
mine, from the list of contributor identifiers and the condi-
tion sets, a subset of the list of contributor identifiers and a
corresponding subset of the condition sets. Each condition
set in the corresponding subset of the condition sets may
match the resource allocation request. For example, the
system may, having determined a trigger classification (e.g.,
that the relevant trigger was a “hurricane”), determine which
condition set has a condition that matches this classification.
For example, a contributor of cryptographic resources may
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specify a desire to share these resources with entities only in
the event of, and for a request directed towards, a “hurri-
cane.” Thus, the contributor may specify this in the corre-
sponding condition set, which the system may subsequently
match with the trigger classification. Thus, only a subset of
contributor identifiers, for whom the condition sets match
the resource allocation request, may be selected by the
system, ensuring that the entity requesting the resources
(e.g., a charity organization providing aid related to the
hurricane) only receives relevant resources and data.

Having generated a subset of contributors who may
contribute resources to the requesting entity, the system may
generate a second request that contains this information and
transmit this request to a blockchain node. That is, the
system may generate a second blockchain function request
including the subset of the list of contributor identifiers and
the corresponding subset of the condition sets. The system
may then send this operation request to a blockchain node,
for example, for processing by an on-chain program. For
example, the system may generate a request that includes the
contributors and associated condition sets that are consistent
with the resource allocation request, and may transmit the
request to the on-chain program, which may then execute the
blockchain function request. For example, the blockchain
function request may include a command to transfer control
of the cryptographic resources to a cryptography-based
storage application associated with the entity (e.g., the aid
organization requesting resources). Thus, the on-chain pro-
gram may execute the command and give the requestor (e.g.,
Red Cross) access to this data. The system may also deter-
mine an amount of resources to transfer to the requesting
entity, based on the contributions earmarked by donors, in a
way that enables efficient and effective distribution of
resources. By doing so, the system may ensure that the
requesting entity receives resources that are desired, while
also ensuring that the distributed resources match the inten-
tions of the donors.

Various other aspects, features, and advantages of the
invention will be apparent through the detailed description
of the invention and the drawings attached hereto. It is also
to be understood that both the foregoing general description
and the following detailed description are examples and are
not restrictive of the scope of the invention. As used in the
specification and in the claims, the singular forms of “a,”
“an,” and “the” include plural referents unless the context
clearly dictates otherwise. In addition, as used in the speci-
fication and the claims, the term “or” means “and/or” unless
the context clearly dictates otherwise. Additionally, as used
in the specification, “a portion” refers to a part of, or the
entirety of (i.e., the entire portion), a given item (e.g., data)
unless the context clearly dictates otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an illustrative environment for distributing
cryptographic resources on a blockchain through on-chain
programs and validation nodes, in accordance with one or
more embodiments.

FIG. 2 shows an illustrative data structure for a transfer
request received from an entity, in accordance with one or
more embodiments.

FIG. 3 shows an illustrative data structure for a list of
contributor identifiers and condition sets, in accordance with
one or more embodiments.
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FIG. 4 shows an illustrative workflow for distributing
cryptographic resources in response to a transfer request
responsive to a trigger or an event, in accordance with one
or more embodiments.

FIG. 5 shows an illustrative diagram for a decentralized
environment for performing blockchain functions, in accor-
dance with one or more embodiments.

FIG. 6 shows illustrative components for a system used to
distribute on-chain cryptographic resources based on con-
ditions generated responsive to an off-chain trigger, in
accordance with one or more embodiments.

FIG. 7 shows an illustrative flowchart of operations for a
system for distributing on-chain cryptographic resources
responsive to an off-chain trigger, in accordance with one or
more embodiments.

DETAILED DESCRIPTION

In the following description, for the purposes of expla-
nation, numerous specific details are set forth in order to
provide a thorough understanding of the embodiments of the
invention. It will be appreciated, however, by those having
skill in the art that the embodiments of the invention may be
practiced without these specific details or with an equivalent
arrangement. In other cases, well-known structures and
devices are shown in block diagram form in order to avoid
unnecessarily obscuring the embodiments of the invention.

FIG. 1 shows an illustrative environment for distributing
cryptographic resources on a blockchain through on-chain
programs and validation nodes, in accordance with one or
more embodiments. For example, FIG. 1 describes a system
that may be used to distribute cryptographic resources from
contributors, who may have provided conditions for distri-
bution to entities requesting resources, such as researchers or
charities. Environment 100 may include resource distribu-
tion system 102, data node 104, network 150, on-chain
programs 108a-1087, and validation systems 106a-1067.
Resource distribution system 102 may include software,
hardware, or a combination of both, and may reside on a
physical server or a virtual server running on a physical
computer system. In some embodiments, resource distribu-
tion system 102 may be configured on a user device (e.g., a
laptop computer, a smartphone, a desktop computer, an
electronic tablet, or another suitable user device). Further-
more, resource distribution system 102 may reside on a
cloud-based platform and/or interface with cloud-based plat-
forms, blockchains through on-chain programs 108a-108x,
or validation systems 106a-1067. Resource distribution sys-
tem 102 may include communication subsystem 112, data
extraction subsystem 114, validation subsystem 116 and/or
rule matching subsystem 118.

Data node 104 may store various data, including one or
more transfer requests, lists of contributor identifiers and
corresponding condition sets, resource allocation requests,
cryptographic token identifiers, and/or other suitable data.
Data node 104 may include software, hardware, or a com-
bination of the two. In some embodiments, resource distri-
bution system 102 and data node 104 may reside on the same
hardware and/or the same virtual server or computing
device. Network 150 may be a local area network, a wide
area network (e.g., the Internet), or a combination of the two.

Resource distribution system 102 may receive a transfer
request from an entity. That is, resource distribution system
102 may receive a transfer request from a device associated
with an entity. For example, resource distribution system
102 may receive the transfer request via communication
subsystem 112. In some embodiments, the transfer request
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6

may include a resource allocation request. For example,
resource distribution system 102 may receive a request for
cryptographic resources from a charity in response to a
natural disaster affecting a particular region. This transfer
request may be received at a system that may interact with
smart contracts (e.g., on-chain programs 1084-1087) where
contributors have already contributed resources for forward-
ing to such charitable entities, along with conditions to be
satisfied before such forwarding. The transfer request may
include information about the event or trigger that has
occurred (e.g., a hurricane affecting the Florida coast, and
that a certain number of resources are requested), as well as
information about the entity requesting resources (e.g.,
metadata regarding the charity, such as a name, a crypto-
graphic address associated with the charity, and/or other
credential information). By accepting this information,
resource distribution system 102 may collect enough infor-
mation to further determine whether any conditions imposed
by contributors have been satisfied and, as such, whether
resources may be released towards the entity requesting
these funds.

Resource distribution system 102 may receive data, such
as the transfer request, resource allocation requests, lists of
contributor identifiers and condition sets, and other valida-
tion information, through communication subsystem 112
from one or more devices on network 150. Communication
subsystem 112 may include software components, hardware
components, or a combination of both. For example, com-
munication subsystem 112 may include a network card (e.g.,
a wireless network card and/or a wired network card) that is
associated with software to drive the card and enables
communication with network 150. In some embodiments,
communication subsystem 112 may also receive data from
and/or communicate with data node 104, on-chain programs
108a-108n, validation systems 106a-1067 and/or another
computing device. Communication subsystem 112 may send
or receive data, such as cryptographic token identifiers,
validation messages, validation requests, transfer requests,
and blockchain function requests. Communication subsys-
tem 112 may communicate with data extraction subsystem
114, validation subsystem 116, or rule matching subsystem
118.

FIG. 2 shows an illustrative data structure 200 for a
transfer request received from an entity, in accordance with
one or more embodiments. For example, FIG. 2 may
describe a data structure storing data received using com-
munication subsystem 112 from a charity requesting cryp-
tographic resources (e.g., cryptocurrency) in response to a
hurricane affecting the Caribbean. Transfer request 202 may
include fields such as cryptographic signature 204 generated
by the requesting entity, cryptographic token identifier 206
for a cryptographic token associated with the entity, and
resource allocation request 208 relating to the request for
cryptographic resources.

As referred to herein, an entity may include any organi-
zation, user, or individual who may request resources. For
example, an entity may include a scientific research orga-
nization, a charity or a non-profit organization. In some
embodiments, the entity may possess a cryptographic token
that validates that the entity is trusted. For example, the
entity may, through the transfer request, provide a token
identifier (e.g., cryptographic token identifier 206) that cor-
responds to this cryptographic token for validation. Valida-
tion subsystem 116 may verify the sender of the transfer
request, the token validity, and the reputability of the entity.
In some embodiments, the entity may possess a cryptogra-
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phy-based storage application (e.g., a cryptowallet), which
may have an associated address, public key and private key.

As referred to herein, a resource allocation request may
include data pertaining to requested resources. For example,
the resource allocation request may include an amount of
requested resources 214 in a unit of cryptocurrency, as
shown as a field within resource allocation request 208 in
FIG. 2. The resource allocation request may also include
information that characterizes the reason for the request. For
example, the resource allocation request may include a date
of an event or trigger (e.g., event date 210), a classification
of the trigger (e.g., event classification 212), additional
information pertaining to the trigger or event (e.g., addi-
tional information 218), as well as an address for a cryp-
tography-based storage application to which control of the
requested resources should be assigned (e.g., cryptowallet
address 216). For example, an entity may include additional
information 218 that explains that a particular hurricane is
affecting parts of the Caribbean and, as a result, aid of 80.00
ether (ETH) is requested to be sent to be controlled by
cryptographic address 216 controlled by the entity. By
including information related to the trigger event in the
transfer request in the form of a resource allocation request,
resource distribution system 102 may include sufficient
information about the nature of the request such that it may
verify that it occurred. Alternatively, or additionally,
resource distribution system 102, through rule matching
subsystem 118, may further utilize the information within
resource allocation request 208 to match the conditions
associated with contributors of resources in a manner that
allows for efficient distribution of the contributors’
resources.

Resource distribution system 102 may extract a trigger
classification and a trigger date from the resource allocation
request, for example, through data extraction subsystem 114
shown in FIG. 1. Communication subsystem 112 may trans-
mit a trigger validation request to a validator node. The
trigger validation request may include the trigger classifi-
cation and the trigger date. Communication subsystem 112
may receive from the validator node a validation message
that matches the trigger validation request and may, in
response to receiving this validation message, verify the
resource allocation request. For example, data extraction
subsystem 114 may extract a classification of the trigger
underpinning the request for cryptographic resources from
the entity, as well as a date corresponding to this trigger. As
shown in FIG. 2, resource allocation request 208 may
include a hurricane as event classification 212, which data
extraction subsystem 114 may interpret as a trigger classi-
fication. Resource distribution system 102 may also extract
a date from the resource allocation request, such as event
date 210. In response to extracting this information, valida-
tion subsystem 116 may transmit to a validator node a trigger
validation request, which may include this information. By
doing so, resource distribution system 102 requests valida-
tion of the events on which the transfer request is based. For
example, resource distribution system 102 may submit a
request to verify whether Hurricane Zeta, as stated in
additional information 218, is indeed a hurricane that has
caused damage. Communication subsystem 112 may, in
response to this request, receive information from a validator
node (e.g., one of validation systems 106a-1067) that may
match the information in the resource allocation request,
including the date and event classification. If this informa-
tion, in the form of the validation message, matches the
resource allocation request, validation subsystem 116 may
generate and transmit a message that the resource allocation
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request is valid and, thus, that the information provided by
the entity in the transfer request is consistent with a third
party source associated with the validator node. By doing so,
resource distribution system 102 may reduce the incidence
of fraudulent requests for cryptographic resources in
response to fake triggers or events.

As shown in FIG. 1, resource distribution system 102 may
include data extraction subsystem 114, which may allow
data, such as trigger classifications and trigger dates, to be
extracted from data structures, such as the resource alloca-
tion request or the transfer request. Data extraction subsys-
tem 114 may include software components, hardware com-
ponents, or a combination of both. In some embodiments,
data extraction subsystem 114 may extract information or
data from data structures received from communication
subsystem 112, validation subsystem 116, or rule matching
subsystem 118. This may include information originating in
data node 104 or any other location connected to network
150, such as on-chain programs 108a-108% or validation
systems 106a-1067. For example, data extraction subsystem
114 may extract data from a transfer request received from
an entity through communication subsystem 112 by locating
fields within a data structure associated with the transfer
request (e.g., transfer request 202). Data extraction subsys-
tem 114 may locate, for example, the field corresponding to
cryptographic token identifier 206 and extract the token
identifier accordingly. In some embodiments, data extraction
subsystem 114 may extract information that may not be in
data structures as shown in FIG. 2. For example, data
extraction subsystem 114 may parse text data, such as an
email message in the form of an alphanumeric text string,
and, in some embodiments, may process this text data
through natural language processing in order to extract
information, such as event classification 212, from resource
allocation request 208.

As referred to herein, a trigger classification may include
data that characterizes a trigger, event or another occurrence
related to the transfer request. For example, a trigger clas-
sification may include a classification of a natural disaster
event, a humanitarian emergency, a scientific discovery, or
any other reason for which an entity may request resources.
For example, a trigger classification may include a classi-
fication of a weather event (e.g., event classification 212,
which depicts a hurricane), a type of humanitarian disaster
(e.g., a war breaking out), or a scientific need for resources
(e.g., the outbreak of a disease). The trigger classification
may have an associated trigger date, which may include any
characterization of a time for the trigger. For example, a
trigger date may include a date that a hurricane made
landfall in a Caribbean island for which aid is requested, or
may include a day on which a number of refugees requested
asylum due to a war. In some embodiments, a resource
allocation request may include various trigger classifica-
tions. For example, where an entity requests resources in
response to a hurricane, the resource allocation request may
include a trigger classification classifying the event as a
“hurricane,” a “natural disaster,” a “climate emergency,” or
a “hydrological event.” In some embodiments, data extrac-
tion subsystem 114 may generate or determine trigger clas-
sifications or trigger dates in response to the resource
allocation request, even if the resource allocation request
does not explicitly include a classification. For example,
through a natural language processing model, data extrac-
tion subsystem 114 may determine that a request for
resources in response to an earthquake may be assigned a
trigger classification of “natural disaster,” even if these
words are not included in the request itself. A trigger



US 12,212,699 B2

9

classification may include objective information about the
event, such as the number of casualties from a natural
disaster or a war. One or more trigger classifications or
trigger classification types may correspond to condition sets
associated with contributor identifiers, as discussed below.

As shown in FIG. 1, resource distribution system 102 may
include validation subsystem 116, which may perform tasks
related to validating transfer requests and other information.
Validation subsystem 116 may include software compo-
nents, hardware components, or a combination of both. In
some embodiments, validation subsystem 116 may extract
information or data from data structures received from
communication subsystem 112, data extraction subsystem
114, or rule matching subsystem 118, including information
originating in data node 104 or any other location connected
to network 150, such as on-chain programs 108a-108# or
validation systems 106a-1067. For example, validation sub-
system 116 may perform tasks related to extracting trigger
classification and trigger date data through data extraction
subsystem 114, as well as generating trigger validation
requests and transmitting these requests to validator nodes
through communication subsystem 112. Validation subsys-
tem 116 may perform tasks related to matching validation
messages from validator nodes, to determine whether infor-
mation within the resource allocation request (e.g., the
trigger classification or trigger date) match the contents of
the validation messages from the validator nodes, in order to
verify the resource allocation request. In some embodi-
ments, validation subsystem 116 may use cryptographic
token identifier information to extract metadata related to the
entity, in order to validate the reputation of the entity, as
discussed below. In some embodiments, validation subsys-
tem 116 may validate the ownership of the cryptographic
token, an identifier of which may be provided in the transfer
request. Validation subsystem 116 may validate digital sig-
natures, such as cryptographic signatures, by, for example,
utilizing a public key to validate a message signed using the
entity’s private key. By validating these various stages and
parts of the transfer request, validation subsystem 116 may
mitigate against fraudulent or exploitative requests by enti-
ties.

As referred to herein, a validator node may refer to a
computing node that provides validation of information. A
validation node may, for example, include one or many
validation systems 106a-106#. A validation node, as well as
the associated validation systems 106a-1067, may include
software components, hardware components, or a combina-
tion of both. For example, a validation node may be a server,
such as one associated with a press organization, which may
be able to verify the occurrence of trigger events, such as
natural disasters or humanitarian emergencies. In some
embodiments, a validator node may provide information
regarding the entity itself. For example, a validator node,
through one or more validation systems 106a-1067., may
communicate with an organization that provides information
about the trustworthiness of charities (e.g., Charity Naviga-
tor), which may enable resource distribution system 102 to
verify the reputation of a requester, such as a charity.

As referred to herein, a trigger validation request may
include a request for validating information related to the
trigger. For example, a trigger validation request may
include information related to the trigger extracted from the
resource allocation request, such as a trigger classification
and a trigger date. The trigger validation request may
include further information specifying the event, such as the
name of a hurricane or the affected geographic regions. By
including information from the resource allocation request

10

15

20

25

30

35

40

45

50

55

60

65

10

and requesting validation of this information, resource dis-
tribution system 102, through validation subsystem 116,
may ensure that the resource allocation request is valid and,
if needed, in some embodiments, may correct this informa-
tion according to information received in response to the
trigger validation request (e.g., within the validation mes-
sage received from the validation node).

As referred to herein, a validation message may include a
message that enables validation of information. For
example, a validation message may include a statement that
information provided to a validator node through the trigger
validation request (e.g., a hurricane name, a corresponding
landfall date, and a corresponding number of casualties due
to the hurricane) is accurate. In some embodiments, the
validation message may include information that adds to or
corrects the trigger validation request, such as an updated
number of casualties in response to a hurricane, or an
updated hurricane category. By receiving a validation mes-
sage from a third party, resource distribution system 102
may ensure that any information received in the transfer
request, such as data within the resource allocation request,
may be validated for accuracy, in order to prevent the risk of
fraud, misinformation, or mistakes within the transfer
request. By doing so, validation subsystem 116 may evaluate
and deny any requests for distribution of cryptographic
resources upon discovery that information in the resource
allocation request is wrong or mischaracterized.

Resource distribution system 102 may, in some embodi-
ments, extract an owner identifier from a cryptographic
token identifier supplied in the transfer request and deter-
mine whether a cryptography-based storage application
address (e.g., a cryptowallet address) from the transfer
request matches the owner identifier. Validation subsystem
116 may determine that the cryptographic token is controlled
by the corresponding cryptography-based storage applica-
tion through decryption of the digital signature. By confirm-
ing both that the address matches the owner identifier, as
well as that the digital signature is from the owner of the
cryptography-based storage application, validation subsys-
tem 116 may determine that the transfer request is valid.
That is, resource distribution system 102 may extract, from
a cryptographic token corresponding to a cryptographic
token identifier included in the resource allocation request,
an owner identifier. The owner identifier may indicate an
identifier of a cryptography-based storage application that
controls the cryptographic token. Resource distribution sys-
tem 102, through validation subsystem 116, may determine
that a cryptography-based storage application address
received with the resource allocation request matches the
owner identifier. Resource distribution system 102 may
determine, based on decrypting a digital signature included
in the transfer request using a public key associated with the
entity, that the cryptography-based storage application that
controls the cryptographic token corresponds to the resource
allocation request. In response to determining that the cryp-
tography-based storage application address received with
the resource allocation request matches the owner identifier
and the cryptography-based storage application that controls
the cryptographic token corresponds to the resource alloca-
tion request, resource distribution system 102 may deter-
mine that the transfer request is valid.

For example, data extraction subsystem 114 may extract
a token identifier provided by the entity in the transfer
request. The token identifier may be identified in a field,
such as a field corresponding to cryptographic token iden-
tifier 206 in FIG. 2. Control of the cryptographic token may
have been previously provided to only trustworthy entities in



US 12,212,699 B2

11

some embodiments. Validation subsystem 116 may subse-
quently determine an owner identifier from the crypto-
graphic token identifier. For example, validation subsystem
116 may, from the token identifier, identify or locate a
uniform resource identifier (URI), which may include a
uniform resource locator (URL) and/or a uniform resource
name (URN), which may point to information about the
owner. In some embodiments, communication subsystem
112 may search through blockchain records or submit a
request to a blockchain for an owner identifier correspond-
ing to the owner of the token controlled by the token
identifier. Resource distribution system 102 may subse-
quently compare this owner identifier with the cryptogra-
phy-based storage application that may be included in the
resource allocation request (e.g., a field in FIG. 2 for
cryptowallet address 216) and determine whether the two
match. By determining that the cryptographic token referred
to in the transfer request is associated with the cryptowallet
for which resources are requested, validation subsystem 116
may check whether the requester is trusted, as signaled by
the corresponding wallet address’s association with the
cryptographic token. Thus, resource distribution system 102
may handle any contributors’ cryptographic resources in a
manner that protects contributors from fraud or misrepre-
sentation.

Data extraction subsystem 114 may, in some embodi-
ments, validate the digital signature provided in the transfer
request. For example, validation subsystem 116 may extract
a digital signature from the transfer request and utilize a
public key associated with an entity to decrypt the digital
signature. For example, the digital signature may constitute
a hash that has been signed by an Elliptical Curve Digital
Signature Algorithm (ECDSA) algorithm by the entity, and,
by using the public key associated with the entity, validation
subsystem 116 may recover the hash and compare the result
with the original hash to ensure that the signature was
generated by the entity. By doing so, validation subsystem
116 may ensure that the message was sent by the claimed
entity and, in response, resource distribution system 102
may deem the transfer request valid.

As referred to herein, the term “cryptographic token”
refers to a data structure recorded on a blockchain that
represents a token control of which may be passed from one
identifier to another (e.g., from one cryptographic address to
another). The token may represent a good, a service, or
another entity. For example, a cryptographic token may be
a non-fungible token. In some embodiments, a crypto-
graphic token may include a URI (e.g., a URL or a URN),
and may include an identifier (i.e., a cryptographic token
identifier). A cryptographic token may be provided to enti-
ties that are deemed trustworthy, and may include or link to
information related to the entity, such as a URL to a website
with information about a charity making a transfer request.
A cryptographic token may include an identifier, such as an
alphanumeric text string, or an associated smart contract,
which allows the token to be identified in transactions made
on a blockchain. Thus, a cryptographic token may represent
an entity and its trustworthiness and/or reputability.

As referred to herein, the term “owner identifier” refers to
an identifier (e.g., a blockchain address) of a cryptography-
based storage application (e.g., a cryptographic wallet). For
example, an owner identifier may include a cryptography-
based storage application address, such as any identifier of
a cryptography-based storage application that enables a user
to transfer tokens or other items/data that are stored on a
blockchain network. In some embodiments, an owner iden-
tifier may be a public key, or may be equivalent to one or
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more transformations of a public key (e.g., one or more
hashes of a wallet’s public key). The owner identifier may be
alphanumeric and may include an alphanumeric string
between 10-50 characters long. Alphanumeric strings with
different character length may be used as well. By extracting
an owner identifier, validation subsystem 116 may ensure
that the cryptographic token identifier provided in the trans-
fer request is indeed associated with the cryptography-based
storage application to which resources are requested.

As referred to herein, the term cryptography-based stor-
age application refers to any type of application, software or
program that enables access to cryptographic resources,
such as cryptographic tokens. In some embodiments, a
cryptography-based storage application may enable access
to, for example, cryptocurrencies, security tokens and/or
non-fungible tokens. In some embodiments, cryptography-
based storage applications may have associated addresses,
known as cryptography-based storage application addresses,
which may include alphanumeric strings that are allocated
on a blockchain network. In some embodiments, the cryp-
tography-based storage application address may correspond
to the cryptography-based storage application’s public key.
Furthermore, the cryptography-based storage application
may store a private key. By utilizing cryptography-based
storage applications and their related security features, cryp-
tographic assets may not only be stored securely, but they
may also be transferred securely using, in some embodi-
ments, asymmetric encryption, such as an ECDSA. Cryp-
tography-based storage applications, thus, provide resource
distribution system 102, contributors and on-chain programs
108a-108#, the means for transferring, controlling or other-
wise modifying cryptographic resources, which allows for
control over the distribution of cryptographic resources upon
the occurrence of a trigger event.

As referred to herein, the term “digital signature” refers to
any electronic indication of the authenticity of digital infor-
mation, such as a message or, in some embodiments, a
transfer request. For example, a digital signature may
include a cryptographic signature, or another mathematical
scheme for verifying the authenticity of digital messages or
documents. A digital signature may employ asymmetric
cryptography. For example, a digital signature may be a hash
of' a message that has been encrypted using a private key
associated with the sender; the digital signature may be
affixed to the message and sent to the receiver. The receiver
may then verify the signature by independently generating a
hash of the same message and decrypting the signature using
the public key associated with the sender. For example, a
function (e.g., ECDSA) may be applied to a message (or the
hash of a message) with the private key of the second
cryptography-based storage application belonging to the
sender (e.g., cryptographic signature 204). The data access
system, or any node of the blockchain may verify that the
request is indeed coming from the second cryptography-
based storage application by applying a function with the
public key to the digital signature and comparing the result
to the expected message (or the hash of the message). If the
expected message and/or hash is equivalent to the result of
applying the function, then the data access system can verify
that the request is coming from the cryptography-based
storage application associated with the private and public
keys. Any suitable functions and/or alternative digital sig-
nature schemes may be used, such as Probabilistic Signature
Scheme (PSS), and/or the like. By doing so, validation
subsystem 116 may ensure that the transfer request was
indeed sent by the entity claiming to send the request.
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Resource distribution system 102 may generate a first
blockchain function request for a list of contributor identi-
fiers and condition sets. For example, communication sub-
system 112 may create and transmit a request for contributor
identifiers and/or condition sets to a blockchain node.
Resource distribution system 102 may request, from a smart
contract (e.g., through a blockchain node), a request for
information regarding users or devices who have submitted
cryptographic resources for further distribution to entities, as
well as sets of conditions to be satisfied before further
distribution. In response to the first blockchain function
request, resource distribution system 102 may receive,
through communication subsystem 112, the list of contribu-
tor identifiers and condition sets. For example, in response
to the first blockchain function request for information
regarding contributors and their corresponding conditions
for distributing cryptographic resources, resource distribu-
tion system 102 may receive a corresponding list from the
smart contract (i.e., from a blockchain node that interfaces
with the smart contract). As referred to herein, a blockchain
function request may include any request to perform a task,
operation or process on a blockchain. For example, a block-
chain function request may include a request, to a block-
chain node, to transfer control of a cryptographic resource
from one cryptography-based storage application to another.
In some embodiments, a blockchain function request may
include a request for information related to a smart contract
(e.g., lists of contributor identifiers and/or condition sets), or
any other metadata relating to a smart contract, crypto-
graphic token or transaction. By sending blockchain func-
tion requests and receiving responses to those requests,
communication subsystem 112 may interface with informa-
tion and data stored on blockchains. Thus, these blockchain
function requests enable validation subsystem 116 to receive
enough information to determine how to effectively allocate
cryptographic resources contributed to a smart contract on
the blockchain, as well as to validate and provide data to the
smart contract regarding any requests for contributed cryp-
tographic resources.

FIG. 3 shows an illustrative data structure for a list of
contributor identifiers and condition sets, in accordance with
one or more embodiments. For example, data structure 302
may include a list of contributor identifiers 304 and corre-
sponding condition sets 306. For example, condition sets
306 may include a trigger class 308 that a resource allocation
request may match before conditions are met for distributing
a contributors’ resources. Condition sets 306 may include a
trigger date 310 that refers to conditions that the trigger must
satisfy before distribution. Condition sets 306 may, in some
embodiments, define maximum annual contribution 312, for
example, above which a contributor may not wish for
resources to be distributed.

As referred to herein, a list of contributor identifiers may
include a list of any identifying information of contributors.
For example, contributor identifiers may include names,
usernames, device identifiers, or cryptography-based storage
application addresses, as contributor identifiers 304 are
shown in FIG. 3. A contributor may refer to a user, organi-
zation, or device that has contributed cryptographic
resources to, for example, an on-chain program for further
distribution to entities that request these resources. For
example, a contributor may include a benefactor with cryp-
tographic resources, such as cryptocurrency reserves, that
have been provided to a smart contract for the purpose of
distributing to entities that provide emergency research for
infectious disease outbreaks, which may then be requested
by an entity researching COVID-19 in response to an
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outbreak of the infection. The smart contract or on-chain
program may distribute the resources provided by the con-
tributor through provided condition sets. A contributor may
include a donor of resources to be distributed by a smart
contract to charities in response to humanitarian disasters,
such as hurricanes or wars. A contributor identifier, as
requested by resource distribution system 102, refers to
these contributors in a manner that allows the smart con-
tracts to identify specific contributors and their associated
condition sets, such that the smart contract may distribute
these contributed resources in accordance with the contribu-
tors’ wishes.

As referred to herein, a list of corresponding condition
sets may include a representation of conditions imposed by
contributors of cryptographic resources, for example, to a
smart contract or on-chain program. For example, FIG. 3
shows that particular contributors (identified by contributor
identifiers 304) may have specific classes for which their
contributed resources should be distributed (e.g., trigger
class 308 or trigger date 310), and may include other
information, such as maximum annual contribution 312. By
retrieving condition sets corresponding to the contributors,
resource distribution system 102 enables contributors to
specify exactly which circumstances in which to distribute
funds and for what purposes. For example, in response to a
transfer request due to a hurricane damaging islands in the
Caribbean (e.g., as shown in transfer request 202), only
some contributors may want to contribute to this transfer
request. For example, the first contributor within contributor
identifiers 304 may only want to contribute up to 10 ETH to
the cause of a hurricane, while the second contributor within
contributor identifiers 304 may wish to only contribute
cryptocurrency reserves to an earthquake that occurred
before 08/18/2025 and, thus, not in response to transfer
request 202 in particular. The third contributor, on the other
hand, has a maximum contribution limit of 120 ETH and, as
such, may partially satisty the transfer request to a maximum
of 80 ETH, but may have funds leftover to donate to other
causes. Thus, receiving condition sets associated with the
list of contributor identifiers allows resource distribution
system 102 to determine whose resources to contribute in
service of the transfer request in an efficient and desired
manner, if any at all.

FIG. 4 shows illustrative workflow 400 for distributing
cryptographic resources in response to a transfer request
responsive to a trigger or an event, in accordance with one
or more embodiments. In some embodiments, resource
distribution system 402 (e.g., equivalent to resource distri-
bution system 102) may receive transfer request 408 from
requesting entity 404. A smart contract for distribution of
resources may be implemented through on-chain program
406, for example. For example, communication subsystem
112 may receive transfer request 408 from requesting entity
404. In some embodiments, transfer request 408 may
include a resource allocation request (as shown in FIG. 2,
resource allocation request 208), and may include additional
information about the entity, such as a cryptographic token
associated with the entity and a digital signature for the
transfer request. In some embodiments, data extraction
subsystem 114 may generate a trigger classification (e.g.,
trigger classification 412) based on transfer request 408 or a
resource allocation request therein.

Based on receiving the transfer request, resource distri-
bution system 402 may generate a first blockchain function
request (e.g., blockchain function request 410) as discussed
above and receive, in response to the first blockchain func-
tion request, the list of contributor identifiers and corre-
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sponding condition sets. In some embodiments, resource
distribution system 402 may transmit, to on-chain program
406, the first blockchain function request for the list of
contributor identifiers and the condition sets. In response to
first blockchain function request 410, resource distribution
system 402 may receive, from on-chain program 406, the
contributor identifiers and the condition sets 414. By inter-
facing with on-chain program 406, which may be respon-
sible for maintaining control of the resources contributed to
(e.g., a smart contract), resource distribution system 402
may receive contributor information directly from the deci-
sion-making contract and, as such, receives updated infor-
mation regarding the contributors and corresponding con-
ditions for distributing resources.

As referred to herein, the term “on-chain program” refers
to a program that resides on a blockchain and is executed by
a blockchain node. On-chain program 406 represents an
on-chain program and may include any task, process, trans-
action, operation, algorithm or contract that may be executed
on a blockchain. For example, an on-chain program may be
a smart contract, which may include a transaction protocol
or a computer program that automatically executes, controls
or documents events, actions or tasks according to the terms
of a contract or an agreement. For example, an on-chain
program may be a program that is designed to distribute
cryptographic resources that have been contributed by con-
tributors only when conditions are met. Conditions may be
met upon receipt of a request for these contributed resources
that match conditions imposed by the contributors, for
example, as shown in data structure 300 in FIG. 3. On-chain
programs, such as on-chain programs 108a-1087, may inter-
face with network 150 in order to communicate with
resource distribution system 102 or 402. Thus, on-chain
program 406 may send and receive information, such as
transfer requests or other requests for distribution of cryp-
tographic resources, through resource distribution system
102. By utilizing a smart contract or an on-chain program,
contributors may contribute cryptographic resources that are
already documented or controlled via the blockchain to the
smart contract, allowing for verification (e.g., through proof-
of-work or proof-of-stake) and other benefits that are con-
ferred by decentralized blockchain functions.

Returning to FIG. 1, resource distribution system 102 may
determine a subset of the list of contributor identifiers and
corresponding condition sets that match the requirements of
the relevant contributors. That is, resource distribution sys-
tem 102 (e.g., through rule matching subsystem 118) may
determine, from the list of contributor identifiers and the
condition sets, a subset of the list of contributor identifiers
and a corresponding subset of the condition sets (e.g.,
contributor identifiers and condition sets 414, as shown in
FIG. 4). Each condition set in the corresponding subset of
the condition sets may match the resource allocation request.
For example, FIG. 2 shows that transfer request 202 includes
resource allocation request 208, which includes information
about a hurricane that is damaging islands in the Caribbean.
Rule matching subsystem 118 may match the transfer
request with only those condition sets that also express a
desire to contribute to the cause of a hurricane affecting
islands in the Caribbean. By determining which condition
sets match the transfer request or resource allocation request,
rule matching subsystem 118 enables contributors to main-
tain control of whether their contributed resources to the
smart contract are distributed or not, and under what con-
ditions. By doing so, resource distribution system 102
ensures that any resources contributed to a smart contract for
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this purpose are only distributed with the consent of the
contributors and only if beneficial to the requesting entity.

In some embodiments, determining the subset of condi-
tion sets and contributor identifiers may include extracting a
trigger classification, determining a subset of condition sets
based on this trigger classification, and determining a subset
of contributor identifiers based on this subset of condition
sets. That is, resource distribution system 102 may extract,
from the resource allocation request, a trigger classification.
Rule matching subsystem 118 may determine the subset of
the condition sets, wherein each condition set in the subset
of the condition sets includes a trigger condition matching
the trigger classification. Rule matching subsystem 118 may
determine the subset of the list of contributor identifiers that
correspond to the subset of the condition sets. Based on this
resource allocation request, data extraction subsystem 114
may extract a trigger classification and/or a trigger date (i.e.,
classification as a hurricane or a natural disaster, and an
event date of Sep. 25, 2025). Rule matching subsystem 118
may compare the trigger classification, trigger date, or any
other information within the resource allocation request with
trigger conditions stated in condition sets 306. For example,
rule matching subsystem 118 may determine that a hurricane
matches the first row of condition sets as it also refers to a
hurricane before Dec. 25, 2029, while the hurricane of the
resource allocation request does not match the second row of
conditions, as a hurricane is not an earthquake. However, the
third row of conditions may match, as a hurricane is a type
of natural disaster, and the hurricane of the resource allo-
cation request occurred after Jul. 23, 2024. Thus, rule
matching subsystem 118 may match the first and third rows
with the resource allocation request but not the second and,
in response, may determine a subset of the condition sets
that only includes the first and third rows. As contributors
may desire to distribute contributed resources only in
response to certain triggers (e.g., a weather enthusiast may
only desire to contribute cryptographic resources to causes
related to weather emergencies), rule matching subsystem
118, by considering a trigger classification, allows the dis-
tribution of resources only if a classification related to the
trigger matches the conditions stated in the condition sets of
the contributors.

Resource distribution system 102 may include rule match-
ing subsystem 118. Rule matching subsystem 118 may
include software components, hardware components, or a
combination of both. For example, rule matching subsystem
118 may include software components, or may include one
or more hardware components (e.g., processors) that are able
to execute operations for matching condition sets with
resource allocation requests. For example, rule matching
subsystem 118 may match trigger classifications, trigger
dates or other information underpinning a resource alloca-
tion request for resources by an entity with cryptographic
resources contributed by contributors, as well as associated
conditions established by the contributors. Rule matching
subsystem 118 may make direct matches between fields
within data structures 200 and 300, in some embodiments, to
determine whether a match has been satisfied. In some
embodiments, rule matching subsystem 118 may utilize a
machine learning model, where the transfer request and
condition sets may be included as input for a machine
learning model, with the output including a classification as
to whether the resource allocation request and condition sets
are a match. For example, rule matching subsystem 118 may,
having matched contributor identifiers and condition sets
414 provided by on-chain program 406 and, in response,
may determine a subset of contributor identifiers and con-
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dition sets 416 where the resource allocation request
matches each condition set imposed by a contributor.

As referred to herein, a trigger condition may include any
condition for distributing contributed resources. For
example, a trigger condition may include a condition for
when a resource allocation request or event must occur (e.g.,
trigger date 310), a condition for what type of event has
occurred to warrant the resource allocation request (e.g., a
trigger class 308), or may include a condition for a maxi-
mum or minimum amount of resources or type of resources
to contribute (e.g., maximum annual contribution 312).
Trigger conditions may be represented as a data structure, as
in condition sets 306, or may be represented as logical
operators between parameters, such as between parameters
included in the resource allocation request and analogous
parameters included within a contributors’ condition sets. In
order to make a match between a resource allocation request
and a particular condition set associated with a contributor,
rule matching subsystem 118 may consider only one of the
trigger conditions within a condition set. In some embodi-
ments, multiple trigger conditions within the condition set
must be satisfied or matched with the resource allocation
request before the condition set is included in the subset of
condition sets. In some embodiments, trigger conditions
themselves may depend on each other. For example, a
contributor may specify in a condition set that a hurricane
may have a maximum annual contribution of 10 ETH, but an
earthquake may have a maximum annual contribution of 20
ETH.

Resource distribution system 402 may generate block-
chain function request 418, for example, to on-chain pro-
gram 406. That is, resource distribution system 402 may
generate a second blockchain function request and transmit
the second blockchain function request to a blockchain
node. The second blockchain function request may include
at least a portion of the transfer request. For example,
resource distribution system 402 may generate a message to
transmit to a smart contract associated with on-chain pro-
gram 406 stating details of the transfer request, such as a
cryptography-based storage application address associated
with the requesting entity. The message to be included in the
blockchain function request may include information about
which contributor identifiers and corresponding condition
sets match and, in some embodiments, the second block-
chain function request may include a suggestion for how to
distribute the contributed resources according to the subset
of condition sets and the subset of the list of contributor
identifiers. Thus, once the validation and/or matching pro-
cess has completed, resource distribution system 402 may
generate and transmit a request to the smart contract (e.g.,
request 418) to distribute cryptographic resources 420 to
requesting entity 404. By doing so, resource distribution
system 402 ensures that, once contributors are matched with
the transfer request, any matched resources may be trans-
ferred (e.g., through the on-chain program or smart contract)
to the requesting entity without delay. In the event of a
disastrous trigger, such as a hurricane or a war breaking out,
the fact that this request for transferring the resources to the
requesting entity may be automatic and immediate on the
blockchain ensures that control of any requested resources is
transferred as soon as possible; in some situations, this
process could be the difference between life and death.

In some embodiments, generating the second blockchain
function request may include extracting an indication of
cryptographic resources requested by the transfer request,
and generating a command to transfer the indication of
cryptographic resources to the entity. That is, resource
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distribution system 102 may extract, from the resource
allocation request, an indication of cryptographic resources
(e.g., requested resources 214 in FIG. 2) requested by the
transfer request and an address of the cryptography-based
storage application (e.g., cryptowallet address 216 in FIG. 2)
to be assigned to control the cryptographic resources.
Resource distribution system 102 may generate, within the
second blockchain function request, a command to transfer
the indication of cryptographic resources to the address of
the cryptography-based storage application according to the
subset of the list of contributor identifiers and the corre-
sponding subset of the condition sets. For example, resource
distribution system 102 may extract a cryptowallet address
from the transfer request which could, for example, identify
a charity’s cryptowallet. Data extraction subsystem 114 may
extract an indication of cryptographic resources (e.g., an
amount of a cryptocurrency) requested in response to the
trigger event. Thus, resource distribution system 102 may
generate the second blockchain function request such that it
includes a request to transfer resources from the contributors
whose condition sets matched the resource allocation
request, to the cryptowallet address provided by the entity
requesting the resources. For example, resource distribution
system 402 may generate blockchain function request 418
such that cryptographic resources 420 are transferred to
requesting entity 404 from contributed resources associated
with on-chain program 406. By alerting the smart contract of
information regarding the transfer request, including the
transfer request’s or entity’s validity or trustworthiness, the
smart contract may then determine whether its underlying
rules have been satisfied and may, in response, proceed with
the distribution of resources.

In some embodiments, resource distribution system 102
may generate the command according to the subset of the list
of contributor identifiers and the corresponding subset of
condition sets. Resource distribution system 102 may deter-
mine a particular allocation or proportion of resources to be
sent from each contributor’s contributed resources. For
example, based on the first and third rows of condition sets
306 matching resource allocation request 208, resource
distribution system 102 may include, in the second block-
chain function request, a command to only transfer 10 ETH
from the first contributor identifier and the remaining 70
ETH from the second contributor identifier in a way that
matches each contributor’s condition sets individually based
on maximum annual contribution 312. Thus, resource dis-
tribution system 102 may determine how to efficiently and
effectively allocate resources contributed by contributors
while working within any constraints imposed by these
contributors. Resource distribution system 102 may include
this determination in the second blockchain function request
in order to relay this information to the relevant smart
contract or on-chain program.

As referred to herein, a “cryptographic resource” may
include any asset, feature or element that may be a trans-
ferrable digital representation. In some embodiments, cryp-
tographic assets may be designed in a way that prohibits
their copying or duplication and may include cryptocurrency
reserves. In some embodiments, cryptographic assets may
comprise non-fungible tokens, or security tokens, such as a
token that represents a car’s vehicle identification number.
Cryptographic resources may also include data, such as
results or databases, which may be stored within the cryp-
tographic data or as linked to a cryptographic token, for
example. An indication of cryptographic resources may refer
to, for example, a type of cryptographic resource or data or,
in some embodiments, may refer to a value of cryptocur-
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rency desired by the requesting entity. Cryptographic
resources (e.g., cryptographic resources 420) may be
requested by the entity, or may be transferred from con-
tributors or a smart contract to the entity. Cryptographic
resources may be assigned by contributors or other users for
distribution to other entities. Due to blockchain authentica-
tion and transaction validation mechanisms (e.g., proof-of-
work or proof-of-stake) and the decentralized nature of these
transactions, as well as their portability, flexibility and
ability to store diverse types of information, cryptographic
resources may be useful to any entities requesting resources
or support.

In some embodiments, the second blockchain function
may not include contributors depending on a calculated
reputability score for the entity. That is, validation subsys-
tem 116 may determine a reputability score of the entity,
and, based on this reputability score being below a thresh-
old, validation subsystem 116 may generate the second
blockchain function request to not include any contributors.
For example, validation subsystem 116 may determine, for
example, through a third party, that the requesting entity has
a poor reputation for fraudulent activity in terms of chari-
table work. Having made this determination, validation
subsystem 116 may assign a poor reputability score (e.g., a
reputability score below a threshold) for the entity and, as a
result, the second blockchain function request may relay this
information to the relevant on-chain program or smart
contract. In some embodiments, the second blockchain
function request may include a subset of condition sets and
a subset of the list of contributor identifiers that are empty
to signal this low reputability score. By doing so, validation
subsystem 116 may ensure that any contributed resources
are not contributed to entities (e.g., charities or organiza-
tions) with poor reputations or with high risk. Thus, resource
distribution system 102 may mitigate the chance that
resources are sent to an entity or organization that may
mishandle the received cryptographic resources, which
minimizes risk to the contributors and smart contract.

As referred to herein, a reputability score may include a
measure, indication or metric relating to the reputation of an
entity, organization, user, device or server. For example, a
reputability score may include a score of “star” values from
1 to 5, with 1 denoting a poor reputation and 5 denoting a
good reputation. The reputability score may be calculated
based on qualities, features or requirements of the particular
entity, contributor or smart contract in question. For
example, an entity associated with a charity may have a
reputability score determined by a percentage of donations
that are directly utilized in solving the given problem, as
well as a degree of corruption or public visibility. In some
embodiments, reputability scores may be determined by
external or third party individuals, and may be included as
a trigger condition provided by contributors within condi-
tion sets. In some embodiments, a threshold reputability
score (i.e., the threshold, as referred to above) may be
required before resource distribution system 102 allows a
requesting entity to receive cryptographic resources. The
threshold may refer to a minimum value of a reputability
score that must be achieved before cryptographic resources
are distributed. The threshold may be determined by con-
tributors, in some embodiments. By assigning entities with
a reputability score, validation subsystem 116 enables
resource distribution system 102 to ensure that only entities
with sufficient trustworthiness or reputation are given
resources.

In some embodiments, determining the reputability score
of the entity may include extracting metadata related to the
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entity and determining the reputability score based on this
entity metadata. That is, resource distribution system 102
may extract, from the transfer request, a cryptographic token
identifier associated with the entity. Resource distribution
system 102 may determine, using the cryptographic token
identifier, a URI corresponding to a cryptographic token
associated with the cryptographic token identifier, and
retrieve entity metadata using a resource locator associated
with the URI. Based on the entity metadata, resource dis-
tribution system 102 may determine the reputability score
for the entity. For example, data extraction subsystem 114
may extract cryptographic token identifier 206 from the
transfer request, which corresponds to the entity. The cryp-
tographic token identifier may include a URI and corre-
sponding URL, which may serve as a resource locator. The
resource locator may refer to a location that includes entity
metadata, where the entity metadata may include informa-
tion regarding the entity. For example, the resource locator
may refer to a website, such as Charity Navigator, that ranks
or evaluates charity organizations, one of which may be the
entity requesting resources. Thus, by accessing entity meta-
data associated with the cryptographic token associated with
the entity, validation subsystem 116 may further evaluate the
reputation or trustworthiness of the entity and, as such,
generate a reputability score based on this value. For
example, reputability score may be calculated using an
algorithm, natural language processing model or machine
learning model that evaluates the entity metadata and gen-
erates a metric that allows for comparison with other
requesting entities.

As referred to herein, a URI may include a sequence of
characters that identifies a logical or physical resource. For
example, a URI may be or include a URL, which allows for
resources to be located. A URI may include or provide only
a name, without a means of locating or retrieving the
resource (i.e., a URN). In some embodiments, resource
distribution system 102 may retrieve a resource locator, such
as a URL, which may include any indication of a location or
method of retrieving information or a resource. The URI,
URN, URL or resource locator may enable resource distri-
bution system 102 to retrieve entity metadata from an
external source and, thus, validate the reputability of the
entity. For example, a URI may include a URL link to a
website, such as Charity Navigator, which allows charities to
be evaluated and reviewed. As referred to herein, entity
metadata may include any information or data related to the
entity. For example, entity metadata may include reviews,
ratings or financial information about a charity. By retrieving
entity metadata, validation subsystem 116 may receive
enough information to determine a reputability score for the
entity requesting cryptographic resources and, as such, may
mitigate the risk of distributing resources to an organization,
for example, with poor reputability.

FIG. 5 shows an illustrative diagram for a decentralized
environment for performing blockchain functions, in accor-
dance with one or more embodiments. For example, the
diagram presents various components that may be used to
allocate and distribute cryptographic resources in response
to an off-chain trigger or event upon request, in some
embodiments.

As shown in FIG. 5, system 500 may include multiple
user devices (e.g., user device 502, user device 504, and/or
user device 506). For example, system 500 may comprise a
distributed state machine, in which each of the components
in FIG. 5 acts as a client of system 500. For example, system
500 (as well as other systems described herein) may com-
prise a large data structure that holds not only all accounts
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and balances but also a state machine, which can change
from block to block according to a predefined set of rules
and which can execute arbitrary machine code. The specific
rules of changing state from block to block may be main-
tained by a virtual machine (e.g., a computer file imple-
mented on and/or accessible by a user device, which behaves
like an actual computer) for the system. For example, system
500 may interact with, and facilitate the function of, block-
chain 508.

It should be noted that, while shown as a smartphone, a
personal computer and a server in FIG. 5, the user devices
may be any type of computing device, including, but not
limited to, a laptop computer, a tablet computer, a hand-held
computer, and/or other computing equipment (e.g., a server),
including “smart,” wireless, wearable and/or mobile
devices. It should be noted that embodiments describing
system 500 performing a blockchain function may equally
be applied to, and correspond to, an individual user device
(e.g., user device 502, user device 504 and/or user device
506) performing the blockchain function. That is, system
500 may correspond to the user devices (e.g., user device
502, user device 504 and/or user device 506), collectively or
individually.

Each of the user devices may be used by the system to
conduct blockchain functions or operations and/or contrib-
ute to allocating and distributing cryptographic resources in
response to an off-chain trigger or event upon request. As
referred to herein, “blockchain functions” may include any
operations, including and/or related to blockchains and
blockchain technology. For example, blockchain functions
may include conducting transactions, querying a distributed
ledger, generating additional blocks for a blockchain, trans-
mitting communications-related non-fungible tokens, per-
forming encryption/decryption, exchanging public/private
keys and/or other operations related to blockchains and
blockchain technology. In some embodiments, a blockchain
function may comprise the creation, modification, detection
and/or execution of a smart contract or program stored on a
blockchain. For example, a smart contract may comprise a
program stored on a blockchain that is executed (e.g.,
automatically, without any intermediary’s involvement or
time loss) when one or more predetermined conditions are
met. In some embodiments, a blockchain function may
comprise the creation, modification, exchange and/or review
of a token (e.g., a digital blockchain-specific asset), includ-
ing a non-fungible token. A non-fungible token may com-
prise a token that is associated with a good, a service, a smart
contract, and/or other content that may be verified by, and
stored using, blockchain technology.

In some embodiments, blockchain functions may also
include actions related to mechanisms that facilitate other
blockchain functions (e.g., actions related to metering activi-
ties for blockchain functions on a given blockchain net-
work). For example, Ethereum, which is an open source,
globally decentralized computing infrastructure that
executes smart contracts, uses a blockchain to synchronize
and store the system’s state changes. Ethereum uses a
network-specific cryptocurrency called ether to meter and
constrain execution resource costs. The metering mecha-
nism is referred to as “gas.” As the system executes a smart
contract, the system accounts for every blockchain function
(e.g., computation, data access, transaction, etc.). Each
blockchain function has a predetermined cost in units of gas
(e.g., as determined based on a predefined set of rules for the
system). When a blockchain function triggers the execution
of a smart contract, the blockchain function may include an
amount of gas that sets the upper limit of what can be
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consumed in running the smart contract. The system may
terminate execution of the smart contract if the amount of
gas consumed by computation exceeds the gas available in
the blockchain function. For example, in Ethereum, gas
comprises a mechanism for enabling Turing-complete com-
putation, while limiting the resources that any smart contract
and/or blockchain function may consume.

In some embodiments, gas may be obtained as part of a
blockchain function (e.g., a purchase) using a network-
specific cryptocurrency (e.g., ether in the case of Ethereum).
The system may require gas (or the amount of the network-
specific cryptocurrency corresponding to the required
amount of gas) to be transmitted with the blockchain func-
tion as an earmark to the blockchain function. In some
embodiments, gas that is earmarked for a blockchain func-
tion may be refunded back to the originator of the block-
chain function if, after the computation is executed, an
amount remains unused.

As shown in FIG. 5, one or more user devices may include
a digital wallet or a cryptowallet/cryptographic wallet (e.g.,
a digital wallet on user device 504) used to perform block-
chain functions. For example, the digital wallet may com-
prise a repository that allows users to store, manage and
trade their cryptocurrencies and assets, interact with block-
chains, and/or conduct blockchain functions using one or
more applications. A digital wallet may be a form of a
cryptography-based storage application, as described above.
The digital wallet may be specific to a given blockchain
protocol or may provide access to multiple blockchain
protocols. In some embodiments, the system may use vari-
ous types of wallets, such as hot wallets and cold wallets.
Hot wallets are connected to the Internet, while cold wallets
are not. Most digital wallet holders hold both a hot wallet
and a cold wallet. Hot wallets are most often used to perform
blockchain functions, while a cold wallet is generally used
for managing a user account and may have no connection to
the Internet.

As shown in FIG. 5, one or more user devices may include
aprivate key (e.g., akey included on user device 506) and/or
digital signature. For example, system 500 may use cryp-
tographic systems for conducting blockchain functions, such
as distributing cryptographic resources in response to an
off-chain trigger or event upon request. For example, system
500 may use public key cryptography, which features a pair
of digital keys (e.g., which may comprise strings of data). In
such cases, each pair comprises a public key (e.g., which
may be public) and a private key (e.g., which may be kept
private). System 500 may generate the key pairs using
cryptographic algorithms (e.g., featuring one-way func-
tions). System 500 may then encrypt a message (or other
blockchain function) using an intended receiver’s public key
such that the encrypted message may be decrypted only with
the receiver’s corresponding private key. In some embodi-
ments, system 500 may combine a message with a private
key to create a digital signature on the message. For
example, the digital signature may be used to verify the
authenticity of blockchain functions. As an illustration,
when conducting blockchain functions, system 500 may use
the digital signature to prove to every node in the system that
it is authorized to conduct the blockchain functions.

For example, system 500 may comprise a plurality of
nodes for the blockchain network. Each node may corre-
spond to a user device (e.g., user device 502). A node for a
blockchain network may comprise an application or other
software that records and/or monitors peer connections to
other nodes and/or miners for the blockchain network. For
example, a miner comprises a node in a blockchain network
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that facilitates blockchain functions by verifying blockchain
functions on the blockchain, adding new blocks to the
existing chain and/or ensuring that these additions are accu-
rate. The nodes may continually record the state of the
blockchain and respond to remote procedure requests for
information about the blockchain.

For example, user device 502 may request a blockchain
function (e.g., conduct a transaction). The blockchain func-
tion may be authenticated by user device 504 and/or another
node (e.g., a user device in the community network of
system 500). For example, using cryptographic keys, system
500 may identify users and give access to their respective
user accounts (e.g., corresponding digital wallets) within
system 500. Using private keys (e.g., known only to the
respective users) and public keys (e.g., known to the com-
munity network), system 500 may create digital signatures
to authenticate the users.

Following an authentication of the blockchain function,
the blockchain function may be authorized. For example,
after the blockchain function is authenticated between the
users, system 500 may authorize the blockchain function
prior to adding it to the blockchain. System 500 may add the
blockchain function to blockchain 508. System 500 may
perform this based on a consensus of the user devices within
system 500. For example, system 500 may rely on a majority
(or other metric) of the nodes in the community network
(e.g., user device 502, user device 504 and/or user device
506) to determine that the blockchain function is valid. In
response to validation of the block, a node user device (e.g.,
user device 502, user device 504 and/or user device 506) in
the community network (e.g., a miner) may receive a reward
(e.g., in a given cryptocurrency) as an incentive for validat-
ing the block.

To validate the blockchain function, system 500 may use
one or more validation protocols and/or validation (or con-
sensus) mechanisms. For example, system 500 may use a
proof-of-work (POW) mechanism in which a user device
must provide evidence that it performed computational work
to validate a blockchain function and thus, this mechanism
provides a manner for achieving consensus in a decentral-
ized manner, as well as preventing fraudulent validations.
For example, the POW may involve iterations of a hashing
algorithm. The user device that is successful aggregates and
records blockchain functions from a mempool (e.g., a col-
lection of all valid blockchain functions waiting to be
confirmed by the blockchain network) into the next block.
Alternatively, or additionally, system 500 may use a proof-
of-stake (POS) mechanism in which a user account (e.g.,
corresponding to a node on the blockchain network) is
required to have, or “stake,” a predetermined amount of
tokens in order for system 500 to recognize it as a validator
in the blockchain network.

In response to validation of the block, the block is added
to blockchain 508, and the blockchain function is completed.
For example, to add the blockchain function to blockchain
508, the successful node (e.g., the successful miner) encap-
sulates the blockchain function in a new block before
transmitting the block throughout system 500.

FIG. 6 shows illustrative components for a system used to
distribute on-chain cryptographic resources based on con-
ditions generated responsive to an off-chain trigger, in
accordance with one or more embodiments. For example,
FIG. 6 may show illustrative components for distributing
cryptographic resources between donors that have contrib-
uted resources to a smart contract for distribution to chari-
table entities, such as non-profit organizations, upon a trig-
gering event, such as a natural disaster or a humanitarian
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emergency. As shown in FIG. 6, system 600 may include
mobile device 622 and user terminal 624. While shown as a
smartphone and personal computer, respectively, in FIG. 6,
it should be noted that mobile device 622 and user terminal
624 may be any computing device, including, but not limited
to, a laptop computer, a tablet computer, a hand-held com-
puter and other computer equipment (e.g., a server), includ-
ing “smart,” wireless, wearable and/or mobile devices. FIG.
6 also includes cloud components 610. Cloud components
610 may alternatively be any computing device as described
above, and may include any type of mobile terminal, fixed
terminal or other device. For example, cloud components
610 may be implemented as a cloud computing system and
may feature one or more component devices. It should also
be noted that system 600 is not limited to three devices.
Cloud components 610 may include one or more blockchain
nodes, as well as resource distribution system 102. For
example, one or more of cloud components 610 may inter-
face with on-chain programs 108a-108» connected to net-
work 150, and may access blockchain 608. Additionally, or
alternatively, cloud components 610 may interface with
validation systems 106a-1067 through network 150. For
example, resource distribution system 102 within cloud
components 610 may communicate with validation systems
1064-1067 on mobile device 622 or user terminal 624. Users
may, for instance, utilize one or more devices to interact with
one another, one or more servers or other components of
system 600. It should be noted that while one or more
operations are described herein as being performed by
particular components of system 600, these operations may,
in some embodiments, be performed by other components of
system 600. As an example, while one or more operations
are described herein as being performed by components of
mobile device 622, these operations may, in some embodi-
ments, be performed by components of cloud components
610. In some embodiments, the various computers and
systems described herein may include one or more comput-
ing devices that are programmed to perform the described
functions. Additionally, or alternatively, multiple users may
interact with system 600 and/or one or more components of
system 600. For example, in one embodiment, a first user
and a second user may interact with system 600 using two
different components.

With respect to the components of mobile device 622,
user terminal 624 and cloud components 610, each of these
devices may receive content and data via input/output (1/O)
paths. Each of these devices may also include processors
and/or control circuitry to send and receive commands,
requests and other suitable data using the /O paths. The
control circuitry may comprise any suitable processing,
storage, and/or 1/O circuitry. Each of these devices may also
include a user input interface and/or user output interface
(e.g., a display) for use in receiving and displaying data. For
example, as shown in FIG. 6, both mobile device 622 and
user terminal 624 include a display upon which to display
data (e.g., conversational response, queries, and/or notifica-
tions).

Additionally, as mobile device 622 and user terminal 624
are shown as touchscreen smartphones, these displays also
act as user input interfaces. It should be noted that in some
embodiments, the devices may have neither user input
interfaces nor displays, and may instead receive and display
content using another device (e.g., a dedicated display
device such as a computer screen, and/or a dedicated input
device such as a remote control, mouse, voice input, etc.).
Additionally, the devices in system 600 may run an appli-
cation (or another suitable program). The application may
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cause the processors and/or control circuitry to perform
operations related to generating dynamic conversational
replies, queries and/or notifications.

Each of these devices may also include electronic stor-
ages. The electronic storages may include non-transitory
storage media that electronically stores information. The
electronic storage media of the electronic storages may
include one or both of (i) system storage that is provided
integrally (e.g., substantially non-removable) with servers or
client devices, or (ii) removable storage that is removably
connectable to the servers or client devices via, for example,
a port (e.g., a USB port, a firewire port, etc.) or a drive (e.g.,
a disk drive, etc.). The electronic storages may include one
or more of optically readable storage media (e.g., optical
disks, etc.), magnetically readable storage media (e.g., mag-
netic tape, magnetic hard drive, floppy drive, etc.), electrical
charge-based storage media (e.g., electrically erasable pro-
grammable read-only memory (EEPROM), random access
memory (RAM), etc.), solid-state storage media (e.g., flash
drive, etc.), and/or other electronically readable storage
media. The electronic storages may include one or more
virtual storage resources (e.g., cloud storage, a virtual pri-
vate network, and/or other virtual storage resources). The
electronic storages may store software algorithms, informa-
tion determined by the processors, information obtained
from servers, information obtained from client devices, or
other information that enables the functionality as described
herein.

FIG. 6 also includes communication paths 628, 630 and
632. Communication paths 628, 630 and 632 may include
the Internet, a mobile phone network, a mobile voice or data
network (e.g., a 5G or long term evolution (LTE) network),
a cable network, a public switched telephone network or
other types of communications networks or combinations of
communications networks. Communication paths 628, 630
and 632 may separately or together include one or more
communications paths, such as a satellite path, a fiber-optic
path, a cable path, a path that supports Internet communi-
cations (e.g., IPTV), free-space connections (e.g., for broad-
cast or other wireless signals) or any other suitable wired or
wireless communications path or combination of such paths.
The computing devices may include additional communi-
cation paths linking a plurality of hardware, software and/or
firmware components operating together. For example, the
computing devices may be implemented by a cloud of
computing platforms operating together as the computing
devices.

Cloud components 610 may include communication sub-
system 112, rule matching subsystem 118, data extraction
subsystem 114 or validation subsystem 116. Cloud compo-
nents 610 may include data structures, such as transfer
request 202 or lists of contributor identifiers and condition
sets (e.g., data structure 302), and may include information
such as cryptographic signature 204, cryptographic token
identifier 206, resource allocation request 208, contributor
identifiers 304, and/or condition sets 306. Alternatively, or
additionally, information may be stored or retrieved through
communication paths.

Cloud components 610 may access blockchain 608 (e.g.,
which in some embodiments may correspond to on-chain
programs 108a-1087 (FIG. 1)). Additionally, or alterna-
tively, cloud components 610 may access data node 104,
network 150, validation systems 1064-1067, as well as
on-chain programs 108a-1087.

Cloud components 610 may include model 602, which
may be a machine learning model, artificial intelligence
model, deep learning model, etc. (which may be referred to
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collectively herein as “models”). Model 602 may take inputs
604 and provide outputs 606. The inputs may include
multiple datasets, such as a training dataset and a test
dataset. Each of the plurality of datasets (e.g., inputs 604)
may include data subsets related to user data, predicted
forecasts and/or errors, and/or actual forecasts and/or errors.
In some embodiments, outputs 606 may be fed back to
model 602 as input to train model 602 (e.g., alone or in
conjunction with user indications of the accuracy of outputs
606, labels associated with the inputs or with other reference
feedback information). For example, the system may receive
a first labeled feature input, wherein the first labeled feature
input is labeled with a known prediction for the first labeled
feature input. The system may then train the first machine
learning model to classify the first labeled feature input with
the known prediction (e.g., determining how to allocate
resources upon a transter request from a requesting entity).

In a variety of embodiments, model 602 may update its
configurations (e.g., weights, biases or other parameters)
based on the assessment of its prediction (e.g., outputs 606)
and reference feedback information (e.g., user indication of
accuracy, reference labels, or other information). In a variety
of embodiments, where model 602 is a neural network,
connection weights may be adjusted to reconcile differences
between the neural network’s prediction and reference feed-
back.

In a further use case, one or more neurons (or nodes) of
the neural network may require that their respective errors
are sent backward through the neural network to facilitate
the update process (e.g., backpropagation of error). Updates
to the connection weights may, for example, be reflective of
the magnitude of error propagated backward after a forward
pass has been completed. In this way, for example, the
model 602 may be trained to generate better predictions.

In some embodiments, model 602 may include an artifi-
cial neural network. In such embodiments, model 602 may
include an input layer and one or more hidden layers. Each
neural unit of model 602 may be connected with many other
neural units of model 602. Such connections can be enforc-
ing or inhibitory in their effect on the activation state of
connected neural units. In some embodiments, each indi-
vidual neural unit may have a summation function that
combines the values of all of its inputs. In some embodi-
ments, each connection (or the neural unit itself) may have
a threshold function such that the signal must surpass it
before it propagates to other neural units. Model 602 may be
self-learning and trained, rather than explicitly programmed,
and can perform significantly better in certain areas of
problem solving, as compared to traditional computer pro-
grams. During training, an output layer of model 602 may
correspond to a classification of model 602, and an input
known to correspond to that classification may be input into
an input layer of model 602 during training. During testing,
an input without a known classification may be input into the
input layer, and a determined classification may be output.

In some embodiments, model 602 may include multiple
layers (e.g., where a signal path traverses from front layers
to back layers). In some embodiments, back propagation
techniques may be utilized by model 602 where forward
stimulation is used to reset weights on the “front” neural
units. In some embodiments, stimulation and inhibition for
model 602 may be more free-flowing, with connections
interacting in a more chaotic and complex fashion. During
testing, an output layer of model 602 may indicate whether
or not a given input corresponds to a classification of model
602 (e.g., whether or not to distribute resources to another

entity).
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In some embodiments, the model (e.g., model 602) may
automatically perform actions based on outputs 606. In
some embodiments, the model (e.g., model 602) may not
perform any actions. The output of the model (e.g., model
602) may be used to determine whose or how many cryp-
tographic resources to distribute in response to a resource
allocation request, for example.

System 600 also includes API layer 650. API layer 650
may allow the system to generate summaries across different
devices. In some embodiments, API layer 650 may be
implemented on mobile device 622 or user terminal 624.
Alternatively, or additionally, API layer 650 may reside on
one or more of cloud components 610. API layer 650 (which
may be a REST or web services API layer) may provide a
decoupled interface to data and/or functionality of one or
more applications. API layer 650 may provide a common,
language-agnostic way of interacting with an application.
Web services APIs offer a well-defined contract, called Web
Services Description Language (WSDL), that describes the
services in terms of its operations and the data types used to
exchange information. REST APIs do not typically have this
contract; instead, they are documented with client libraries
for most common languages, including Ruby, Java, PUP and
JavaScript. Simple Object Access Protocol (SOAP) web
services have traditionally been adopted in the enterprise for
publishing internal services, as well as for exchanging
information with partners in B2B transactions.

API layer 650 may use various architectural arrange-
ments. For example, system 600 may be partially based on
API layer 650, such that there is strong adoption of SOAP
and RESTful web services, using resources like Service
Repository and Developer Portal, but with low governance,
standardization and separation of concerns. Alternatively,
system 600 may be fully based on API layer 650, such that
separation of concerns between layers like API layer 650,
services and applications are in place.

In some embodiments, the system architecture may use a
microservice approach. Such systems may use two types of
layers: Front-End Layer and Back-End Layer, where micro-
services reside. In this kind of architecture, the role of the
API layer 650 may provide integration between Front-End
and Back-End. In such cases, APl layer 650 may use
RESTful APIs (exposition to front-end or even communi-
cation between microservices). APl layer 650 may use
Advanced Message Queuing Protocol (AMQP) (e.g., Kafka,
RabbitMQ), etc.). API layer 650 may use incipient usage of
new communications protocols such as gRPC, Thrift, etc.

In some embodiments, the system architecture may use an
open API approach. In such cases, API layer 650 may use
commercial or open source API platforms and their mod-
ules. API layer 650 may use a developer portal. API layer
650 may use strong security constraints applying web appli-
cation firewall (WAF) and distributed denial of service
(DDoS) protection, and API layer 650 may use RESTful
APIs as standard for external integration.

FIG. 7 shows a flowchart of operations for allocating
cryptographic resources in response to an off-chain trigger
or event, in accordance with one or more embodiments. For
example, the system may use process 700 (e.g., as imple-
mented on one or more components described above) to
distribute cryptographic resources to an entity requesting
resources via a blockchain function request to a smart
contract.

At 702, resource distribution system 102 (e.g., using one
or more components described above) may receive a transfer
request, including a resource allocation request. That is,
resource distribution system 102 may utilize communication
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subsystem 112 to receive from a device (e.g., mobile device
622 or user terminal 624, through communication paths 628
or 630) associated with an entity, at one or more cloud
components 610, a transfer request. The transfer request
may include a resource allocation request. Resource distri-
bution system 102 may store the transfer request and
resource allocation request as data, for example, within a
database in data node 104.

In some embodiments, data extraction subsystem 114 may
extract trigger classifications and trigger dates from the
resource allocation request, or cryptographic token identi-
fiers or digital signatures from the transfer request. In some
embodiments, validation subsystem 116 may retrieve entity
metadata using a resource locator associated with the cryp-
tographic token identifier and, based on this entity metadata,
determine a reputability score for the requesting entity. In
some embodiments, validation subsystem 116 may validate
whether an event occurred or not (i.e., validate the resource
allocation request) by extracting trigger classifications and
matching these with information from a validator node. By
doing so, resource distribution system 102 may ensure
possession of information needed to evaluate and allocate
cryptographic resources that may be stored within an on-
chain program for distributing such resources from contribu-
tors.

At 704, resource distribution system 102 (e.g., using one
or more components described above) may generate a first
blockchain function request for a list of contributor identi-
fiers and condition sets. For example, utilizing communica-
tion subsystem 112 and through cloud components 610,
resource distribution system 102 may create and store a
request in data node 104 for contributors to a smart contract
at, for example, on-chain programs 1084-108n. For
example, communication subsystem 112 may communicate,
to blockchain 608 (e.g., as represented in FIG. 5 as block-
chain 508) a request pertaining to the contributors of cryp-
tographic resources to a smart contract. Resource distribu-
tion system 102 may, in some embodiments, receive this
blockchain function request from mobile device 622 or user
terminal 624, and communicate this request to blockchain
608 within cloud components 610 through communication
paths 628, 630, 632 or 650. Thus, resource distribution
system 102 may receive information about contributors of
cryptographic resources to the smart contract, in order to
evaluate how to allocate resources efficiently in response to
the resource allocation request of 702.

At 706, resource distribution system 102 (e.g., using one
or more components described above) may receive the list of
contributor identifiers and condition sets in response to the
first blockchain function request, from the smart contract or
on-chain programs 108a-1087, for example. Utilizing com-
munication subsystem 112, through cloud components 610
(e.g., through user devices 502-506), resource distribution
system 102 may receive the list of contributor identifiers and
condition sets from a blockchain node (e.g., on blockchain
508 or 608). The list of contributor identifiers and condition
sets may have data structure 302 as in FIG. 3, which may be
stored on data node 104. Contributor identifiers may include
information regarding rules for which contributors would
desire distribution or donation of cryptographic resources
and, as such, by receiving this information, validation sub-
system 116 may receive information to aid in evaluating the
entity’s resource allocation request with respect to the
available, contributed resources on the smart contract.

At 708, resource distribution system 102 (e.g., using one
or more components described above) may determine a
subset of the list of contributor identifiers and condition sets.
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That is, validation subsystem 116 may determine, from the
list of contributor identifiers and the condition sets, a subset
of the list of contributor identifiers and a corresponding
subset of the condition sets. Each condition set in the
corresponding subset of the condition sets may match the
resource allocation request. For example, resource distribu-
tion system 102, through rule matching subsystem 118, may
extract a trigger classification and determine a subset of the
condition sets that match the trigger classification, as well as
determine contributor identifiers where these conditions are
matched. This matching may be carried out, for example,
through processors within any cloud components 610 (e.g.,
through user devices 502-506), mobile device 622, or user
terminal 624. In some embodiments, a machine learning
model, such as that in model 602, may take, as inputs 604,
information related to the transfer request (e.g., the resource
allocation request or information about the requesting entity,
as well as the list of contributor identifiers and correspond-
ing condition sets), and may return, as outputs 606, condi-
tion sets that match the resource allocation request. By doing
so0, resource distribution system 102 may ensure that only
contributed resources that match the transfer request are
given. In this manner, only contributions with condition sets
that are consistent with the transfer request may be consid-
ered.

At 710, resource distribution system 102 (e.g., using one
or more components described above) may generate a
second blockchain function request. That is, communication
subsystem 112 may generate a second blockchain function
request, where the second blockchain function request may
include at least a portion of the transfer request. For
example, the second blockchain function request may
include information regarding the entity requesting
resources and, in some embodiments, may include the subset
of the list of contributor identifiers and condition sets that
have been determined to match the transfer request. The
second blockchain function may be communicated, for
example, through communication paths 628, 630, 632 and/
or 650, to a blockchain node that interfaces with blockchain
608 through cloud components 610. Devices that may
generate the request may include user devices 502-506, for
example, and the request may be stored within data node
104. Information related to the transfer request that is
included in the second blockchain function request may
include validation information, such as whether a digital
signature was able to be verified, or whether the token
identifier of the transfer request matched the owner identi-
fier. By including information about the transfer request as
a blockchain function request, and sending this information
to an on-chain program (e.g., a smart contract), the smart
contract may receive information (such as which contribu-
tors and corresponding condition sets match the transfer
request) in order to allocate resources and distribute these,
responsive to the transfer request. As such, resource distri-
bution system 102 may enable an on-chain program to link
contributors or donors to entities requesting resources, for
example, in response to natural disasters, humanitarian
emergencies or other charitable causes.

At 712, resource distribution system 102 (e.g., using one
or more components described above) may transmit the
second blockchain function request to a blockchain node, for
example, one that interfaces with blockchain 608. For
example, through communication subsystem 112, resource
distribution system 102 may transmit the blockchain func-
tion request of 710, through cloud components 610 (e.g.,
through one or more of user devices 502-506) to blockchain
508, where the blockchain request may include portions of
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the transfer request, as in the data structure for transfer
request 202, as well as information regarding validation of
the requested entity, as well as condition sets that match the
transfer request. By communicating the second blockchain
function to the smart contract, resource distribution system
102 enables the smart contract to execute any distribution of
resources warranted by the trigger or event, where the event
and/or requester may have been validated through external
means. Thus, the smart contract may receive enough infor-
mation to determine how to allocate contributed resources in
a manner that is efficient and compliant with contributors’
conditions.

It is contemplated that the operations or descriptions of
FIG. 7 may be used with any other embodiment of this
disclosure. In addition, the operations and descriptions
described in relation to FIG. 7 may be done in alternative
orders or in parallel to further the purposes of this disclosure.
For example, each of these operations may be performed in
any order, in parallel or simultaneously to reduce lag or
increase the speed of the system or method. Furthermore, it
should be noted that any of the components, devices or
equipment discussed in relation to the figures above could be
used to perform one or more of the operations in FIG. 7.

The above-described embodiments of the present disclo-
sure are presented for purposes of illustration and not of
limitation, and the present disclosure is limited only by the
claims which follow. Furthermore, it should be noted that the
features and limitations described in any one embodiment
may be applied to any embodiment herein, and flowcharts or
examples relating to one embodiment may be combined
with any other embodiment in a suitable manner, done in
different orders, or done in parallel. In addition, the systems
and methods described herein may be performed in real
time. It should also be noted that the systems and/or methods
described above may be applied to, or used in accordance
with, other systems and/or methods.

The present techniques for migrating access tokens that
are used for validating network operations between user
accounts will be better understood with reference to the
following enumerated embodiments:

1. A method for handling on-chain cryptographic
resources based on conditions generated responsive to
an off-chain trigger, the method comprising: receiving,
from a device associated with an entity, a transfer
request, wherein the transfer request comprises a
resource allocation request; generating a first block-
chain function request for a list of contributor identi-
fiers and condition sets; receiving, in response to the
first blockchain function request, the list of contributor
identifiers and the condition sets; determining, from the
list of contributor identifiers and the condition sets, a
subset of the list of contributor identifiers and a corre-
sponding subset of the condition sets, wherein each
condition set in the corresponding subset of the con-
dition sets matches the resource allocation request;
generating a second blockchain function request,
wherein the second blockchain function request com-
prises at least a portion of the transfer request; and
transmitting the second blockchain function request to
a blockchain node.

2. The method of the previous embodiment, further com-
prising: extracting, from the resource allocation request
(1) a trigger classification, and (2) a trigger date;
transmitting, to a validator node, a trigger validation
request comprising the trigger classification and the
trigger date; and in response to receiving, from the
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validator node, a validation message that matches the
trigger validation request, verifying the resource allo-
cation request.

. The method of any of the preceding embodiments,
further comprising: transmitting, to an on-chain pro-
gram, the first blockchain function request for the list of
contributor identifiers and the condition sets; and in
response to transmitting the first blockchain function
request, receiving, from the on-chain program, the list
of contributor identifiers and the condition sets.

. The method of any of the preceding embodiments,
further comprising: extracting, from a cryptographic
token corresponding to a cryptographic token identifier
included in the resource allocation request, an owner
identifier, wherein the owner identifier indicates an
identifier of a cryptography-based storage application
that controls the cryptographic token; determining that
a cryptography-based storage application address
received with the resource allocation request matches
the owner identifier; determining, based on decrypting
a digital signature included in the transfer request using
a public key associated with the entity, that the cryp-
tography-based storage application that controls the
cryptographic token corresponds to the resource allo-
cation request; and in response to determining that (1)
the cryptography-based storage application address
received with the resource allocation request matches
the owner identifier, and (2) the cryptography-based
storage application that controls the cryptographic
token corresponds to the resource allocation request,
determining that the transfer request is valid.

. The method of any of the preceding embodiments,
wherein determining, from the list of contributor iden-
tifiers and the condition sets, the subset of the list of
contributor identifiers and the corresponding subset of
the condition sets comprises: extracting, from the
resource allocation request, a trigger classification;
determining the subset of the condition sets, wherein
each condition set in the subset of the condition sets
includes a trigger condition matching the trigger clas-
sification; and determining the subset of the list of
contributor identifiers that correspond to the subset of
the condition sets.

. The method of any of the preceding embodiments,
wherein generating the second blockchain function
request comprises: extracting, from the resource allo-
cation request, an indication of cryptographic resources
requested by the transfer request and an address of a
cryptography-based storage application to be assigned
to control the cryptographic resources; and generating,
within the second blockchain function request, a com-
mand to transfer the indication of cryptographic
resources to the address of the cryptography-based
storage application according to the subset of the list of
contributor identifiers and the corresponding subset of
the condition sets.

. The method of any of the preceding embodiments,
further comprising: determining a reputability score of
the entity; and based on the reputability score being
below a threshold, generating the second blockchain
function request to not include any contributors.

. The method of any of the preceding embodiments,
wherein determining the reputability score of the entity
further comprises: extracting, from the transfer request,
a cryptographic token identifier with the entity; deter-
mining, using the cryptographic token identifier, a URI
corresponding to a cryptographic token associated with
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the cryptographic token identifier; retrieving entity
metadata using a resource locator associated with the
URI; and based on the entity metadata, determining the
reputability score for the entity.

9. A tangible, non-transitory, machine-readable medium
storing instructions that, when executed by a data
processing apparatus, cause the data processing appa-
ratus to perform operations comprising those of any of
embodiments 1-8.

10. A system comprising one or more processors and
memory storing instructions that, when executed by the
processors, cause the processors to effectuate opera-
tions comprising those of any of embodiments 1-8.

11. A system comprising means for performing any of
embodiments 1-8.

12. A system comprising cloud-based circuitry for per-
forming any of embodiments 1-8.

What is claimed is:

1. A system for handling on-chain cryptographic
resources based on conditions generated responsive to an
off-chain trigger, the system comprising:

memory; and

one or more processors, coupled to the memory, config-

ured to cause the system to:

receive a transfer request for transferring control of
cryptographic resources, wherein the transfer request
comprises (1) a digital signature generated using a
private key associated with an entity, (2) a crypto-
graphic token identifier that identifies a crypto-
graphic token representing the entity, and (3) a
resource allocation request;

validate the transfer request using the digital signature
and the cryptographic token identifier;

generate a first blockchain function request, to be
executed by an on-chain program, requesting a list of
contributor identifiers and condition sets, wherein
each condition set is associated with a contributor
identifier that identifies a user who has given control
of cryptographic resources assigned for distribution
to the on-chain program, and wherein the condition
sets correspond to conditions for distributing the
cryptographic resources through the on-chain pro-
gram in response to one or more triggers;

receive, in response to the first blockchain function
request, the list of contributor identifiers and the
condition sets;

determine, from the list of contributor identifiers and
the condition sets, a subset of the list of contributor
identifiers and a corresponding subset of the condi-
tion sets, wherein each condition set in the corre-
sponding subset of the condition sets matches the
resource allocation request;

generate a second blockchain function request to trans-
fer, using the on-chain program, cryptographic
resources to be controlled by a cryptography-based
storage application associated with the entity,
wherein the second blockchain function request
comprises at least a portion of the transfer request;
and

transmit the second blockchain function request to a

blockchain node of a blockchain.

2. The system of claim 1, wherein the one or more
processors further cause the system to:

extract, from the resource allocation request (1) a trigger

classification, and (2) a trigger date, wherein the trigger
classification indicates a type of event;
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transmit a trigger validation request comprising the trig-

ger classification and the trigger date; and

determine, based on receiving a validation message that

matches the trigger validation request, the resource
allocation request is valid.

3. The system of claim 1, wherein the one or more
processors further cause the system to:

extract, from the cryptographic token corresponding to

the cryptographic token identifier, an owner identifier,
wherein the owner identifier indicates an identifier of
the cryptography-based storage application that con-
trols the cryptographic token;

determine that a cryptography-based storage application

address received with the resource allocation request
matches the owner identifier;

determine, based on decrypting the digital signature using

a public key associated with the entity, that the cryp-
tography-based storage application that controls the
cryptographic token corresponds to the resource allo-
cation request; and

in response to determining that (1) the cryptography-

based storage application address received with the
resource allocation request matches the owner identi-
fier, and (2) the cryptography-based storage application
that controls the cryptographic token corresponds to the
resource allocation request, determine that the transfer
request is valid.

4. The system of claim 1, wherein, when determining,
from the list of contributor identifiers and the condition sets,
the subset of the list of contributor identifiers and the
corresponding subset of the condition sets, the one or more
processors are configured to cause the system to:

extract, from the resource allocation request, a trigger

classification;

determine the subset of the condition sets, wherein each

condition set in the subset of the condition sets includes
a trigger condition matching the trigger classification;
and

determine the subset of the list of contributor identifiers

that correspond to the subset of the condition sets.

5. A method for handling on-chain cryptographic
resources based on conditions generated responsive to an
off-chain trigger, the method comprising:

receiving, from a device associated with an entity, a

transfer request, wherein the transfer request comprises
a resource allocation request;

extracting, from the resource allocation request, a trigger

classification and a trigger date;

transmitting, to a validator node, a trigger validation

request comprising the trigger classification and the
trigger date; and

receiving, from the validator node, a validation message

that matches the trigger validation request;

verifying the resource allocation request based on receiv-

ing the validation message;

generating a first blockchain function request for a list of

contributor identifiers and condition sets;

receiving, in response to the first blockchain function

request, the list of contributor identifiers and the con-
dition sets;

determining, from the list of contributor identifiers and

the condition sets, a subset of the list of contributor
identifiers and a corresponding subset of the condition
sets, wherein each condition set in the corresponding
subset of the condition sets matches the resource allo-
cation request;
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generating a second blockchain function request, wherein
the second blockchain function request comprises at
least a portion of the transfer request; and

transmitting the second blockchain function request to a

blockchain node, wherein the second blockchain func-
tion request includes the subset of the list of contributor
identifiers and the corresponding subset of the condi-
tion sets that match the resource allocation request.

6. The method of claim 5, further comprising:

transmitting, to an on-chain program, the first blockchain

function request for the list of contributor identifiers
and the condition sets; and

in response to transmitting the first blockchain function

request, receiving, from the on-chain program, the list
of contributor identifiers and the condition sets.

7. The method of claim 5, further comprising:

extracting, from a cryptographic token corresponding to a

cryptographic token identifier included in the resource
allocation request, an owner identifier, wherein the
owner identifier indicates an identifier of a cryptogra-
phy-based storage application that controls the crypto-
graphic token;

determining that a cryptography-based storage applica-

tion address received with the resource allocation
request matches the owner identifier;

determining, based on decrypting a digital signature

included in the transfer request using a public key
associated with the entity, that the cryptography-based
storage application that controls the cryptographic
token corresponds to the resource allocation request;
and

in response to determining that (1) the cryptography-

based storage application address received with the
resource allocation request matches the owner identi-
fier, and (2) the cryptography-based storage application
that controls the cryptographic token corresponds to the
resource allocation request, determining that the trans-
fer request is valid.

8. The method of claim 5, wherein determining, from the
list of contributor identifiers and the condition sets, the
subset of the list of contributor identifiers and the corre-
sponding subset of the condition sets comprises:

determining the subset of the condition sets, wherein each

condition set in the subset of the condition sets includes
a trigger condition matching the trigger classification;
and

determining the subset of the list of contributor identifiers

that correspond to the subset of the condition sets.

9. The method of claim 5, wherein generating the second
blockchain function request comprises:

extracting, from the resource allocation request, an indi-

cation of cryptographic resources requested by the
transfer request and an address of a cryptography-based
storage application to be assigned to control the cryp-
tographic resources; and

generating, within the second blockchain function

request, a command to transfer the indication of cryp-
tographic resources to the address of the cryptography-
based storage application according to the subset of the
list of contributor identifiers and the corresponding
subset of the condition sets.

10. The method of claim 5, further comprising:

determining a reputability score of the entity; and

based on the reputability score being below a threshold,
generating the second blockchain function request to
not include any contributors.
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11. The method of claim 10, wherein determining the
reputability score of the entity further comprises:

extracting, from the transfer request, a cryptographic

token identifier associated with the entity;

determining, using the cryptographic token identifier, a

uniform resource identifier (URI) corresponding to a
cryptographic token associated with the cryptographic
token identifier;

retrieving entity metadata using a resource locator asso-

ciated with the URI; and

based on the entity metadata, determining the reputability

score for the entity.

12. The method of claim 5,

wherein the transfer request further comprises a digital

signature generated using a private key associated with
the entity, and

wherein the method further comprises:

validating the transfer request using the digital signa-
ture.

13. The method of claim 5, wherein the first blockchain
function request is configured to be executed by an on-chain
program.

14. One or more non-transitory, computer-readable media
storing instructions that, when executed by one or more
processors, cause the one or more processors to perform
operations comprising:

receiving, from a device associated with an entity, a

transfer request, wherein the transfer request comprises
a resource allocation request;

generating a first blockchain function request for a list of

contributor identifiers and condition sets;

receiving, in response to the first blockchain function

request, the list of contributor identifiers and the con-
dition sets;

extracting, from the resource allocation request, a trigger

classification;

determining, from the condition sets, a subset of the

condition sets, wherein each condition set in the subset
of'the condition sets includes a trigger condition match-
ing the trigger classification;

determining, from the list of contributor identifiers, a

subset of the list of contributor identifiers that corre-
spond to the subset of the condition sets, wherein each
condition set in the subset of the condition sets matches
the resource allocation request;

generating a second blockchain function request, wherein

the second blockchain function request comprises at
least a portion of the transfer request; and

transmitting the second blockchain function request to a

blockchain node, wherein the second blockchain func-
tion request includes the subset of the list of contributor
identifiers and the corresponding subset of the condi-
tion sets that match the resource allocation request.

15. The one or more non-transitory, computer-readable
media of claim 14, wherein the instructions further cause the
one or more processors to perform operations comprising:

extracting, from the resource allocation request, and a

trigger date;

transmitting, to a validator node, a trigger validation

request comprising the trigger classification and the
trigger date; and

in response to receiving, from the validator node, a

validation message that matches the trigger validation
request, verifying the resource allocation request.

16. The one or more non-transitory, computer-readable
media of claim 14, wherein the instructions further cause the
one or more processors to perform operations comprising:
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transmitting, to an on-chain program, the first blockchain
function request for the list of contributor identifiers
and the condition sets; and
receiving, from the on-chain program, the list of contribu-
5 tor identifiers and the condition sets.

17. The one or more non-transitory, computer-readable
media of claim 14, wherein the instructions further cause the
one or more processors to perform operations comprising:

extracting, from a cryptographic token corresponding to a

cryptographic token identifier included in the resource
allocation request, an owner identifier, wherein the
owner identifier indicates an identifier of a cryptogra-
phy-based storage application that controls the crypto-
graphic token;

determining that a cryptography-based storage applica-

tion address received with the resource allocation
request matches the owner identifier;

determining, based on decrypting a digital signature

included in the transfer request using a public key
associated with the entity, that the cryptography-based
storage application that controls the cryptographic
token corresponds to the resource allocation request;
and

in response to determining that (1) the cryptography-

based storage application address received with the
resource allocation request matches the owner identi-
fier, and (2) the cryptography-based storage application
that controls the cryptographic token corresponds to the
resource allocation request, determining that the trans-
fer request is valid.

18. The one or more non-transitory, computer-readable
media of claim 14, wherein the instructions for generating
the second blockchain function request cause the one or
more processors to perform operations comprising:

extracting, from the resource allocation request, an indi-

cation of cryptographic resources requested by the
transfer request and an address of a cryptography-based
storage application to be assigned to control the cryp-
tographic resources; and

generating, within the second blockchain function

request, a command to transfer the indication of cryp-
tographic resources to the address of the cryptography-
based storage application according to the subset of the
list of contributor identifiers and the corresponding
subset of the condition sets.

19. The one or more non-transitory, computer-readable
media of claim 14, wherein the instructions further cause the
one or more processors to perform operations comprising:

determining a reputability score of the entity; and

based on the reputability score being below a threshold,
generating the second blockchain function request to
not include any contributors.

20. The one or more non-transitory, computer-readable
media of claim 19, wherein the instructions for determining
the reputability score of the entity cause the one or more
processors to perform operations comprising:

extracting, from the transfer request, a cryptographic

token identifier with the entity;

determining, using the cryptographic token identifier, a

URI corresponding to a cryptographic token associated
with the cryptographic token identifier;

retrieving entity metadata using a resource locator asso-

ciated with the URI; and

based on the entity metadata, determining the reputability

score for the entity.
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