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DISTRIBUTED POLICY ENFORCEMENT USING A DISTRIBUTED
DIRECTORY

BACKGROUND

REFERENCE TO RELATED APPLICATION
The present disclosure is based on provisional apf)lication Serial No. 60/486,594,

filed July 11, 200?;, the entire contents of which are herein incorporated by reference.

TECHNICAL FIELD
The present disclosure relates to distributed policy enforcement and, more

specifically, to distributed policy enforcement using a distributed directory service.

DESCRIPTION OF THE RELATED ART

Compufers are frequently utilized to manage sensitive data. Computers should
therefore be able to éffectively authenticate users and limit user access to systems,
features and information that the user is authorized to access. It is often desi;able for
system managers to control access to each system, fee'lture and item of information
‘(resources) using a set of standards uniquely tailored to the security requirements of that
particular resource. Each resource so controlled forms a point of enforcement whereby a
user has to satisfy particular rules and/or policies to access the controlled resource.

Managing access control is an especially complex task for large enterprises that

may have a large number of users located world-wide and may have a large number of

points of enforcement all with unique security requirements.

Managing access control has traditlionally been a very difficult task often
requiring that computer programs be custom tailored to reflect the security policies and.
rules of the enterprise. For this reason many enterprises are left using one-size-fits-all
security features that may be pre-programmed into the hardware and software products
that form a particular controlled resource. These security features often have limited

potential for customization.
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Customization of security features often involves professional computer
programining that can be very expensiVe. This expense may be exacerbated by the great
number of controlled resources an enterprise may have and the fact that each controlled

resource may employ a different means of control that should be uniquely customized to

. reflect the security policies and rules.

Enterprises may wish to apply-a standard set of security policies and rules to each
controlled resource and/or may wish to utilize a standard language to express security |
policies and rules for all controlled resources. Enterprises may additionally d|esire tobe
able to quickly and easily modify rules and policies and have these modifications applied
quickly and uniformly to the appropriate points of enforcement. '

~ Standards have been adopted to facilitate the managing of access control. By
utilizing a standardized language for the managing of access control, a single set of rules
and policies may be easily written or modified and applied to every controlled resource
that utilizes the standardized language eliminating the need for having to individually
customize each controlled resource. o

XML Access Control Markup Language (XACML) is an emerging standard that
deﬁ11es how controlled resources may be accessed by users and provides a standard
Janguage for expressing security policies and rules. The XAXML standard is maintained .'
by the Organization for the Advancement of Structured Information Standards (OASIS).
XACML is therefore an example of a standard that may be adopted to facilitate tﬁe ,
managing of access control. ‘ '

Fig. 1 is a block diagram shoWing an example of how XAXML may be used to
contro] access to resources. XACML utilizes Policy Enforcement Points (PEPs) 102. A
'PEP acts as a gatekeeper to a restricted resource 104, either permitting or denying access
103 to ﬂne restricted resource 104 by the user 100 requesting access 101,

PEPs 102 may contact 105 Policy Decision Points (PDPs) 108 to determine
whether a particular user should be permitted or denied access 103 to'a particular
resource 104. The PDP 108 may then generate an authorization decision 106 based on
the security policies and rules 107 that have been adopted by the enterprise along with
external data 109 such as user data and user privileges (collectively referred to as

pertinent data). The security policies and rules 107 may be stored in a remote location
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that is accessible over a network 110. Alternatively, securityl policies and rules 107 may
be replicated and distributed to a location loecal to the PDP 108 from a central server that
communicates with the PDP 108 over netwo;k 110.

It is common, especially among large 'enterprises, to have muitiple PEPs 102 and
PDPs 108. This allows a large number of users world-wide to quickly be authenticated at
the same time regardless of their location and the location of the restricted resource 104.
However Idistri,buting security policies and rules 107 to all .po‘ints of enforcement may
constitute a large-scale deployment. Therefore, distributing securit‘y policies and rules
107 securely and in a timely fashion represents a significant problem for enterprises.
Problems emerge such as whether to distribute a single large global policy file to every
PDP 108 or to only distribute different parts of the file to different PDPs 108. Where '
different PDPs 108 receive policy updates at differe'nt times, contention might ‘emerge ‘

between the various PDPs 108. Additionally, if a PDP 108 is temporarily unreachable

~ when an update is distributed, it might be a long time before the new updates are

implemented on that PDP 108. !

Once policy updates have been distributedlt‘c; tﬁe various PDPs 108, requests for
access should generally be considered in light of external data 109 such as, for example,
user data, user privileges, resource status, etc. This'reliance on external data 109 can
make authentication more difficult apd/or time COnsulhing.. The external data; 109 may be
made available to the PDP 108 over a network 111. This external data 109 is generally
.not distributed to ensure integrity. For example, a user who has previously had a high
security privilege may have that privilege revoked. It is then critical that the latest user
privilege data be accessible to the PDP 108. If this data is not immediately distributed
enterprise-wide, the security risks can be severe.

The XACML standard has not determined how policies and data are to be
réplicated and distributed between PDPs. Therefore, replication and distribution remains
an inherently' difficult problem. . b | |

It is desirable to have a way'df quickly and securély managing distribution of
security policy and rules to PDPs along with the necessary data required by the PDPs to

use the rules and policies to make an authorization decision.
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SUMMARY
A method for managing access to a resource includes receiving a request for
access to the resource, obtaining data pertinent to the request from a directory, generating

an authorization decision for the request based on the obtained data, and allowing access

~ to the resource when the generated decision is to allow access.

~ Asystem for managing access to a resource includes one or more PEPs for
receiving requests for access to the resource, one or more PDPs for obtaining data
pertinent to the request generating a decision based on the obtained data, and a directory |
for providing the one or more PDPs with access to the data pertinent to the request. The
PEP uses the received request to generate a PDP request, sends the generated PDP
requést’ to one of the one or more PDPs, receives an authorization decision from the one
of the one or more PDPs, and allows access to the resource when the received
authorization decision is to allow access. '

A computer system includes a processor and a program storage device readable

by the computer systém, embodying a program of instructions executable by the
processor to perform method steps for managing access to a resource. The method

ihcludes receiving a request for access to the resource, obtaining data pertinent to the

tequest from a directory, generating an'authorization decision for the request based on the

obtained data, and allowing access to the resource when the generated decision is to

allow access.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete appreciation of the present disclosure and many of the attendant
‘advantages thereof will be readily obtained as the same becomes better understo'od by
reference to the following detailed description when considered in connection with the
accompanying drawings, wherein: | ‘

FIG. 1 is a block diagram showing how XAXML may be used to control access to |
resources; 7 |

FIG. 2 is a block diagram showing how a distributed directory service may be

used to store and make pertinent data available to an XAXML access control system

according to embodiments of the present disclosure;
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FIG. 3 is a block diagram showing how multiple PEPs may be used to.provide
multiple decisions for multiple requests according to embodiments of the present
disclosure;

FIG. 4 is a block diagram showing a qombined PEP and PDP according to an
embodiment of the present disclosure;

FIG.5 is a flow chart showing how access control may be effectively and
securely 1']1anaged by using a distributed directory; service to étore and make available
pertinent data that can be used to generate authorization decisions e‘lccording to an
embodiment of the present disclosure; and

_FIG. 6is a.block diagram showing an example of a computer system cépable of
implementing the method and apparatus according to embodiments of the present

disclosure.

DETAILED DESCRIPTION

In descrjbiﬁg preferred embodiments of the present disclosure illustrated in the
drawings, specific terminology is employed for sa‘k_éa otl‘ clarity. However, the preseht
disclosure isinot intended to be Hmitegl to the specific terminology so selected, and it is to
be understood that edch specific element includes ‘all technical equivalents which operate
in a similar manner. o I |

According to an embodiment of the present disclosure, access control may be
.effectively and securely managed by using a distributed directory service to stbrp and
make available user data, security pollicy, and rules (pertinent data) that can be used to

generate authorization decisions. By using a distributed directory service to store and

make available security policies and rules, replication and distribution of security policies

and rules is established along with other useful advantages. By storing security policies

and rules together with user data, the procéss of generating authorization decisions may
be greatly simplified. ‘

A directory is a specialized database that is pﬁmaﬁly used for allowing a large
number of users to quickly look up information. A directory is not intended to be
primarily used as a tool for the organization and storage of data and is therefore

optimized for information retrieval and not necessarily information storage. A directory
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service is a computer application that allows for access to a directory. While some
directory services are local and only allow for use on a particular computer netwbrk,
other directory services are global and allow for general access over a global computer
network such as the internet.

Global directory services may spread information across multiple computer
servers all of which cooperate to provide directory service. Such directory services are.
known as distributed directory services. The Internet Domain Name System (DNS) is an
example of a globally distributed directory service. The DNS allows computers
connected to the internet to look up the numeric internet address from the corresponding
internet domain name. . '

'X.500 is a common set of standards covering distributed directory sérvices.
Lightweight Directory Access Protocol (LDAP), is a protocol for quickly and easily
accessing distributed directory services. LDAPs are commonly used in association with
X.500 directories. LDAPs communicate using TCP/IP transfer services or similar
transfer services making LDAPs well suited fof use over the internet or private company
intranets.

1

LDAP directories can be hierarchically arranged for more efficient séarching. For

"example, an LDAP directory tree using domain-based naming might begin with a 'ct')m' o

.org and .gov objects at the top level of the hierarchy. Within each top level ObJ ect may
be a series of objects representing organizations, and within each of these obj ects may be
a series of obj ects representing users. Hierarchical objects are commonly referred to as
parent object and child object depending on their relationship fo one another. For
example, an object representing a printer may be the child of an object répresenting a
‘computer in the case where the printer is connected to.the computer.

" The hierarchical nature of the distributed directory service, for example, the
.LDAP, may allow for the simple mlapping of security policies and rules onto the directoriz
structure. This is because XACML policy may be expressed largely in terms of XACML |
policy attributes and XACML policy attributes values. These policy attributes and policy
attribute values are evaluated in light of combining algorith:ﬁs that may be described

using XACML. These attributes and attribute values may be mapped straight to directory
attributes and directory attribute values that are part of the LDAP. The combining
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algorithms may often be mapped to simple directory search c‘lueries that are part of the
LDAP. |

LDAP directory services are comrhonly based on a client-server model. While
one or more LDAP servers contain the LDAP data, a client is launched by a person
seeking to access LDAP directory data. The client connects to the server and
communicatés the search criteria. The server then communicates the search results to the
client. 4TII]€ client communicates the search results to the u_ser|. This client server model is
well suited for application to policy enforcement managément such as XACML where
PEPs (correspondi‘ng to clients) are used to request decisions from PDPs (corresponding
to servers), ] |

One common example of an LDAP directory service is a list of names and email
addresses that allows an email client to resolve an email address of a contact when the,
contact’s name is supplied. |

Because many directory services, such as LDAP directory services are distributed,
issues involving réplication and distribution of data haye been resolved with respect to
LDAP directory services. LDAP directory servicés| are able to quickly and sécurely
distribute directory data so that the same version of data may always be accessible from
any of the servers which provide the directory services. | '

Distributed directory services, for example lL]'DAPs, provide a wide variety of

other useful features to enhance reliability and security of data distribution. Some

examples of these other useful techniques are described below. ,

By using a distributed directory service, such as an LDAP, to store and make
available security policies and rules, replication and distribution of security policies and
rules and user data may be automatically hanldled at the directory layer. This is because
the directory already manages security, distribution, fail over, load balancing and handles
many other problems that beset distribution. ‘Additionally, by storing all pertinent
information within the directory, the PDP need not access external daté thereby making
authentication more reliable and secure. |

Fig. 2 is a block diagram showing how a distributed directory-service may be used

to store and make available security policies and rules to an XAXML access control

system. A user 20 seeking to gain access 23 to a resource 24 may generate an access
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request 21. The access request 21 may be sent to a PEP 22.. The PEP may request 25 a
PDP 28 to determine whether the particular user 20 should be permitted or denied access
23 to the resource 24.

The PDP 28 may generate its ‘decision on whetheér to grant'access based on

. pertment data that may be made available via the distributed directory service 27 Such

data might include user data, such as user names, passwords and user pr1v1leges 'Such
data might additionally include security policies and rules.

According to an embodiment of the present disclosu‘re, the PDP 28 an'd the
distributed directory service 27 may both operate from a.common server 29. By placing
the PDP 28 and the distributed directory service 27 on the same server 29, the PDP 28
can duickly and securely gain access to the pertinent information to determine whether to
grant access. |

The PDP 28 may generate a decision 26 on whether to grant access and pfovide
that decision 26 to the PEP 22. When the decision 26 generated is to allow access 23,
access 23 to the resource 24 may be granted to the user 20.

An enterprise may have a large number of PEPs to conveniently accommodate the

large number of points of enforcement that the enterprlse may have. Fig. 31 is a block

' dlagram showmg how multiple PEP$ 32'may be used to provide multiple deciions 31 for

multiple requests 30 according to embodiments of the present disclosure.

Each PDP 34 may serve multiple PEPs 32. For example, there may be one PDP
34 at each subnet of the computer network. Each PDP 34 may then rely on a distributed
directory service 35 that is located within a server 33 that contains the PDP 34.

In gdditioﬁ to providing effective and secure distribution of pertiﬁant information,
the distributed directory service may provide other advantages that are typical of
distributed directory services. For example, the distributed directory service may provide

.load balancing. | '

Load balancing involves using more than one server to run the same distributed
directory service. Access requests (load) may then be spread among multiple serveré all
working towards processing directory service requests by using distributed scheduling

algorithms to allocate requests among the available servers.

In an embodiment of the present disclosure, requests for pertinent information
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made by a PDP to the distributed directory service may be load balanced. If the local
distributed direétory service has high load, the information request may be handled by the
distributed directory service on another se‘rvér. This may help prevent slowdowns related
to multiple PDP r‘equests to the same distributed directory service.

Distributed directory services may provide failover. A failover is a redundant or
standby server that can automatically take over for the priméry server in the event the
primary slerver fails. Failgver servers may be referred to as “Ihot standby” or “warm
standby” servers. The use of a failover allows for a direétory service to continue
handling reqﬁests even in the event of a server malfunction, for example, the failover
server (seqohdary server) may take over for the primary server when excess load causes
the prlmary server to fail. However, the usefulness of the failover server is not Jimited to
handling pr oblems associated with excess load. Failovers may be used to ensure the .
continued offering of dlreptory services in any number of circumstances that may render
the primary server non-functional.

‘Where a distributed directory service is not propcrly functioning, distributed
directory services may provide a hot standby server for providing the requlred
information:. . . ‘

Due presumably to the difficulty 6f creating a secure distribution, the original
XACML specification imagines a large number of PEP enforcement points
communicating with a small (possibly even a single) PDP decision point. Usinga
distributed directory service as the basis for XACML, however, may make it possible to
use any number of PDPs, potentiaily one PDP for every PEP. It may then even be
possible to combine the PDP and PEP within a single server. .

Fig. 4 is a block diagram showing a clombined PEP 41 and PDP 42 according to
an embodiment of the present disclosure. Due to the ease of replication and distribution
of the directory utilized in embodiments of the present disclosure, it may be possible to
combine the PEP 41 and the PDP 42 in the same servers 44 that host the distributed
directory services 43. This combination may greatly siniplify the architecture of the
XACML system and greatly improve the speed of the server response since calls between

the PDP 42 and the PEP 41 are being made on the same machine.
Where the PDP.and PEP have been so combined, it may still'be useful to retain
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the external XACML interfaces for the PDP and PEP to maintain as much XACML
compliance as possible.
It may even be possible to combine a policy administration point (PAP) into the

same distributed directory service to further simplify the architecture of the XAXML

_ system.. A PAP may be used for the administration of pertinent data, for éxample'

security policies and rules.

Fig. 5 is a flow chart showing how access control may be effectively and securely
managed by using a distributed directory service to store aﬂd make available .security
policies and rules that can be used to generate authorization decisions according to an
embodiment of the present disclosure. ‘ ‘

" 'First a user may request access to a resource (Step S51). A PEP may receive this
request and then request that a decision bq made by a PDP (Step S52). The PDP may
utilize stored data that is pertinant to rendering the decision. The PDP may access this
pertinant data using a distributed directory service, one distribution of which may be
located on the same server as the PDP (Step S53). The PDP may then use the pertinant
information to generate a decision as to whether to allow or deny the user access to‘the

requested resource (Step S54). This decision may be sent to the PEP. If the, decision is to

"allow the access (Yes Step S55) then the PEP may provide the user with access to the

resource (Step S56). ‘Access may continue for a predetermined length of time or for as
long as particular use of the resource continues. If the decision is tp deny the 'faclzcess (No
Step S55) then the PEP may deny the user access to the resource (Step S57).

Universal Description, Discovery and Integration (UDDI) standards have been
adopted to facilitate the discovery and integration of web based applicatibns called web
'services. Users can use UDDI to find the location of web services, in a manner similar to
looking for businesses in a yellow pages phone book. UDDI repositories generally are
provided as directories in which information pertaining to an enterprise, its services, l
technical information, and information about specifications for the enterprise’s web
services can be looked up. |

Many enterprises maintain UDDI repositories that utilize distributed directory

services such as LDAP. Embodiments of the present disclosure may allow for an

enterprise to use a UDDI repository, for example a UDDI repository that is-already

10
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functioning on the enterprises network, as the servers that host the PDP and distributed
directory services as described above. By combining a UDDI repository with the servers
that host the PDP and distfibuted directory sé]rvices, policy enforcement may be less
costly, simpler, and more secure. '

Fig. 6 shows an example of a computer system which may implement the methodl
and system 6f the present disclosure. The system and method of the present disclosure
may be i11|1p16111611ted in the form of a software application ruliming on a computer system,
for example, a mainframe, personal computer (PC), handheld comp?uter, server, etc. The
software appl'icatién may be stored on a recording media locally accessible by the
computer system and accessiblfz via a hard wired or wireless connection to a network, for
example, a local area network, or the Internet.

The computer system referred to generally as system 1000 may include, for
example, a central processing unit (CPU) 1001, random access memory (RAM) 1004, a
printer interface 1010, a display unit 1011, a local area network (LAN) data transmission
controller 1005, a. LAN interface 1006, a network controller 1003, an internal buss 1002,
and one or more inplit devices 1009, for example,.‘qlkeg/board, mouse etc. As shown, the
system 1000 may be connected to a daltta storage device, for example, a hard disk, 1008

via a link 1002.

The above specific embodiments are illustrative, and many variations can be

introduced on these embodiments without departing from the spirit of the disclosure or

from the scope of the appended claims. For example, elements and/or features of
different illustrative embodiments may be combined with each other and/or substituted

for each other within the scope of this disclosure and appended claims.

1

11
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What is claimed is:

1. A method for managing access to a resource, comprising:
receiving a request for access to the resource; '
obtaining data pertinent to the request from a directory;

generating an authorization decision for the request based on the obtained data;

and
allowing access to the resource when the generated decision is to allow access.
2. The method of claim 1, vyherein said method utilizes one or more XACML
1
standards.

3. The method of claim 1, wherein the directory is an X.500 directory.

4. The method of claim 1,.wherein obtaining data pertinent to the request from a

directory comprises looking up the data using a distributed directory service.

i

'5, The method of claim 4, wheréin the distribuited directory service provides for -

load balancing.

‘ 6. The method of claim 4, wherein the distributed directory service provides for a

failover.
7. The method of claim 4, wherein said distributed directory service is an LDAP.

8. The method of claim 1, wherein the data pertinent to the request comprises

security policy and rules.

9. The method of claim 1, wherein the data pertinent to the request comprises

user data and privileges.

12
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10. A system for managing access to a resource, comprising:
one or more PEPs for receiving requests for access to the resource;

one or more PDPs for obtaining data pertinent to the request generating a decision

based on the obtained data; and

a directory for providing the one or more PDPs with access to the data pertinent to

the request;

acCcCess.

wherein the PEP: 4

uses the received request to generate a PDP request;'

sends the generated PDP request to one of the one or more PDPs;

receives an authorization dec1s10n from the one of the one or-more PDPs and

"allows access to the resource when the received authorization dec151on 1s to allow

)

11. The system of claim 10, wherein said system utilizes one or more XACML

standards.

1

with access to the data pertinent to the request through a distributed directory ,ser\}ice.

12. The system of claim 10, wherein the directory is an X.500 directory.

13. The system of claim 10, wherein the directory provides the one or more PDPs

14. The system of claim 13, wherein the distributed directory service provides for -

load balancing.

i

15. The system of claim 13, wherein the distributed directory service provides for

.a failover.

LDAP.

16. The system of claim 13, wherein said distributed directory service is an - |

17. The system of claim 10, wherein the data pertinent to the request comprises

13
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security policy and rules.
1

~18. The system of claim 10, wherein the data pertinent to the request comprises

user data and privileges.

19. The system of claim 10 wherein each of the one or more PDPs are executed in
o . |
a server along with a client for the distributed directory service.

20. The syétem of claim 10 wherein each of the one or more PDPs are executed in
a server, ajong with a client for the distributed directory service and one of the one or

more PEPs.

21. A computer system comprising:

a processor; and

a program storage device readable by the cothputer system, embodying a program
of instructions executable by the processor to perfqlrrn method steps for manéging access
to a resource, the method comprising:

receiving a request for access to the resource; K

obtaining data pertinent to the request from a directory;

generating an authorizatioh decision for the request based on the obtained data;
and

allowing access to the resource when'the generated decision is to allow access.

22. The computer system of claim 21, wherein said method utilizes one or more

XACML standards.
23. The computer system of claim 21, wherein the directory is an X.500 directory.
24. The computer system of claim 21, wherein obtaining data pertinent to the

request from a directory comprises looking up the data using a distributed directory

service.

14



10

15

WO 2005/009003 PCT/US2004/021920

25. The computer system of claim 24, wherein the distributed directory service

provides for load balancing.

26. The computer system of claim 24, wherein the distributed diréctory service

1

provides for a failover.

27. The computer system of claim 24, wherein said distributed directc.)ry service
is an LDAP.

'28. The computer system of claim 21, wherein the data pertinent to the request

comprises security policy and rules.

29. The computer system of claim 21, wherein the data pertinent to the request

comprises user data and privileges.

15
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