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presented to the cardholder, and the cardhold-
er's response can be verified. The challenge
question presented can be selected based on
an analysis of the risk of the transaction and
potentially other factors. A variety of dynam-
ic challenge questions can be used without
the need for the cardholder to enroll into the
program. Additionally, there are many flexi-
ble implementation options of the challenge-
response application that can be adjusted
based on factors such as the location of the
merchant or the location of the consumer.
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AMENDED CLAIMS
received by the International Bureau on 15 July 2010 (15.07.2010)

1. A system for authenticating a consumer conducting a
transaction, the system comprising:

a challenge-response server computer, the challenge response server
computer comprising modules ¢apable of executing on the challenge-response
server, the modules comprising:

a risk analyzer module configured to obtain a risk score for the
transaction; and

a challenge optimizer module configured to generate an
authentication challenge using the risk score, and configured to
compare a response received from the consumer to an expected
response, wherein the challenge-response server computer is
configured to receive an enrollment request message and is
configured to send an enrollment response message.

2. The system of claim 1 further comprising:

a password-based authentication system, wherein the password-
based authentication system is configured to provide a password-based
authentication of the consumer conducting the transaction.

3. The system of claim 2 wherein the password-based
authentication system is configured to provide authentication of the consumer
substantially concurrently to the authentication provided by the challenge-response

server.

4, The system of claim 2 wherein parameters of the
authentication provided by the challenge-response server and parameters of the
authentication provided by the password-based authentication system are
determined based on information about the transaction being conducted and on
information on the account being used to conduct the transaction.

5. The system of claim 2 wherein the authentication provided by
the challenge-response server is provided when the password-based
authentication of the consumer cannot take place.
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6. The system of claim 1 wherein challenge-response server is
configured to authenticate the consumer substantially concurrently with an
enrollment process for the password-based authentication system that occurs
during the transaction; and wherein the challenge-response server computer is
configured to calculate the risk score.

7. The system of claim 1 wherein challenge-response server
authenticates the consumer substantially concurrently with a password recovery
process for the password-based authentication system that occurs during the
transaction. |

8. The system of claim 1 wherein the challenge-response server
computer comprises a device information module configured to obtain information
on a device used by the consumer to conduct the transaction.

9. A computer implemented method of authenticating a consumer
conducting a transaction with a merchant, the method comprising:

a) receiving a request for consumer authentication at a server
computer, the request including information about the transaction being conducted
and information on an account being used to conduct the transaction, wherein the
server computer sends an authentication message to the merchant if the account
can be authenticated;

b) determining a risk score for the transaction at the server
computer;

c) if the account can be authenticated, sending an authentication
challenge to the consumer when the risk score exceeds a threshold, the
authentication challenge comprising a question whose response is static, dynamic
or semi-dynamic;

d) receiving a consumer response to the authentication challenge;

e) comparing the consumer response to an expected response;
and

f) authenticating the consumer conducting the transaction when
the expected response and the consumer response are substantially the same.
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10. The method of claim 9 wherein a)}-f) are performed
substantially concurrently with a password-based authentication of the consumer
conducting the transaction.

11. The method of claim 10 wherein a)-f) are performed when the
risk score is a medium risk score, and wherein no challenge is sent if the risk score
is a low risk score and a transaction failure message is sent if the risk score is a
high risk score.

12. The method of claim 9 wherein a)-f) are performed when a
password-based authentication of the consumer conducting the transaction cannot
take place.

13.  The method of claim 9 wherein a)-f) are performed
substantially concurrently with an enrollment process for a password-based
authentication of the consumer conducting the transaction.

14.  The method of claim 9 wherein a)-f) are performed
substantially concurrently with a password recovery process for a password-based
authentication of the consumer conducting the transaction.

15. The method of claim 9 wherein a)-f) are performed instead of a
password recovery process for a password-based authentication of the consumer
conducting the transaction.

16. The method of claim 9 further comprising:

sending the expected response to a consumer device,

wherein the expected response sent to the consumer device is valid
for only one transaction.

17. The method of claim 9 wherein the risk score is further based
on querying an external risk assessment system.

18. The method of claim 9 wherein the authentication challenge is
generated by a payment processing network.
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19.  The method of claim 9 further comprising:

sending the risk score to a server computer associated with an issuer
of the account being used to conduct the transaction;

wherein the authentication challenge is generated by the server
computer associated with the issuer and wherein the consumer response is
received by the issuer.

20. A computer-readable medium comprising computer-executable
code, executable by a processor, for performing the method of claim 9.

21. A server computer comprising a processor and the computer
readable medium of claim 20 coupled to the processor.
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STATEMENT UNDER ARTICLE 19

The claims in the substitute pages differ from those originally filed by
amending claims 1 and 9.

In claim 1, the phrase “wherein the challenge-response server computer 1s
configured to receive an enrollment request message and is configured to send an enrollment
response message” was added.

In claim 9, the phrase “, wherein the server computer sends an authentication
message to the merchant if the account can be authenticated” was added to a) and “if the

account can be authenticated” was added to c).

In view of the foregoing, Applicants believe all claims now pending in this

Application are novel.

Respectfully submitted,

/David B. Raczkowski/
David B. Raczkowski
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