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SYSTEMAND METHOD FOR IDENTITY 
VERIFICATION AND MANAGEMENT 

0001. This application is a continuation of U.S. patent 
application Ser. No. 1 1/295,516, filed on Dec. 7, 2005, which 
claims priority under 35 U.S.C. S 119(e) to U.S. Provisional 
Application No. 60/633,419, filed on Dec. 7, 2004, and to 
U.S. Provisional Application No. 60/697.991, filed on Jun. 
12, 2005, the entire contents of each of which are hereby 
incorporated by reference herein. 

BACKGROUND 

0002 1. Field of the Invention 
0003. The present invention relates to identity theft pro 
tection systems. More particularly, the present invention 
relates to a system and method for identity verification and 
management. 
0004 2. Background Information 
0005 Identity theft is considered one of the fastest grow 
ing crimes in the United States. For example, between 2002 
and 2003, the number of reported cases of identity theft grew 
80 percent. In 2002 alone, nearly ten million cases of identify 
theft were reported. Nearly one in 8 United States adults have 
fallen victim to identity theft in the last five years. On average, 
identify theft will cost a victim approximately $1,000 in 
expenses to rectify the damage caused to their financial 
accounts and reputations. The yearly costs of identity theft are 
enormous, costing business approximately $48 billion and 
individuals approximately $5 billion. 
0006 Identity thieves can operate in a number of ways. 
With the spread of the Internet and the increases in computer 
processing technology, access to personal and financial infor 
mation of individuals (through both legal and illegal means) 
has become far easier and more prevalent. Other more con 
ventional techniques include stealing credit card numbers and 
using those numbers to create new credit cards under false 
names. Job applications, personnel records and employment 
data that should be confidential can instead be stolen by 
thieves who use the information to steal workers’ identities. A 
person's Social security number can be stolen and used by the 
criminal to apply for credit. Once the identification is stolen 
and credit is issued, the identity thief can use the credit in an 
unrestricted manner. Typically, the victim of the identity theft 
may not learn of the theft until many weeks or months after 
the crime has occurred, for example, not until the next credit 
card Statement is received. 
0007 Much of identity theft occurs because an individual 
cannot control how and who uses their identity and, conse 
quently, their credit. The problem of identity theft also applies 
to companies and other like entities whose identities are also 
at risk, such as financial institutions, retail stores and the like. 
For example, a criminal company can pretend to represent a 
reputable company and use the reputable company's stolen 
identity for financial gain. For example, a fraudulent mort 
gage company could pretend to represent a reputable and 
established Bank to steal money from unsuspecting individu 
als, to the financial and reputational detriment of both the 
individuals and the Bank. 

SUMMARY OF THE INVENTION 

0008. A system and method are disclosed for identity veri 
fication and management. In accordance with exemplary 

Nov. 15, 2012 

embodiments of the present invention, according to a first 
aspect of the present invention, a system for verifying an 
identity of a user includes an identification score assignment 
module. The identification score assignment module is con 
figured to receive at least one source of identification of the 
user. The identification score assignment module is config 
ured to assignanidentification score to each of the at least one 
source of identification. The system includes a total identifi 
cation score generation module in communication with the 
identification score assignment module. The total identifica 
tion score generation module is configured to generate a total 
identification score of the user from the identification scores 
of each of the at least one source of identification and a 
predetermined function. The total identification score of the 
user is associated with a level of verification of the identity of 
the user. The total identification score of the user is compared 
to a minimum identification score associated with a transac 
tion. The transaction is performed when the total identifica 
tion score of the user is one of greater than and equal to the 
minimum identification score. Additional sources of identifi 
cation of the user are received before performing the transac 
tion when the total identification score is less than the mini 
mum identification score. 

0009. According to the first aspect, the at least one source 
of identification can comprise a driver's license of the user. 
According to an alternative exemplary embodiment of the 
first aspect, the at least one source of identification can com 
prise a birth certificate of the user. The identification score 
assigned to each of the at least one source of identification can 
be based upon a reliability of the at least one source of iden 
tification. The predetermined function can comprise, for 
example, a Summing function, a weighted Summing function 
or the like. The system can include a data storage device. 
Personal information and/or financial information of the user 
can be stored in the data storage device. The total identifica 
tion score can be associated with the personal information 
and/or financial information of the user. The system can 
include an access code generation module. The access code 
generation module can be configured to generate a unique 
identity access authorization code associated with the user for 
use by a third party to access information associated with the 
user. The system can include a data transmission module. The 
data transmission module can be configured to transmit at 
least the total identification score of the user to the third party 
upon verification of the identity access authorization code. 
The data transmission module can be configured to transmit 
at least the total identification score of the user to the third 
party upon further verification of a user identification code of 
the user. The user identification code can comprise a Social 
security number of the user. 
0010. According to the first aspect, the system can include 
a log module. The log module can be configured to record 
accesses associated with the total identification score of the 
user by the third party. The system can include a report gen 
eration module. The report generation module can be config 
ured to generate reports for displaying the record of accesses 
associated with the total identification score of the user. Per 
Sonal information and/or financial information associated 
with the user can be transmitted to the third party upon veri 
fication of the identity access authorization code. The per 
Sonal information and/or financial information associated 
with the user can be transmitted to the third party upon further 
verification of a user identification code of the user. The user 
identification code can comprise a social security number of 
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the user. The system can include an identity card. The identity 
card can be configured to securely contain identification 
information associated with the user. The identity card can 
comprise, for example, a Smart card. The identification infor 
mation associated with the user can be encrypted on the 
identity card. Uses of the identification information securely 
contained on the identity card can be restricted by the user. 
Locations of where the identification information is used can 
be restricted by the user. Times of when the identification 
information is used can be restricted by the user. Types of 
transactions for which the identification information is used 
can be restricted by the user. Use of the identification infor 
mation for the transaction can be prohibited when the identi 
fication information is restricted by the user for the transac 
tion. The identification information for the transaction can be 
used when the identification information is not prohibited by 
the user for the transaction. 

0011. According to the first aspect, the system can include 
a transaction order generation module. The transaction order 
generation module can be configured to generate a transac 
tion order using the total identification score of the user. The 
transaction order can be submitted by the user to perform the 
transaction. Personal information and/or financial informa 
tion of the user can be accessed, using the transaction order, to 
complete the transaction. The system can include an address 
identification code generation module. The address identifi 
cation code generation module can be configured to generate 
an address identification code associated with an address of 
the user. The address identification code and an address of a 
communication reception center can be supplied to a third 
party. Communications for the user from the third party can 
be received at the communication reception center. The com 
munications can include the address identification code. The 
system can include a communication display module. The 
communication display module can be configured to display 
the communications to the user associated with the address 
identification code. The system can include an identity risk 
factor generation module. The identity risk factor generation 
module can be configured to generate an identity risk factor 
associated with the user. The identity risk factor can be asso 
ciated with a level of risk of theft of the identity of the user by 
identity thieves. According to exemplary embodiments of the 
first aspect, the transaction can comprise, for example, an 
application for credit, a purchase transaction or the like. The 
system can include a graphical user interface. The graphical 
user interface can be configured to provide access to and 
management of identification information associated with the 
USC. 

0012. According to a second aspect of the present inven 
tion, a system for verifying an identity of a user includes a 
receiver module configured to receive at least one source of 
identification of the user. The system includes an identifica 
tion score assignment module configured to assign an identi 
fication score to each of the at least one source of identifica 
tion. The system includes an identification score generation 
module configured to generate a total identification score of 
the user from the identification scores of each of the at least 
one source of identification and a predetermined function. 
The total identification score of the user is associated with a 
level of verification of the identity of the user. The system 
includes a comparator module configured to compare the 
total identification score of the user to a minimum identifica 
tion score associated with a transaction. The system also 
includes a transaction approval module. The transaction 
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approval module is configured to generate an approval of the 
transaction when the total identification score of the user is 
one of greater than and equal to the minimum identification 
score. The transaction approval module is configured togen 
erate a request for additional sources of identification of the 
user before generating the approval of the transaction when 
the total identification score is less than the minimum identi 
fication score. 

0013. According to a third aspect of the present invention, 
a system for verifying an identity of a user includes an iden 
tification score assignment module configured to receive at 
least one source of identification of the user, and configured to 
assignanidentification score to each of the at least one source 
of identification. The system includes a total identification 
score generation module configured to generate a total iden 
tification score of the user from the identification scores of 
each of the at least one source of identification and a prede 
termined function. The total identification score of the user is 
associated with a level of verification of the identity of the 
user. The system also includes an approval receiver module. 
The approval receiver module is configured to receive an 
approval of the transaction when the total identification score 
of the user is one of greater than and equal to the minimum 
identification score. The approval receiver module is config 
ured to receive a request for additional Sources of identifica 
tion of the user before receiving the approval of the transac 
tion when the total identification score is less than the 
minimum identification score. 

0014. According to a fourth aspect of the present inven 
tion, a system for verifying an identity of a user includes a 
receiver module configured to receive a total identification 
score of the user. The total identification score is generated 
from identification scores assigned to each of at least one 
source of identification of the user and a predetermined func 
tion. The total identification score of the user is associated 
with a level of verification of the identity of the user. The 
system includes a comparator module configured to compare 
the total identification score of the user to a minimum iden 
tification score associated with a transaction. The system 
includes a transaction approval module. The transaction 
approval module is configured to generate an approval of the 
transaction when the total identification score of the user is 
one of greater than and equal to the minimum identification 
score. The transaction approval module is configured togen 
erate a request for additional sources of identification of the 
user before generating the approval of the transaction when 
the total identification score is less than the minimum identi 
fication score. 

0015. According to a fifth aspect of the present invention, 
a method of Verifying an identity of a user includes the steps 
of: a) receiving at least one source of identification of the 
user; b.) assigning an identification score to each of the at least 
one source of identification; and c.) generating a total identi 
fication score of the user from the identification scores of each 
of the at least one source of identification and a predetermined 
function. The total identification score of the user is associ 
ated with a level of verification of the identity of the user. The 
total identification score of the user is compared to a mini 
mum identification score associated with a transaction. The 
transaction is performed when the total identification score of 
the user is one of greater than and equal to the minimum 
identification score. Additional sources of identification of 
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the user are received before performing the transaction when 
the total identification score is less than the minimum identi 
fication score. 

0016. According to the fifth aspect, the at least one source 
of identification can comprise a driver's license of the user. 
According to an alternative exemplary embodiment of the 
fifth aspect, the at least one source of identification can com 
prise a birth certificate of the user. The identification score 
assigned to each of the at least one source of identification can 
be based upon a reliability of the at least one source of iden 
tification. The predetermined function can comprise, for 
example, a Summing function, a weighted Summing function 
or the like. The method can include the steps of d.) Supplying 
at least one of personal information and financial information 
of the user, wherein the total identification score can be asso 
ciated with the at least one of personal information and finan 
cial information of the user; e.) generating a unique identity 
access authorization code associated with the user for use by 
a third party in the transaction; and f) transmitting, to the 
third party, at least the total identification score of the user 
upon verification of the identity access authorization code. At 
least the total identification score of the user can be transmit 
ted to the third party upon further verification of a user iden 
tification code of the user. The user identification code can 
comprise, for example, a Social security number of the user. 
0017. According to the fifth aspect, the method can 
include the steps of g.) recording accesses associated with 
the total identification score of the user by the third party; h.) 
reviewing the record of accesses associated with the total 
identification score of the user, and i.) transmitting, to the 
third party, personal information and/or financial information 
associated with the user upon verification of the identity 
access authorization code of the user. The personal informa 
tion and/or financial information associated with the user can 
be transmitted to the third party upon further verification of a 
user identification code of the user. The user identification 
code can comprise, for example, a Social security number of 
the user. The method can include the step of j.) issuing an 
identity card securely containing identification information 
associated with the user. The identity card can comprise, for 
example, a Smart card. The identification information associ 
ated with the user can be encrypted on the identity card. 
0018. According to the fifth aspect, the method can 
include the step of k.) restricting uses of the identification 
information securely contained on the identity card. Accord 
ing to an exemplary embodiment of the fifth aspect, step (k) 
can comprise the steps of: 1.) restricting locations of where the 
identification information is used; m.) restricting times of 
when the identification information is used; and n.) restricting 
types of transactions for which the identification information 
is used. The method can include the steps of o.) prohibiting 
use of the identification information for the transaction when 
the identification information is restricted by the user for the 
transaction; p.) using the identification information for the 
transaction when the identification information is not prohib 
ited by the user for the transaction; q.) generating a transac 
tion order using the total identification score of the user; r.) 
Submitting the transaction order to perform the transaction; 
S.) transmitting at least one of personal information and finan 
cial information of the user, upon verification of the transac 
tion order, to complete the transaction; t.) associating an 
address identification code with an address of the user: u.) 
Supplying the address identification code and an address of a 
communication reception center to a third party; V.) receiving 
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communications for the user from the third party at the com 
munication reception center, wherein the communications 
include the address identification code; W.) Supplying the 
communications to the user associated with the address iden 
tification code; and X.) Supplying an identity risk factor asso 
ciated with the user, wherein the identity risk factor can be 
associated with a level of risk of theft of the identity of the 
user by identity thieves. According to exemplary embodi 
ments of the fifth aspect, the transaction can comprise, for 
example, an application for credit, a purchase transaction or 
the like. 
0019. According to a sixth aspect of the present invention, 
a method of Verifying an identity of a user includes the steps 
of: a) receiving at least one source of identification of the 
user; b.) assigning an identification score to each of the at least 
one source of identification; c.) generating a total identifica 
tion score of the user from the identification scores of each of 
the at least one source of identification and a predetermined 
function, wherein the total identification score of the user is 
associated with a level of verification of the identity of the 
user; d.) comparing the total identification score of the user to 
a minimum identification score associated with a transaction; 
e.) approving the transaction when the total identification 
score of the user is one of greater than and equal to the 
minimum identification score; and f.) requesting additional 
sources of identification of the user before approving the 
transaction when the total identification score is less than the 
minimum identification score. 

0020. According to a seventh aspect of the present inven 
tion, a method of Verifying an identity of a user includes the 
steps of: a) receiving at least one source of identification of 
the user; b.) assigning an identification score to each of the at 
least one source of identification; c.) generating a total iden 
tification score of the user from the identification scores of 
each of the at least one source of identification and a prede 
termined function, wherein the total identification score of the 
user is associated with a level of verification of the identity of 
the user; d.) receiving approval of the transaction when the 
total identification score of the user is one of greater than and 
equal to the minimum identification score; and e.) receiving a 
request for additional sources of identification of the user 
before receiving approval of the transaction when the total 
identification score is less than the minimum identification 
SCO. 

0021. According to an eighth aspect of the present inven 
tion, a method of Verifying an identity of a user includes the 
steps of: a) receiving a total identification score of the user, 
wherein the total identification score is generated from iden 
tification scores assigned to each of at least one source of 
identification of the user and a predetermined function, and 
wherein the total identification score of the user is associated 
with a level of verification of the identity of the user; b.) 
comparing the total identification score of the user to a mini 
mum identification score associated with a transaction; c.) 
approving the transaction when the total identification score 
of the user is one of greater than and equal to the minimum 
identification score; and d.) requesting additional sources of 
identification of the user before approving the transaction 
when the total identification score is less than the minimum 
identification score. 
0022. According to a ninth aspect of the present invention, 
a system for verifying an identity of a user includes means for 
assigning an identity score. The identity Score assigning 
means is configured to receive at least one source of identifi 
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cation of the user. The identity score assigning means is 
configured to assign an identification score to each of the at 
least one source of identification. The system includes means 
for generating a total identity score in communication with 
the identity score assigning means. The total identity score 
generating means is configured to generate a total identifica 
tion score of the user from the identification scores of each of 
the at least one source of identification and a predetermined 
function. The total identification score of the user is associ 
ated with a level of verification of the identity of the user. The 
total identification score of the user is compared to a mini 
mum identification score associated with a transaction. The 
transaction is performed when the total identification score of 
the user is one of greater than and equal to the minimum 
identification score. Additional sources of identification of 
the user are received before performing the transaction when 
the total identification score is less than the minimum identi 
fication score. 

0023. According to the ninth aspect, the at least one source 
of identification can comprise a driver's license of the user. 
According to an alternative exemplary embodiment of the 
ninth aspect, the at least one source of identification can 
comprise a birth certificate of the user. The identification 
score assigned to each of the at least one source of identifi 
cation can be based upon a reliability of the at least one source 
of identification. The predetermined function can comprise, 
for example, a Summing function, a weighted Summing func 
tion or the like. The system can include means for storing 
data. Personal information and/or financial information of the 
user can be stored in the data storing means. The total iden 
tification score can be associated with the personal informa 
tion and/or financial information of the user. The system can 
include means for generating an access code. The access code 
generating means can be configured to generate a unique 
identity access authorization code associated with the user for 
use by a third party to access information associated with the 
user. The system can include means for transmitting data. The 
data transmitting means can be configured to transmit at least 
the total identification score of the user to the third party upon 
verification of the identity access authorization code. The 
data transmitting means can be configured to transmit at least 
the total identification score of the user to the third party upon 
further verification of a user identification code of the user. 
The user identification code can comprise, for example, a 
Social security number of the user. 
0024. According to the ninth aspect, the system can 
include means for logging. The logging means can be con 
figured to record accesses associated with the total identifi 
cation score of the user by the third party. The system can 
include means for generating a report. The report generating 
means can be configured to generate reports for displaying 
the record of accesses associated with the total identification 
score of the user. Personal information and/or financial infor 
mation associated with the user can be transmitted to the third 
party upon verification of the identity access authorization 
code. The personal information and/or financial information 
associated with the user can be transmitted to the third party 
upon further verification of a user identification code of the 
user. The user identification code can comprise, for example, 
a Social security number of the user. The system can include 
an identity card means. The identity card means can be con 
figured to securely contain identification information associ 
ated with the user. The identity card can comprise, for 
example, a Smart card means. The identification information 
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associated with the user can be encrypted on the identity card 
means. Uses of the identification information securely con 
tained on the identity card means can be restricted by the user. 
For example, locations of where the identification informa 
tion is used can be restricted by the user. Times of when the 
identification information is used can be restricted by the user. 
Types of transactions for which the identification information 
is used can be restricted by the user. Use of the identification 
information for the transaction can be prohibited when the 
identification information is restricted by the user for the 
transaction. The identification information for the transaction 
can be used when the identification information is not pro 
hibited by the user for the transaction. 
0025. According to the ninth aspect, the system can 
include means for generating a transaction order. The trans 
action order generating means can be configured to generate 
a transaction order using the total identification score of the 
user. The transaction order can be submitted by the user to 
perform the transaction. Personal information and/or finan 
cial information of the user can be accessed, using the trans 
action order, to complete the transaction. The system can 
include means for generating an address identification code. 
The address identification code generating means can be con 
figured to generate an address identification code associated 
with an address of the user. The address identification code 
and an address of a communication reception center can be 
Supplied to a third party. Communications for the user from 
the third party can be received at the communication recep 
tion center. The communications can include, for example, 
the address identification code. The system can include 
means for displaying a communication. The communication 
displaying means can be configured to display communica 
tions to the user associated with the address identification 
code. The system can include means for generating an iden 
tity risk factor. The identity risk factor generating means can 
be configured to generate an identity risk factor associated 
with the user. The identity risk factor can be associated with a 
level of risk of theft of the identity of the user by identity 
thieves. According to exemplary embodiments of the ninth 
aspect, the transaction can comprise an application for credit, 
a purchase transaction or the like. The system can also include 
a graphical user interface means. The graphical user interface 
means can be configured to provide access to and manage 
ment of identification information associated with the user. 

0026. According to a tenth aspect of the present invention, 
a system for verifying an identity of a user includes means for 
receiving configured to receive at least one source of identi 
fication of the user. The system includes means for assigning 
an identification score configured to assign an identification 
score to each of the at least one source of identification. The 
system includes means for generating an identification score 
configured to generate a total identification score of the user 
from the identification scores of each of theat least one source 
of identification and a predetermined function. The total iden 
tification score of the user is associated with a level of veri 
fication of the identity of the user. The system includes means 
for comparing configured to compare the total identification 
score of the user to a minimum identification score associated 
with a transaction. The system includes means for approving 
a transaction. The transaction approving means is configured 
to generate an approval of the transaction when the total 
identification score of the user is one of greater than and equal 
to the minimum identification score. The transaction approv 
ing means is configured to generate a request for additional 
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Sources of identification of the user before generating the 
approval of the transaction when the total identification score 
is less than the minimum identification score. 
0027. According to an eleventh aspect of the present 
invention, a system for Verifying an identity of a user includes 
means for assigning an identification score configured to 
receive at least one source of identification of the user and 
configured to assign an identification score to each of the at 
least one source of identification. The system includes means 
for generating a total identification score configured to gen 
erate a total identification score of the user from the identifi 
cation scores of each of the at least one source of identifica 
tion and a predetermined function. The total identification 
score of the user is associated with a level of verification of the 
identity of the user. The system includes means for receiving 
an approval. The approval receiving means is configured to 
receive an approval of the transaction when the total identi 
fication score of the user is one of greater than and equal to the 
minimum identification score. The approval receiving means 
is configured to receive a request for additional sources of 
identification of the user before receiving the approval of the 
transaction when the total identification score is less than the 
minimum identification score. 
0028. According to a twelfth aspect of the present inven 

tion, a system for Verifying an identity of a user includes 
means for receiving configured to receive a total identifica 
tion score of the user. The total identification score is gener 
ated from identification scores assigned to each of at least one 
source of identification of the user and a predetermined func 
tion. The total identification score of the user is associated 
with a level of verification of the identity of the user. The 
system includes means for comparing configured to compare 
the total identification score of the user to a minimum iden 
tification score associated with a transaction. The system 
includes means for approving a transaction. The transaction 
approving means is configured to generate an approval of the 
transaction when the total identification score of the user is 
one of greater than and equal to the minimum identification 
score. The transaction approving means is configured togen 
erate a request for additional sources of identification of the 
user before generating the approval of the transaction when 
the total identification score is less than the minimum identi 
fication score. 
0029. According to a thirteenth aspect of the present 
invention, a computer-readable medium contains a computer 
program for verifying an identity of a user. The computer 
program performs the steps of a.) receiving at least one 
Source of identification of the user; b.) assigning an identifi 
cation score to each of the at least one source of identification; 
and c.) generating a total identification score of the user from 
the identification scores of each of the at least one source of 
identification and a predetermined function, wherein the total 
identification score of the user is associated with a level of 
verification of the identity of the user, wherein the total iden 
tification score of the user is compared to a minimum identi 
fication score associated with a transaction, wherein the trans 
action is performed when the total identification score of the 
user is one of greater than and equal to the minimum identi 
fication score, and wherein additional sources of identifica 
tion of the user are received before performing the transaction 
when the total identification score is less than the minimum 
identification score. 

0030. According to the thirteenth aspect, the at least one 
Source of identification can comprise a driver's license of the 
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user. According to an alternative exemplary embodiment of 
the thirteenth aspect, the at least one source of identification 
can comprise a birth certificate of the user. The identification 
score assigned to each of the at least one source of identifi 
cation can be based upon a reliability of the at least one source 
of identification. The predetermined function can comprise, 
for example, a Summing function, a weighted Summing func 
tion or the like. The computer program can perform the steps 
of d.) retrieving at least one of personal information and 
financial information of the user, wherein the total identifica 
tion score is associated with the at least one of personal 
information and financial information of the user; e.) gener 
ating a unique identity access authorization code associated 
with the user for use by a third party in the transaction; and f.) 
initiating transmission, to the third party, of at least the total 
identification score of the user upon verification of the iden 
tity access authorization code. At least the total identification 
score of the user can be transmitted to the third party upon 
further verification of a user identification code of the user. 
The user identification code can comprise, for example, a 
Social security number of the user. 
0031. According to the thirteenth aspect, the computer 
program can perform the steps of g.) recording accesses 
associated with the total identification score of the user by the 
third party; h.) providing a review of the record of accesses 
associated with the total identification score of the user; and 
i.) initiating transmission, to the third party, of personal infor 
mation and/or financial information associated with the user 
upon verification of the identity access authorization code of 
the user. The personal information and/or financial informa 
tion associated with the user can be transmitted to the third 
party upon further verification of a user identification code of 
the user. The user identification code can comprise, for 
example, a social security number of the user. The computer 
program can perform the step of j.) generating authorization 
for issuance of an identity card securely containing identifi 
cation information associated with the user. The identity card 
can comprise, for example, a Smart card or the like. The 
identification information associated with the user can be 
encrypted on the identity card. 
0032. According to the thirteenth aspect, the computer 
program can perform the step of k.) generating use restric 
tions for the identification information securely contained on 
the identity card. According to an exemplary embodiment of 
the thirteenth aspect, for step (k), the computer program can 
perform the steps of: 1.) generating location restrictions for 
where the identification information is used; m.) generating 
temporal restrictions for when the identification information 
is used; and n.) generating type restrictions for transactions 
for which the identification information is used. The com 
puter program can perform the steps of O.) generating use 
prohibitions for the identification information for the trans 
action when the identification information is restricted by the 
user for the transaction; p.) generating authorization to use the 
identification information for the transaction when the iden 
tification information is not prohibited by the user for the 
transaction; q.) generating a transaction order using the total 
identification score of the user; r.) forwarding the transaction 
order to perform the transaction; S.) initiating transmission of 
at least one of personal information and financial information 
of the user, upon Verification of the transaction order, to 
complete the transaction; t.) associating an address identifi 
cation code with an address of the user, u.) providing the 
address identification code and an address of a communica 
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tion reception center to a third party; V.) receiving communi 
cations for the user from the third party at the communication 
reception center, wherein the communications can include, 
for example, the address identification code: W.) forwarding 
the communications to the user associated with the address 
identification code; and X.) generating an identity risk factor 
associated with the user, wherein the identity risk factor can 
be associated with a level of risk of theft of the identity of the 
user by identity thieves. According to exemplary embodi 
ments of the thirteenth aspect, the transaction can comprise an 
application for credit, a purchase transaction or the like. 
0033 According to a fourteenth aspect of the present 
invention, a computer-readable medium contains a computer 
program for verifying an identity of a user, wherein the com 
puter program performs the step of: a) receiving at least one 
Source of identification of the user; b.) assigning an identifi 
cation score to each of the at least one source of identification; 
c.) generating a total identification score of the user from the 
identification scores of each of the at least one source of 
identification and a predetermined function, wherein the total 
identification score of the user is associated with a level of 
verification of the identity of the user; d.) comparing the total 
identification score of the user to a minimum identification 
score associated with a transaction; e.) generating an approval 
of the transaction when the total identification score of the 
user is one of greater than and equal to the minimum identi 
fication score; and f.) initiating a request for additional 
sources of identification of the user before generating the 
approval of the transaction when the total identification score 
is less than the minimum identification score. 

0034. According to a fifteenth aspect of the present inven 
tion, a computer-readable medium contains a computer pro 
gram for verifying an identity of a user, wherein the computer 
program performs the step of a.) receiving at least one source 
of identification of the user; b.) assigning an identification 
score to each of the at least one source of identification; c.) 
generating a total identification score of the user from the 
identification scores of each of the at least one source of 
identification and a predetermined function, wherein the total 
identification score of the user is associated with a level of 
verification of the identity of the user; d.) receiving an 
approval of the transaction when the total identification score 
of the user is one of greater than and equal to the minimum 
identification score; and e.) receiving a request for additional 
sources of identification of the user before receiving the 
approval of the transaction when the total identification score 
is less than the minimum identification score. 

0035. According to a sixteenth aspect of the present inven 
tion, a computer-readable medium contains a computer pro 
gram for verifying an identity of a user, wherein the computer 
program performs the step of a.) receiving a total identifica 
tion score of the user, wherein the total identification score is 
generated from identification scores assigned to each of at 
least one source of identification of the user and a predeter 
mined function, and wherein the total identification score of 
the user is associated with a level of verification of the identity 
of the user; b.) comparing the total identification score of the 
user to a minimum identification score associated with a 
transaction; c.) generating an approval of the transaction 
when the total identification score of the user is one of greater 
than and equal to the minimum identification score; and d.) 
initiating a request for additional sources of identification of 
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the user before generating the approval of the transaction 
when the total identification score is less than the minimum 
identification score. 

0036. According to a seventeenth aspect of the present 
application, a system for Verifying an identity of a user 
includes an identification score assignment module. The 
identification score assignment module is configured to 
receive at least one source of identification of the user. The 
identification score assignment module is configured to 
assignanidentification score to each of the at least one source 
of identification. The system includes a total identification 
score generation module in communication with the identifi 
cation score assignment module. The total identification 
score generation module is configured to generate a total 
identification score of the user from the identification scores 
of each of the at least one source of identification and a 
predetermined function. The total identification score of the 
user is associated with a level of verification of the identity of 
the user. The total identification score of the user is compared 
to a minimum identification score associated with a transac 
tion. The system includes an identity confidence factor gen 
eration module in communication with the total identification 
score generation module. The identity confidence factor gen 
eration module is configured to generate an identity confi 
dence factor associated with the user in accordance with a 
validity of the identity of the user. The transaction is per 
formed when at least one of i.) the total identification score of 
the user is one of greater than and equal to the minimum 
identification score, and ii.) the identity confidence factor of 
the user is greater than a predetermined identity threshold 
value. Additional sources of identification of the user are 
received before performing the transaction when at least one 
of: i.) the total identification score is less than the minimum 
identification score, and ii.) the identify confidence factor of 
the user is less than the predetermined identity threshold 
value. 

0037 According to the seventeenth aspect, the validity of 
the identity of the user can be based on a time factor. The time 
factor can comprise a length of time in which the identity of 
the user is used legitimately. The identity confidence factor of 
the user can be increased as the length of time in which the 
identity of the user is legitimately used increases. The system 
can include a healthcare identity card. The healthcare identity 
card can be configured to securely contain identification 
information associated with the user. The healthcare identity 
card can be configured to be used by a healthcare provider to 
retrieve healthcare information associated with the user. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0038. Other objects and advantages of the present inven 
tion will become apparent to those skilled in the art upon 
reading the following detailed description of preferred 
embodiments, in conjunction with the accompanying draw 
ings, wherein like reference numerals have been used to des 
ignate like elements, and wherein: 
0039 FIG. 1 is a block diagram illustrating a system for 
Verifying an identity of a user, in accordance with an exem 
plary embodiment of the present invention. 
0040 FIGS. 2A-2C are flowcharts illustrating steps for 
Verifying an identity of a user, in accordance with an exem 
plary embodiment of the present invention. 
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0041 FIG.3 is a flowchart illustrating steps for restricting 
uses of identification information securely contained on an 
identity card, in accordance with an exemplary embodiment 
of the present invention. 
0042 FIG. 4 is a flowchart illustrating steps for verifying 
an identity of a user, in accordance with an alternative exem 
plary embodiment of the present invention. 
0043 FIG. 5 is a flowchart illustrating steps for verifying 
an identity of a user, in accordance with an alternative exem 
plary embodiment of the present invention. 
0044 FIG. 6 is a flowchart illustrating steps for verifying 
an identity of a user, in accordance with an alternative exem 
plary embodiment of the present invention. 
0045 FIG. 7 is a diagram illustrating information routing 
for GIS, in accordance with an exemplary embodiment of the 
present invention. 
0046 FIG. 8 is a diagram illustrating the identity manage 
ment system distributed platform model, in accordance with 
an exemplary embodiment of the present invention. 
0047 FIG. 9 is a diagram illustrating an exemplary archi 
tecture for the identity management system 100 platform, in 
accordance with an exemplary embodiment of the present 
invention. 
0048 FIGS. 10A and 10B are flow diagrams illustrating a 
transaction using an automated pre-authorization process for 
the identity management system without using a one-time 
card number, in accordance with an exemplary embodiment 
of the present invention. 
0049 FIGS. 11A and 11B are flow diagrams illustrating a 
transaction using an automated pre-authorization process for 
the identity management system using a one-time card num 
ber, in accordance with an exemplary embodiment of the 
present invention. 
0050 FIGS. 12A and 12B are flow diagrams illustrating a 
transaction using an automated pre-authorization process for 
the identity management system without registration and 
without using a one-time card number, in accordance with an 
exemplary embodiment of the present invention. 
0051 FIGS. 13A and 13B are flow diagrams illustrating a 
transaction using an automated pre-authorization process for 
the identity management system without registration but 
using a one-time card number, in accordance with an exem 
plary embodiment of the present invention. 
0052 FIG. 14 is a diagram illustrating insurance coverage 
using the identity management system, in accordance with an 
exemplary embodiment of the present invention. 
0053 FIG. 15 is a diagram illustrating on-line gambling 
transactions with the identity management system, in accor 
dance with an exemplary embodiment of the present inven 
tion. 
0054 FIG. 16 is a diagram illustrating a commerce plat 
form for the identity management system, in accordance with 
an exemplary embodiment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0055 Exemplary embodiments of the present invention 
are directed to a system and method for identity verification 
and management. According to exemplary embodiments, the 
identity of an individual or entity (collectively, a “user') is 
first verified. One or more sources of identification are Sup 
plied by the user, with each source of identification being 
verified and given an individual identity value or score based 
on, for example, the level of reliability or authenticity of the 
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identification source. The identity of the user is then evaluated 
based on the total of the identity scores. A total identification 
score is assigned to the user. Once the identity of the user is 
Verified, the user can manage its identity using the identity 
management system of the present invention. 
0056. The identity management system according to 
exemplary embodiments can, for example, provide authori 
Zation to certain organizations to Supply services to the user 
for a period of time. For example, each time the user autho 
rizes an organization to provide a service to the user using the 
user's identity, the identity management system can provide 
the user with an identity authorization code to pass to the 
organization. Once a user sends the identity authorization 
code, along with its identity information, such as, for 
example, a Social security number, the organization can fur 
ther verify the identity of the user by using an additional 
aspect of the identity management system of the present 
invention. According to exemplary embodiments, the identity 
management system can be used by Vendors wishing to pro 
vide a service to the user. For example, the identity manage 
ment system can allow the vendor to input the client's identity 
information (e.g., social security number) along with the 
provided identity authorization code to determine if the user 
has verified the vendor to use the user's identity information 
based on the criteria the user has inputted into the identity 
management System. 
0057 The user can also restrict the use of its identity 
information and credit information based on, for example, an 
identification card issued to the user by the system. The iden 
tification card can also restrict uses of the user's identity 
and/or credit based on specified restrictions. For example, the 
user can specify a restriction Such that any credit card issued 
to the user cannot be used internationally or the like. Such a 
restriction will allow the user to restrict the user's exposure to 
identity theft. The identity management system according to 
exemplary embodiments can also issue an identity risk factor 
to the user. The identity risk factor can assist both the user and 
third parties in evaluating the exposure of the user to identity 
theft. 

0058. Online (i.e., Internet-based) purchases can also be 
Verified using the identity management system according to 
exemplary embodiments. For example, the identity manage 
ment system can identify a user by asking the user to provide 
an identification number and/or an identity code uniquely 
assigned to the user. Thus, an online merchant can be certain 
that the credit card being used has not been stolen and is not 
being used in a fraudulent manner. In addition, as discussed 
previously, the user can restrict the use of the credit card based 
on specified restrictions as part of process of managing the 
user's identity profile. 
0059. Accordingly, by providing control and management 
of one's identity to the user according to exemplary embodi 
ments, identity theft can be significantly reduced. Currently, 
government issued identification cards and documents. Such 
as driver's licenses, passports and birth certificates, are 
among the few means of verifying a user's identity. However, 
these forms of identification can be obtained easily using fake 
or falsified information, nor are copies of these forms of 
governmental identification generally required when apply 
ing for credit. In contrast, exemplary embodiments of the 
present invention can establish, maintain and secure the iden 
tity of a user through proper identity verification and man 
agement, issuance of secure identity cards and unique identity 
codes to be used along with the identity cards, and the like. 
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0060. As used herein, a “user' can be any person, group of 
individuals, company, corporation, business, retail establish 
ment, organization or other any Suitable type of entity that 
possesses a unique identity that can be potentially stolen or 
otherwise compromised, and for which protection against 
identity theft is desired. 
0061 These and other aspects of the present invention will 
now be described in greater detail. FIG. 1 is a block diagram 
illustrating an identity management system 100 for Verifying 
an identity of a user, in accordance with an exemplary 
embodiment of the present invention. The identity manage 
ment system 100 includes an identification score assignment 
module 105. The identification score assignment module 105 
is configured to receive at least one source of identification 
110 of the user. Any suitable number N of sources of identi 
fication 110 can be supplied or otherwise transmitted by the 
user to the identification score assignment module 105 (e.g., 
Source of identification 1, Source of identification 2, . . . . 
source of identification N). Each source of identification 110 
can be any appropriate means for uniquely identifying a user, 
Such as, for example, a driver's license, a Social security card, 
a birth certificate, passport or other like credential(s) of the 
user. The sources of identification 110 can be supplied by the 
user to the identification score assignment module 105 using 
any appropriate means, such as any suitable form of elec 
tronic transmission (e.g., a scanned copy of the documenta 
tion, facsimile, electronic mail and/or the like) or manual 
delivery. 
0062. The identification score assignment module 105 is 
configured to assign an identification score to each of the at 
least one source of identification 110. According to exem 
plary embodiments, an identification score is a value that 
represents the level of verification or Veracity of a given 
source of identification 110. In other words, the identification 
score assigned to each of the at least one source of identifi 
cation 110 is based upon the reliability of the at least one 
source of identification 110. For example, identification 
scores can be based on a scale, such as 0 to 10, 0 to 100 or any 
suitable scale. For example, on a scale of 0 to 100, an identi 
fication score below a certain threshold number (e.g., 50 or 
other suitable value) can represent that the source of identi 
fication 110 cannot be considered trusted or reliable and is not 
(or cannot be) verified, while an identification score at or 
above the given threshold (e.g., 50 or other suitable value) can 
represent that the source of identification 110 can be consid 
ered trusted, reliable and verified (or verifiable). However, 
any appropriate identification score can be assigned to a 
Source of information 110, so long as the identification score 
is indicative of the level of verification, reliability and/or 
Veracity of the source of identification 110. 
0063. According to an exemplary embodiment, identifica 
tion scores for each type of source of identification 110 can 
pre-assigned and stored in, for example, a look-up table or 
database. According to the example of a scale of 0 to 100, 
driver's licenses can have a score of for example, 60 (or other 
suitable value), while birth certificates can have a score of for 
example, 85 (or other suitable value), with each score being 
retrieved from the look-up table or database based on the type 
of source of identification 110 provided by the user. Alterna 
tively, identification scores for each source of identification 
110 can be assigned dynamically, i.e., the identification 
scores can be generated based on one or more factors, for 
example, the type of source of identification 110, personal 
information of the user, and the like. For example, ifa driver's 
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license is issued from a particular state, the driver's license is 
an original (not a copy) and the driver (i.e., the user) is above 
a certain age, then the identification score assigned to this 
source of identification 110 can be high, otherwise it can be 
assigned a lower score. Those of ordinary skill in the art will 
recognize that other methods of assigning identification 
scores to sources of identification 110 can be used. 

0064. The identity management system 100 includes a 
total identification score generation module 115 in commu 
nication with the identification score assignment module 105. 
The total identification score generation module 115 is con 
figured to generate a total identification score of the user from 
the identification scores of each of the at least one source of 
identification 110 using a predetermined function. According 
to exemplary embodiments, a total identification score of a 
user is a value that represents the level of verification of the 
identity of the user. The total identification score can be 
considered akin to, for example, a credit score that is given to 
a user based on the user's credit history. For example, total 
identification scores can be based on a scale. Such as 0 to 10, 
0 to 100 or any suitable scale. For example, on a scale of 0 to 
100, a total identification score below a certain threshold 
number (e.g., 50 or other suitable value) can represent that the 
identity of the user cannot be considered reliable and is not (or 
cannot be) verified, while a total identification score at or 
above the given threshold (e.g., 50 or other suitable value) can 
represent that the identity of the user can be considered 
trusted, reliable and verified (or verifiable). However, any 
appropriate threshold can be used as the demarcation for the 
total identification score, so long as any total identification 
score at or above such a threshold is indicative of the level of 
verification, reliability and/or Veracity of the identity of the 
USC. 

0065 According to exemplary embodiments, the total 
identification score generation module 115 generates a total 
identification score by combining the identification scores of 
each source of identification 110. For example, the total iden 
tification score generation module 115 can use a Summing 
function to sum the individual scores to create the total iden 
tification score. Alternatively, the total identification score 
generation module 115 can use a weighted Summing function 
to add the individuals identification scores of each of the 
Sources of identification 110, while giving greater weight to 
those sources of identification 110 that are more reliable (e.g., 
assigning greater weight to a birth certificate than to a social 
security card). Alternatively, the total identification score 
generation module 115 can use an averaging function to aver 
age the identification scores of the sources of identification 
110. However, any suitable method for generating the total 
identification score from the identification scores of each of 
the sources of identification 110 can be used, so long as the 
resulting total identification score is indicative of the level of 
verification or reliability of the identity of the user. 
0.066 For purposes of illustration and not limitation, 
assume that a user provides three sources of identification 110 
to the identification score assignment module 105: a social 
security card, a driver's license, and a birth certificate. The 
identification score assignment module 105 can then attempt 
to verify each source of identification 110. For example, the 
identification score assignment module 105 can be config 
ured to access public record databases (e.g., via the Internet), 
state department of motor vehicle databases (e.g., to verify 
the driver's license) or other databases of other state agencies 
(e.g., to verify the birth certificate), federal record databases 
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(e.g., to Verify the Social security card) and the like. Assume 
for purposes of illustration that a scale of 0 to 100 is used for 
identification scores. After the verification process, the iden 
tification score assignment module 105 assigns an identifica 
tion score of 54 to the Social security card, an identification 
score of 68 to the driver's license, and an identification score 
of 85 to the birth certificate. As discussed previously, each of 
the identification scores can be either a pre-assigned number 
based on the type of source of identification 110, or dynami 
cally generated based on one or more factors. These indi 
vidual identification scores are then passed to the total iden 
tification score generation module 115. If the total 
identification score generation module 115 uses a Summing 
function to generate the total identification score, then the 
Summed total identification score assigned to the user would 
be 54+71+85=210. If an averaging function is used to gener 
ate the total identification score, the total identification score 
assigned to the user would be 210/3–70. 
0067. According to exemplary embodiments, the total 
identification score assigned to the user can be used as part of 
a transaction. For example, the transaction can include an 
application for credit, a purchase transaction, or any suitable 
transaction for which verification of a user's identity is 
required. Continuing with the present illustration, assume 
that the user applies for a credit card. The credit card company 
can receive the total identification score of the user (as dis 
cussed below) as part of the application process. The total 
identification score of the user can be compared to a minimum 
identification score associated with the transaction. Although 
the credit card company can perform the comparison, the total 
identification score generation module 115 can alternatively 
perform the comparison on behalf of the credit card company. 
For example, the total identification score generation module 
115 can include or be in communication with a comparator 
module configured to compare the total identification score of 
the user to the minimum identification score associated with 
the transaction. 

0068 For purposes of the present illustration, assume that 
the credit card company requires a minimum total identifica 
tion score of 50 (using an averaging function) to issue the user 
a credit card. Since the total identification score of the user is 
70, the credit card company can be assured of the verification 
of the identity of the user. In other words, the transaction can 
be performed (e.g., the credit card is issued), since the total 
identification score of the user (e.g., 70) is greater than or 
equal to the minimum identification score (e.g., 50) required 
to perform the transaction. However, if the total identification 
score was less than the minimum identification score, one or 
more additional sources of identification 110 of the user can 
be requested, received and Verified (e.g., until the total iden 
tification score is above the minimum identification score) 
before the transaction can be performed. For example, if the 
comparison is performed by the identity management system 
100, the total identification score generation module 115 can 
include or be in communication with a transaction approval 
module. The transaction approval module can be configured 
to generate an approval of the transaction when the total 
identification score of the user is greater than or equal to the 
minimum identification score, and to generate a request to the 
user for additional sources of identification 110 before gen 
erating the approval of the transaction when the total identi 
fication score is less than the minimum identification score. 
Alternatively, if the comparison is performed by the third 
party, the total identification score generation module 115 can 
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include or be in communication with an approval receiver 
module. The approval receiver module can be configured to 
receive an approval of the transaction when the total identi 
fication score of the user is greater than or equal to the mini 
mum identification score, and to receive a request for addi 
tional sources of identification 110 of the user before 
receiving the approval of the transaction when the total iden 
tification score is less than the minimum identification score. 
0069. As will be apparent to those of ordinary skill, the 
identification scores assigned to each of the sources of iden 
tification 110, the total identification score of the user, and the 
minimum identification score required to perform the trans 
action will depend on Such factors as the types of documents 
submitted by the user, the predetermined function used to 
generate the total identification score, the level of verification 
desired by the third party to perform the transaction, the type 
of transaction to be performed, and other like factors. 
0070 For example, a CONFIDENCE FACTORTM (which 
can also be referred to as an “identity confidence factor') can 
be used to evaluate and measure the validity of a user's iden 
tity, additionally or alternatively to the total identification 
score of the user. For example, the CONFIDENCE FAC 
TORTM can be used by the total identification score genera 
tion module 115 as part of the generation of the total identi 
fication score of the user. 

0071. According to an exemplary embodiment, the CON 
FIDENCE FACTORTM is a value represents the validity of a 
user's identity. For example, the CONFIDENCEFACTORTM 
can be a base value (e.g., 0 or any suitable value) that can be 
increased or otherwise altered based on one or more factors, 
including, for example, time. For example, the CONFI 
DENCEFACTORTM can be increased (e.g., by suitable incre 
ments): i.) as a user's identity is consistently and legitimately 
used over a period of time; ii.) based on the length of time the 
user has been a member of the identity verification and man 
agement system according to exemplary embodiments; iii.) 
based on the length of time a user preserves a healthy credit 
report; and/or other like temporal indications. Other appro 
priate factors or variables can be combined with, for example, 
time to determine the CONFIDENCE FACTORTM. For 
example, such factors can include the number of instances 
that a user accesses their on-line identity account, the lack of 
criminal records, arrests or other criminal activity, and the 
like. As with the total identification score, as a user's CON 
FIDENCE FACTORTM increases, the probability of a false 
identity decreases. 
0072 According to the exemplary embodiment, the CON 
FIDENCE FACTORTM can be combined with or used sepa 
rately from the total identification score to indicate the level 
of verification or reliability of the identity of the user. The 
CONFIDENCE FACTORTM can represent the validity of a 
user's identity proven over time and which can be based on 
information provided by an entity other than the user, such as 
criminal records later discovered and the like, while the total 
identification score represents a combination of identity 
scores that may not be dependent upon factors such as time. 
Thus, for example, the CONFIDENCE FACTORTM can be 
added to the total identification score to improve the level of 
verification or reliability of the identify of the user. Alterna 
tively, the CONFIDENCEFACTORTM can be used as part of 
the evaluation of the total identification score by a third party. 
For purposes of illustration and not limitation, if the user has 
a marginal total identification score that does not qualify the 
user for, for example, a business loan from a financial insti 
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tution, a high CONFIDENCE FACTORTM can provide the 
additional identity verification required by the financial insti 
tution to authorize the loan. Additionally, if the user has a high 
total identification score, then a high CONFIDENCE FAC 
TORTM can be used by the financial institution to authorize an 
increased loan amount or lower interest rate for the loan. 

0073 Exemplary embodiments of the present invention 
can be used to perform identity access control. Accordingly, 
the identity management system 100 can include a data Stor 
age device 120 in communication with, for example, the total 
identification score assignment module 115. The data storage 
device 120 can be used to store personal information and/or 
financial information of the user, although any Suitable infor 
mation associated with the user can be stored in the data 
storage device 120. The data storage device 120 can be any 
Suitable type of computer memory or other computer storage 
medium capable of storing information. According to exem 
plary embodiments, the total identification score of the user 
can be associated with the personal and/or financial informa 
tion stored in the data storage device 120. By creating Such an 
association, the information associated with the total identi 
fication score can be accessed and retrieved as part of a 
transaction, rather than having the user personally Supply 
Such information for each and every transaction. 
0074 Accordingly, the identity management system 100 
can include an access code generation module 125 in com 
munication with, for example, the total identification score 
assignment module 115. The access code generation module 
125 is configured to generate a unique identity access autho 
rization code associated with the user for use by a third party 
to access the personal and/or financial information associated 
with the user. The identity management system 100 also can 
include a data transmission module 130 in communication 
with, for example, the access code generation module 125 
and, through a communication link 133, to a third party entity. 
The data transmission module 130 is configured to transmitat 
least the total identification score of the user to the third party 
upon verification of the identity access authorization code. 
The data transmission module 130 is also configured to 
receive information from external (i.e., third party) sources 
via the communication link 133. 

0075 For purposes of illustration and not limitation, 
assume the user has a total identification score of 70, which 
was generated as discussed in the previous illustration. The 
user then desires to apply for credit, such as a credit card. 
According to exemplary embodiments, the user can log into 
or otherwise gain access to the identity management system 
100 of the present invention by, for example, logging into 
(e.g., via login name and password) a website or through a 
Suitable graphical user interface (e.g., graphical user interface 
170). Once the user accesses the identity management system 
100, the user can have a unique identity access authorization 
code generated for the user by the access code generation 
module 125. The identity access authorization code can be 
given to a third party by the user to allow the third party to gain 
access to the user's personal and/or financial information 
maintained by the identity management system 100. The 
identity access authorization code can be any suitable code or 
number that is unique to the user, such as, for example, a 
random number, an alphanumeric string of characters, the 
public key of a public key-private key public key infrastruc 
ture (PKI) system, or the like. According to an exemplary 
embodiment, the identity access authorization code can be a 
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one-time use code, although the identity access authorization 
code can be used any number of times. 
0076 Continuing with the present illustration, when 
applying for the credit card, instead of inputting its personal 
and financial information into the application form, the user 
can Supply the identity access authorization code to the bank 
or other financial institution to whom the user is applying for 
credit. Using the user's identity access authorization code 
and, for example, an identifier that uniquely identifies the 
financial institution (e.g., a financial institution identification 
number), the financial institution can gain access to the iden 
tity management system 100 to retrieve information associ 
ated with the user (e.g., through the graphical user interface 
170 or like interface). In other words, the personal informa 
tion and/or financial information associated with the user can 
be transmitted to the third party (e.g., via data transmission 
module 130) upon verification of the identity access authori 
Zation code. For example, the financial institution can retrieve 
the total identification score of the user, as well as any per 
Sonal and/or financial information associated with the user 
that is needed for the credit application. The retrieved infor 
mation can then be used by the financial institution to com 
plete or otherwise fill in, for example, the credit card appli 
cation on behalf of the user. As discussed previously, the 
financial institution can compare the total identification score 
of the user to a minimum identification score to determine 
whether the application process can continue (e.g., when the 
total identification score is greater than or equal to the mini 
mum identification score) or whether additional sources of 
identification 110 are required from the user before continu 
ing (e.g., when the total identification score is less than the 
minimum identification score). 
0077 According to an exemplary embodiment, to 
improve the security of the user's personal and/or financial 
information stored in the identity management system 100, a 
user identification code can be generated by the identity man 
agement system 100 (e.g., by the access code generation 
module 125) or supplied by the user to the third party entity, 
along with the identity access authorization code. The third 
party entity can use the user identification code in connection 
with the identity access authorization code before access and 
retrieval of the user's information is granted to the third party 
entity. For example, the data transmission module 130 can be 
configured to transmit at least the total identification score of 
the user to the third party upon further verification of the user 
identification code of the user. The user identification code 
can be any suitable number or code that uniquely identifies 
the user, Such as the user's Social Security number or the like. 
0078. The identity management system 100 can include a 
log module 135 in communication with, for example, the 
access code generation module 125. The log module 135 can 
be configured to record or otherwise store a list of, for 
example, accesses associated with the total identification 
score of the user by the third party. However, the log module 
135 can be configured to record accesses to any of the per 
Sonal and/or financial information associated with the user 
that is stored and maintained by the identity management 
system 100. The identity management system 100 can also 
include a report generation module 140 in communication 
with, for example, the access code generation module 125. 
The report generation module 140 can be configured to gen 
erate, for example, reports for displaying the record of 
accesses associated with the total identification score and 
other information associated with the user. The record of 
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accesses can be displayed to the user through, for example, a 
graphical user interface (e.g., graphical user interface 170) or 
other display device or printed in hard copy for review by the 
user. Additionally, the log module 135 can be used to maintain 
a record of each use of a user's identification information by 
a third party. The report generation module 140 can then 
provide an identity report to the user by which the user can 
view the activities performed by the third parties with respect 
to the user's identity, in a manner similar to that which a user 
reviews a credit report to view credit transactions and credit 
activity. 
0079 According to exemplary embodiments, an identity 
card 145 can be issued by the identity management system 
100 at the request of the user (e.g., by logging into the identity 
management system 100 through the graphical user interface 
170 and making such a request). The identity card 145 can be 
configured to securely contain identification information 
associated with the user. For example, the total identification 
score of the user can be encrypted (e.g., using any Suitable 
encryption technique) and stored on the identity card 145, 
although any Suitable information can be securely contained 
on the identity card 145. Such as, for example, the personal 
and/or financial information associated with the user. How 
ever, according to an alternative exemplary embodiment, the 
identity card 145 can act as a key to access information stored 
remotely. 
0080. The identity card 145 can comprise a smart card 
(e.g., containing a "smart chip'), a card with a magnetic 
stripe, or any suitable storage medium on which encrypted 
information can be stored. Alternatively, the identify card 145 
can comprise any suitable form of electronic device capable 
of storing information, Such as, for example, a cell phone or 
other electrical or electronic devices. In addition, the identity 
card 145 can include biometric forms of identification, such 
as, for example, a fingerprint or the like. Alternatively, the 
identify card 145 can comprise a unique identifying feature of 
a human, Such as an individual's Sclera, retina or fingerprint 
that can be used with or without an accompanying card or 
other identifying device. According to an alternative exem 
plary embodiment, suitable RFID technology can be used. 
The RFID technology can be used instead of the card (e.g., a 
suitable RFID chip can be implanted within or on a person or 
a person's belongings) for use with the identity management 
system 100. Alternatively, a suitable RFID chip or device can 
reside on the identity card 145. 
0081. The user can then provide the identity card 145 to a 
third party, who can decrypt the identification information 
stored on the card and use that information as part of a trans 
action (e.g., applying for credit, a purchase transaction, and 
the like). For example, the identification information con 
tained on the identity card 145 can be used by the third party 
in addition or alternatively to the information that can be 
retrieved by the third party using the identity access authori 
Zation code. Alternatively, the identification information con 
tained on the identity card 145 can comprise, for example, the 
identity access authorization code by which the third party 
gains access to the information associated with user that is 
stored and maintained by the identity management system 
1OO. 

0082. According to exemplary embodiments, the user can 
restrict the uses of the identification information securely 
contained on the identity card 145. For example, the user can 
restrict the locations of where the identification information is 
used (e.g., the identification information can only be used in 
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the United States and Canada, but not in Mexico). Addition 
ally or alternatively, the user can restrict the times of when the 
identification information is used (e.g., the identification 
information can only be used between the hours of 9:00 a.m. 
and 5:00 p.m.). Additionally or alternatively, the user can 
restrict the types of transactions for which the identification 
information can be used (e.g., the identification information 
can only be used for purchase transactions, but not applica 
tions for credit). Other types of restrictions of the identifica 
tion information securely stored on the identity card 145 are 
possible. According to exemplary embodiments, the third 
party can decrypt the identification information stored on the 
identity card 145. Using the decrypted identification informa 
tion, the third party can access the identity management sys 
tem 100 (e.g., through the graphical user interface 170 using 
the identity access authorization code, through a secure 
Socket connection using an appropriate network protocol and 
the like) as part of a transaction. Based on the restrictions 
placed on the identification information by the user, the iden 
tity management system 100 can prohibit or otherwise deny 
the use of the identification information when the identifica 
tion information is restricted by the user for the transaction, or 
allow or otherwise approve the use of the identification infor 
mation when the identification information is not prohibited 
by the user. Thus, the use of the identification information 
securely contained on the identity card 145 can be approved 
or denied in a manner similar to that which a bank either 
approves or denies the use of a credit card for a purchase 
transaction. 

I0083. According to an alternative exemplary embodiment 
of the present invention, the identity card 145 can also be used 
to restrict the uses of accompanying credit cards, checks, 
affiliated identification cards (as discussed below) and the 
like forms of payment or identification that can be used in 
conjunction with the identity card 145. For example, the user 
can restrict the use of credit cards by specifying where, when 
and how the credit cards can be used. For example, based on 
the identification information securely contained on the iden 
tity card 145, a merchant or other third party can either allow 
the accompanying credit card to be used when the use falls 
within the restriction(s) specified in the identification infor 
mation, or deny the use of the credit card when the use does 
not. As discussed previously, the restriction information can 
be included in the identification information securely con 
tained on the identity card 145, which is provided to the third 
party once the identification information is decrypted. For 
example, when the user provides the identity card 145, the 
identity management system 100 can automatically inform 
the third party of the restrictions by allowing or rejecting the 
use of the identity card 145. 
I0084. Alternatively, the identification information can be 
used by the third party to gain access to the identity manage 
ment system 100, at which time the user-specified restriction 
(s) for the credit card are provided to the third party. Accord 
ing to an alternative exemplary embodiment, the third party 
can access the user-specified restrictions directly from the 
identity management system 100 using, for example, a 
unique third party authorization code (e.g., generated by the 
identity management system 100), regardless of the presence 
of the identity card 145. For example, a third party can inde 
pendently access the identity management system 100 
remotely (e.g., through the Internet, graphical user interface 
170, telephone or automated customer service, through an 
appropriate secure network connection, or the like) to check 
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for the user's total identification score, other identification 
information, and for any user-specified restrictions placed on 
the form of payment (e.g., a credit card, check or the like) 
proffered by the user, when the user does not provide the third 
party with an identity card 145. To access the user's identity 
information and any accompanying restrictions, the third 
party can log into the identity management system 100 (e.g., 
through the graphical user interface 170, telephone support, 
secure network connection or the like), enter the third party's 
unique vendor authorization code, and enter the account num 
ber of the form of payment proffered by the user (e.g., credit 
card number, checking account number, and the like). The 
identity information and any user-specified restrictions can 
then be provided to the third party by the identity manage 
ment system 100. 
0085. According to an exemplary embodiment, the iden 

tity theft protection provided by the use of an identity card 
145 can be separate from credit protection that can be asso 
ciated with one or more credit cards. Thus, a separate identity 
card 145 and credit card(s) can be used. Although the identity 
card 145 can be used in conjunction with any suitable form of 
payment or identification, the identity card 145 can also serve 
as both a form of payment (e.g., a credit card or the like) and 
means of identification simultaneously, without the need for 
separate forms of payment and identification. Thus, the iden 
tity card 145 can serve as the only form of payment and 
identification that the user need carry. For example, credit 
card information or otherpayment information can be entered 
into the identity management system 100 and be accessible 
by the identity card 145, along with the identification infor 
mation of the user (including, for example, any user-specified 
restrictions associated with the forms of payment). To access 
a particular credit card or other form of payment, the user can 
enter a personalized PIN number or suitable pass code into a 
third party's point-of-sale (POS) system that will allow the 
use of the information associated with the particular credit 
card or other form of payment for the transaction. Each form 
of payment can be associated with a unique pass code, or a 
single pass code can be associated with all forms of payment, 
allowing the user to associate a particular form of payment 
with the pass code as desired. 
I0086 For example, the user can log into the identity man 
agement system 100 (e.g., using the user's unique name and 
password) and enter information associated with one or more 
forms of payment, such as, for example, credit card numbers, 
expiration dates and authorization codes, although informa 
tion associated with any suitable form of payment (e.g., check 
cards, checks and the like) can be entered. For purposes of 
illustration and not limitation, the user can enter information 
associated with a credit card, Such as the following: 

I0087 Name on Credit Card: John Q. Smith 
I0088 Credit Card Type: Visa 
0089. Credit Card Number: 1234-1234-1234-1234 
0090 Expiration Date: 07/2010 
0.091 CVV Code: 4567 

Once this information is entered, the identity management 
system 100 can generate a unique code that can be assigned to 
the credit card (such as, for example, Card Pass Code: 98765) 
and associated with the identity card 145 of the user. Any 
unique code or number can be assigned to the form of pay 
ment. The user can then use the identity card 145 to conduct 
a financial transaction, without the need to proffer a separate 
form of payment. For purposes of the present example, when 
making a purchase or performing a financial transaction, to 
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use the aforementionedVisa credit card, the user can Swipe or 
otherwise enter the identity card 145 into the merchant's POS 
system and enter the pass code of 98765, thereby retrieving 
the credit card information associated with the identity card 
145 and the pass code. 
0092. As discussed previously, according to one exem 
plary embodiment, a single identity card 145 can be used to 
access any or all identification or credit card information. In 
other words, a user can carry the identity card 145 instead of 
many other cards. As noted previously, users can store or 
otherwise associate any credit card information with the iden 
tity card 145 using the identity management system 100. For 
example, the user can access the identity management system 
100 via, for example, the Internet or World Wide Web via a 
Suitable graphical user interface (e.g., graphical user interface 
170) and an appropriate Internet or network connection. 
However, to charge a credit card stored on or otherwise asso 
ciated with the identity card 145, the merchant or third party 
can process the charge through conventional credit card net 
work. The credit card network is a specialized network that is 
connected to merchants, credit card companies and banks. 
0093 Conventionally, to perform a credit card transaction, 
the user or the merchant Swipes a credit card through a credit 
card reading device. The device reads the information from 
the card and sends it to a first processing site (a "first proces 
sor or “acquirer) for processing by the merchant. From the 
first processor, the information will be transmitted via the 
credit card network and ultimately reach a second processing 
site (a 'second processor”) at a designated bank or financial 
institution for processing (e.g., authorization or denial of the 
charge). The bank or other financial institution that receives 
the charge information is the bank or financial institution that 
issued the credit card to the user. An authorization ordenial of 
the charge, based on the user's available credit, will be sent to 
the merchant or third party via the second and first processors. 
0094. According to an exemplary embodiment, the iden 

tity management system 100 can review the authorization 
transactions processed by the merchants or third parties as 
part of identity theft prevention. To review such authorization 
transactions, the existing merchant authorization process can 
be modified by placing a third processing site (a “third pro 
cessor) between the first and second processors. Thus, 
according to exemplary embodiments, when the merchant or 
user swipes the identity card 145 through the credit card 
reading device, the information from the identity card 145 
will be sent to the first processor. From the first processor, the 
information can be transmitted through the credit card net 
work to the third processor. The third processor can reside in, 
for example, the identity management system 100. For 
example, the third processor can compare the identity infor 
mation associated with the credit card information to verify 
the identity of the user to ensure that an actual or potential 
identity theft is not occurring (e.g., the credit card has not 
been marked as lost or stolen and the like, as discussed 
below). For example, if the identity of the user making the 
credit card charge is not the correct identity associated with 
the credit card authorization, the third processor can issue an 
identity denial of the credit card transaction based on the 
failed identity verification. Otherwise, the third processor can 
issue an identity authorization for the credit card transaction 
as a result of the verified identity. After the information has 
been verified by the third processor, the charge information 
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can be sent to the second processor at the bank for financial 
authorization or denial of the transaction, for example, based 
on the user's available credit. 

0095 More particularly, the first processor receives a 
request for credit card authorization from the point-of-sale 
(POS) and passes that request to the issuing bank for verifi 
cation. The first processor then relays the answer to that 
request from the issuing bank to the merchant. When a mer 
chant wants to establish a connection with a network, the 
merchant establishes the connection through a gateway. The 
first processor receives the merchant request for credit card 
authorization and sends it to the network. From the network, 
the request finds its way to the issuing bank's database for 
authorization. Some banks act as their own processor and 
receive and answer any requests. However, many banks reg 
ister with a second processor. Such as Elan Financial Services 
or the like. The second processor has access to the issuing 
bank’s information and can issue authorization. Once the 
second processor accesses the bank data, it can relay an 
answer back through the network to the first processor and 
ultimately to the merchant. Most or all accounts can settle 
through a clearing house and get deposited into the mer 
chant's acquiring bank for final reconciliation of authoriza 
tions. 

0096. The third processor can act like the second proces 
Sor, and, in a manner, replace the second processor. For 
example, the identity management system 100 can issue a 
global or universal credit card (such as the identity card 145 or 
a separate credit card), as discussed below. The global credit 
card can be used in several different ways. For example, the 
global credit card can be used to store other credit cards. 
When a user uses the global credit card along with a PIN 
associated with a certain stored credit card, an authorization 
request can be sent from the merchant through a gateway to 
the merchant's chosen processor. From the first processor the 
request can be sent to the network and finally to the identity 
management system 100. The identity management system 
100 can make a connection to the issuing bank and check the 
user's account for availability of funds. The transaction can be 
performed using an “On-Us' approach to avoid network 
charges, as discussed below. If funds are available, an autho 
rization message can be sent to the merchant. If funds are not 
available, a authorization declined messages can be sent 
instead. If an authorization is provided to the merchant, a 
settlement can be requested to transfer the funds to, for 
example, the identity management system 100 as soon as 
possible. In Such a transactional system, the user would have 
Zero credit balance in the identity management system 100. 
All balances would be provided by the issuing bank. The 
identity management system 100 would then be used for 
management of the transaction. 
0097 Alternatively, the global credit card can be used to 
store other credit cards and can be used as a credit card itself: 
If used as a credit card itself, the user can use their global 
credit card without using an associated PIN. In such a sce 
nario, the authorization request can be sent from the merchant 
through a gateway to the merchant's chosen processor. From 
the first processor, the request can be sent to the network and 
finally to the identity management system 100. The transac 
tion can be recorded, and, if the user has sufficient funds in 
their account, an authorization message can be sent to the 
merchant. Otherwise an authorization declined message can 
be sent. Users can use the identity management system 100 to 
assign each transaction to a bank or credit card of choice. At 
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regular intervals, the identity management system 100 can 
collect requests and send user's requested transactions to the 
issuing banks. If sufficient funds are available, the user's 
account can be credited and money can be collected from the 
issuing bank. If sufficient funds are not available, the user's 
account will not be credited, which will be reflected in the 
user's account. If the user does not assign the transaction to 
any of the other banks, the user's account with the identity 
management system 100 will be affected. In such case, the 
identity management system 100 can act as a credit card 
company. 

0.098 Introduction of a third processor into existing credit 
card systems could disturb cost equilibriums in the credit card 
authorization process and could result in the incurring of extra 
charges. The extra charges could result, because when data 
travels to each processor, a percentage of the transaction 
amount is deducted in favor of that processor. Thus, adding a 
third processor can increase the charge. In existing credit card 
systems, any such extra charge is pushed back to the mer 
chants. Merchants have come to accept such charges to com 
pete for customers who prefer to use credit cards. Accord 
ingly, a new system that produces new costs will either have 
to absorb the costs itself or push those costs to the merchants. 
Therefore, exemplary embodiments of the present invention 
can reduce/avoid any extra costs incurred by introducing the 
identity card 145 into the credit card system. To eliminate 
Such extra charges, exemplary embodiments can use an "On 
Us' approach. For example, the entity creating the extra 
charges (the entity maintaining the identity verification sys 
tem 100) can partner with banks or other financial institutions 
to eliminate those extra charges. Additionally, such an 
approach can eliminate the need for a third processor, as the 
second processor can be used to perform both the identity 
authorization and the financial (credit card) authorization. 
Alternatively, negotiations can take place with banks or other 
financial institutions to lower or eliminate such charges. As 
will be recognized, such negotiations can take many shapes 
and forms, with various incentives, give-backs and conces 
sions made between the parties to reduce or eliminate Such 
charges. However, with the negotiation approach, a third pro 
cessor would still be used. 

0099 FIG. 16 is a diagram illustrating a commerce plat 
form for the identity management system 100, in accordance 
with an exemplary embodiment of the present invention. To 
participate in transactions at a store 1605, a user 1610 can 
register with the identity management system 100 (also 
referred to as a “Global Identity (GID) processor) (see flow 
1650). For example, if the bank of the user 1610 is a partici 
pating entity 1615 of the commerce platform network 1600, 
then the user 1610 can be automatically registered by open 
ing, for example, a credit card or the like with the bank and 
having the bank issue the credit card to the user 1610. The 
credit card can be, for example, an identity card 145 or the like 
associated with the identity management system 100, and can 
have a suitable PIN number associated with the card to iden 
tify the card as an identity card 145. Alternatively or addition 
ally, the user 1610 can associate one or more credit cards with 
an identity card 145, with each credit card assigned a unique 
PIN number so that the user 1610 can choose which credit 
card(s) to use at the time of the transaction. Thus, according to 
exemplary embodiments, the PIN number can be used to 
identify the card as an identity card 145 and to select the credit 
card to use for the transaction, while the credit card numbers 
can be used to identify the correct issuing bank. 
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0100 When the user 1610 participates in a transaction at 
the store 1605, the user 1610 can enter the PIN or other 
identifier associated with the identity card 145. The transac 
tion information, including, for example, credit card and PIN 
numbers, can be passed to the identity management system 
100 (see flow 1650). The identity management system 100 
can query a Suitable database to look up or otherwise retrieve 
the credit card and PIN number combination (see flow 1655). 
Such information can allow the identity management system 
100 to determine the particular bank (e.g., participating entity 
1615) that issued the credit card. Once such a determination is 
made, the identity management system 100 can query or 
otherwise access the account information for the user 1605 
from the proper participating entity 1615 (e.g., for no fee 
since it is a participating entity). The transaction information, 
can then be routed to the properparticipatingentity 1615 from 
the identity management system 100 to complete the trans 
action (e.g., an “Onus’ transaction based on the PIN num 
bers—see flow 1660). The completed and authorized trans 
action information can then be passed from the participating 
entity 1615 through the identity management system 100 
using the corresponding network 1625 (e.g., the credit card 
network or the like) to the store 1605 to finish the transaction. 
The identity management system 100 can perform any Suit 
able type of transaction exchange with participating entities 
1615, such as, for example, ACH-based transactions to trans 
fer money (see flow 1665) to settle charges made by the user 
1605 or the like. 

0101 However, entities that do not participate in the com 
merce platform according to exemplary embodiments (re 
ferred to as non-participating entities 1630) can still use the 
commerce platform network 1600 to perform transactions. 
For example, the transaction information received by the 
identity management system 100 from the user 1610 at the 
initiation of a transaction can be forwarded by the identity 
management system 100 to the appropriate non-participating 
entity 1630, for example, based on the credit card number. 
Although the identity management system 100 may not be 
able to access the account information of the user 1610 from 
the non-participating entity 1630, the identity management 
system 100 can still perform appropriate transaction routing 
functions to route the transaction information to the non 
participating entity 1620 via the network 1635 (e.g., a credit 
card network or the like). Alternatively or additionally, the 
identity management system 100 can perform suitable trans 
action exchanges with the non-participating entities 1630. 
For example, the identity management system 100 can per 
form ACH-based transactions or other electronic funds trans 
fer to transfer money to, for example, settle charges made by 
the user 1605 and other like transactions. Thus, for example, 
with either participating or non-participating entities 1615 
and 1630, the user 1605 can have their account debited or 
otherwise charged by either direct access to bank account of 
the user (e.g., via a participating entity 1615) or by having the 
identity management system 100 use electronic funds trans 
fer systems, such as an ACH-based transaction system, to 
interact with non-participating entities 1630 to settle such 
transactions. 

0102. As noted previously, the user 1610 can participate in 
a transaction at the store 1605 by entering the PIN number 
along with the credit card information (e.g., by Swiping the 
card at an appropriate purchase terminal). By using the PIN 
number, the user 1605 can choose the credit card(s) to which 
the transaction is to be assigned at the time the transaction is 
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being made. However, according to an alternative exemplary 
embodiment, the user 1610 can simply enter the credit card 
information, thereby not assigning the transaction to any par 
ticular credit card at the time of the transaction. In Such a 
scenario, the identity management system 100 can hold the 
transaction, while still authorizing the charge. After the trans 
action takes place, the user 1605 can then log into or other 
wise access their account on the identity management system 
100 (e.g., through a suitable graphical user interface over, for 
example, the Internet or World Wide Web) (see flow 1670). 
The user 1605 can then use the identity management system 
100 to assign the transaction(s) to one or more accounts (e.g., 
credit card accounts or the like) in block 1640. Once assigned, 
the identity management system 100 can then perform Suit 
able interactions with either or both of the participating and 
non-participating entities 1615 and 1630 to settle the trans 
action (e.g., through proper money transfers, charge recon 
ciliations or the like). As discussed previously, in Such a 
scenario, the identity management system 100 can act as a 
credit card company. 
0103) To conduct the financial transaction, the identity 
management system 100 can perform steps, such as: checking 
the identity card 145 to ensure that it is valid and not marked 
as compromised (e.g., lost) by the owner; checking to ensure 
that the identity card 145 has not been restricted based on the 
location, type or any other restrictions imposed by the user; 
Verifying that the person meets the minimum identity score 
requirement of the merchant; checking for any additional 
restrictions and other like steps. Once the initial verification 
has been performed, the identity management system 100 can 
automatically send the credit card information (including the 
financial transaction information, such as amount of purchase 
and the like) to the appropriate credit card processing com 
pany. The credit card processing company performs the 
account processing in the conventional manner and returns an 
answer (e.g., financial transaction is accepted or denied). The 
answer can be relayed from the identity management system 
100, either directly or indirectly, to the merchant, thus com 
pleting the financial transaction. 
0104. According to an alternative exemplary embodiment, 
a form of payment can have more than one pass code associ 
ated with it. For example, each pass code can impose certain 
restrictions on a transaction. For instance, a parent can enter 
the form of payment information under the identity account 
of their child. Using one pass code, the parent can restrict the 
transaction to a certain dollar amount. However, using 
another, different, pass code, the parent can increase this 
spending limit. For purposes of illustration and not limitation, 
the child can enter a store and decide to make one or more 
purchases. During the checkout, the child can use a first pass 
code to make a purchase which limits the expenditure to only 
non-alcoholic items under a total of S100.00. However, if the 
child is stranded and is required to make an emergency trans 
action that may exceed the S100.00 limit, the child can be 
provided with an additional emergency pass code, different 
than the first pass code, that does not impose any limitation on 
the expenditure. 
0105. In addition, there can be situations where it may not 
be possible to enter a pass code upon purchase. Such as 
restaurant payment. In these situations, the account number 
of a form of payment (e.g., a credit card number) stored or 
otherwise located on the identity card 145 can be designated 
as a default form of payment with certain restrictions. The 
default form of payment can be automatically selected from 
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the identity card 145 for the purchase transaction. For 
example, the user can designate an AMERICAN 
EXPRESSTM card to be the default form of payment. The 
default form of payment can also be subject to certain rules, 
with the rules being the set of restrictions and requirements 
that the user imposes on the use of the form of payment. The 
rules for the default form of payment can include, for 
example, the maximum amount that can be charged for this 
form of payment, the venues in which the form of payment 
can be used, the geographical areas in which the form of 
payment can be used, or any other Suitable rule. However, 
multiple different default forms of payment can be associated 
with the identity card 145, with each default form of payment 
being used for different purposes. For example, for restaurant 
purchases, the default form of payment can be the aforemen 
tioned AMERICAN EXPRESSTM card. However, for cloth 
ing purchases, a Visa card can be default form of payment. 
The rules for the default form of payment associated with an 
identity card 145 can be establish to use any suitable number 
of forms of payment (credit cards, debit cards, checks, and the 
like) for any types of purchases or transactions. 
0106. According to an alternative exemplary embodiment, 
multiple pass codes can be entered, so that the purchase or 
other financial transaction can be divided or otherwise split 
based on the rules associated with each of the multiple forms 
of payment stored along with a user's identity profile. For 
example, if a first credit card has a pass code of 12345 and 
second credit card has a pass code of 98765, entering a code 
of 1234598765 would cause the purchase transaction to be 
performed based on the rules imposed on both credit cards 
associated with these respective pass codes (e.g., a union or 
other accumulation of the respective rule sets). Consequently, 
for purposes of illustration and not limitation, a $5000 trans 
action can be divided between the credit card assigned to pass 
code 12345 and credit card assigned to pass code 98765. 
Although the merchant will see the transaction as a single 
purchase transaction, for the transaction to proceed, both of 
the respective credit cards are checked and suitably verified 
by the identity management system 100. The purchase trans 
action split can be specified in the pass code that is entered by 
the user. For example, a S5000 transaction can be split by 
assigning S1000 for the pass code 12345 and S4000 for the 
pass code 98765. The resulting pass code can be entered as, 
for example, 123451000987654000 or the like. 
0107 According to an alternative exemplary embodiment, 
instead of using an identity card 145, the identity information 
associated with the identity card 145 can instead be integrated 
with any other suitable form of payment and/or identification 
issued by another institution. For example, a credit card 
issued by a financial institution can be configured to include 
a user's identity number either on the credit card or associated 
with the credit card number (e.g., in the financial institution's 
database), thereby allowing an integration with the identity 
information available from the identity management system 
100. Thus, a user can use a form of payment, such as a credit 
card, and still have the form of payment checked for all of the 
restrictions imposed by the user through the identity manage 
ment system 100 on the particular form of payment. 
0108 For purposes of illustration and not limitation, 
assume a user applies for a Visa credit card. The issuing bank 
can associate the user's identity information with the credit 
card being issued. The user can then impose restrictions on 
the use of the credit card account through the identity man 
agement system 100 (e.g., the credit card cannot be used 
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outside of the United States). When the new credit card is used 
(without any accompanying identity card 145), the credit card 
company can check with the identity management system 
100 to determine whether there are any restrictions imposed 
on the purchase transaction for the given credit card. For 
example, if the credit card cannot be used outside of the 
United Sates, then an attempt to make a purchase in Taiwan 
would be rejected. 
0109 Such integration is not limited to credit cards or 
other similar forms of payment, but can also be used in asso 
ciation with suitable forms of identification, such as, for 
example, a social security card. For example, the Social Secu 
rity card can be configured to contain or be associated with the 
identity information of the user, so that the use of social 
security card number can also be restricted through the iden 
tity management system 100. In such an embodiment, for 
example, a user can provide its Social security card to a 
prospective employer without fear of the Social security num 
ber being stolen or used for fraudulent purposes. As with the 
credit card number illustrated above, before the social secu 
rity number can be used for any purpose. Such as, for example, 
reporting a 1099 Form to the Internal Revenue Service (IRS), 
the IRS can first check with the identity management system 
100 to verify that the user has allowed the use of the social 
security number by the given employer, thereby ensuring that 
the employer is not making fraudulent claims. 
0110. Although numerous illustrative examples have been 
given in which a credit card has been discussed as a form of 
payment, other forms of payment can be used according to 
exemplary embodiments of the present invention. For 
example, the identity management system 100 can be config 
ured to store the routing number and the bank account number 
for checks. A user can then assign a rule for use of the check 
information, and one or more pass codes can be issued to 
allow use of and access to this check information. For 
example, during a purchase transaction, a user can enter iden 
tification information (e.g., via the identity card 145) and the 
(check) pass code into the merchant’s POS system. The iden 
tity management system 100 can determine if the purchase 
transaction satisfies the rule(s) that apply to the use of the 
check information. If so, a new (i.e., the next) check number 
can be issued and the check can be verified against the bank 
account (e.g., to determine if there are sufficient funds). Once 
verified, the merchant can receive a verification code or other 
unique number that can be used for an electronic deposit or 
electronic funds transfer from the bank account of the user to 
the bank account of the merchant. Such an embodiment can 
eliminate the need for a user to carry and write checks to 
perform purchase and other financial transactions. Other 
forms of payment can be maintained by and used in accor 
dance with exemplary embodiments of the present invention. 
0111. According to exemplary embodiments, the same 
process that is used for identifying a user in the United States 
can be adapted for identifying a user inaforeign country, Such 
as, for example, Germany, using identification documents 
native to that country (e.g., German identification docu 
ments). For example, a European Union identification card 
can be used instead of a Social security card for purposes a 
creating a German user's total identification score. However, 
the meaning of the total identification score and/or the mean 
ing of the CONFIDENCE FACTORTM does not change for 
different geographical regions. For example, when a total 
identification score of 70 is assigned to a user in the United 
States, if the same total identification score is assigned to a 
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user in Germany, these two users are considered to be com 
pletely equal in their level of identity. Thus, if the two users 
with equal total identification scores travel to another country, 
Such as India, their identification scores represent a level of 
identity that is equal to an Indian resident with a total identi 
fication score of 70. According to exemplary embodiments, 
then, the identity card 145 can be used as a type of “global 
identification card. As such, a foreign user traveling in the 
United States and having a total identification score of 70 can 
be treated equally to a United States citizen with a similar 
total identification score, regardless of the nationality of the 
foreign user. For example, providing the user's identity card 
145 along with a check as a form of payment can ensure that 
the transaction is treated equally, regardless of where the user 
originates from and from which country the check is issued. 
Since the level of identity of a user can be uniformly ascer 
tainable throughout the world according to exemplary 
embodiments, any transaction can be performed anywhere as 
safely as if it were performed in the user's native country. 
0112. In addition, since the identity card 145 can be asso 
ciated with any form of identification or financial informa 
tion, the usage of the identity card 145 anywhere in the world 
can be tracked for the user and logged for immediate or later 
access through the identity management system 100. Conse 
quently, the user can track the usage of the identity card 145 
in different geographical locations, thereby providing the 
user with a global record of not only the use of the user's 
identity and identification information, but also the user's 
financial information. Other characteristics or behavior of the 
user can be tracked in Such a manner. For example, as the 
identity card 145 is used for purposes of travel (e.g., as the 
identity card 145 is swiped or otherwise recorded at identity 
checkpoints. Such as airports or other like points of embarka 
tion and disembarkation), a record of the user's travel can be 
maintained. Thus, a user's travel, both nationally and inter 
nationally, can be monitored and logged, thereby allowing the 
user to track travel with the identity card 145 in different 
geographical locations. Other Such characteristics or behav 
ior can be tracked using the identity card 145. 
0113. According to an exemplary embodiment, the iden 

tity management system 100 can be based on a distributed 
model that allows users to maintain and host their identity and 
related information according to a Global Identification 
Number (GIN). The GIN can be any suitable form of alpha 
numeric or other identifier that is capable of uniquely identi 
fying a user. The distributed model can be implemented 
through a service called, for example, Global Identity Ser 
vices (GIS), as discussed below. The GIS can allow both 
authoritative and non-authoritative hosting of data and per 
form information routing based on the GIN. 
0114. As used herein, an “authoritative organization' is an 
entity or other user whose purpose is to securely maintain 
identity and identity-related data and information that is glo 
bally accessible by other entities. The data and information 
maintained by the authoritative organizations is trusted by 
other users and is accepted by any user that joins” or other 
wise uses the identity management system 100. Each of the 
authoritative organizations would be required to obtain an 
organizational GIN (OGIN). 
0115. As used herein, a “non-authoritative organization' 

is any other entity or user that chooses to provide limited or no 
access to identity and identity-related data and information, 
for example, to maintain the privacy or confidentiality of the 
data. Such non-authoritative organizations do have the ability 

Nov. 15, 2012 

to obtain data from (authoritative) partners through the GIS. 
However, the non-authoritative organizations would not be 
required to obtain an organizational GIN, unless they choose 
to share their identity and identity-related data and informa 
tion with another organization. 
0116. According to exemplary embodiments, a primary 
function of the GIS is to provide a routing mechanism for data 
stored in various locations. FIG. 7 is a diagram illustrating 
information routing for GIS, in accordance with an exem 
plary embodiment of the present invention. When an entity 
requests services (e.g., retrieval of identity information or the 
like) associated with the identity management system 100, 
the request is first routed to the Local GIS (LGIS) server 705. 
If no LGIS server exists, the request is directly sent to the 
Primary GIS (PGIS) server(s) 710. Otherwise, if an LGIS 
server 705 exists, and this server can satisfy the request (e.g., 
the identity information resides on that LGIS server 705), the 
request is immediately fulfilled. If the LGIS server 705 can 
not satisfy the request (e.g., the identity information does not 
reside on that LGIS server 705), the request is forwarded to 
one of the PGIS servers 710. The PGIS server 710 processing 
the request finds the Authoritative GIS (AGIS) server 715 
associated with the request and sends the request to that 
server. The AGIS server 715 satisfies the request by, for 
example, retrieving and returning the requested information 
to the requesting entity. If the information is not located at the 
specified AGIS server 715, an error or other like indication 
can be returned to the requesting entity (e.g., to indicate that 
the identity information cannot be located or otherwise 
retrieved). The LGIS server(s) 705, PGIS servers 710 and 
AGIS servers 715 can communicate with each other any 
Suitable type of network or computer connection. 
0117. According to an additional exemplary embodiment, 
the identity management system 100 can conform to and is 
compatible with the Federation model. A Federation is an 
association of organizations that come together to exchange 
information as appropriate regarding their users and 
resources to enable collaboration and transactions. For 
example, members of a Federation can easily integrate and 
use all or parts of the identity management system 100 (or 
corresponding commerce platform or e-commerce platform) 
that can enable them to use the services offered by such 
platforms. 
0118 FIG. 8 is a diagram illustrating the identity manage 
ment system 100 distributed platform model, in accordance 
with an exemplary embodiment of the present invention. In 
FIG. 8, a bank 805 is a participating bank that can be respon 
sible for holding the identification information of a member 
810. The member 810 is an individual or entity who desires to 
have their identity protected. An identity specialist815 is, for 
example, a bank agent or the like specially trained to assist the 
members 810 increating their global identification account. A 
local institution global identity (GID) system 820 can include 
a licensed GID appliance and platform which the banks 805 
can use to store identity information of members 810. The 
GID appliance can be connected to a GID main processing 
and routing system 830 so that it can be located by other local 
GID systems 820. A local main processor and routing system 
825 is the main routing system that can control the local 
institution GID systems 820. The main GID system 830 is the 
global center for all connections between the local institution 
GID systems 820 and the banks 805. The users 835 are 
institutions or the like that can request access to information 
associated with a member 810 through the network. 
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0119 FIG. 9 is a diagram illustrating an exemplary archi 
tecture for the identity management system 100 platform, in 
accordance with an exemplary embodiment of the present 
invention. For a client to have their identity protected, the 
client can visit the bank 805 and meets with a bank agent, such 
as an identity specialist 815, who can assist the client in 
creating their identity account (and credit card account) to 
become a member 810. Once the account is created in the 
bank 805, the member 815 can then use the identity manage 
ment system 100 to manage their identity account (and/or 
credit account). Once an account has been configured, the 
member 815 then can use the identity card 145 to provide 
access to the users 835 or other institutions to information 
stored in that account. 

0120. The information can be accessed in one of several 
ways. For example, the member 810 can visit a participating 
merchant. If the member 810 wishes to open an account with 
the merchant, instead of writing all of the information on the 
account application, the member 810 can swipe their identity 
card 145 and enter the corresponding PIN assigned to the 
identity card 145. The merchant can send the information 
provided by the identity card 145 and PIN to the network, 
which can be routed to the GID main processor (e.g., GID 
main system 830). The GID main processor can use the 
account information to retrieve and decrypt the relevant iden 
tity information and encrypt it with the participating mer 
chant's key. The encrypted identity information can be com 
municated from the GID main processor to GID transactional 
processing (e.g., local main processor and routing system 
820) for the participating merchant. The participating mer 
chant can then use its log-in or other unique identifier to 
access the identity information to complete the account appli 
cation. In case the participating merchant cannot access a card 
Swiping system or if the system is off-line for Some reason, 
the member 810 can use an automated voice response (VRU) 
system 905, a live customer service center or the like to 
authorize the transfer of identity information. The merchant 
can also access the Voice response system or customer service 
center to obtain the identity information (with the authoriza 
tion of the member 810), in case the identity management 
system 100 is not available through the direct connection. 
0121 Those of ordinary skill in the art will recognize that 
the identity management system 100 can be implemented in a 
variety of ways. According to one exemplary embodiment of 
the present invention, a secured databank and system can be 
created by which the identity of individuals or businesses can 
be managed and accessed. Initial access by the user to the 
system can be through a bank or other trusted local organiza 
tion or entity. For example, an identity theft specialist at the 
bank can receive users who want to Subscribe to this system. 
At the bank, the identity theft specialist can first educate the 
customer on the identity management system 100. Following 
the education session, the identity theft specialist can ask the 
user for identification papers, such as a social security card, 
birth certificate, driver's license, proof of residency (passport, 
Green Card), proof of domicile, or the like. After examining 
the paperwork, the identity theft specialist can login to the 
identity management system 100 (e.g., through graphical 
user interface 170) to create a unique user number. 
0122. After the user number has been assigned, the user 
can create a PIN. Selection of the PIN can be done by the user 
without any access by the identity theft specialist. The user 
must memorize the PIN. For example, if the PIN is lost or 
forgotten, the user must return to, for example, the bank to 

Nov. 15, 2012 

have the PIN reset. The identity management system 100 can 
then create an identity account for that user. The user can also 
create, for example, a Global Credit Card account or the like, 
as discussed previously, to allow identity management on a 
global basis. The user will, for example, have an audit trail of 
all or substantially all of the transactions that occur on the 
Global Credit Card account and the associated stored cards. 
Coupled with the alert System, the user can track any trans 
action charged to their account. If created, a separate card 
with a credit card number can be issued to the user. The user 
can program, for example, all of the user's credit card 
accounts onto this card through access to the identity man 
agement system 100 (e.g., via graphical user interface 170). 
The user can additionally limit the use of each credit card (or 
other cards) by placing limits or other restrictions on each 
card, as discussed previously. An identity card 145 holding 
the unique user number can be mailed to that user's address 
(or to the bank, if user wishes). 
(0123. Using the Internet or the World WideWeb, the user 
can then have access to the user's identity and credit card 
accounts maintained by the identity management system 100. 
Initially, when the user logs in to their account, the user can 
use the card number for a login name and the PIN for a 
password. However, once access to the user's identity account 
in the identity management system 100 has been obtained, the 
user can change their login name password to any unique 
login name and password. 
0.124 Through the identity account, the user can have 
many options. For example, the user can receive alerts, for 
example, regarding their identity use or improper uses 
thereof. The user can receive requests for identity authoriza 
tions, such as, for example, requests for the use of the user's 
identity. The identity account can also allow the user to moni 
tor identity account activity, monitor credit card activity, 
make and/or receive credit card payments, and any other 
identity- and financially-related transactions, such as, for 
example, prepaid cards, gift cards, debit cards, ATM cards 
and the like. As discussed previously, the identity manage 
ment system 100 can also allow the user to input credit card 
information. For each credit card number, the user can choose 
a unique PIN, with the PIN for each credit card being different 
from the PIN used for identity access purposes. Conse 
quently, the user need only carry a Global Identity Credit 
Card (e.g., identity card 145) instead of several different 
cards, such as, for example, credit cards, debit cards, gift 
cards, ATM cards and the like. For example, once at the 
Point-of-Sale, the Global Identity Credit Card can be used 
along with the PIN associated with one stored credit card to 
make transactions with the given credit card transaction. 
However, as discussed previously, the user can user one or 
more credit cards for the transaction, based on the sequence of 
PIN numbers entered. However, the vendor will not have 
access to the actual credit card number. 

0.125. The identity system management 100 can also sup 
port ACH/EFT (Automatic Clearing House/Electronic Funds 
Transfer). An alert system can be associated with the use of 
the Global Identity Credit Card and the associated stored 
cards. For example, when a purchase takes place, an alert can 
be sent to the user's alert receiving device (e.g., mobile phone, 
PDA, e-mail or the like) about the occurrence of a transaction. 
Such an alert can further include Suitable accompanying 
information, such as, for example, amounts, merchant iden 
tification, location and other like information. 
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0126 For example, when applying for a mobile phone 
plan, the user can use the Global Identity Credit Card number. 
By entering the PIN associated with the identity of user and 
the credit card for the transaction, the user can authorize the 
identity management system 100 to reveal required identity 
and financial information to the business, for example, once 
or for a limited time. To ensure identity protection, authorized 
persons at the business or stationed at the headquarter of the 
mobile phone company can have viewing privileges for the 
identity and financial information, but their access is 
recorded. The identity management system 100 can also pro 
vide credit status to a requesting party as well. For example, 
the identity management system 100 can establish a network 
or computer connection to a credit reporting agency to 
retrieve a user's credit report. Each time a credit report is 
retrieved from the credit reporting agency, the corresponding 
credit history, credit score and the access can be recorded for 
the user to review. 

0127. According to an exemplary embodiment, credit card 
transactions can go through the identity management system 
100. Consequently, limits on the credit card(s) can be applied 
and each transaction can be recorded, thereby ensuring the 
identity and financial safety of each transaction. For places 
where inputting a PIN is not feasible, a default system can be 
available. For example, when no PIN is entered, a specified 
default credit card can be charged. Using the identity man 
agement system 100, restrictions such as, for example, 
amount, geographic or vendor type, can be placed on the 
default credit card. For example, the default credit card with 
out a PIN could only be used in, for example, restaurants. 
0128. Additionally, a CONFIDENCE FACTORTM can 
also be assigned to each user. For example, the longer the user 
remains with the identity management system 100, and based 
on the authenticity of the documents the user presented to the 
identity theft specialist at the bank, the user's CONFIDENCE 
FACTORTM can be increased. As noted previously, the CON 
FIDENCE FACTORTM can be used as an additional or alter 
native measure of the validity of a user's identity. 
0129. Following the establishment of an identity with the 
identity management system 100, users can engage in trade 
with businesses or perform any other Suitable transaction in 
which identity is a component. For example, for online trans 
actions, a one-time use PIN can be generated for a credit card 
maintained in the identity management system 100, thereby 
not comprising the original PIN. To ensure identity safety, the 
one-time use PIN can be retrieved from identity management 
system 100 during the online transaction (e.g., at time of 
payment). Alternatively, upon request, a PIN can be generated 
periodically (e.g., at predetermined intervals) for a user and 
sent to, for example, the mobile phone, PDA, pager, e-mail 
address or the like of the user. The user then does not need to 
access the identity management system 100 each time a one 
time use PIN is required. 
0130. The identity management system 100 can also func 
tions as a fund transfer system for, for example, on line 
auctions or other transactions. For example, buyers and sell 
ers can communicate through the identity management sys 
tem 100 and transfer funds by credit card or check, because 
the identity of each user is established and verified in the 
identity management system 100. If users provide or other 
wise authorize distribution of their CONFIDENCE FAC 
TORTM to other users, the CONFIDENCE FACTORTM can 
also assist in the decision making of each party. 
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I0131. According to exemplary embodiments, any or all 
information maintained or otherwise stored in, for example, 
databases in the identity management system 100 can be 
encrypted using any suitable encryption technique. Accord 
ing to an exemplary embodiments, information and data 
stored in the identity management system 100 databases can 
be stored using a double encryption system. A double encryp 
tion system operates in a manner similar to a safety deposit 
box, where the owner of the box has one key and the bank has 
another and both keys are required for the information to be 
unlocked. 

I0132) For example, the identity information stored in the 
identity management system 100 database can be encrypted 
by a first key that the identity management system 100 main 
tains, and also by a second key that the user maintains. Both 
encryption keys would be needed before the identity infor 
mation can be decrypted and viewed. Such encryption can 
ensure that the data stored will be secure from hackers and 
other malicious attacks. Such encryption techniques can fur 
ther ensure that even if the information or data was hacked, 
such information could not be decrypted without the presence 
of both the identity management system 100 key and the 
user's key. Additionally, the key maintained by the identity 
management system 100 can also change per record or oth 
erwise periodically to ensure further security. 
0.133 According to an exemplary embodiment of the 
present invention, the identity management system 100 can 
also be used for e-commerce transactions or other purchase 
transactions. The identity management system 100 can 
include a transaction order generation module 150 in com 
munication with, for example, the total identification score 
generation module 115. The transaction order generation 
module 150 can be configured to generate a transaction or 
purchase order using the total identification score of the user. 
For example, before making a purchase, either online or in 
person, the user can generate a transaction order using the 
transaction order generation module 150 (e.g., by logging 
into the identity management system 100 and making Such a 
request). When making a purchase, instead of using its credit 
card and personal information, the user can Submit the trans 
action order to perform the transaction. The merchantor other 
third party can then use the transaction order to gain access to 
the total identification score, financial information (e.g., 
credit card number) and personal information (e.g., billing 
address of the user) to complete the transaction in the manner 
discussed previously on behalf of the user. 
I0134) For example, the transaction order can contain an 
identity access authorization code by which the third party 
can gain access to the identity management system 100 to 
retrieve the relevant information. As noted previously, the 
user can specify different types of restrictions on the use of 
the user's information maintained by the identity manage 
ment system 100. Thus, when generating the transaction 
order, the user can specify, for example, that the transaction 
order can only be used by a certain third party to perform a 
certain type of transaction. The third party would then only be 
able to access the information to which the third party has 
been restricted. According to an exemplary embodiment, the 
information retrieved by the third party is maintained by the 
third party temporarily to conduct the transaction, but then 
discarded after the transaction is complete. Alternatively or 
additionally, temporal restrictions can be placed on the infor 
mation retrieved by the third party using the transaction order, 
thus limiting the amount of time by which the third party can 
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Successfully access and use the user's information. Addition 
ally, once an identity access authorization code is entered by 
the third party, the third party can be restricted to receive only 
the funds authorized for the transaction. Thus, the identity 
management system 100 can be used to conduct the actual 
transaction on behalf of the third party. 
0135 For example, assume that a user navigates a web 
browser to a website to make a purchase. When ready to enter 
payment information, instead of a credit card number or the 
like, the user can enter the number of its identity card 145 and 
an accompanying pass code. Once the “submit payment' 
button is clicked, the website can send the information to the 
identity management system 100. The identity management 
system 100 can then verify the payment information associ 
ated with the identity card 145 and pass code, including all of 
the rules specified for the use of the particular form of pay 
ment (other types of Verification can also be performed. Such 
as verifying that sufficient funds are available for the form of 
payment). Once verified, the manager or other proprietor of 
the website can receive an authorization number that can be 
used to receive the payment from the identity management 
system 100 (e.g., through an electronic funds transfer or the 
like). 
0136. According to an alternative exemplary embodiment, 
another means by which a purchase (for example, POS, on 
line, telephonic or the like) can occur using the identity man 
agement system 100 is referred to herein as an “Automated 
Pre-Authorization.” In such an alternative exemplary 
embodiment, the identity management system 100 can be 
referred to as a “Global Identity (GID) system' that can be 
used in conjunction with a “GID network.” Such an alterna 
tive embodiment can be used to facilitate and secure pur 
chases such as, for example, on-line purchases and the like, 
and can be based on the “Purchase Order' (PO) concept. For 
example, to integrate their on-line payment processing sys 
tem and to become a member, on-line merchants can down 
load an Application Programming Interface (API) from the 
identity management system 100. Alternatively, the on-line 
merchant can “officially register with identity management 
system 100 to obtain a unique key and certificate, including a 
set of Application Programming Interfaces (APIs). Such APIs 
can enable the merchant to create a unique encrypted key 
based on the information gathered from the client. Various 
appropriate criteria can be used by the API to create the 
unique encrypted key, Such as, for example, the merchant 
name, the total invoice amount and other like criteria. Offi 
cially registered and un-officially registered merchants can be 
differentiated for the users by, for example, identity score, 
CONFIDENCE FACTORTM or risk factor and the customer 
can be made aware of the merchant's identity. Such an Auto 
mated Pre-Authorization process can be illustrated with the 
following examples. 
0137 FIGS. 10A and 10B are flow diagrams illustrating a 
transaction 1000 using an automated pre-authorization pro 
cess for the identity management system 100 without using a 
one-time card number, in accordance with an exemplary 
embodiment of the present invention. As illustrated in FIG. 
10A, the transaction 1000 can involve a vendor 1002, a cart 
1004, a client 1006, an API 1008 and the identity management 
system 1010. In step 1012, the vendor 1002 may or may not 
sign up with the GID network. In step 1014, the vendor 1002 
can download the GID e-commerce API. In step 1016, the 
vendor 1002 can integrate the GID e-commerce API into the 
e-commerce website of the vendor 1002. In step 1018, the 
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client 1006 can register for a GID card (e.g., identity card 
145). In step 1020, the client 1006 can store their other cards 
in association with their GID card using the identity manage 
ment system 100. 
0.138. For purposes of illustration and not limitation, 
assume that in step 1022 the client 1006 navigates a suitable 
web browser to a website of the vendor 1002 to make a 
purchase (these examples are also applicable to, for example, 
at POS self-checkout counters). In step 1024, the client can 
make any and all required purchases and then prepare for 
checkout. When ready to enterpayment information, instead 
of a credit card number or the like, in step 1026, the client 
1006 can enter the number of its identity card 145, name, 
billing address, and other like information. In step 1028, the 
vendor 1002 can recognize the entered number as an identity 
card 145 number that belongs to the identity management 
system 100, and the cart 1004 of the vendor 1002 can pass the 
cart information to the API 1008. In step 1030, the API 1008 
can return a unique URL to the vendor 1002. In step 1032, the 
cart 1004 of the vendor 1002 can presentalink or buttonto the 
client 1006 called, for example, “Pre-Authorize Order.” In 
step 1034, the client 1006 can click on the “Pre-Authorize 
Order link to pre-approve the on-line transaction and access 
his/her stored credit cards maintained on the identity man 
agement system 100 (e.g., where the user has stored his/her 
credit cards with restrictions applied to them, and the like). In 
step 1036, the client 1006 can securely log onto the identity 
management system 100. The secured login process can 
include, for example, User ID, pre assigned security ques 
tions, encryption keys, pre-assigned pictures, passwords and 
the like. 

I0139 Continuing in FIG. 10B, in step 1038, the transac 
tion information can be retrieved by the identity management 
system 100 and verified from the presented link. In step 1040. 
the pre-authorization can be presented to the client 1006. In 
step 1042, the client 1006 can choose to assign the transaction 
to the identity card 145 or another credit card registered with 
the system. In step 1044, the client 1006 can submit the 
pre-approval by clicking on, for example, an “Approve' link 
or button. In step 1046, the identity management system 1046 
can store the pre-authorization information in the system. In 
step 1048, the client 1006 can exit the identity management 
site and return to the cart 1004. In step 1050, the client 1006 
can complete the purchase through the vendor 1006 site by 
clicking on a, for example, “Submit Order' button or the like. 
In step 1052, the transaction request can be transferred from 
the cart 1004 through the network to the identity management 
system 100 (which supports the transaction). In step 1054, the 
identity management system 100 can receive the transaction. 
In step 1056, the transaction can be matched against the 
pre-authorization transaction. From the decision step 1058, if 
the transferred transaction matches the pre-approved transac 
tion (including any the limitations and filtrations such as time, 
geography, and the like), the transaction can be approved in 
step 1060 and the results can be sent back to the vendor 1002. 
Otherwise, in step 1062, the order or transaction can be 
rejected and the client 1006 can be given an opportunity to 
repeat the process. 
0140 FIGS. 11A and 11B are flow diagrams illustrating a 
transaction 1100 using an automated pre-authorization pro 
cess for the identity management system 100 using a one 
time card number, in accordance with an exemplary embodi 
ment of the present invention. As illustrated in FIGS. 11A and 
11B, the flow of the transaction 1100 can follow the steps 
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1012-1044 of FIGS. 10A and 10B. However, after step 1044 
in FIG. 11B, in step 1105, the identity management system 
100 can generate a one-time use credit card number or the 
like. In other words, in step 1042, the client 1006 can choose 
which card to charge the transaction to, and the client 1006 
can also select to have a one-time temporary credit card 
number to be generated. In step 1105, the identity manage 
ment system 100 can then generate a one-time use, temporary 
credit card number (including, for example, expiration and 
CVV numbers) or other suitable payment information for the 
client 1006. The flow of transaction 1100 can continue with 
steps 1046 and 1048 as discussed previously with respect to 
FIG. 10B. However, in step 1110 after step 1048, the client 
1006 can copy or otherwise enter the generated one-time use 
credit card number in the credit card number field of the 
vendor 1006 site (or it can be entered automatically by the 
system). The transaction 1100 can then be completed in steps 
1052-1062 in the manner discussed previously with respect to 
FIG. 10B. Once the transaction 1100 is completed, the one 
time use credit card number becomes invalid and no longer 
usable in future transactions. 

0141 For Point-of-Sale (POS) transactions, assume that a 
user goes to the POS to purchase an item. If the user uses the 
identity card 145, the user can receive a request in the form of 
for example, a call on his/her mobile phone (PDA, or any 
other electronic device) from the identity management sys 
tem 100. The request can provide the user with a choice of 
approving or not approving the transaction. For example, in 
the case of the request going through a mobile phone, the user 
can enter “1” for approving transaction and '2' for declining 
transaction. If the user chooses to approve the transaction, the 
transaction request can then transferred through the network 
to the identity management system 100. If the transferred 
transaction matches the pre-approved transaction (including 
any limitations and filtrations such as time, geography, and 
the like), the transaction can be approved and the results can 
be sent back to the merchant. 

0142. The identity management system 100 can be used as 
a commerce or e-commerce platform that can provide users 
and/or merchants per transaction insurance coverage. FIG. 14 
is a diagram illustrating insurance coverage using the identity 
management system 100, in accordance with an exemplary 
embodiment of the present invention. The per transaction 
insurance coverage can include a suitable insurance under 
writer 1405, the identity management system 100, a vendor 
1410 and a consumer 1415. In step 1420, the identity man 
agement system 100 in conjunction with the insurance under 
writer 1405 can underwrite the per transaction activity. A per 
transaction insurance coverage can be calculated in many 
different ways. For example, the coverage and rates can be 
based on the number of transactions the consumer 1415 
makes, the number of transactions avendor 1410 receives, the 
dollar amount of the transaction, the fraud risk associated 
with the purchased item, the fraud risk associated with the 
consumer 1415 habits, and other like information. The pur 
pose of the insurance can be for, for example, identity theft 
fraud, credit card fraud, damaged merchandise, or the like. 
For example, the identity management system 100 can be 
underwritten by an insurance company to provide per trans 
action insurance to consumers 1415 and/or vendors 1410. If 
the consumer 1415 uses the identity card 145 for identity 
verification and/or for another transaction at or with the ven 
dor 1410, the given transaction can be insured by the identity 
management system 100. For being insured, a suitable fee can 
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be charged to every transaction. Such a fee can be paid by the 
vendor 1410 and/or the consumer 1415. Alternatively, neither 
party pays Such a fee and the cost can be offset by other 
income, charges, fees, or the like. 
0.143 For example, in step 1425, the consumer 1415 can 
purchase an item (e.g., on-line or POS) from the vendor 1425. 
In step 1430, the vendor 1410 can submit the transaction to 
the identity management system 100. In step 1435, the iden 
tity management system 100 can authorize and/or insure the 
transaction, based suitable criteria. In step 1440, the vendor 
1410 can receive the response to the transaction Submission, 
along with, for example, an authorization number. In step 
1445, the consumer 1415 can be provided with a receipt (e.g., 
a paper receipt or electronic notification). In step 1450, if the 
transaction was insured, a deposit can be made to the insur 
ance underwriter 1405 for the transaction. In step 1455, the 
insurance underwriter can reimburse the identity manage 
ment system 100 for the cost of the insurance coverage. In 
step 1460, the identity management system 100 can reim 
burse the vendor 1410 against back charges, such as, for 
example, for the insurance coverage if paid by the vendor 
1410. 

0144. At any of steps 1435, 1440 or 1445, a fraud can be 
declared in step 1470. For example, either the consumer 
1415, the vendor 1410 or the identity management system 
100 can determine that a fraud has occurred (e.g., an unau 
thorized charge made on a credit card) in any suitable manner. 
If a fraud has occurred, then the identity management system 
100 can be appropriately notified in step 1475. The identity 
management system 100 can reimburse the vendor against 
any, all or none of the back charges in step 1460. In step 1465, 
the identity management system 100 can Suitably cover any, 
all or none of the costs associated with the theft or fraud 
associated with the consumer 1415. 

0145 Certain business sectors can benefit greatly from the 
identity management system 100, especially from the com 
merce and the e-commerce platforms according to exemplary 
and alternative exemplary embodiments thereof. For 
example, on-line gambling and on-line adult entertainment 
sites are presently being sanctioned by many credit card issu 
ing entities because of, for example, general negative public 
opinion regarding these industries and increased risk of fraud. 
For these reasons and others, many credit card issuing com 
panies can block the Merchant Category Codes (MCCs) of 
these businesses. FIG. 15 is a diagram illustrating on-line 
gambling transactions with the identity management system 
100, in accordance with an exemplary embodiment of the 
present invention. As illustrated in FIG. 15, if a consumer 
1505 attempts to use a non-GID credit card (e.g., a credit card 
not associated with the identity management system 100) for 
an on-line gambling company 1510 (see flow 1525), the MCC 
of the on-line gambling company 1510 would be passed to the 
credit card issuing entity 1515 (see flow 1530). However, the 
credit card issuing company 1515 can deny the transaction, 
because the MCC of the on-line gambling company 1510 is 
blocked (see flow 1535). 
0146) However, according to exemplary embodiments, 
when a transaction passes through the identity management 
system 100, the MCC of the identity management system 100 
can be used instead of that of the vendors. Therefore, con 
Sumers 1505 can use their credit cards without unwanted 
restrictions. For example, assume that the consumer 1505 
visits an on-line merchant (e.g., on-line gambling company 
1510) whose MCC is blocked by the consumer 1505 credit 
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card issuing entity 1515. If the consumer 1505 uses their 
Global Identity Credit Card (e.g., identity card 145) (see flow 
1540) to, for example, subscribe to an on-line gambling site, 
the MCC that will be presented to the credit card issuing 
entity 1515 will be the MCC of the identity management 
system 100. For example, the on-line gambling company 
1510 can communicate the transaction information with the 
identity management system 100 (see flow 1545). The iden 
tity management system 100 can then pass the transaction 
information and the MCC of the identity management system 
100 to the credit card issuing entity 1515 (see flow 1550). 
Approval for the transaction can then be passed back from the 
credit card issuing entity 1515 to the identity management 
system 100 (see flow 1555), and from the identity manage 
ment system 100 to the on-line gambling company 1510 (see 
flow 1545) to complete the transaction. Because the MCC of 
the identity management system 100 would not be blocked, 
the transaction can occur and be processed. Additionally and 
as described above, by using the identity management system 
100, the user can enjoy a high level of security. Because users 
can manage, control and set restrictions on their stored 
accounts, the users can Substantially reduce the incidence of 
credit card and/or identity fraud. 
0147 A further example of Automated Pre-Authorization 
can occur when there are no system registration requirements 
and each financial entity can provide the Automated Pre 
Authorization to their clients. FIGS. 12A and 12B are flow 
diagrams illustrating a transaction 1200 using an automated 
pre-authorization process for the identity management sys 
tem 100 without registration and without using a one-time 
card number, in accordance with an exemplary embodiment 
of the present invention. In such a scenario, vendors 1002 can 
download and integrate the appropriate e-commerce APIs 
into their commerce websites, as discussed with respect steps 
1012-1016 of FIGS. 10A and 11A. In addition, in step 1215, 
a credit card issuing entity 1210 can become a member of the 
identity management system 100. In step 1220, the credit card 
issuing entity 1210 can integrate the identity management 
system 100 into their systems. 
0148 For purposes of illustration and not limitation, 
assume that the client 1006 of the member credit card issuing 
entity 1210 shops on-line. The transaction can continue in the 
manner discussed in steps 1022-1034 with respect to FIGS. 
10A and 11A. In other words, at the check-out page, client 
1006 can enter their GID card number (this time issued by the 
credit card issuing entity 1210) to use the transaction Pre 
Authorization. The vendor 1002 can recognize the GID card 
number and can send the information to the GID API. The 
GID API can send the vendor a unique URL to present the 
Pre-Authorization link to the client 1006 (the link can be 
either pre-stored in the API or the API can be configured to 
request the link from a secure connection to the identity 
management system 100). Once the client 1006 clicks on the 
Pre-Authorization link, in a new or separate window, the 
client 1006 can follow a secure login protocol to reach the 
identity management system 100 (through the credit card 
online management system of the credit card issuing entity 
1210). In other words, in step 1225, the client 1006 can 
securely log into the credit card online management system of 
the credit card issuing entity 1210. The transaction informa 
tion can be retrieved and verified from the presented link, as 
discussed with respect to step 1038 illustrated in FIGS. 10B 
and 11A. In step 1230, the pre-authorization can be presented 
to the client from the credit card online management system 
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of the credit card issuing entity 1210. In decision step 1235, a 
determination can be made as to whether the credit card 
issuing entity 1210 has the capability to handle multiple 
credit cards for each client 1006. If so, then in step 1042, the 
client 1006 can choose the card to which they would like the 
transaction charged. 
0149. In FIG.12B, the flow continues to step 1044 if either 
the credit card issuing entity has no multi-card capability or if 
step 1042 is successfully completed. The process can then 
continue in steps 1046-1062 in the manner discussed previ 
ously with respect to FIGS. 10B and 11B. Thus, the submitted 
order can be cross referenced with the information stored at 
the identity management system 100 to verify the pre-autho 
rization. The order or transaction can then be verified or 
rejected based on whether there is a match with the pre 
authorization information stored at the identity management 
system 100. 
(O150 FIGS. 13A and 13B are flow diagrams illustrating a 
transaction 1300 using an automated pre-authorization pro 
cess for the identity management system 100 without regis 
tration but using a one-time card number, in accordance with 
an exemplary embodiment of the present invention. The 
transaction 1300 proceeds with steps 1012-1034 in the man 
ner discussed previously with respect to FIGS. 10A, 11A and 
12A. However, steps 1215 and 1220 are not executed for 
transaction 1300, as no registration takes place by the credit 
card issuing entity 1210. The flow of transaction 1300 then 
proceeds through step 1225, 1038, 1230, 1235 and 1042, in 
the manner discussed with respect to FIG. 12A. In FIG. 13B, 
the flow of transaction 1300 continues through steps 1044, 
1105 and 1046, in the manner discussed with respect to FIG. 
11B. However, in step 1310, the one-time use credit card is 
shown or otherwise presented to the client 1006 through, for 
example, the credit card online management system of the 
credit card issuing entity 1210. In other words, after the client 
1006 chooses a credit card to be applied to the transaction, the 
credit card issuing entity 1210 of the client 1006 can provide 
the client 1006 with a one-time use temporary credit card 
number that the client 1006 can use to apply to the transac 
tion. The client can take the temporary credit card number and 
enter it in the appropriate space on the vendor 1006 check-out 
page (or it can be entered automatically by the system) and 
click on the submit link to finalize the transaction. The flow of 
transaction 1300 can then proceed through steps 1048, 1110 
and 1052-1062, as discussed with respect to FIG. 11B, so that 
the order or transaction can then be verified or rejected based 
on whether there is a match with the pre-authorization infor 
mation stored at the identity management system 100. 
0151. According to an alternative exemplary embodiment, 
although purchase transactions Submitted to the identity man 
agement system 100 can be automatically processed by the 
system based on one or more predetermined rules, purchase 
transactions can be Submitted to the identity management 
system 100 for queuing and manual processing. For purposes 
of illustration and not limitation, assume a user purchases 
audio compact discs (CDs) through a catalog, where the 
company selling the CDS requires that the user buy an addi 
tional five CDs every month for six months. According to the 
alternative exemplary embodiment, the user can put a manual 
hold on this purchase transaction and review the transaction 
manually through the identity management system 100 
before allowing the merchant to charge the credit card or other 
form of payment. Thus, the user can be assured that the 
correct amount for the transaction is being deducted at the 
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correct time. However, such a process can also be automated 
through an appropriate rule set. Such as, for example, where 
any transactions conducted by this merchant can be restricted 
to a certain amount per month per charge for a maximum of 
six months. 
0152 The identity management system 100 of the present 
invention can also be used to combat mail fraud to which the 
user may fail prey. Referring to FIG. 1, according to exem 
plary embodiments, the identity management system 100 can 
include an address identification code generation module 155 
in communication with, for example, the total identification 
score generation module 115. The address identification code 
generation module 155 is configured to generate an address 
identification code associated with an address of the user. For 
example, a user of the identity management system 100 can 
establish an address (e.g., the user's home address) and the 
identity management system 100 will generate a unique 
address identification code associated with that address. The 
address identification code can be any suitable number (e.g., 
a random number, code or the like) that uniquely identifies a 
user and the user's associated address. For example, if the 
user's home address is 123 Street, Smith City, Va. 12345, the 
address identification code generation module 155 can gen 
erate a unique address identification code such as, for 
example, 187653 that represents the user's address. The 
address identification code and an address of a communica 
tion reception center (e.g., a generic mail processing center) 
can be given to a third party. For example, the address infor 
mation could be 123 Processing Street, Box 187653, New 
City, Utah 54321, in which the address identification code 
forms the box number of the address of the communication 
reception center. Any communications sent to the user at that 
address by the third party are received at the communications 
reception center. 
0153. Once the communications or other mail are received 
by the communication reception center, the communications 
can be scanned or otherwise entered into the identity man 
agement system 100 and made available to the user associated 
with the address identification code. For example, the identity 
management system 100 can include a communication dis 
play module 160 in communication with, for example, the 
total identification score generation module 115. The com 
munication display module 160 is configured to format the 
communications for display to the user associated with the 
address identification code (e.g., through the graphical user 
interface 170). Thus, the user can be notified of incoming mail 
(e.g., through electronic notification, such as e-mail) and 
access its mail, for example, remotely over the Internet by 
logging into the identity management system 100 and retrieve 
any and all communications received at the communication 
reception center. 
0154 Furthermore, instead of sending confidential mate 

rial to the user through the mail (e.g., credit card Statements, 
bank statements and other the like confidential material), the 
respective financial or other like institutions can access the 
identity management system 100 and enter Such information 
into the system. Consequently, the user can access its finan 
cial statements and other confidential information directly 
from the identity management system 100, without the need 
to generate postal mail. In this manner, confidential commu 
nications can be sent to the user in a secure manner, without 
fear that such mail could be stolen from, for example, the 
user's mailbox. Such an advantage is particularly important 
where an identity thief could steal a credit card statement 
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from a user's mailbox and use the information contained 
within the credit card statement to create another credit card 
for illegal use by the identity thief. 
0155 Identity theft threatens every societal and economi 
cal sector. Healthcare is not immune from this threat. Accord 
ing to an exemplary embodiment of the present invention, the 
identity management system 100 can also be used to prevent 
healthcare identity theft. For example, a patient can go to the 
healthcare provider. To register the patient for the first time, 
the administrator can enter the patient’s drivers license or 
other unique identifying documentation into the identity 
management system 100, as well as any other required 
patient's personal information, billing information, schedul 
ing and the like. For healthcare providers, access to identity 
management system 100 can be granted to authorized admin 
istrators. Each authorized administrator can have a unique 
PIN for accessing identity information in the identity man 
agement system 100. However, all accesses can be recorded 
and logged for security purposes. The identity management 
system 100 can be integrated with other suitable systems to 
retrieve, for example, other healthcare-related information 
and the like. 

0156 If the patient does not have a drivers license or other 
identifying documentation, a unique identifying number can 
be assigned to the patient that is maintained by the identity 
management system 100. The identifying number can be 
associated with an appropriate barcode. The identifying num 
ber and barcode can be placed on a card for the patient to 
maintain. During future visits, the patient can present the card 
to sign-in with the healthcare provider. The patient's identi 
fication information and healthcare information can be main 
tained securely in the identity management system 100. Con 
sequently, secure identity information will not have to be 
included in the patient’s physical or electronic files. The 
patient's physical file can be assigned a barcode that corre 
lates to the patient's unique identifying number to allow for 
easy retrieval from the healthcare provider's file room. The 
healthcare provider can then store patient files without con 
cerns for information theft. Such a system can also place the 
healthcare providers in compliance with HIPAA regulations, 
because the patient's secure identity information has been 
removed from the files, thereby preserving patient identity 
privacy. 
0157. The identity management system 100 can includean 
identity risk factor generation module 165 in communication 
with, for example, the total identification score generation 
module 115. The identity risk factor generation module 165 is 
configured to generate an identity risk factor associated with 
the user. According to exemplary embodiments, the identity 
risk factor is associated with a level of risk of theft of the 
identity of the user by identity thieves. For example, the 
identity risk factor generation module 165 is configured to 
determine the exposure of a user's identity by analyzing Such 
factors as, for example, the number and types of uses of the 
user's identity. For example, if a user uses its identity to 
perform numerous online purchases with companies located 
in certain third world countries, the identity risk factor gen 
eration module 165 can determine that the level of risk of theft 
of the user's identity is high, and can generate a correspond 
ingly high identity risk factor. However, if a user uses its 
identity only sporadically to apply for credit with reputable 
financial institutions, the identity risk factor generation mod 
ule 165 can determine that the level of risk of theft of the 
user's identity is low, and generate a correspondingly low 
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identity risk factor. Thus, by analyzing the pattern and types 
of uses of a user's identity (e.g., as maintained by the log 
module 135), the identity risk factor generation module 165 
can generate an appropriate identity risk factor. The user can 
then use the identity risk factor to reduce its exposure to 
potential identity theft by, for example, modifying the manner 
and types of uses of the user's identity. 
0158. The identity management system 100 can also 
include any suitable type of graphical user interface 170 
configured to provide access to, either locally or remotely, 
and management of identification information associated 
with the user. Thus, the graphical user interface 170 can be, 
for example, any suitable Web browser that can support 
secure connections and remote access to the identity manage 
ment system 100. The graphical user interface 170 can be 
displayed on any suitable computer display or monitor 
capable of displaying graphical and/or textual information to 
a user and which allows a user to enter information (e.g., 
commands, information and the like) through, for example, a 
keyboard, a touch-screen, any type of pointing device, elec 
tronic pen, and the like. The graphical user interface 170 can 
be used by the user to access, control and manage any and all 
of the functionality of the identity management system 100, 
including viewing and managing the user's identity profile, 
viewing identity reports, and the like. 
0159. Each of modules of identity management system 
100, including identification score assignment module 105, 
total identification score generation module 115, access code 
generation module 125, data transmission module 130, log 
module 135, report generation module 140, transaction order 
generation module 150, address identification code genera 
tion module 155, communication display module 160 and 
identity risk factor generation module 165, or any combina 
tion thereof, can be comprised of any suitable type of electri 
cal or electronic component or device that is capable of per 
forming the functions associated with the respective element. 
According to Such an exemplary embodiment, each compo 
nent or device can be in communication with another com 
ponent or device using any appropriate type of electrical 
connection that is capable of carrying electrical information. 
Alternatively, each of the modules of identity management 
system 100 can be comprised of any combination of hard 
ware, firmware and Software that is capable of performing the 
function associated with the respective module. In addition, 
communication link 133 can be comprised of any suitable 
type of communication medium or channel capable of trans 
mitting and receiving electrical information. 
0160 Alternatively, the identity management system 100 
can be comprised of a microprocessor and associated 
memory that stores the steps of a computer program to per 
form the functions of the modules of the identity management 
system 100. The microprocessor can be any suitable type of 
processor, such as, for example, any type of general purpose 
microprocessor or microcontroller, a digital signal processing 
(DSP) processor, an application-specific integrated circuit 
(ASIC), a programmable read-only memory (PROM), an 
erasable programmable read-only memory (EPROM), an 
electrically-erasable programmable read-only memory (EE 
PROM), a computer-readable medium, or the like. The 
memory can be any Suitable type of computer memory or any 
other type of electronic storage medium, Such as, for 
example, read-only memory (ROM), random access memory 
(RAM), cache memory, compact disc read-only memory 
(CDROM), electro-optical memory, magneto-optical 
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memory, or the like. As will be appreciated based on the 
foregoing description, the memory can be programmed using 
conventional techniques known to those having ordinary skill 
in the art of computer programming. For example, the actual 
Source code or object code of the computer program can be 
stored in the memory. 
0.161 FIGS. 2A-2C are flowcharts illustrating steps for 
Verifying an identity of a user, in accordance with an exem 
plary embodiment of the present invention. In step 201 of 
FIG. 2A, at least one source of identification of the user is 
received. According to exemplary embodiments, the at least 
one source of identification can comprise a driver's license of 
the user, a birth certificate of the user or the like. The identi 
fication score assigned to each of the at least one source of 
identification is based upon a reliability of the at least one 
source of identification. In step 204, an identification score is 
assigned to each of the at least one source of identification. In 
step 207, a total identification score of the user is generated 
from the identification scores of each of theat least one source 
of identification and a predetermined function. The predeter 
mined function can comprise a Summing function, a weighted 
summing function or the like. The total identification score of 
the user is associated with a level of verification of the identity 
of the user. The total identification score of the user is com 
pared to a minimum identification score associated with a 
transaction. The transaction can comprise an application for 
credit, a purchase transaction or the like. The transaction is 
performed when the total identification score of the user is 
one of greater than and equal to the minimum identification 
score. Additional sources of identification of the user are 
received before performing the transaction when the total 
identification score is less than the minimum identification 
SCO. 

0162. In step 210, at least one of personal information and 
financial information of the user can be supplied to a third 
party. The total identification score can be associated with the 
at least one of personal information and financial information 
of the user. In step 213, a unique identity access authorization 
code associated with the user can be generated for use by a 
third party in the transaction. In step 216, at least the total 
identification score of the user can be transmitted to the third 
party upon verification of the identity access authorization 
code. At least the total identification score of the user can be 
transmitted to the third party upon further verification of a 
user identification code of the user. The user identification 
code can comprise a social security number of the user or the 
like. In step 219, accesses associated with the total identifi 
cation score of the user by the third party can be recorded. In 
step 222, the record of accesses associated with the total 
identification score of the user can be reviewed. In step 225, at 
least one of personal information and financial information 
associated with the user can be transmitted to the third party 
upon verification of the identity access authorization code of 
the user. Theat least one of personal information and financial 
information associated with the user can be transmitted to the 
third party upon further verification of a user identification 
code of the user. The user identification code can comprise a 
social security number of the user or the like. 
0163. In step 228 of FIG. 2B, an identity card securely 
containing identification information associated with the user 
can be issued. The identity card can comprise a Smart card or 
the like. The identification information associated with the 
user can be encrypted on the identity card. In step 231, uses of 
the identification information securely contained on the iden 
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tity card can be restricted. The uses of the identification infor 
mation can be restricted in many ways. For example, FIG.3 is 
a flowchart illustrating steps for restricting uses of identifica 
tion information securely contained on an identity card, in 
accordance with an exemplary embodiment of the present 
invention. In step 305 of FIG. 3, locations of where the iden 
tification information is used can be restricted. In step 310, 
times of when the identification information is used can be 
restricted. In step 315, types of transactions for which the 
identification information is used can be restricted. 

0164 Returning to FIG. 2B, in step 234, a determination 
can be made as to whether use of the identification informa 
tion is restricted by the user for the transaction. If so, then in 
step 237, use of the identification information can be prohib 
ited for the transaction. If not, then in step 240, the identifi 
cation information can be used for the transaction. In either 
case, in step 243, a transaction order can be generated using 
the total identification score of the user. In step 246, the 
transaction order can be submitted to perform the transaction. 
In step 249, at least one of personal information and financial 
information of the user can be transmitted, upon verification 
of the transaction order, to complete the transaction. 
0.165. In FIG. 2C, in step 252, an address identification 
code can be associated with an address of the user. In step 255, 
the address identification code and an address of a commu 
nication reception center can be supplied to a third party. In 
step 258, communications for the user can be received from 
the third party at the communication reception center. The 
communications can include the address identification code, 
for example, as part of the address on the communications. In 
step 261, the communications can be Supplied to the user 
associated with the address identification code. In step 264, 
an identity risk factor associated with the user can be Sup 
plied. The identity risk factor is associated with a level of risk 
of theft of the identity of the user by identity thieves. 
0166 FIG. 4 is a flowchart illustrating steps for verifying 
an identity of a user, in accordance with an alternative exem 
plary embodiment of the present invention. In step 405, at 
least one source of identification of the user is received. In 
step 410, an identification score is assigned to each of the at 
least one source of identification. In step 415, a total identi 
fication score of the user is generated from the identification 
scores of each of the at least one source of identification and 
a predetermined function. The total identification score of the 
user is associated with a level of verification of the identity of 
the user. In step 420, the total identification score of the user 
is compared to a minimum identification score associated 
with a transaction. In step 425, the transaction is approved 
when the total identification score of the user is one of greater 
than and equal to the minimum identification score. In step 
430, additional sources of identification of the user are 
requested before approving the transaction when the total 
identification score is less than the minimum identification 
SCO. 

0167 FIG. 5 is a flowchart illustrating steps for verifying 
an identity of a user, in accordance with an alternative exem 
plary embodiment of the present invention. In step 505, at 
least one source of identification of the user is received. In 
step 510, an identification score is assigned to each of the at 
least one source of identification. In step 515, a total identi 
fication score of the user is generated from the identification 
scores of each of the at least one source of identification and 
a predetermined function. The total identification score of the 
user is associated with a level of verification of the identity of 
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the user. In step 520, approval of the transaction is received 
when the total identification score of the user is one of greater 
than and equal to a minimum identification score. In step 525. 
a request for additional sources of identification of the user is 
received before receiving approval of the transaction when 
the total identification score is less than the minimum identi 
fication score. 
0168 FIG. 6 is a flowchart illustrating steps for verifying 
an identity of a user, in accordance with an alternative exem 
plary embodiment of the present invention. In step 605, a total 
identification score of the user is received. The total identifi 
cation score is generated from identification scores assigned 
to each of at least one source of identification of the user and 
a predetermined function. The total identification score of the 
user is associated with a level of verification of the identity of 
the user. In step 610, the total identification score of the user 
is compared to a minimum identification score associated 
with a transaction. In step 615, the transaction is approved 
when the total identification score of the user is one of greater 
than and equal to the minimum identification score. In step 
620, additional sources of identification of the user are 
requested before approving the transaction when the total 
identification score is less than the minimum identification 
SCO. 

0169. Any or all of the steps of a computer program as 
illustrated in FIGS. 2A, 2B, 2C and 3-6 for identity verifica 
tion and management can be embodied in any computer 
readable medium for use by or in connection with an instruc 
tion execution System, apparatus, or device, Such as a 
computer-based system, processor-containing system, or 
other system that can fetch the instructions from the instruc 
tion execution system, apparatus, or device and execute the 
instructions. As used herein, a “computer-readable medium’ 
can be any means that can contain, Store, communicate, 
propagate, or transport the program for use by or in connec 
tion with the instruction execution system, apparatus, or 
device. The computer readable medium can be, for example 
but not limited to, an electronic, magnetic, optical, electro 
magnetic, infrared, or semiconductor system, apparatus, 
device, or propagation medium. More specific examples (a 
non-exhaustive list) of the computer-readable medium can 
include the following: an electrical connection having one or 
more wires, a portable computer diskette, a random access 
memory (RAM), a read-only memory (ROM), an erasable 
programmable read-only memory (EPROM or Flash 
memory), an optical fiber, and a portable compact disc read 
only memory (CDROM). 
0170 Exemplary embodiments of the present invention 
can be used in conjunction with any device, system, process 
or transaction in which the reliability and authenticity of the 
identification information associated with a user is needed. 
For example, exemplary embodiments can be used by finan 
cial institutions as part of various types of financial transac 
tions (e.g., applications for credit), by retail establishments as 
part of various types of purchase transactions (e.g., online or 
in-person merchandise purchases using credit cards), by 
credit reporting agencies to maintain, manage and Verify the 
identity of users in conjunction with the maintenance of the 
credit history of a user, and the like. 
0171 It will be appreciated by those of ordinary skill in the 
art that the present invention can be embodied in various 
specific forms without departing from the spirit or essential 
characteristics thereof. The presently disclosed embodiments 
are considered in all respects to be illustrative and not restric 
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tive. The scope of the invention is indicated by the appended 
claims, rather than the foregoing description, and all changes 
that come within the meaning and range of equivalence 
thereof are intended to be embraced. 
0172 All United States patents and applications, foreign 
patents, and publications discussed above are hereby incor 
porated herein by reference in their entireties. 
What is claimed is: 
1. A system for verifying an identity of a user during a 

transaction, the system comprising: 
an identity card, the identity card comprising a computer 

readable medium; 
wherein the computer readable medium has information 

associated with the user stored thereon; 
an identification server operatively coupled to a processor 

and configured to generate an identification score for the 
user, 
wherein the identification score is associated with a level 

of verification of the identity of the user; 
wherein the identification score is stored to an informa 

tion database; 
an identity management server communicatively coupled 

with a computer network and the information database; 
wherein the identity management system receives a 

query from a third party via the computer network for 
identification information; 

wherein the identity management system receives the 
information from the identity card via the computer 
network; 

wherein the identity management system processes the 
information from the identity card and queries the 
information database for the identification informa 
tion and an identification score associated with the 
information from the identity card; 

wherein the identity management system communicates 
the identification information and the identification 
score to the third party; 

wherein the transaction is performed when 
(i) the identification score of the user is greater than or 

equal to a minimum threshold value, and 
(ii) the transaction does not fall withina user-specified 

restriction. 
2. The system of claim 1, wherein said readable media 

comprises at least one of: (i) Smart chip; (ii) magnetic strip; 
and (iii) RFID. 

3. The system of claim 1, wherein the identity card is a 
mobile phone or a PDA. 

4. The system of claim 1, wherein the information con 
tained on the identity card includes at least one user-specified 
restriction. 

5. The system of claim 1, wherein the information stored on 
the card is encrypted. 

6. The system of claim 5, wherein the third party decrypts 
the information stored on the card as part of a transaction. 

7. The system of claim 1, wherein the information stored on 
the card includes an identity access authorization code. 

8. The system of claim 1, wherein the identification infor 
mation comprises at least one of: (i) an identity risk factor; (ii) 
biometric data associated with the user; (iii) financial infor 
mation associated with the user; and (iv) a total identification 
score for the user. 

9. The system of claim8, wherein the financial information 
includes account information for one or more credit cards. 
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10. The system of claim 1, wherein the one or more user 
specified restrictions limit the transaction based at least one 
of: (i) geographic location; (ii) time of day; (iii) date; (iv) type 
of transaction; (V) value of transaction; and (vi) payment 
method. 

11. A method for reducing fraud in financial transactions, 
the method comprising: 

receiving a request from a point-of-sale for authorization of 
a transaction associated with an account; 

communicating a message to a mobile device associated 
with the account Soliciting authorization from the 
account holder, wherein the message provides the 
account holder with a option of approving or denying the 
transaction; and 

authorizing the transaction when an approval response is 
communicated by the account holder and denying the 
transaction when a denial response is communicated by 
the account holder. 

12. The method of claim 11, wherein the transaction is 
denied when a response is not communicated by the account 
holder. 

13. The method of claim 11, wherein the transaction is 
approved without communicating a message to the account 
holder when the transaction is preapproved by the account 
holder. 

14. A system for facilitating transactions using a universal 
credit card, the system comprising: 

an identity card, the identity card comprising a computer 
readable medium; 
wherein the computer readable medium has account 

information associated with two or more credit cards 
stored thereon; 

wherein each of said one or more credit cards is associ 
ated with a unique PIN; 

an identity management server communicatively coupled 
with a computer network and a credit card processing 
server; 
wherein the identity management system receives a 

transaction authorization request from a third party 
through the computer network, the transaction autho 
rization request including at least one of 
(i) the unique PIN selected by the user, and 
(ii) account information associated with a selected 

credit card; 
wherein the identity management system queries an 

information database for an issuing bank associated 
with the 
(i) the unique PIN selected by the user, or 
(ii) account information associated with a selected 

credit card; 
wherein the identity management system determines an 

availability of funds by communicating with the issu 
ing bank through the card processing server, 

wherein the identity management system transmits an 
authorization message to the third party when funds 
are available, and transmits an authorization declined 
message to the third party when funds are not avail 
able 

15. The system of claim 14, wherein a default credit card is 
automatically selected when the user does not select a unique 
PIN. 

16. The system of claim 14, wherein said readable media 
comprises as least one of: (i) Smart chip; (ii) magnetic strip; 
and (iii) RFID. 

17. The system of claim 14, wherein the identity card is a 
mobile phone or a PDA. 
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18. The system of claim 14, wherein the information stored 20. The system of claim 19, wherein the one or more 
on the card is encrypted. user-specified restrictions limit the transaction based at least 

19. The system of claim 14, wherein the identity manage- one of: (i) geographic location; (ii) time of day; (iii) date; (iv) 
type of transaction; (V) value of transaction; and (vi) payment 

ment system transmits an authorization declined message to method. 
the third party when the transaction fall within one or more 
user-specified restrictions. 


