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SYSTEM AND METHOD FOR CLONING A
WI-FI ACCESS POINT

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation application of applica-
tion Ser. No. 13/250,290 filed on Sep. 30, 2011. The Ser. No.
13/250,290 is incorporated by reference herein, in its entirety,
for all purposes.

BACKGROUND

High speed data (HSD) service providers typically offer
subscribers a gateway device that provides wired connectivity
to a fiber, coax or hybrid medium and a Wi-Fi access point
(AP) for connectivity within the home or business. The sub-
scriber typically configures the AP with an SSID and a pass-
word and may also select an encryption key for encrypting
data. In neighborhoods where a single HSD service provider
has a significant subscriber base, many Wi-Fi APs are opera-
tional but are accessible only to a single SSID. Wi-Fi devices
may be configured to access an open Wi-Fi network. If the
Wi-Fi AP is configured with filters and/or encryption, then
only those Wi-Fi devices configured to meet the filtering
parameters and/or with the encryption key may use those AP.

Thus, access to either an open network or a secured net-
work requires a Wi-Fi device to be configured specifically for
the network to be accessed. When the Wi-Fi device moves out
of range of one AP and into range of another AP, the Wi-Fi
device must be reconfigured. Again, if the AP is configured to
provide a secured network, the Wi-Fi device must have access
to the security parameters of the secured network.

Public Wi-Fi APs, also known as “hot spots,” also require
users to register and set up their wireless device using param-
eters that differ from the subscriber’s home settings. Typi-
cally, these parameters include security settings that may
include a hotspot SSID and a 12-40 character password or
pass phrase. Additionally, a user of a public Wi-Fi AP may be
required to sign up/register using a web browser on their
wireless device in order to gain access. These extra steps may
deter users of Wi-Fi devices from connecting to hot spots. In
addition, advanced users may prefer their own SSID and
securities and are less likely to trust wireless hot spots. Due to
these issues, many network service subscribers that have Wi-
Fi enabled mobile devices only enable them at their home,
making their mobile devices less useful.

One alternative to Wi-Fi is a mobile device that bridges
cellular service to Wi-Fi devices that do not have a cellular
radio. A mobile bridging device thus acts as a Wi-Fi AP and
uses the cellular service as the connection to the Internet.
Mobile bridging devices require that at least one user have an
account with a cellular provider. Additionally, mobile bridg-
ing devices have limited battery life. A user of a mobile
bridging AP faces the same issues previously described.

Some terrestrial network service providers have placed
secured Wi-Fi access points in businesses. Patrons may
access the Internet for the duration of their stays. However,
when a patron leaves the establishment, the Wi-Fi signal
degrades and the connection to the Internet is quickly lost.

Under these circumstances, a significant number of Wi-Fi
enabled devices are underutilized and a significant amount of
Wi-Fi bandwidth that could be used for roaming by other
subscribers of HSD service providers is going unused.

SUMMARY

Embodiments herein are directed to enabling Wi-Fi roam-
ing. A system and method that facilitates Wi-Fi roaming is
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described in “System and Method for Wi-Fi Roaming,” appli-
cation Ser. No. 12/859,964 filed on Aug. 20, 2010, which
application is incorporated herein by reference at least for its
disclosure of configuring access points to provide session
continuity to roaming Wi-Fi enabled devices.

In an embodiment, a gateway supports both a local access
point (AP) and a virtual AP. The local AP is accessible only to
an “owner” of the gateway. The virtual AP (VAP) is accessible
to devices associated with the owner of the gateway and to
roaming Wi-Fi devices. A datastore conveys information
about the roaming Wi-Fi devices to the VAP to permit them to
access the VAP without the need for manual configuration of
the VAP.

In another embodiment, a roaming Wi-Fi device may com-
municate with a gateway via a tunnel to maintain session
connectivity during roaming.

In still another embodiment, a session may be initiated on
one network, such as a Wi-Fi network or a cellular network,
handed off to another network, such as a cellular network or
a Wi-Fi network, and then returned to the network on which
the session was initiated.

DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating a home gateway
according to an embodiment.

FIG. 2 is a block diagram illustrating a network of home
gateways operating in conjunction with a central datastore
according to an embodiment.

FIG. 3 is a block diagram illustrating a roaming Wi-Fi
device according to an embodiment.

FIGS. 4A and 4B are block diagrams illustrating a virtual
private network connection between a home gateway and a
roaming Wi-Fi device according to two embodiments.

FIG. 5 is a block diagram illustrating a communication
continuously provided to a hybrid Wi-Fi device over a Wi-Fi
roaming network and a cellular data network according to an
embodiment.

FIG. 6 is a block diagram illustrating a hybrid device
according to an embodiment.

FIG. 7 is a block diagram of a computing device.

FIG. 8 is a block diagram illustrating functional compo-
nents of a server.

FIG. 9 is a flow diagram illustrating a process by which a
virtual access point serving a Wi-Fi device is cloned accord-
ing to embodiments.

FIG. 10 is a block diagram illustrating an architecture of a
Wi-Fi roaming network that includes a network monitoring
module according to an embodiment.

FIG. 11 is a flow diagram illustrating a process by which a
link is established between a Wi-Fi device and a new access
point according to an embodiment.

DETAILED DESCRIPTION

As used herein, the term “access point” or “AP” encom-
passes a device that serves as a point of logical connection for
Wi-Fi devices such as laptop computers, notebook comput-
ers, PDAs, VoIP phones and dual network (cellular plus Wi-
Fi) phones. A typical AP may be configured to confirm that a
particular wireless user is authorized to connect to the net-
work (authentication), manage the encryption and decryption
of data packets, and, when configured as router, forwards IP
packets from one IP host to another over an arbitrary link. An
AP may also be configured as a bridge that converts packets
from a wired Ethernet frame format into an 802.11 Wi-Fi
frame format.
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As used herein, the term “HSD service provider” encom-
passes HSD service providers that provide HSD services over
fiber, fiber-hybrid-coax, twisted pair, and coax, and wireless
networks and HSD over combinations of those media.

As used herein, the term “home gateway” encompasses a
wireless network and/or terrestrial network connected
devices with one or more physical Wi-Fi (IEEE 802.11a/b/g/
n) APs. While it is anticipated that a home gateway may be
located in the residence of a subscriber of an HSD service
provider, other embodiments are possible. By way of illus-
tration and not by way of limitation, a device performing
some or all of the functions of a “home gateway” as described
herein may be located outside of a residence and may be part
of the HSD service provider’s plant.

As used herein, the term “authentication” encompasses
passing authentication credentials to a Wi-Fi access point that
identify a user of a Wi-Fi device as authorized to access the
Wi-Fi access point. For example, the authentication creden-
tials may include the MAC address of the Wi-Fi device and
the SSID of the subscriber’s network. An AP and a Wi-Fi
device authenticate via authentication request frames sent by
the Wi-Fi device and authentication response frames sent by
the AP in response to the request. If a Wi-Fi device and an AP
are configured to use a shared key, the exchange of authori-
zation frames will include the Wi-Fi device using the shared
key to encrypt challenge text. The AP will use the same key to
decrypt the challenge text to verify that the Wi-Fi device has
possession of the correct key.

As used herein, the term “association” encompasses a pro-
cess by which an AP and a Wi-Fi device establish a link for
sending and receiving data. The term “reassociation” encom-
passes a process by which a Wi-Fi device that is associated
with an AP seeks to associate with a different AP. The “asso-
ciation” (or reassociation) of a Wi-Fi device and an AP may be
initiated by a Wi-Fi device sending an association request
frame (or, if appropriate, a reassociation request frame) that
may include the Wi-Fi device’s SSID and supported data
rates. The access point may respond by sending a response
frame containing an association ID along with other informa-
tion regarding the access point.

As used herein, the term “security credentials” encom-
passes a subscriber’s security protocol (for example, Wired
Equivalent Privacy or WEP, and Wi-Fi Protected Access or
WPA) and a security key consistent with the protocol used.

FIG. 1 is a block diagram illustrating a home gateway
according to an embodiment.

A home gateway 100 comprises a service provider network
interface 105 that connects an HSD service provider network
to wired networked devices through one or more wired net-
work ports 120 and to wireless devices through one or more
AP transceivers 130. The AP transceivers transmit and
receive data over a wireless link 160 to and from wireless
devices. In an embodiment, the wireless link may be an
802.11x compliant link (sometimes referred to herein as a
“Wi-Fi” link).

The home gateway 100 may also include processing cir-
cuitry 110 that implements software instructions to manage
the general operation of the home gateway 100, including by
way of example the receiving, transmission and routing of
data, housekeeping functions, quality of service functions,
and signal power management among others. The processing
circuitry 110 may be a single processing device or a plurality
of processing devices. Such a processing device may be, for
example, any one or more of a microprocessor, microcontrol-
ler, digital signal processor, field programmable gate array,
programmable logic device, logic circuitry, state machine,
analog circuitry, digital circuitry, and/or any device that
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manipulates signals (analog and/or digital) based on opera-
tional instructions. The processing circuitry 110 may com-
prise a memory (not illustrated), read-only memory, random
access memory, volatile memory, non-volatile memory, flash
memory, static memory, dynamic memory, optical or mag-
netic storage, and/or any device that stores digital informa-
tion.

In an embodiment, the wireless link 160 is a wireless link
of'a wireless network conforming to a communication proto-
col such as 802.11(a, b, g, or n).

The interface 105, the network ports 120 and selected
functions of AP transceiver 130 may be implemented in hard-
ware, firmware or software. Other functions of transceiver
130 may be implemented in analog RF (Radio Frequency)
circuitry as will be understood by one skilled in the art. When
implemented in software, the operational instructions used to
implement the functions and features of these devices can
also be implemented on processing circuitry 110.

In an embodiment, the AP transceiver 130 modulates the
data to produce an RF signal of the wireless link 160. In an
embodiment of the present invention, the AP transceiver 130
transmits at one of a plurality of power levels, as determined
by a power management application implemented by the
software 145. By way of illustration and not by way of limi-
tation, the transmit power of the AP transceiver 130 may be
increased when the home gateway 100 is providing services
to roaming Wi-Fi devices as further described below. In
another embodiment, the transmit power is limited according
to applicable laws of the jurisdiction in which the home
gateway 100 is operated.

AP transceiver 130 is further operable to receive signals
from a Wi-Fi device over wireless link 160. In this instance,
the transceiver 130 receives an RF signal and demodulates the
RF signal to obtain a base-band signal to recapture a packet of
data.

The interfaces 105, the network ports 120 and the trans-
ceiver 130 may be assigned separate unique MAC addresses
to permit the operations of these components to be monitored
by external devices and to provide external management of
these components.

The AP roaming module 140 is configured to interface with
the AP transceiver 130 and to create and manage one or more
access points that are logically separate from a home AP (the
logical AP sometimes referred to herein as a “virtual access
point” or “VAP”). In an embodiment, a processor 150 of the
AP roaming module 140 operates software 145 to create and
manage the VAP and to allow the VAP to emulate the opera-
tion of a physical AP at the MAC layer while operating with
distinct SSID and key sets. The SSID and key sets may be
stored in a memory 155. In another embodiment, the proces-
sor 150 of the AP roaming module 140 may operate software
145 to provide partial emulation of the IP and Application
Layer behavior of physical AP to provide authentication,
accounting and diagnostic functions that are independent of
the physical AP. At the IP layer, the VAP may be provided a
distinct IP address and a fully qualified domain name
(FQDN). At the Application Layer, the behavior of distinct
physical APs may be emulated by providing each VAP with
its own set of SNMPv3 secrets and SNMPv2 communities,
RADIUS shared secrets, and Web and telnet login identities.
These emulations provide the service provider or other man-
ager of the Wi-Fi roaming network access to the configuration
settings of the one or more VAPs through either automated or
manual means.

The software 145 also permits a subscriber to register
designated SSID and security credentials in association with
a Wi-Fi device’s unique MAC address.
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In an embodiment, when a subscriber establishes an SSID
and security credentials at the home gateway 100, the sub-
scriber may be offered an option to subscribe to a Wi-Fi
roaming service. In another embodiment, the offer to sub-
scribe to a roaming service may be dependent on the number
of installed gateways of the service provider in proximity to
home gateway 100. In this embodiment, the roaming module
is configured by the service provider to offer the roaming
service when the dependency is met.

FIG. 2 is a block diagram illustrating a network of home
gateways operating in conjunction with a central datastore
according to an embodiment.

As illustrated in FIG. 2, an HSD service provider has
installed a plurality of home gateways in an HSD service area
214, including HG 1, HG 2, HG 3 and HG N (220, 222, 224,
and 226). HG 1-HG N each comprises a Wi-Firoaming mod-
ule 140 that comprises software 145. The software 145 further
comprises a graphical user interface (GUI) 212. (These ele-
ments are only illustrated for HG 1 220 for clarity.)

In an embodiment, an HG 1 220 communicates with a
wired networked device 216 and a Wi-Fi device 218 over a
wireless link. By way of illustration and not by way of limi-
tation, Wi-Fi device 218 complies with the 802.11a/b/g/n
standard. The Wi-Fi device 218 may be configured with a
home SSID and with security credentials that permit it to
access HG 1 220 to send and receive data. While only one
Wi-Fi device 218 and one wired networked device 216 are
illustrated, this is not meant as a limitation. Additional Wi-Fi
devices 218 and wired networked devices 216 may be con-
figured to communicate with HG 1 220.

In this embodiment, the service provider has installed HG
2 through HG N in HSD service area 214 and has elected to
offer roaming Wi-Fi services to its subscribers in the HSD
service area 214. The Wi-Fi roaming module 140 uses soft-
ware 145 to present an offer for Wi-Fi roaming services to the
subscriber associated with HG 1 220. The offer may be pre-
sented on Wi-Fi device 218 or wired networked devices 216
using GUI 212. When the subscriber associated with HG 1
220 accepts the offer for Wi-Fi roaming services, the GUI 212
presents the subscriber with a request for information. In an
embodiment, the request may be pre-populated with the home
SSID of HG 1 220, the subscriber’s name, and the MAC
address of the Wi-Fi device 218. The subscriber may be
invited to add the MAC addresses of additional Wi-Fi devices
218 associated with the subscriber. The requested informa-
tion is sent to a Wi-Fi roaming datastore 230 and stored in a
Wi-Fi roaming record 232 associated with the subscriber. In
an embodiment, the Wi-Fi roaming datastore 230 may be
implemented on a server device as illustrated in FIG. 8.

In an embodiment, a subscriber who subscribes to the
Wi-Fi roaming service may also subscribe to a network pro-
vided class of service (CoS). A CoS may define a roaming
coverage, such as local coverage versus national coverage. A
CoS may establish a priority, such as standard versus pre-
mium, which determines the priority of a Wi-Fi device under
conditions of network congestion. A CoS may also establish
a service measure, such as a bandwidth limit (Mb/s) or a data
quota over time (2 GB/month).

Note that the CoS of the roaming subscriber does not
directly affect the CoS of the owner of the home gateway
providing access to a roaming Wi-Fi device. However, in
order to prevent any degradation of service quality to the
owner of the home gateway, additional resources may be
allocated to the home gateway owner’s network to account for
the bandwidth consumed by the roaming subscriber.

In an embodiment, the Wi-Fi roaming datastore 230 may
associate the MAC address of HG 1 220 and the subscriber’s
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6
SSID, security credentials, Wi-Fi device MAC address(es)
and CoS with an already pre-provisioned subscriber account
which includes billing and network usage information.

In an embodiment, the MAC address of the HG 1 220
allows the network provider to find HG 1 220 on the network
to allow the operations of HG 1 220 to be monitored, to permit
maintenance of HG 1 220 and, when necessary, to assist the
subscriber associated with HG 1 220 to configure the device.

FIG. 3 is block diagram illustrating a roaming Wi-Fi device
according to an embodiment.

When the Wi-Fi device 218 is configured to use the local
SSID and security credentials of HG 1 220 (sometimes also
referred to herein as the “home gateway”), the Wi-Fi device
218 may scan for a non-local Wi-Fi VAP (sometimes also
referred to as a “foreign gateway™).

In an embodiment, the Wi-Fi device 218 actively secks
VAPs by sending probe request frames, as for example, to the
Wi-Fi VAP in HG 2 222 and to the Wi-Fi VAP in HG 3 224.
The probe request frame may include the SSID of the home
gateway associated with Wi-Fi device 218. In an alternate
embodiment, the Wi-Fi device 218 first listens for AP-trans-
mitted beacon signals and takes note of the corresponding
signal strengths. The beacons contain information about the
access point, supported data rates, etc. Wi-Fi device 218 may
use this information along with the signal strength to deter-
mine that it is appropriate to send a probe request frame.

When a Wi-Fi VAP belonging to the network service pro-
vider such as Wi-Fi VAP in HG 2 222 or Wi-Fi VAP in HG 3
224 detects a probe request frame, it determines whether the
SSID and the Wi-Fi device MAC data associated with Wi-Fi
AP in HG 1 220 are found in a local memory to which the
receiving Wi-Fi VAP has access. Alternatively, the receiving
Wi-Fi VAP may check the Wi-Fi roaming datastore 230 to
determine whether values matching those sent in the probe
request are stored there. If the values are found in either the
memory or the datastore, a probe response frame is sent from
the acknowledging VAP to the Wi-Fi device 218. The Wi-Fi
device 218 then authenticates and associates (or reassociates)
with the responding VAP as per the normal IEEE 802.11
(Wi-Fi) standard. The SSID/Wi-Fi device MAC data may be
stored in the memory 155 (see FIG. 1) of a Wi-Fi VAP as a
result of a previous association with that Wi-Fi VAP.

The Wi-Fi device 218 may pre-authenticate with a Wi-Fi
VAP such as the Wi-Fi VAP in HG 2 222 or the Wi-Fi VAP in
HG 3 224 before reassociating with that VAP. Pre-authenti-
cation is described in detail in “System and Method for Wi-Fi
Roaming,” application Ser. No. 12/859,964 filed on Aug. 20,
2010, which application is incorporate herein by reference.

Inan embodiment, after the pre-authentication of the Wi-Fi
device 218 with the Wi-Fi VAP in HG 2 222, a tunnel (not
illustrated) between HG 2 222 and HG 1 220 is established.
The tunnel does not carry traffic unless and until the Wi-Fi
device 218 reassociates with the Wi-Fi VAP in HG 2 222.
During the reassociation process, the IP address of Wi-Fi
device 218 assigned by the HG 1 220 remains the same. In this
way, the connection to HG 1 220 is maintained and the tran-
sition from the AP in HG 1 220 to the VAP in HG 2 222 is
nearly seamless. When the Wi-Fi device 218 acts to disasso-
ciate from the Wi-Fi AP in HG 1 220 and reassociate with the
Wi-Fi AP in HG 2 222, the time required to complete the
transfer from one AP to another is significantly reduced.

In another embodiment, the SSID/Wi-Fi device MAC data
of'the Wi-Fi device 218 may be found in the memory 155 (see
FIG. 1) of the Wi-Fi VAP in HG 2 222. In this embodiment,
the security information of the Wi-Fi device 218 is acquired
from the Wi-Fi roaming datastore 230.



US 9,066,236 B2

7

In another embodiment, the Wi-Fi VAPs may delete the
SSID/security credential/Wi-Fi device MAC data from its
memory 155 (see FIG. 1), and the Wi-Fi VAP in HG 2 222 of
a subscriber who has not actively associated with that Wi-Fi
VAP for a period of time.

In an embodiment, when the roaming subscriber associates
with a foreign Wi-Fi VAP, the roaming subscriber accesses the
network provider’s network via the foreign Wi-Fi VAP. In this
embodiment, the roaming subscriber may access the Internet
directly via the home gateway in which the foreign Wi-Fi VAP
resides. In this embodiment, the Wi-Fi device will need to
obtain a new IP address and/or network address translation
(NAT) as it moves from one HGNAP to another. An estab-
lished session using a session based protocol, such as TCP/IP,
VoIP, IPTV, etc., will be interrupted during this process.

In an alternate embodiment, the roaming subscriber may
communicate with his or her home gateway via a virtual
private network (VPN), Layer 2 Transport Protocol (L2TP),
or any other network encapsulation protocol.

FIG. 4A is a block diagram illustrating a virtual private
network connection between a home gateway and a roaming
Wi-Fi device according to an embodiment.

In this embodiment, a roaming Wi-Fi device 414 is asso-
ciated with (connected to) a foreign VAP 412 in a foreign
gateway 410. The foreign gateway 410 connects to the Inter-
net 418 via an Internet connection 424. A home gateway 402
is associated with a subscriber who is also associated with the
roaming Wi-Fi device 414. The home gateway 402 connects
to the Internet via an Internet connection 422. In an embodi-
ment, the Internet connections 422 and 424 may be estab-
lished over a wired or wireless network. By way of illustration
and not by way of limitation, the Internet connections 422 and
424 may be established over a cable network, a fiber network,
a DSL connection, a satellite network, and a cellular network.

The home gateway 402 and the foreign gateway 410 com-
prise VPN software 416. The VPN software comprises both a
VPN server and a VPN client. The home gateway 402 uses the
VPN software to instantiate a VPN server on home gateway
402. The association of the roaming Wi-Fi device 414 to the
foreign VAP 412 causes the foreign gateway 410 to use the
VPN software 416 to instantiate a VPN client on the foreign
gateway 410 and to establish a VPN connection 426 over the
Internet connections 422 and 424. The Wi-Fi device 414
communicates with home gateway 402 via the VPN. The
Wi-Fi device communicates with the Internet via the VPN
and the Internet connection 422 of the home gateway 402. At
any given time, the IP address of the Wi-Fi device, which was
issued by the home gateway, 402 remains the same and the
end point of the session (that is, the user’s home gateway) is
also the same. Thus, established sessions are maintained. In
this way, VoIP calls, IPTV program delivery and other ser-
vices that rely on session-based protocols can be handed off
without loss of communications. The VPN may be estab-
lished using known protocols such as L2TP, L.2F and PPTP.

The VPN 426 provides the roaming subscriber with the
same network functionality that the subscriber would have if
connected directly to the home gateway (either through a
wired or wireless link). For example, if the home gateway is
configured to permit the subscriber to access content on a
DVR, the same access would be available to the subscriber
through a VAP of the service provider.

The VPN 426 also isolates the gateway in which the serv-
ing Wi-Fi VAP resides from the activities of the subscriber.
Thus, if the subscriber is guilty of misconduct (spam, denial
of service attacks), the subscriber’s activities are not associ-
ated with the IP address of the owner of the serving gateway.
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In an embodiment, the roaming service may be provided as
a valued added service. In this embodiment, the class of
service (CoS) determines what a subscriber pays for service
and what a subscriber receives in return. Referring again to
FIG. 2, the Wi-Firoaming datastore 230 may be implemented
using authentication, authorization, and accounting (AAA)
management software. For example, the Wi-Fi roaming
datastore 230 may be implemented on a server operating the
RADIUS networking protocol. RADIUS is a client/server
protocol that runs in the application layer, using UDP as
transport. A home gateway operates a RADIUS client com-
ponent that communicates with the RADIUS server.

In this embodiment, the AAA management software per-
forms the subscriber authentication processes described
above to authenticate users or devices before granting them
access to the VAP devices of the network service provider.
The AAA management software may also provide account-
ing of roaming services used by a subscriber account and
provide billing information to a billing system (not illus-
trated).

By way of illustration, the unique MAC address of the
Wi-Fi device may be used as the username of the account in
the RADIUS server. The SSID would be the password for the
account. Ifthe Wi-Fi MAC address and SSID presented by the
Wi-Fi device match what is stored in the RADIUS server, the
security credentials and CoS are returned to the foreign home
gateway and the VAP is set up and instantiated.

In yetanother embodiment, a network service provider that
does not have its own edge network (sometimes referred to
herein as an “over-the-top network™) may not cooperate with
network service providers that have edge networks. For the
over-the-top network service providers to make their roaming
networks available to the subscribers of the other network
service providers, the over-the-top network service providers
will need to make sure that each of its foreign gateways can
establish a network connection to the home gateway device
without being blocked by the edge network service providers
at either end.

FIG. 4B is a block diagram illustrating a virtual private
network connection between a home gateway of an over-the-
top service provider and a roaming Wi-Fi device according to
an embodiment. In this embodiment, a roaming Wi-Fi device
414 is associated with (connected to) a foreign VAP 412 in a
foreign gateway 410. The foreign gateway 410 connects to the
Internet 418 via an Internet connection 424. A home gateway
402 is associated with a subscriber who is also associated with
the roaming Wi-Fi device 414. The home gateway 402 con-
nects to the Internet via an Internet connection 422. In an
embodiment, the Internet connections 422 and 424 may be
established over a wired or wireless network. By way of
illustration and not by way of limitation, the Internet connec-
tions 422 and 424 may be established over a cable network, a
fiber network, a DSL connection, a satellite network, and a
cellular network.

An over-the-top service provider home gateway device
first establishes a VPN connection 426 to an over-the-top
service provider ISP Server 420. A VAP receiving a probe
request first checks with the Wi-Fi roaming datastore 230 of
the over-the-top service provider. If authentication creden-
tials sent in the probe request are found in the Wi-Fi roaming
datastore 230 of the over-the-top service provider, the infor-
mation is also sent to the ISP Server 420, so that its VPN
connections 426 may be mapped by the ISP Server 420. In
this way, a seamless connection from the Wi-Fi Device 414
can be made to the home gateway 402 through the foreign
gateway 410 via the ISP Server 420.
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Inyet another embodiment, an “over-the-top” network ser-
vice provider may want to provide services to subscribers
with roaming Wi-Fi Devices that have no corresponding
home gateways. In this embodiment, the over-the-top net-
work service provider will collect the subscriber Wi-Fi roam-
ing record 232 by other means than that of the home gateway
device and store it in the Wi-Fi roaming datastore 230. A VAP
receiving a probe request first checks with the Wi-Fi roaming
datastore 230 of the over-the-top service provider. If authen-
tication credentials sent in the probe request are found in the
Wi-Fi roaming datastore 230 of the over-the-top service pro-
vider, the information is also sent to the ISP Server 420, so
that the VPN connection 426 may be mapped by the ISP
Server 420. In this way, a seamless connection from the Wi-Fi
Device 414 can be made to 420 through the foreign gateway
410 and then out to the Internet 418.

Alternatively, the cooperating network service providers
may establish a “central” repository for roaming authentica-
tion information. The central repository may be a distributed
storage system that is accessible through a single interface.
The interface may route authentication requests based on one
or more attributes of the VAP that are reflected in the probe
request.

In another embodiment, the operator of the roaming Wi-Fi
network is not the HSD service provider that serves the roam-
ing subscriber. Rather, the operator acquires Wi-Fi capacity
from such service providers and provides roaming services
for a fee. In this embodiment, the Wi-Fi roaming datastore
230is accessible to or operated by the operator of the roaming
Wi-Fi network.

As previously discussed, the Wi-Fi device may be a Wi-Fi
phone that is also configured to access a cellular network
(sometimes referred to as a “hybrid Wi-Fi device”). In an
embodiment, a hybrid Wi-Fi device may be further config-
ured to establish and tear down VPN tunnels between itself
and a home gateway without the need for additional logic or
hardware in the network over which a tunnel would be estab-
lished. Thus, in this embodiment, the VPN tunnel logic has
been moved to the edge of the network.

FIG. 5 is a block diagram illustrating a communication
continuously provided to a hybrid Wi-Fi device over a Wi-Fi
roaming network and a cellular data network according to an
embodiment.

In an embodiment, a Wi-Fi hybrid device 502 comprises a
Wi-Fi radio (not illustrated) and a cellular radio (not illus-
trated) to allow the Wi-Fi hybrid device 502 to communicate
with a Wi-Fi VAP, such as Wi-Fi VAP 512 within HG N 536
and with a cell tower such as cell tower 506 of the cellular
network 504. By way of illustration and not by way of limi-
tation, the cellular data network 504 may be a General Packet
Radio Service network, an EDGE Enhanced Data network,
an Evolution Data Optimized network, a Universal Mobile
Telecommunications System network, a High Speed Packet
Access network, a Long Term Evolution and a Wide Interop-
erability for Microwave Access network or a network meeting
another standard.

The Wi-Fi hybrid device 502 is configured to be “aware” of
the home gateway HG 1 530. The HG 1 530 is part of a
network of home gateways that operate together to form an
HSD service area (see, FIG. 2, 214). For the purposes of FIG.
5, the HG N 536 is considered to be on the outer boundary of
this HSD service area.

The Wi-Fi hybrid device 502 uses a “virtual IP address”
(VIP) to send IP packets to, and receive IP packets from, HG
1530 while roaming. From the point of view of the HG 1 220,
there are two IP address associated with the virtual private
network (VPN) operating over HG roaming VPN tunnel 520.
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The first IP address is associated with the Wi-Fi hybrid device
502 end-point. A second IP address is assigned by the HG 1
220 but controlled by the Wi-Fihybrid device 502 and is used
for data communication (service IPNIP). The two IP
addresses are in the same subnet.

The HG roaming VPN tunnel 520 may be implemented
using any layer 2 encapsulation protocols, such as L2TP,
PPTP and L2F among others. The VPN may be encrypted,
using techniques such as L2TP over IPSEC, if the Class of
Service (CoS) has that attribute as defined by the customers
when they signed up for the service.

Atapointintime, the Wi-Fihybrid device 502 is connected
to HG 1 220 through the HG N 226 and the HG roaming VPN
tunnel 520 and has an idle-state data connection to a cellular
network 504. Thus, at this point in time, the Wi-Fi hybrid
device 502 is sending packets to the HG 1 530 connected to
the cellular data network 504 but is not sending packets over
the cellular data network 504.

The Wi-Fi hybrid device 502 may detect that it is moving
away from accessible home gateways within the HSD service
area.

In an embodiment, the Wi-Fihybrid device 502 detects this
condition by determining that there is only a single roaming
HG within its range. In another embodiment, the Wi-Fihybrid
device 502 detects this condition by determining that the
signal strengths from all of the roaming HGs within its range
are declining. In still another embodiment, the Wi-Fi hybrid
device 502 detects this condition by utilizing a digital map
showing all known HGs in the HSD service area and deter-
mining that it is physically moving to an area without roaming
HG coverage. In an embodiment, the location of the hybrid
device 502 relative to the digital map may be determined
using a GPS module 600 (see FIG. 6).

When the Wi-Fi hybrid device 502 determines that it is
leaving its HSD service area, the Wi-Fi hybrid device 502
forms a cellular VPN tunnel 525 to the HG 1 530 using its
cellular radio (not illustrated) over the cellular data network
504. The cellular VPN tunnel 525 may be implemented using
any layer 2 encapsulation protocols, such as L2TP, PPTP, and
L2F among others. The cellular VPN tunnel 525 may be
encrypted, using techniques such as L2TP over IPSEC, if the
Class of Service (CoS) has that attribute as defined by the
customers when they signed up for the service. The Wi-Fi
hybrid device is now considered multihomed.

The cellular VPN tunnel 525 is in the same virtual local
area network (ULAN) and in the same subnet as the IP
address associated with the Wi-Fi hybrid device 502 end-
point IP and the VIP address assigned by the HG 1 530 to the
Wi-Fi hybrid device 502 as described above. From the per-
spective of HG 1 530, following the formation of the cellular
VPN tunnel 525, the Wi-Fi hybrid device 502 has a second
physical connection to it with another IP address associated
with the Wi-Fi hybrid device 502 end point.

It should be noted that the cellular radio component (not
illustrated) of the Wi-Fi hybrid device 502 may have an IP
address assigned to it by the provider of cellular network 504.
However, other than passing the VPN IP traffic through, this
IP address is not used to communicate packets to the HG 1
530.

Wi-Fi hybrid device 502 monitors the condition of the
Wi-Fi link signal to HG N 536 to determine whether a thresh-
o0ld has been reached. In an embodiment, this threshold may
be defined by the Class of Service (CoS) assigned to a sub-
scriber at the time the service agreement between the sub-
scriber and the service provider was executed. Once the
threshold is reached, the Wi-Fi hybrid device 502 reassigns
the service IP/VIP from its Wi-Fi radio to its cellular radio.
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The Wi-Fi hybrid device 502 may send an ARP to HG 1 530.
From the perspective of HG 1 530, it appears that the service
IPNIP moved from the Wi-Fi radio interface to the cellular
radio interface in real-time. IP packets directed to and from
the Wi-Fi hybrid device 502 will then immediately start using
the cellular VPN tunnel 525 for communication thereby
maintaining any previously established sessions. When the
HG roaming VPN tunnel 520 connection becomes unaccept-
able, it will be torn down and only the cellular VPN tunnel 525
will remain.

At this point in the time the Wi-Fi hybrid device 502 is
connected to HG 1 530 through the cellular VPN tunnel 525.
From the point of view of the HG 1 220, at this point in time
there are two IP addresses associated with the virtual private
network (VPN) operating over the cellular VPN tunnel 525.
The first IP address is associated with the Wi-Fi hybrid device
502 end-point. A second IP address is assigned by the HG 1
530 but controlled by the Wi-Fi hybrid device 502 and is used
for data communication (service IP/VIP). The two IP
addresses are in the same subnet.

In an embodiment, the Wi-Fi hybrid device 502 may moni-
tor the availability of a VAP that belongs to its HSD service
area. In an embodiment, the Wi-Fi hybrid device 502 detects
this condition by determining that a single roaming HG has
come within its range. In another embodiment, the Wi-Fi
hybrid device 502 detects this condition by determining that
the signal strengths from all of the roaming HGs within its
range are increasing. In still another embodiment, the Wi-Fi
hybrid device 502 detects this condition by utilizing a digital
map showing all known HGs in the HSD service area and
determining that it is physically moving to an area that has
roaming coverage. In an embodiment, the location of the
hybrid device 502 relative to the digital map may be deter-
mined using a GPS module 600 (see FIG. 6).

When the Wi-Fi hybrid device 502 determines that it is
entering its HSD service area, the Wi-Fi hybrid device 502
associates with a VAP that is part of the HSD service area,
suchas HG N VAP 512 in the HG N 536. The HG N 536 forms
an HG roaming VPN tunnel 520 connection to its associated
HG over its service provider network. The HG roaming VPN
tunnel 520 may be implemented using any layer 2 encapsu-
lation protocols, such as L2TP, PPTP, and L.2F among others.
The VPN may be encrypted, using a technique such as L2TP
over IPSEC, if the Class of Service (CoS) has that attribute as
defined by the customers when they signed up for the service.

The HG roaming VPN tunnel 520 is in the same virtual
local area network (VLLAN) and in the same subnet as the IP
address associated with the Wi-Fi hybrid device 502 end-
point IP and the VIP address assigned by the HG 1 530 to the
Wi-Fi hybrid device 502 as described above. From the per-
spective of HG 1 220, following the formation of the HG
roaming VPN tunnel 520, the Wi-Fi hybrid device 502 has a
second physical connection to it with another IP address
associated with the Wi-Fi hybrid device 502 end point. The
Wi-Fi hybrid device is now considered multihomed.

Wi-Fi hybrid device 502 monitors the condition of the
Wi-Fi link signal to HG N 536 to determine whether a thresh-
old has been reached. In an embodiment, this threshold may
be defined by the Class of Service (CoS) assigned to a sub-
scriber at the time the service agreement between the sub-
scriber and the service provider was executed. Once the
threshold is reached, the Wi-Fi hybrid device 502 reassigns
the service IP/VIP from its cellular radio to its Wi-Fi radio.
The Wi-Fi hybrid device 502 may send an ARP to HG 1 220.
From the perspective of HG 1 530, it appears that the service
IP/VIP moved from the cellular radio interface to the Wi-Fi
radio interface in real-time. IP packets directed to and from
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the Wi-Fi hybrid device 502 will then immediately start using
the HG roaming VPN tunnel 520 for communication thereby
maintaining any previously established sessions. When the
HG roaming VPN tunnel 520 connection is determined to be
reliable, the cellular VPN tunnel 525 will be torn down.

During the handoff phases, packets may be lost. However,
if protocols such as TCP/IP are used, lost packets will be
re-transmitted and thus session quality may be maintained.

In yet another embodiment, when the hybrid device 502
becomes multihomed, instead of relinquishing its second net-
work path (520 or 525) to the HG 1 530, it forms a channel or
Ethernet bonding where the independent VPN tunnels 520
and 525 combine to form a redundant array of independent
network interfaces (RAIN). Using this method, data packets
may be striped across the network interfaces in the same
manner that /O is striped across disks in a RAID array. In
some cases, the combination can be for redundancy (mir-
rored—same data packets go down both paths), or for
increased throughput (striped—alternate data packets go
down each path) as desired by the subscriber at that moment.

In an embodiment, the combinations allowed, either mir-
rored and/or striped, or none, may be defined by the Class of
Service (CoS) assigned to a subscriber at the time the service
agreement between the subscriber and the service provider
was executed.

In another embodiment, the defined Class of Service (CoS)
as assigned to a subscriber at the time the service agreement
between the subscriber and the service provider was executed
may be changed by the subscriber during a limited period of
time (temporary basis), or for the remaining duration of the
service agreement (permanent basis) as the need arises, or as
a promotion by the service provider for the purposes of up
selling the subscriber.

In the various embodiments set forth above, the determi-
nation as to which virtual access point a Wi-Fi device is
communicating with is made by the Wi-Fi device based on
criteria established by the manufacturer of the Wi-Fi device,
the supplier of its software, or the user. Within a network,
Wi-Fi devices may behave differentially in response to a
particular set of circumstances.

In an embodiment, the roaming of Wi-Fi devices in a Wi-Fi
roaming network is facilitated by using a “cloning” process to
allow a VAP over which a Wi-Fi device is communicating to
move with the roaming Wi-Fi device. From the perspective of
the Wi-Fi device, the VAPs it communicates with are indis-
tinguishable from one another.

FIG. 9 is a flow diagram illustrating a process by which a
virtual access point serving a Wi-Fi device is cloned accord-
ing to embodiments.

A determination is made that it is appropriate to transition
a Wi-Fi device communicating via a current VAP to a new
VAP. (Block 902.) The determination to transition a Wi-Fi
device from the current VAP to a new VAP may be based on
any number of factors or combination of factors, including the
following:

The signal strength and/or the signal quality of the current

VAP may have degraded below a threshold.

The signal strength and/or the signal quality of the new
VAP may be above a threshold.

The bandwidth of the current VAP is over utilized or the
bandwidth of the new VAP is under utilized.

A second Wi-Fi device needs to transition to the current
VAP of the first Wi-Fi device in order to maintain a
session.

The Wi-Fi device is perceived to be moving relative to the
current VAP and is predicted to be moving out of range
of the current VAP and into range of the new VAP.
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An estimate of a future state of the Wi-Fi roaming network
and the impact this future state may have on the connec-
tivity of the Wi-Fi device.

Once the determination is made that it that it is appropriate
to transition a Wi-Fi device communicating via a current VAP
to a new VAP, a new VAP is selected for the Wi-Fi device.
(Block 904.) The selection of the new VAP is not preconfig-
ured. Rather, the new VAP is selected dynamically by apply-
ing selection rules to various factors and combinations of
factors. The selection rules may evaluate a new VAP based on
one or more of its proximity to the Wi-Fi device, based on its
signal characteristics, based on its channel availability, and/or
based on the movement and relative location of the Wi-Fi
device. The selection rules may also consider a current state
of the Wi-Fi roaming network vis-a-vis the Wi-Fi device or
consider factors to estimate a future state of the Wi-Fi roam-
ing network and select the new VAP accordingly.

The selection of the new VAP is followed by a transition of
communications between the Wi-Fi device and the current
VAP to the new VAP. (Block 906.) In this process, the SSID
and security information associated with the Wi-Fi device and
its home gateway (FIGS. 2, 3, and 10; HG 1 220) are provided
to the new VAP. A new tunnel between the new VAP and the
home gateway of the Wi-Fi device is established.

Depending on the protocols used to convey data between a
current VAP and the home gateway, other information may be
required from the current VAP. Public IP addresses are com-
monly used for Internet servers. Private IP addresses are
assigned by local administrators or systems and are only
meant to be locally unique. Private IP addresses are com-
monly used for home or corporate client devices. When a
client that is on a private IP space needs to connect to a server
on the public Internet, or a host on a different private network,
it becomes necessary to use Network Address Translation
(NAT). NAT is used to map one or many [P addresses to one
ormany different IP addresses. The state of this NAT mapping
must be maintained by the NAT device. This allows multiple
private clients to be addressable behind a single public IP
address. When a device on the home network connects to a
wireless access point, typically a router functioning within
the same device (wireless router) provides this NAT function.

A tunnel from a VAP to a home gateway (see, for example,
VPNs 1004 and 1006 connecting foreign VAPs operating in
HG 2 222 and HG 3 224 to home gateway HG 1 220 as
illustrated in FIG. 10) may be established using different
technologies. When the tunnel from the foreign VAP carries
link-layer (Layer 2) protocols to the home gateway, then NAT
function is performed on the home gateway. When the tunnel
carries network layer (Layer 3) protocols from the foreign
VAP to the home gateway, then the NAT function is per-
formed by the foreign VAP. When the protocols used by the
current tunnel and the new tunnel are network layer protocols,
state of the NAT function of the current VAP is synchronized
to the new VAP. During a handoff, the NAT state is transferred
before the handoff is determined to be complete. In an
embodiment, a list of NAT mappings used by the current VAP
is sent to the new VAP during the handoff process.

FIG. 10 is a block diagram illustrating an architecture of a
Wi-Fi roaming network that includes a network monitoring
module according to an embodiment.

As illustrated in FIG. 10, an HSD service provider has
installed a plurality of home gateways in an HSD service area
214, including HG 1, HG 2, HG 3 and HG N (220, 222, 224,
and 226). In an embodiment, the HG 1 220 is the home
gateway that is associated with the Wi-Fi device 218. From
the perspective of Wi-Fi device 218, HG 2, HG 3 and HG N
(222, 224 and 226) are foreign gateways operating foreign
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access points. The operation of these elements is described in
detail in the discussion of FIG. 2 and FIG. 3 above.

In an embodiment, a Wi-Fi network monitoring module
1002 is illustrated as in communication with each of the
plurality of home gateways including HG 1, HG 2, HG 3 and
HG N (220, 222, 224, and 226) via the Internet 210. Also
illustrated in an alternative embodiment in which each of the
HG 1, HG 2, HG 3 and HG N (220, 222, 224, and 226)
comprises a network monitoring module (1002A, 1002B,
1002C, 1002N).

In an embodiment the network monitoring module 1002
may be implemented as a standalone device, such as a com-
puting device (see FIG. 8) or as component of another device
connected to the Internet 210, such as Wi-Fi roaming datas-
tore 230 (indicated by dashed lines encompassing both Wi-Fi
roaming datastore 230 and network monitoring module 1002
in FIG. 10).

Similarly, network monitoring modules 1002A, 1002B,
1002C, and 1002N may be implemented as a separate module
in a home gateway (see, FIG. 1, home gateway Block 100) or
as an addition to AP roaming module 140 illustrated in FIG.
1.

The network monitoring modules 1002 and 1002A,
1002B, 1002C, and 1002N may be implemented as software
that is executed by a general processor (see, for example, FI1G.
8, Block 801 and FIG. 1, Block 150) or as hardware that
utilizes a processor dedicated to perform operations assigned
to the network monitoring modules.

The network monitoring module (Block 1002 or 1002A,
1002B, 1002C, or 1002N) receives status information from
each ofthe home gateways HG 1, HG 2, HG 3 and HG N (220,
222, 224, and 226). For example, the network monitoring
module (Block 1002 or 10024, 1002B, 1002C, or 1002N)
may receive signal quality, signal strength, bandwidth usage
measures and other metrics from each home gateway relating
the AP point operating on that gateway and to APs that are
known to that home gateway. In an embodiment, this infor-
mation is conveyed over the Internet 210.

In an embodiment, each of the home gateways HG 1, HG 2,
HG 3 and HG N (220, 222, 224, and 226) may present cre-
dentials to the network monitoring module 1002 in order to
send status information to the network monitoring module
1002 for storage and to retrieve status information stored on
the network monitoring module 1002.

In another embodiment, each of the home gateways HG 1,
HG 2, HG 3 and HG N (220, 222, 224, and 226) maintains a
database comprising the status information of all home gate-
ways in a network of home gateways. Alternatively, a home
gateway may monitor beacon messages sent from APs oper-
ating on home gateways within a network and maintain status
information for a limited set of home gateways.

The network monitoring module (Block 1002 or 1002A,
1002B, 1002C, or 1002N) may also receive information
regarding the state of Wi-Fi device 218. This information may
include whether the Wi-Fi device 218 is currently communi-
cating with an AP operating on its home gateway HG 1 220 or
with a VAP operating on a foreign gateway HG 2, HG 3 and
HG N (Blocks 222, 224, and 226).

In an embodiment, a Wi-Fi device that is in communication
with an AP operating on its home gateway or a VAP operating
ona current foreign gateway, such as HG2 222, may be cloned
(see, FIG. 9, Block 906) for operation on a new foreign
gateway, such as HG 3 224. The cloning process will be
described below using an example in which the Wi-Fi device
218 is currently communicating with foreign gateway HG 2
222. In this example, the current foreign gateway HG 2 222
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has established a VPN tunnel 1004 with the home gateway
HG 1 220 of the Wi-Fi device 218.

Referring to FIGS. 10 and 11, when a Wi-Fi device, such as
Wi-Fi device 218, is moved within range of a neighboring
access point, such as the VAP operating on HG 3 224, the
Wi-Fi device 218 will send out probe request frames that
include the SSID it is actively scanning. (FIG. 11, Block
1102.) The probe request frames will also contain the
Medium Access Control (MAC) address of the Wi-Fi device
218 as defined by IEEE 802.11 networks. When a foreign
gateway, such as HG 3 224, receives a probe request frame,
the foreign gateway may determine whether the Wi-Fi device
218is “known” to the foreign gateway. (FIG. 11, block 1104.)
The determination may be made by the foreign gateway by
performing a lookup in its local memory to determine if the
SSID of Wi-Fi device 218 is stored therein. If the SSID
broadcast by the Wi-Fi device 218 is not found in the local
memory of HG 3 224, the foreign gateway may query the
Wi-Fi roaming datastore 230 for the presence of the SSID/
MAC address combination of the Wi-Fi device.

When the SSID/MAC address of the Wi-Fi device 218 is
found in either the local memory of the HG 3 224 or in the
Wi-Fi roaming datastore 230 (that is when the determination
at block 1104 is “YES”), the HG 3 224 will retrieve the
corresponding security credentials and class of service (COS)
information associated with the Wi-Fi device 218. When the
combination is not present in its local memory or the Wi-Fi
roaming datastore 230 (that is when the determination at
block 1104 is “NO”), the foreign gateway HG 3 224 will
respond to the probe request with a probe response message.
(FIG. 11, block 1106.)

Inthis embodiment, the foreign gateway HG 3 224 does not
respond to the presence of the SSID of the Wi-Fi device 218
in local memory or in the Wi-Fi roaming datastore 230 by
sending a probe response frame as previously described.
Rather, the HG 3 224 establishes a VPN tunnel 1006 to the
home gateway of the Wi-Fi device 218, such as the HG 1 220.
(FIG. 11, block 1108.) The HG 3 224 may query the network
monitoring module 1002 via the Internet 210 or the network
monitoring module 1002A via the VPN tunnel 1006 as to
whether or not the Wi-Fi device 218 is currently communi-
cating with a foreign VAP. (FIG. 11, block 1110.) When the
Wi-Fi device 218 is not currently communicating with a
foreign VAP, (that is, when the determination at block 1110 is
“NO”), the VAP operating on HG 3 224 will respond to the
probe request with a probe response message. (FIG. 11, block
1106.)

When the Wi-Fi device 218 is communicating with a for-
eign VAP (that is, when the determination at block 1110 is
“YES”), the network monitoring module 1002 or the network
monitoring module 1002A (see, FIG. 10) will communicate
with HG 3 224 that the Wi-Fi device 218 is currently com-
municating with a foreign VAP. (FIG. 11, block 1111.) In this
example, the Wi-Fi device 218 is currently communicating
with the foreign VAP operating on the HG 2 222. In response
to this communication, the HG 3 224 will enter an idle ready
state.

While in the idle ready state, the HG 3 224 may use the
Internet 210 to provide signal quality, signal strength and
other metrics of the HG 3 224 to the network monitoring
module 1002 or may use the VPN tunnel 1006 to provide the
same to the network monitoring module 1002A (FIG. 11,
block 1112.) The network monitoring module 1002 or 1002A
may store these metrics in memory 155 (see, FIG. 1).

At a point in time, a decision is made whether it would be
beneficial for the Wi-Fi device 218 to cease communicating
with the current foreign VAP (in this example, HG 2 222) and
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to communicate with a different foreign VAP (in this
example, HG 3 224). (FIG. 9, Blocks 902 and 904 and FIG.
11, Block 1114.) In this example, this determination may be
made by the network monitoring module 1002 or the network
monitoring module 1002A.

When the decision is that the Wi-Fi device 218 should
continue to communicate with its current access point, (that
is, when the determination at block 1114 is “NO”), the HG 3
224 will remain in the idle ready state and will periodically
communicate the signal quality, signal strength and other
metrics to the network monitoring module 1002 or the net-
work monitoring module 1002A. When the determination is
made that the Wi-Fi device 218 should communicate with a
different AP, the network monitoring module 1002 or the
network monitoring module 1002A sends details of the con-
figuration of the access point with which Wi-Fi device 218 is
currently communicating to the new access point. (FIG. 9,
Block 906 and FIG. 11, Block 1114.) In this example, an
instruction would be issued to the HG 3 224 (the new access
point) to instantiate a new VAP with the same SSID, security
credentials, MAC address, and state as that of the HG 2 222
(the current access point). (FIG. 11, block 1116.) This instruc-
tion may be issued by the network monitoring module 1002 or
the network monitoring module 1002A. The implementation
of'these instructions results in the cloning of the access point
operating on the HG 2 222 onto the platform of HG 3 224.

The HG 3 224 communicates with the network monitoring
module 1002 or the network monitoring module 1002 A that
the instructions have been implemented. (FIG. 11, block
1118.) Data transmissions from the Wi-Fi device 218 are
subsequently received and processed by the HG 3 224. (FIG.
11, block 1120.) The VAP operating on the HG 2 222 and the
VPN between the HG 1 220 and the HG 2 222 are torn down.

In an embodiment, the VAP operating on the HG 2 222 and
the VPN between the HG 1 220 and the HG 2 222 are not torn
down immediately. Rather, both the VAPs operating on HG 2
222 and HG 3 224 remain operational along with the two
VPN that connect HG 2 222 and HG 3 224 to the HG 1 220.
This dual operational mode remains active until a determina-
tion is made that the connection between the Wi-Fidevice 218
and the new foreign VAP operating on HG 3 224 is operating
at a satisfactory level. For example, the HG 1 220 may check
packets received from the current foreign gateway HG 2 222
against packets received from the new foreign gateway HG 3
224 to determine that packets are being delivered by the new
foreign gateway without errors or drops. Once this determi-
nation has been made by the home gateway HG 1 220, the
VPN from the HG 2 222 and the VAP operating on the HG 2
222 may be torn down.

From the perspective of the Wi-Fi device 218, an estab-
lished connection to an access point moves as the device
moves. An established session continues on the new access
point. (FIG. 11, block 1122.) The continued connection does
not depend on the behaviors of different Wi-Fi devices in
complying with the IEEE 802.11 standard for preauthentica-
tion and reassociation and permits roaming when Wi-Fi Pro-
tected Access (WPA) is implemented. Cloning of a virtual
access point also allows for fast roaming in which hand-offs
between home gateways may occur in less than Yioth of a
second which is sufficient time to allow timing-sensitive
applications like video or VoIP to continue to function with
little or no degradation in quality.

FIG. 6 is a block diagram illustrating a hybrid device
according to an embodiment.

A hybrid device 620 may include a processor 601 coupled
to an internal memory 602, to a display 603 and to a SIMM
621 or similar removable memory unit. Additionally, the
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hybrid device 620 may have a cellular antenna 604 for send-
ing and receiving electromagnetic radiation that is connected
to a cellular transceiver 605 coupled to the processor 601. In
some implementations, the transceiver 605 and portions of
the processor 601 and memory 602 may be used for multi-
network communications. The hybrid device 620 may also
include a key pad 606 or miniature keyboard and menu selec-
tion buttons or rocker switches 607 for receiving user inputs.
The hybrid device 620 may also include a GPS navigation
device 600 coupled to the processor and used for determining
the location coordinates of the hybrid device 620. Addition-
ally, the display 603 may be a touch-sensitive device that may
be configured to receive user inputs.

A wireless transceiver 630 provides wireless communica-
tions via wireless antenna 632. By way of illustration and not
by way of limitation, the wireless transceiver may be compli-
ant with 802.11x standards.

The processor 601 may be any programmable micropro-
cessor, microcomputer or multiple processor chip or chips
that can be configured by software instructions (applications)
to perform a variety of functions, including the functions of
the various embodiments described herein. In an embodi-
ment, the hybrid device 620 may include multiple processors
601, such as one processor dedicated to cellular and/or wire-
less communication functions and one processor dedicated to
running other applications.

Typically, software applications may be stored in the inter-
nal memory 602 before they are accessed and loaded into the
processor 601. In an embodiment, the processor 601 may
include or have access to an internal memory 602 sufficient to
store the application software instructions. The memory may
also include an operating system 622. In an embodiment, the
memory also includes a tunneling module 624 that provides
additional functionality to the hybrid device 620 to permit the
hybrid device 620 to create and tear down tunnels to a home
gateway as previously described.

The internal memory of the processor may include a secure
memory (not illustrated) which is not directly accessible by
users or applications and that is capable of recording MDIN's
and SIMM IDs as described in the various embodiments. As
part of the processor, such a secure memory may not be
replaced or accessed without damaging or replacing the pro-
Cessor.

In an embodiment, additional memory chips (e.g., a Secure
Data (SD) card) may be plugged into the hybrid device 620
and coupled to the processor 601. In an embodiment, the
tunneling module 624 may be provided on an SD card or other
external memory device to add the tunneling functionality to
an existing mobile device, thereby converting the mobile
device to a hybrid device.

Additionally, the internal memory 602 may be a volatile or
nonvolatile memory, such as flash memory, or a mixture of
both. For the purposes of this description, a general reference
to memory refers to all memory accessible by the processor
601, including internal memory 602, removable memory
plugged into the computing device, and memory within the
processor 601 itself, including the secure memory.

The foregoing method descriptions and the process flow
diagrams are provided merely as illustrative examples and are
not intended to require or imply that the steps of the various
embodiments must be performed in the order presented. As
will be appreciated by one of skill in the art, the order of steps
in the foregoing embodiments may be performed in any order.
Further, words such as “thereafter,” “then,” “next,” etc. are not
intended to limit the order of the steps; these words are simply
used to guide the reader through the description of the meth-
ods.
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As previously described, the subscriber may interact with
the various servers and network components using a variety
of'the computing devices, including a personal computer. By
way ofillustration, the functional components of a computing
device 760 are illustrated in FIG. 7. Such a computing device
760 typically includes a processor 761 coupled to volatile
memory 762 and a large capacity nonvolatile memory, such
as a disk drive 763. The computing device 760 may also
include a floppy disc drive 764 and a compact disc (CD) drive
765 coupled to the processor 761. Typically the computing
device 760 will also include a pointing device such as amouse
767, a user input device such as a keyboard 768 and a display
769. The computing device 760 may also include a number of
connector ports 766 coupled to the processor 761 for estab-
lishing data connections or network connections or for receiv-
ing external memory devices, such as a USB or FireWire®
connector sockets. In a notebook configuration, the computer
housing includes the pointing device 767, keyboard 768 and
the display 769 as is well known in the computer arts.

While the computing device 760 is illustrated as using a
desktop form factor, the illustrated form is not meant to be
limiting. For example, some or all of the components of
computing device 760 may be implemented as a desktop
computer, a laptop computer, a mini-computer, or a personal
data assistant.

A number of the embodiments described above may also
be implemented with any of a variety of computing devices,
such as the server device 800 illustrated in FIG. 8. Such a
server device 800 typically includes a processor 801 coupled
to volatile memory 802 and a large capacity nonvolatile
memory, such as a disk drive 803. The server device 800 may
also include a floppy disc drive and/or a compact disc (CD)
drive 806 coupled to the processor 801. The server device 800
may also include network access ports 804 coupled to the
processor 801 for establishing data connections with network
circuits 805 over a variety of wired and wireless networks
using a variety of protocols.

The foregoing method descriptions and the process flow
diagrams are provided merely as illustrative examples and are
not intended to require or imply that the blocks of the various
embodiments must be performed in the order presented. As
will be appreciated by one of skill in the art the order of blocks
in the foregoing embodiments may be performed in any order.
Words such as “thereafter,” “then,” “next,” etc. are not
intended to limit the order of the blocks; these words are
simply used to guide the reader through the description of the
methods. Further, any reference to claim elements in the
singular, for example, using the articles “a,” “an,” or “the,” is
not to be construed as limiting the element to the singular.

The various illustrative logical blocks, modules, circuits,
and algorithm steps described in connection with the embodi-
ments disclosed herein may be implemented as electronic
hardware, computer software, or combinations of both. To
clearly illustrate this interchangeability of hardware and soft-
ware, various illustrative components, blocks, modules, cir-
cuits, and steps have been described above generally in terms
of their functionality. Whether such functionality is imple-
mented as hardware or software depends upon the particular
application and design constraints imposed on the overall
system. Skilled artisans may implement the described func-
tionality in varying ways for each particular application, but
such implementation decisions should not be interpreted as
causing a departure from the scope of the present invention.
Functionality of various logical blocks may be performed by
other logical blocks or circuits. Additionally, functionality of
various logical blocks may be performed by additional logical
blocks or circuits that are not separately illustrated.
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The hardware used to implement the various illustrative
logics, logical blocks, modules, and circuits described in
connection with the aspects disclosed herein may be imple-
mented or performed with a general purpose processor, a
digital signal processor (DSP), an application specific inte-
grated circuit (ASIC), a field programmable gate array
(FPGA) or other programmable logic device, discrete gate or
transistor logic, discrete hardware components, or any com-
bination thereof designed to perform the functions described
herein. A general-purpose processor may be a microproces-
sor, but, in the alternative, the processor may be any conven-
tional processor, controller, microcontroller, or state
machine. A processor may also be implemented as a combi-
nation of computing devices, e.g., a combination of a DSP
and a microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DSP core, or any
other such configuration. Alternatively, some blocks or meth-
ods may be performed by circuitry that is specific to a given
function.

In one or more exemplary aspects, the functions described
may be implemented in hardware, software, firmware, or any
combination thereof. If implemented in software, the func-
tions may be stored on or transmitted over as one or more
instructions or code on a computer-readable medium. The
blocks of a method or algorithm disclosed herein may be
embodied in a processor-executable software module, which
may reside on a computer-readable medium. Computer-read-
able media include both computer storage media and com-
munication media including any medium that facilitates
transfer of a computer program from one place to another. A
storage media may be any available media that may be
accessed by a computer. By way of example, and not limita-
tion, such computer-readable media may comprise RAM,
ROM, EEPROM, CD-ROM or other optical disk storage,
magnetic disk storage or other magnetic storage devices, or
any other medium that may be used to carry or store desired
program code in the form of instructions or data structures
and that may be accessed by a computer. Also, any connection
is properly termed a computer-readable medium. For
example, if the software is transmitted from a website, server,
or other remote source using a coaxial cable, fiber optic cable,
twisted pair, digital subscriber line (DSL), or wireless tech-
nologies such as infrared, radio, and microwave, then the
coaxial cable, fiber optic cable, twisted pair, DSL, or wireless
technologies such as infrared, radio, and microwave are
included in the definition of medium. Disk and disc, as used
herein, include compact disc (CD), laser disc, optical disc,
digital versatile disc (DVD), floppy disk, and blu-ray disc
where disks usually reproduce data magnetically, while discs
reproduce data optically with lasers. Combinations of the
above should also be included within the scope of computer-
readable media. Additionally, the operations of a method or
algorithm may reside as one or any combination or set of
codes and/or instructions on a machine readable medium
and/or computer-readable medium, which may be incorpo-
rated into a computer program product.

The preceding description of the disclosed embodiments is
provided to enable any person skilled in the art to make or use
the present invention. Various modifications to these embodi-
ments will be readily apparent to those skilled in the art, and
the generic principles defined herein may be applied to other
embodiments without departing from the scope of the inven-
tion. Thus, the present invention is not intended to be limited
to the embodiments shown herein but is to be accorded the
widest scope consistent with the following claims and the
principles and novel features disclosed herein.
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What is claimed is:

1. A network monitoring device comprising:

a memory; and

a processor coupled to the memory, wherein the processor

is configured with processor-executable instructions to
perform operations comprising:
receiving via a network transition event information;
determining to transition communications between a Wi-Fi
device and a first virtual access point (VAP) to another
VAP based on the transition event information;

selecting a second VAP to which to transition the commu-
nications from one or more other VAPs;

providing an SSID and a security configuration informa-

tion of the first VAP to the second VAP via the network;
directing the second VAP to instantiate the SSID and the
security configuration information of the first VAP,
wherein a network monitoring device establishes a link
with the second VAP when the Wi-Fi device is associ-
ated with the first VAP, and
wherein the network monitoring device receives metrics
from the second VAP when the Wi-Fi device is associ-
ated with the first VAP; and

tearing down the first VAP in response to determining that

communications from the second VAP exceed a measure
of performance.

2. The network monitoring device of claim 1, wherein the
transition event information comprises at least one of a mea-
sure of a signal strength or a signal quality of the first VAP is
below a first threshold, a measure of signal strength or a signal
quality of at least one of the one more other VAPs is above a
second threshold, a measure of bandwidth utilization of the
first VAP is above a third threshold, a measure of bandwidth
utilization of at least one of the one more other VAPs is below
a fourth threshold, a second Wi-Fi device needs to transition
to the first VAP, and the Wi-Fi device is predicted to be
moving out of range of the first VAP and into range of at least
one of the one more other VAPs.

3. The network monitoring device of claim 1, wherein the
operation of selecting a second VAP to which to transition the
communications from the one more other VAPs comprises:

receiving metrics from one or more other VAPs;

applying a rule to one or more of the metrics of the one or

more other VAPs to select the second VAP from the one
or more other VAPs.

4. The network monitoring device of claim 3, wherein the
metrics comprise at least one of a proximity of the Wi-Fi
device to each of the one or more other VAPs, a change in the
proximity of the Wi-Fi device to each of the one or more other
VAPs, a signal characteristic of each of the one or more other
VAPs, a channel availability of each of the one or more other
VAPs, and an estimate of a future state of to each of the one or
more other VAPs.

5. The network monitoring device of claim 1, wherein the
process of providing the SSID and the security configuration
information of the first VAP to the second VAP via the net-
work further comprises providing network address transla-
tion (NAT) information of the first VAP to the second VAP.

6. A system for transitioning a connection between access
points, the system comprising:

a Wi-Fi device;

a network monitoring device; and

one or more virtual access points (VAPs), wherein each of

the one or more VAPs is configured to perform opera-
tions comprising:

receiving a probe message from the Wi-Fi device, wherein

the probe message comprises an SSID and a MAC
address of the Wi-Fi device;
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determining whether the Wi-Fi device is known to the VAP
from the SSID and the MAC address of the Wi-Fidevice;

establishing a link to the network monitoring device when
the Wi-Fi device is known to the VAP,

determining via the link whether the Wi-Fi device is asso-

ciated with a first VAP using the SSID, the MAC address
of the Wi-Fi device and a security configuration infor-
mation of the first VAP; and

providing the network monitoring device metrics of the

VAP when the Wi-Fi device is associated with the first
VAP;

wherein the network monitoring device is configured to

perform operations comprising:

receiving via a network transition event information;

determining to transition communications between a Wi-Fi

device and the first VAP to one of the one or more VAPs
using the transition event information;
selecting a second VAP from among the one or more VAPs
to which to transition the communications from the first
VAP;

providing the SSID and the security configuration infor-
mation of the first VAP to the second VAP via the net-
work; and
directing the second VAP to instantiate the SSID and the
security configuration information of the first VAP,

wherein communications are established between the Wi-
Fi device and the second VAP using the SSID, the MAC
address of the Wi-Fi device and the security configura-
tion information of the first VAP, and

wherein the first and second VAPs communicate with a

home gateway and wherein the home gateway is config-
ured to perform operations comprising tearing down the
first VAP when the home gateway determines that com-
munications from the second VAP exceed a measure of
performance.

7. The system of claim 6, wherein the transition event
information comprises at least one of a measure of a signal
strength or a signal quality of the first VAP is below a first
threshold, a measure of signal strength or a signal quality ofat
least one of the one more VAPs is above a second threshold, a
measure of bandwidth utilization of the first VAP is above a
third threshold, a measure of bandwidth utilization of at least
one of the one more VAPs is below a fourth threshold, a
second Wi-Fi device needs to transition to the first VAP, and
the Wi-Fi device is predicted to be moving out of range of the
first VAP and into range of at least one of the one more VAPs.

8. The system of claim 6, wherein the operation determin-
ing to transition communications between a Wi-Fi device and
the first VAP to the second VAP based on the transition event
information comprises:

receiving metrics from the one or more VAPs;

applying a rule to one or more of the metrics of the one or

more VAPs to select the second VAP from among the one
or more VAPs.

9. The system of claim 8, wherein the metrics comprise at
least one of a proximity of the Wi-Fi device to each of the one
or more VAPs, a change in the proximity of the Wi-Fi device
to each of the one or more VAPs, a signal characteristic of
each of the one or more VAPs, a channel availability of each
of the one or more VAPs, and an estimate of a future state of
to each of the one or more VAPs.

10. The system of claim 6, wherein the process of provid-
ing the SSID and the security configuration information of the
first VAP to the second VAP via the network further comprises
providing network address translation (NAT) information of
the first VAP to the second VAP.
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11. The system of claim 6, wherein the Wi-Fi device com-
prises at least one of a laptop computer, a notebook computer,
a PDA, a VoIP phone and a dual network Wi-Fi phone.

12. The system of claim 6, wherein the first and second
VAPs communicate with the Wi-Fi device via a communica-
tion protocol selected from the group consisting of IEEE
802.11(a), 802.11(b), 802.11(g), and 802.11(n).

13. A method for transitioning a communication in a net-
work, the method comprising:

receiving by a network monitoring device transition event

information;

determining by the network monitoring device to transition

communications between a Wi-Fi device and a first vir-
tual access point (VAP) to a another VAP based on the
transition event information;
selecting by the monitoring device a second VAP to which
to transition the communications from one or more other
VAPs;

providing by the monitoring device an SSID and the secu-
rity configuration information of the first VAP to the
second VAP via the network;

directing by the network monitoring device the second

VAP to instantiate the SSID and the security configura-
tion information of the first VAP,

wherein the network monitoring device and the second

VAP establish a link when the Wi-Fi device is known to
the second VAP, and

wherein the network monitoring device receives metrics

from the second VAP when the Wi-Fi device is associ-
ated with the first VAP; and

tearing down by the network monitoring device the first

VAP in response to determining that communications
from the second VAP exceed a measure of performance.

14. The method of claim 13, wherein the transition event
information comprises at least one of a measure of a signal
strength or a signal quality of the first VAP is below a first
threshold, a measure of signal strength or a signal quality ofat
least one of the one more other VAPs is above a second
threshold, a measure of bandwidth utilization of the first VAP
is above a third threshold, a measure of bandwidth utilization
of at least one of the one more other VAPs is below a fourth
threshold, a second Wi-Fi device needs to transition to the first
VAP, and the Wi-Fi device is predicted to be moving out of
range of the first VAP and into range of at least one of the one
more other VAPs.

15. The method of claim 13, wherein selecting by the
monitoring device a second VAP to which to transition the
communications from one or more other VAPs comprises:

receiving metrics from one or more other VAPs; and

applying a rule to one or more of the metrics of the one or
more other VAPs to select the second VAP from the one
or more other VAPs.

16. The method of claim 15, wherein the metrics comprise
at least one of a proximity of the Wi-Fi device to each of the
one or more other VAPs, a change in the proximity of the
Wi-Fi device to each of the one or more other VAPs, a signal
characteristic of each of the one or more other VAPs, a chan-
nel availability of each of the one or more other VAPs, and an
estimate of a future state of to each of the one or more other
VAP.

17. The method of claim 13, wherein providing the SSID
and the security configuration information of the first VAP to
the second VAP via the network further comprises providing
network address translation (NAT) information of the first
VAP to the second VAP.
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18. A method for transitioning a communication in a net-
work, the method comprising:

receiving by one or more virtual access points (VAPs) a
probe message from a Wi-Fi device, wherein the probe
message comprises an SSID and a MAC address of the
Wi-Fi device;

determining by each of the one or more VAPs whether the
Wi-Fi device is known to the VAP from the SSID and the
MAC address of the Wi-Fi device;

establishing by each of the one or more VAPs a link to a
network monitoring device when the Wi-Fi device is
known to the VAP;

determining by each of the one or more VAPs via the link
whether the Wi-Fi device is associated with a first VAP
using the SSID, the MAC address of the Wi-Fi device
and a security configuration information of the first
VAP,

providing by each of the one or more VAPs the network
monitoring device metrics of the VAP when the Wi-Fi
device is associated with the first VAP,

receiving by the network monitoring device transition
event information;

determining by the network monitoring device to transition
communications between a Wi-Fi device and the first
VAP to a second VAP selected from the one or more
VAPs using the transition event information;

selecting a second VAP from among the one or more VAPs
to which to transition the communications from the first
VAP,

providing the SSID and the security configuration infor-
mation of the first VAP to the second VAP; and

directing the second VAP to instantiate the SSID and the
security configuration information of the first VAP,

wherein communications are established between the Wi-
Fi device and the second VAP using the SSID, the MAC
address of the Wi-Fi device and the security configura-
tion information of the first VAP, and

wherein the first and second VAPs communicate with a
home gateway and wherein the home gateway is config-
ured to perform operations comprising tearing down the
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first VAP when the home gateway determines that com-
munications from the second VAP exceed a measure of
performance.

19. The method of claim 18, wherein the transition event
information comprises at least one of a measure of a signal
strength or a signal quality of the first VAP is below a first
threshold, a measure of signal strength or a signal quality ofat
least one of the one more VAPs is above a second threshold, a
measure of bandwidth utilization of the first VAP is above a
third threshold, a measure of bandwidth utilization of at least
one of the one more VAPs is below a fourth threshold, a
second Wi-Fi device needs to transition to the first VAP, and
the Wi-Fi device is predicted to be moving out of range of the
first VAP and into range of at least one of the one more VAPs.

20. The method of claim 18, wherein determining to tran-
sition communications between a Wi-Fi device and the first
VAP to the a second VAP comprises:

receiving metrics from the one or more VAPs; and

applying a rule to one or more of the metrics of the one or

more VAPs to select the second VAP from among the one
or more VAPs.

21. The method of claim 20, wherein the metrics comprise
at least one of a proximity of the Wi-Fi device to each of the
one or more VAPs, a change in the proximity of the Wi-Fi
device to each of the one or more VAPs, a signal characteristic
of'each ofthe one or more VAPs, a channel availability of each
of the one or more VAPs, and an estimate of a future state of
to each of the one or more VAP.

22. The method of claim 18, wherein providing the SSID
and the security configuration information of the first VAP to
the second VAP via the network further comprises providing
network address translation (NAT) information of the first
VAP to the second VAP.

23. The system of claim 18, wherein the Wi-Fi device is
selected from the group consisting of a laptop computer, a
notebook computer, a PDA, a VoIP phone and a dual network
Wi-Fi phone.

24. The system of claim 18, wherein the first and second
VAPs communicate with the Wi-Fi device via a communica-
tion protocol selected from the group consisting of IEEE
802.11(a), 802.11(b), 802.11(g), and 802.11(n).
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