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A virtual machine monitor receives Q pieces of first interrupt 101 
information, where Q is an integer greater than or equal to 1 

The virtual machine monitor obtains a corresponding interrupt 102 
processing function from a specific register according to an interrupt ^\, 

number of each piece of first interrupt information 

The virtual machine monitor calls the obtainca interrupt processing 
function to obtain M pieces of second interrupt information, where the M 

pieces of second interrupt information are interrupt information that 
needs to be sent to a processor corresponding to a virtual machine and 
that is in the Q pieces of first interrupt information, and M is a positive 

integer less than or equal to Q 

14 The virtual machine monitor obtains an identifier of a virtual machine ^\, 
corresponding to the M pieces of second interrupt information 

Thc virtual machinc monitor writes the M picccs of sccond interrupt 
information and the identifier of the virtual machine corresponding to 

the M pieces of second interrupt information into a virtual CPU 
interrupt interface, such that after determining that the virtual machine r' 

corresponding to thc M picccs of sceond interrupt information is 
running, the virtual CPU interrupt interface sends the M pieces of 

second interrupt information to a processor corresponding to the virtual 
machine corresponding to the M pieces of second interrupt information 

103 
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A virtual machine monitor receives Q pieces of first interrupt 101 
information, where Q is an integer greater than or equal to 1 

The virtual machine monitor obtains a corresponding interrupt 
processing function from a specific register according to an interrupt 

number of each piece of first interrupt information 

The virtual machine monitor calls the obtained interrupt processing 
function to obtain M pieces of second interrupt information, where the M 

pieces of second interrupt information are interrupt information that 
needs to be sent to a processor corresponding to a virtual machine and 
that is in the Q pieces of first interrupt information, and M is a positive 

integer less than or equal to Q 

The virtual machine monitor obtains an identifier of a virtual machine 
corresponding to the M pieces of Second interrupt information 

The virtual machine monitor writes the M pieces of second interrupt 
information and the identifier of the virtual machine corresponding to 

the M pieces of second interrupt information into a virtual CPU 
interrupt interface, such that after determining that the virtual machine 

corresponding to the M pieces of second interrupt information is 
running, the virtual CPU interrupt interface sends the M pieces of 

Second interrupt information to a processor corresponding to the virtual 
machine corresponding to the M pieces of Second interrupt information 
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An interrupt responding unit receives Q pieces of first interrupt 
information sent by a physical device, where Q is an integer 

greater than or equal to 1 

The interrupt responding unit writes the Q pieces of interrupt 
information into a virtual CPU interrupt interface, so that after 302 
determining that a virtual machine is running, the virtual CPU ?\, 
interrupt interface sends the Q pieces of interrupt information 

to a processor corresponding to the virtual machine 
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INTERRUPT INFORMATION PROCESSING 
METHOD, VIRTUAL MACHINE MONITOR, 

AND INTERRUPT CONTROLLER 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of International 
Application No. PCT/CN2015/075379, filed on Mar. 30, 
2015, which claims priority to Chinese Patent Application 
No. 201410245858.4, filed on Jun. 4, 2014, both of which 
are hereby incorporated by reference in their entireties. 

TECHNICAL FIELD 

0002 The present disclosure relates to the information 
processing technologies, and in particular, to an interrupt 
information processing method, a virtual machine monitor, 
and an interrupt controller. 

BACKGROUND 

0003. In the prior art, when a central processing unit 
(CPU) of a computer is in a virtual machine monitor mode, 
a method that the CPU is used as a virtual machine monitor 
to inject interrupt information into a virtual machine is as 
follows. A pointer of a register may point to addresses of 
different interrupt vector tables. When the pointer points to 
an address of an interrupt vector table corresponding to the 
virtual machine monitor, the virtual machine monitor may 
use an interrupt processing function included in the interrupt 
vector table. When the pointer points to an address of an 
interrupt vector table corresponding to the virtual machine, 
the virtual machine may use an interrupt processing function 
included in the interrupt vector table. When the pointer 
points to an address of an interrupt vector table correspond 
ing to an operating system of the computer, the operating 
system of the computer may use an interrupt processing 
function included in the interrupt vector table. When the 
virtual machine is running, the virtual machine calls an 
interrupt processing function in an interrupt vector table to 
process interrupt information. When the virtual machine 
monitor needs to inject interrupt information into the virtual 
machine, the virtual machine needs to stop running first and 
exit from calling the interrupt processing function in the 
interrupt vector table, and then the pointer of the register 
points to the address of the interrupt vector table correspond 
ing to the virtual machine monitor Such that the virtual 
machine monitor can call the interrupt processing function 
in the interrupt vector table so as to inject the interrupt 
information into the virtual machine. 

0004. However, an exit event of the virtual machine 
occurs each time a virtual machine controller injects one 
piece of interrupt information into the virtual machine. 
Therefore, since the virtual machine controller can inject 
only one piece of interrupt information into the virtual 
machine at a time, when there is a relatively large amount of 
interrupt information, excessive exit events of the virtual 
machine are caused, which increases additional performance 
overheads and causes relatively low interrupt information 
processing efficiency. 

SUMMARY 

0005 Embodiments of the present disclosure provide an 
interrupt information processing method, a virtual machine 
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monitor, and an interrupt controller so as to improve inter 
rupt information processing efficiency. 
0006. According to a first aspect, an embodiment of the 
present disclosure provides an interrupt information pro 
cessing method, where the method is applied to a system that 
includes an interrupt controller, a virtual machine monitor, a 
specific register, and at least one virtual machine, where the 
interrupt controller includes at least one virtual CPU inter 
rupt interface, the specific register stores an interrupt vector 
table of the virtual machine monitor, the interrupt vector 
table of the virtual machine monitor includes an interrupt 
processing function that is used to be called by the virtual 
machine monitor, and the interrupt processing function 
includes an interrupt number. The method includes receiv 
ing, by the virtual machine monitor, Q pieces of first 
interrupt information, where Q is an integer greater than or 
equal to 1. obtaining, by the virtual machine monitor, a 
corresponding interrupt processing function from the spe 
cific register according to an interrupt number of each piece 
of first interrupt information, calling, by the virtual machine 
monitor, the obtained interrupt processing function to obtain 
M pieces of second interrupt information, where the M 
pieces of second interrupt information are interrupt infor 
mation that needs to be sent to a processor corresponding to 
a virtual machine and that is in the Q pieces of first interrupt 
information, and M is a positive integer less than or equal to 
Q. obtaining, by the virtual machine monitor, an identifier of 
a virtual machine corresponding to the M pieces of second 
interrupt information, and writing, by the virtual machine 
monitor, the M pieces of second interrupt information and 
the identifier of the virtual machine corresponding to the M 
pieces of second interrupt information into the virtual CPU 
interrupt interface such that after determining that the virtual 
machine corresponding to the M pieces of second interrupt 
information is running, the virtual CPU interrupt interface 
sends the M pieces of second interrupt information to a 
processor corresponding to the virtual machine correspond 
ing to the M pieces of second interrupt information. 
0007. In a first possible implementation manner of the 

first aspect, writing, by the virtual machine monitor, the M 
pieces of second interrupt information and the identifier of 
the virtual machine corresponding to the Mpieces of second 
interrupt information into the virtual CPU interrupt interface 
includes buffering, by the virtual machine monitor, the M 
pieces of second interrupt information, detecting, by the 
virtual machine monitor, a quantity K of third interrupt 
information currently stored in the virtual CPU interrupt 
interface, where K is an integer greater than or equal to 0. 
obtaining, by the virtual machine monitor, N pieces of 
second interrupt information with highest priorities from the 
M pieces of second interrupt information according to the 
quantity K of the third interrupt information and a preset 
interrupt quantity threshold P of the virtual CPU interrupt 
interface, where P is an integer greater than or equal to 1, and 
N is less than or equal to a difference between P and K, and 
writing, by the virtual machine monitor, the N pieces of 
second interrupt information and an identifier of a virtual 
machine corresponding to the N pieces of second interrupt 
information into the virtual CPU interrupt interface, where 
N is less than or equal to the difference between P and K. 
0008. With reference to the first possible implementation 
manner of the first aspect, in a second possible implemen 
tation manner of the first aspect, each virtual CPU interrupt 
interface includes a first register and a second register and 
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writing, by the virtual machine monitor, the N pieces of 
second interrupt information and an identifier of a virtual 
machine corresponding to the N pieces of second interrupt 
information into the virtual CPU interrupt interface includes 
writing, by the virtual machine monitor, the N pieces of 
second interrupt information into the first register Such that 
the first register sorts the N pieces of second interrupt 
information in descending order of priorities to obtain a 
sorting result, and writing R pieces of second interrupt 
information with highest priorities in the N pieces of second 
interrupt information into the second register according to 
the sorting result, where after determining that the virtual 
machine corresponding to the identifier of the virtual 
machine is running, the virtual CPU interrupt interface sends 
the R pieces of second interrupt information to the processor 
corresponding to the virtual machine, where R is a positive 
integer less than or equal to N. 
0009. In a third possible implementation manner of the 

first aspect, calling, by the virtual machine monitor, the 
obtained interrupt processing function to obtain Mpieces of 
second interrupt information includes calling, by the virtual 
machine monitor, the obtained interrupt processing function 
Such that the called interrupt processing function starts to 
run and detects an operation location corresponding to each 
piece of first interrupt information and location information 
of each virtual machine so as to obtain M pieces of first 
interrupt information whose operation locations fall within 
the location information of the virtual machine, and using, 
by the virtual machine monitor, the obtained M pieces of 
first interrupt information as the M pieces of second inter 
rupt information. 
0010. According to a second aspect, an embodiment of 
the present disclosure further provides an interrupt informa 
tion processing method, where the method is applied to a 
system that includes an interrupt controller and a virtual 
machine, where the interrupt controller includes a virtual 
CPU interrupt interface and an interrupt responding unit, 
and the method includes receiving, by the interrupt respond 
ing unit, Q pieces of first interrupt information sent by a 
physical device, where Q is an integer greater than or equal 
to 1, and writing, by the interrupt responding unit, the Q 
pieces of first interrupt information into the virtual CPU 
interrupt interface such that after determining that the virtual 
machine is running, the virtual CPU interrupt interface sends 
the Q pieces of first interrupt information to a processor 
corresponding to the virtual machine. 
0011. In a first possible implementation manner of the 
second aspect, the virtual CPU interrupt interface includes a 
first register and a second register and writing, by the 
interrupt responding unit, the Q pieces of first interrupt 
information into the virtual CPU interrupt interface includes 
writing, by the interrupt responding unit, the Q pieces of first 
interrupt information into the first register such that the first 
register sorts the Q pieces of first interrupt information in 
descending order of priorities to obtain a sorting result, and 
writes R pieces of first interrupt information with highest 
priorities in the Q pieces of first interrupt information into 
the second register according to the Sorting result, where 
after determining that the virtual machine is running, the 
virtual CPU interrupt interface sends the R pieces of first 
interrupt information to the processor corresponding to the 
virtual machine, where R is a positive integer less than or 
equal to N. 
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0012. According to a third aspect, an embodiment of the 
present disclosure provides a virtual machine monitor, 
applied to a system that includes an interrupt controller, the 
virtual machine monitor, a specific register, and at least one 
virtual machine, where the interrupt controller includes at 
least one virtual CPU interrupt interface, the specific register 
stores an interrupt vector table of the virtual machine 
monitor, the interrupt vector table of the virtual machine 
monitor includes an interrupt processing function that is 
used to be called by the virtual machine monitor, and the 
interrupt processing function includes an interrupt number, 
and the virtual machine monitor includes a receiver config 
ured to receive Q pieces of first interrupt information, where 
Q is an integer greater than or equal to 1, and a virtual 
interrupt controller configured to obtain a corresponding 
interrupt processing function from the specific register 
according to an interrupt number of each piece of first 
interrupt information. The virtual interrupt controller is 
further configured to call the obtained interrupt processing 
function to obtain M pieces of second interrupt information, 
where the M pieces of second interrupt information are 
interrupt information that needs to be sent to a processor 
corresponding to a virtual machine and that is in the Q pieces 
of first interrupt information, and M is a positive integer less 
than or equal to Q, the virtual interrupt controller is further 
configured to obtain an identifier of a virtual machine 
corresponding to the M pieces of second interrupt informa 
tion, and the virtual interrupt controller is further configured 
to write the Mpieces of second interrupt information and the 
identifier of the virtual machine corresponding to the M 
pieces of second interrupt information into the virtual CPU 
interrupt interface such that after determining that the virtual 
machine corresponding to the M pieces of second interrupt 
information is running, the virtual CPU interrupt interface 
sends the M pieces of second interrupt information to a 
processor corresponding to the virtual machine correspond 
ing to the M pieces of second interrupt information. 
0013. In a first possible implementation manner of the 
third aspect, the virtual interrupt controller is configured to 
buffer the M pieces of second interrupt information, detect 
a quantity K of third interrupt information currently stored 
in the virtual CPU interrupt interface, where K is an integer 
greater than or equal to 0, obtain N pieces of second interrupt 
information with highest priorities from the M pieces of 
second interrupt information according to the quantity K of 
the third interrupt information and a preset interrupt quantity 
threshold P of the virtual CPU interrupt interface, where P 
is an integer greater than or equal to 1, and N is less than or 
equal to a difference between P and K, and write the N pieces 
of second interrupt information and an identifier of a virtual 
machine corresponding to the N pieces of second interrupt 
information into the virtual CPU interrupt interface, where 
N is less than or equal to the difference between P and K. 
0014 With reference to the first possible implementation 
manner of the third aspect, in a second possible implemen 
tation manner of the third aspect, each virtual CPU interrupt 
interface includes a first register and a second register, and 
the writing the N pieces of second interrupt information and 
an identifier of a virtual machine corresponding to the N 
pieces of second interrupt information into the virtual CPU 
interrupt interface includes writing the N pieces of second 
interrupt information into the first register such that the first 
register sorts the N pieces of second interrupt information in 
descending order of priorities to obtain a sorting result, and 
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writing R pieces of second interrupt information with high 
est priorities in the N pieces of second interrupt information 
into the second register according to the sorting result, where 
after determining that the virtual machine corresponding to 
the identifier of the virtual machine is running, the virtual 
CPU interrupt interface sends the R pieces of second inter 
rupt information to the processor corresponding to the 
virtual machine, where R is a positive integer less than or 
equal to N. 
0015. In a third possible implementation manner of the 
third aspect, the virtual interrupt controller is configured to 
call the obtained interrupt processing function Such that the 
called interrupt processing function starts to run and detects 
an operation location corresponding to each piece of first 
interrupt information and location information of each Vir 
tual machine so as to obtain M pieces of first interrupt 
information whose operation locations fall within the loca 
tion information of the virtual machine, and use the obtained 
M pieces of first interrupt information as the M pieces of 
second interrupt information. 
0016. According to a fourth aspect, an embodiment of the 
present disclosure further provides an interrupt controller, 
applied to a system that includes the interrupt controller and 
a virtual machine, where the interrupt controller includes a 
virtual CPU interrupt interface and an interrupt responding 
unit, where the interrupt responding unit is configured to 
receive Q pieces of first interrupt information sent by a 
physical device, where Q is an integer greater than or equal 
to 1, and the interrupt responding unit is further configured 
to write the Q pieces of first interrupt information into the 
virtual CPU interrupt interface such that after determining 
that the virtual machine is running, the virtual CPU interrupt 
interface sends the Q pieces of first interrupt information to 
a processor corresponding to the virtual machine. 
0017. In a first possible implementation manner of the 
fourth aspect, the virtual CPU interrupt interface includes a 
first register and a second register, and the interrupt respond 
ing unit is configured to write the Q pieces of first interrupt 
information into the first register such that the first register 
sorts the Q pieces of first interrupt information in descending 
order of priorities to obtain a sorting result, and writes R 
pieces of first interrupt information with highest priorities in 
the Q pieces of first interrupt information into the second 
register according to the sorting result, where after deter 
mining that the virtual machine is running, the virtual CPU 
interrupt interface sends the R pieces of first interrupt 
information to the processor corresponding to the virtual 
machine, where R is a positive integer less than or equal to 
N 

0018. It may be learned from the foregoing technical 
solutions that the embodiments of the present disclosure 
have the following beneficial effects. 
0019. A virtual machine monitor may directly call an 
interrupt processing function in a specific register without 
using an interrupt processing function in a common interrupt 
vector table after waiting for a virtual machine to exit. The 
virtual machine monitor may inject interrupt information 
into the virtual machine using a virtual CPU interrupt 
interface of an interrupt controller. In the prior art, an exit 
event of the virtual machine is caused each time one piece 
of interrupt information is injected. By comparison, in the 
method of the embodiments of the present disclosure, inter 
rupt information can be injected into the virtual machine in 
batches, and therefore, additional performance overheads 
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can be reduced, and an interrupt information processing 
procedure can be simplified, thereby improving interrupt 
information processing efficiency. 

BRIEF DESCRIPTION OF DRAWINGS 

0020. To describe the technical solutions in the embodi 
ments of the present disclosure more clearly, the following 
briefly introduces the accompanying drawings required for 
describing the embodiments. The accompanying drawings 
in the following description show merely some embodi 
ments of the present disclosure, and a person of ordinary 
skill in the art may still derive other drawings from these 
accompanying drawings without creative efforts. 
0021 FIG. 1 is a schematic flowchart of a first embodi 
ment of an interrupt information processing method accord 
ing to an embodiment of the present disclosure; 
0022 FIG. 2 is a schematic structural diagram of a 
system to which a first embodiment of an interrupt infor 
mation processing method is applied according to an 
embodiment of the present disclosure; 
0023 FIG. 3 is a schematic flowchart of a second 
embodiment of an interrupt information processing method 
according to an embodiment of the present disclosure; 
0024 FIG. 4 is a schematic structural diagram of a 
system to which a second embodiment of an interrupt 
information processing method is applied according to an 
embodiment of the present disclosure; 
0025 FIG. 5 is a functional block diagram of a virtual 
machine monitor according to an embodiment of the present 
disclosure; 
0026 FIG. 6 is a schematic structural diagram of a virtual 
machine monitor according to an embodiment of the present 
disclosure; 
0027 FIG. 7 is a functional block diagram of an interrupt 
controller according to an embodiment of the present dis 
closure; and 
0028 FIG. 8 is a schematic structural diagram of an 
interrupt controller according to an embodiment of the 
present disclosure. 

DESCRIPTION OF EMBODIMENTS 

0029. To make the technical solutions in the present 
disclosure more comprehensible, the following describes the 
embodiments of the present disclosure in detail with refer 
ence to the accompanying drawings. 
0030. It should be clear that the described embodiments 
are merely some, but not all, of the embodiments of the 
present disclosure. All other embodiments obtained by a 
person of ordinary skill in the art based on the embodiments 
of the present disclosure without creative efforts shall fall 
within the protection scope of the present disclosure. 
0031. An embodiment of the present disclosure provides 
an interrupt information processing method, where the 
method is applied to a system that includes an interrupt 
controller, a virtual machine monitor, a specific register, and 
at least one virtual machine, where the interrupt controller 
includes at least one virtual CPU interrupt interface, the 
specific register stores an interrupt vector table of the virtual 
machine monitor, the interrupt vector table of the virtual 
machine monitor includes an interrupt processing function 
that is used to be called by the virtual machine monitor, and 
the interrupt processing function includes an interrupt num 
ber. 
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0032 Referring to FIG. 1, FIG. 1 is a schematic flowchart 
of a first embodiment of an interrupt information processing 
method according to an embodiment of the present disclo 
Sure. As shown in the figure, the method includes the 
following steps. 
0033 Step 101: The virtual machine monitor receives Q 
pieces of first interrupt information, where Q is an integer 
greater than or equal to 1. 
0034 Referring to FIG. 2, FIG. 2 is a schematic structural 
diagram of a system to which a first embodiment of an 
interrupt information processing method is applied accord 
ing to an embodiment of the present disclosure. As shown in 
FIG. 2, the virtual machine monitor includes a virtual 
interrupt controller and an interrupt responding unit. In this 
embodiment, the Q pieces of first interrupt information 
received by the virtual machine monitor may include virtual 
interrupt information generated by a virtual device and/or 
physical interrupt information generated by a physical 
device. 
0035. For example, a method that the virtual machine 
monitor receives the virtual interrupt information generated 
by the virtual device may include, as shown in FIG. 2, the 
virtual device generates the virtual interrupt information, 
and then the virtual device calls an interface of the virtual 
interrupt controller in the virtual machine monitor and 
directly sends the virtual interrupt information generated by 
the virtual device to the virtual interrupt controller. In this 
way, the virtual interrupt controller can receive the virtual 
interrupt information from the virtual device. 
0036. For example, a method that the virtual machine 
monitor receives the physical interrupt information gener 
ated by the physical device may include, as shown in FIG. 
2, the physical device generates the physical interrupt infor 
mation, and then sends the physical interrupt information to 
the interrupt controller. In addition to the foregoing virtual 
CPU interrupt interface, the interrupt controller includes an 
interrupt responding unit and a CPU interrupt interface. The 
interrupt responding unit of the interrupt controller first 
determines a value of an interrupt masking override (IMO) 
bit of a preset control register. When the value of the IMO 
bit of the control register is equal to 1, it indicates that a 
current mode is a monitor mode (Hyp mode), and the 
physical interrupt information needs to trap into the virtual 
machine monitor. Therefore, the interrupt responding unit of 
the interrupt controller sends the received physical interrupt 
information to the interrupt responding unit of the virtual 
machine monitor using the CPU interrupt interface of the 
interrupt controller, and the interrupt responding unit of the 
virtual machine monitor calls an interface of the virtual 
interrupt controller and sends the received physical interrupt 
information to the virtual interrupt controller of the virtual 
machine monitor. In this way, the virtual interrupt controller 
can receive the physical interrupt information sent by the 
physical device. 
0037. Returning now to FIG. 1, Step 102: The virtual 
machine monitor obtains a corresponding interrupt process 
ing function from the specific register according to an 
interrupt number of each piece of first interrupt information. 
0038. In this embodiment of the present disclosure, a 
specific register is added to an operating system, where the 
specific register stores only an interrupt vector table of a 
virtual machine monitor, and does not store an interrupt 
vector table of the operating system of a computer or an 
interrupt vector table of a virtual machine. The interrupt 
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vector table of the virtual machine monitor refers to an 
interrupt vector table that can be used only by the virtual 
machine monitor. 
0039. The interrupt vector table of the virtual machine 
monitor includes at least one interrupt processing function 
that is used to be called by the virtual machine monitor, 
where each interrupt processing function corresponds to one 
interrupt number. A method that the interrupt processing 
function corresponds to the interrupt number is each inter 
rupt processing function includes a corresponding interrupt 
number. 
0040. After receiving the Q pieces of first interrupt infor 
mation, the virtual interrupt controller of the virtual machine 
monitor searches, in the interrupt vector table that is of the 
virtual machine monitor and stored in the specific register, 
for an interrupt processing function corresponding to the 
interrupt number of each piece of first interrupt information 
according to the interrupt number of each piece of first 
interrupt information. For example, the virtual interrupt 
controller traverses the interrupt processing function, and 
when finding that a traversed interrupt processing function 
includes an interrupt number of one piece of first interrupt 
information, determines that the interrupt processing func 
tion is an interrupt processing function corresponding to the 
first interrupt information. 
0041 Step 103: The virtual machine monitor calls the 
obtained interrupt processing function to obtain M pieces of 
second interrupt information, where the Mpieces of second 
interrupt information are interrupt information that needs to 
be sent to a processor corresponding to a virtual machine and 
that is in the Q pieces of first interrupt information, and M 
is a positive integer less than or equal to Q. 
0042. The virtual machine monitor calls the obtained 
interrupt processing function Such that the called interrupt 
processing function starts to run. When running, the inter 
rupt processing function automatically detects an operation 
location corresponding to the first interrupt information, 
location information of a virtual machine that is currently 
running, and location information of each virtual machine, 
and determines whether the operation location correspond 
ing to the first interrupt information falls with location 
information of a virtual machine. When an operation loca 
tion corresponding to one piece of first interrupt information 
falls with a location range of a virtual machine, it is 
determined that the first interrupt information is to be sent to 
the virtual machine for processing. Therefore, after the 
interrupt processing function automatically performs detec 
tion, M pieces of first interrupt information whose operation 
locations fall within location information of a virtual 
machine may be obtained. On the contrary, when an opera 
tion location corresponding to one piece of first interrupt 
information does not fall within a location range of a virtual 
machine, it is determined that the first interrupt information 
is to be sent to the operating system of the computer for 
processing. 
0043. The virtual machine monitor uses the obtained M 
pieces of first interrupt information as the M pieces of 
second interrupt information, that is, the M pieces of second 
interrupt information are interrupt information that needs to 
be sent to a processor corresponding to a virtual machine and 
that is in the Q pieces of first interrupt information. 
0044 Step 104: The virtual machine monitor obtains an 
identifier of a virtual machine corresponding to the M pieces 
of second interrupt information. 
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0045. When running, the interrupt processing function 
called by the virtual interrupt controller in the virtual 
machine monitor may automatically detect that one piece of 
first interrupt information is to be sent to which virtual 
machine for processing. Therefore, the virtual interrupt 
controller may obtain, according to a correspondence 
between a virtual machine and an identifier, an identifier of 
a virtual machine to which the first interrupt information 
needs to be sent. For example, the identifier of the virtual 
machine may be an identification (ID) of the virtual 
machine. 

0046 Step 105: The virtual machine monitor writes the 
M pieces of second interrupt information and the identifier 
of the virtual machine corresponding to the M pieces of 
second interrupt information into the virtual CPU interrupt 
interface such that after determining that the virtual machine 
corresponding to the M pieces of second interrupt informa 
tion is running, the virtual CPU interrupt interface sends the 
M pieces of second interrupt information to a processor 
corresponding to the virtual machine corresponding to the M 
pieces of second interrupt information. 
0047. In this embodiment of the present disclosure, a 
method that the virtual machine monitor writes the Mpieces 
of second interrupt information and the identifier of the 
virtual machine corresponding to the M pieces of second 
interrupt information into the virtual CPU interrupt interface 
may be as follows. 
0.048. The virtual machine monitor buffers the obtained 
M pieces of second interrupt information, and then detects 
a quantity K of third interrupt information currently stored 
in the virtual CPU interrupt interface, where K is an integer 
greater than or equal to 0. The virtual machine monitor 
obtains N pieces of second interrupt information with high 
est priorities from the M pieces of second interrupt infor 
mation according to the quantity K of the third interrupt 
information and a preset interrupt quantity threshold P of the 
virtual CPU interrupt interface, where P is an integer greater 
than or equal to 1, and N is less than or equal to a difference 
between Pand K, and the virtual machine monitor writes the 
N pieces of second interrupt information and an identifier of 
a virtual machine corresponding to the N pieces of second 
interrupt information into the virtual CPU interrupt inter 
face, where N is less than or equal to the difference between 
P and K. 
0049. Preferably, for the M pieces of second interrupt 
information obtained by the virtual interrupt controller, 
when writing second interrupt information into the virtual 
CPU interrupt interface of the interrupt controller for the 
first time, the virtual interrupt controller sorts the M pieces 
of second interrupt information in descending order of 
priorities, then obtains P pieces of second interrupt infor 
mation with highest priorities from the M pieces of second 
interrupt information according to the preset interrupt quan 
tity threshold P of the virtual CPU interrupt interface, and 
writes the obtained P pieces of second interrupt information 
and an identifier of a virtual machine corresponding to the P 
pieces of second interrupt information into the virtual CPU 
interrupt interface of the interrupt controller such that the 
quantity K of the second interrupt information stored in the 
virtual CPU interrupt interface is equal to the interrupt 
quantity threshold P of the virtual CPU interrupt interface. 
0050 For example, second interrupt information cur 
rently stored in the virtual CPU interrupt interface may be 
maintained by a first register and a second register, where the 
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two registers can store only 64 pieces of second interrupt 
information, and the second interrupt information stored in 
the two registers includes second interrupt information in a 
to-be-processed state (for example, a Pending state) and 
second interrupt information in a processing State (for 
example, an Active state); therefore, the interrupt quantity 
threshold P of the virtual CPU interrupt interface is equal to 
64. 

0051. The virtual machine monitor may enable multiple 
virtual machines at the same time, and therefore a lot of 
second interrupt information cannot be processed in time. 
Therefore, when the quantity M of second interrupt infor 
mation received by the virtual interrupt controller is greater 
than the interrupt quantity threshold P of the virtual CPU 
interrupt interface, some pieces of second interrupt infor 
mation need to be buffered by the virtual interrupt controller 
So as to quickly write the second interrupt information into 
the virtual CPU interrupt interface. 
0.052 For example, the virtual interrupt controller may 
maintain two ordered queues, such as a first interrupt queue 
and a second interrupt queue, where the first interrupt queue 
stores interrupt information in a to-be-processed State, the 
second interrupt queue Stores interrupt information in a 
processing State, and each element in the two queues records 
corresponding second interrupt information that needs to be 
written into the virtual CPU interrupt interface and a loca 
tion that is of the second interrupt information and that is in 
the virtual CPU interrupt interface, where the location is 
used to identify a priority, of the second interrupt informa 
tion, in the virtual CPU interrupt interface. After interacting 
with the virtual CPU interrupt interface each time, the virtual 
interrupt controller updates the first interrupt queue and the 
second interrupt queue. 
0053 Starting from the second time when the virtual 
interrupt controller writes the second interrupt information 
into the virtual CPU interrupt interface of the interrupt 
controller, before writing the second interrupt information, 
the virtual interrupt controller needs to detect a quantity K 
of third interrupt information currently stored in the virtual 
CPU interrupt interface. 
0054 When the virtual interrupt controller detects that 
the quantity K of the third interrupt information is equal to 
the interrupt quantity threshold P of the virtual CPU inter 
rupt interface, and there is new second interrupt information 
of a higher priority that needs to be written, the virtual 
interrupt controller first extracts Spieces of third interrupt 
information of lowest priorities from the K pieces of third 
interrupt information, where the extracted third interrupt 
information may be third interrupt information in a to-be 
processed state, or may be third interrupt information in a 
processing state. Then, the virtual interrupt controller writes 
S pieces of second interrupt information with highest pri 
orities in the M pieces of second interrupt information into 
the virtual CPU interrupt interface, where S is an integer 
greater than or equal to 1, and S is less than or equal to K. 
For example, a quantity of the third interrupt information 
extracted from the K pieces of third interrupt information is 
equal to a quantity of written second interrupt information. 
After the two registers of the virtual CPU interrupt interface 
are fully written with interrupt information, a quantity of 
third interrupt information extracted from the two registers 
is equal to a quantity of second interrupt information that 
needs to be written into the two registers so as to make full 
use of storage space of the registers. Preferably, when the 
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virtual interrupt controller extracts the S pieces of third 
interrupt information of lowest priorities from the interrupt 
information, after the third interrupt information is 
extracted, in the two registers, a quantity of third interrupt 
information in a to-be-processed State is equal to a quantity 
of third interrupt information in a processing state. 
0055 When the virtual interrupt controller detects that 
the quantity K of the third interrupt information is less than 
P. N pieces of second interrupt information with highest 
priorities in the M pieces of second interrupt information 
may be directly written into the virtual CPU interrupt 
interface, where N is less than or equal to a difference 
between P and K. For example, when third interrupt infor 
mation in a register of the virtual CPU interrupt interface is 
processed, the third interrupt information is cleared such that 
the virtual interrupt controller can write second interrupt 
information of a highest priority in the first interrupt queue 
or the second interrupt queue into the virtual CPU interrupt 
interface. 
0056. For example, each virtual CPU interrupt interface 
may include a first register and a second register, a method 
that the virtual machine monitor writes the N pieces of 
second interrupt information and an identifier of a virtual 
machine corresponding to the N pieces of second interrupt 
information into the virtual CPU interrupt interface may be 
as follows. 

0057 The virtual machine monitor writes the N pieces of 
second interrupt information into the first register Such that 
the first register sorts the N pieces of second interrupt 
information in descending order of priorities to obtain a 
sorting result and writes R pieces of second interrupt infor 
mation with highest priorities in the N pieces of second 
interrupt information into the second register according to 
the sorting result, where after determining that the virtual 
machine corresponding to the identifier of the virtual 
machine is running, the virtual CPU interrupt interface sends 
the R pieces of second interrupt information to the processor 
corresponding to the virtual machine, where R is a positive 
integer less than or equal to N. 
0058. In this embodiment of the present disclosure, after 
the virtual machine monitor writes the M pieces of second 
interrupt information and the identifier of the virtual 
machine corresponding to the M pieces of second interrupt 
information into the virtual CPU interrupt interface, after 
determining that the virtual machine corresponding to the M 
pieces of second interrupt information is running, the virtual 
CPU interrupt interface sends the M pieces of second 
interrupt information to a processor corresponding to the 
virtual machine corresponding to the M pieces of second 
interrupt information. 
0059 A register pre-stores an interrupt vector table, and 
a pointer of the register may point to addresses of different 
interrupt vector tables. When the pointer points to an address 
of an interrupt vector table corresponding to a virtual 
machine, the virtual machine may use an interrupt process 
ing function included in the interrupt vector table. The 
interrupt vector table stores a correspondence between an 
identifier of interrupt information and an interrupt process 
ing function, and the virtual machine may obtain, according 
to the correspondence, an interrupt processing function 
corresponding to interrupt information, and then call the 
interrupt processing function to process interrupt informa 
tion obtained from a virtual CPU interrupt interface. After 
the virtual machine finishes processing the interrupt infor 
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mation, the interrupt information stored in the virtual CPU 
interrupt interface is cleared, and a processing procedure for 
the interrupt information ends. 
0060. In this embodiment, a virtual machine monitor may 
directly call an interrupt processing function in a specific 
register, without needing to wait a virtual machine to exit 
and then use an interrupt processing function in a common 
interrupt vector table. The virtual machine monitor may 
inject interrupt information into the virtual machine using a 
virtual CPU interrupt interface of an interrupt controller. In 
the prior art, an exit event of the virtual machine is caused 
each time one piece of interrupt information is injected. By 
comparison, in the method of this embodiment, interrupt 
information can be injected into the virtual machine in 
batches, and therefore, additional performance overheads 
can be reduced, and an interrupt information processing 
procedure can be simplified, thereby improving interrupt 
information processing efficiency. In this embodiment, in the 
virtual machine monitor, Advanced Reduced Instruction-Set 
Computer Machine (ARM) hardware instead of software is 
used to implement two interrupt queues, and therefore 
complexity of the virtual machine monitor can be reduced. 
In a method in the prior art, a virtual machine controller 
modifies an interrupt vector table; by comparison, in the 
method of this embodiment, an exclusive interrupt process 
ing function and the virtual CPU interrupt interface may be 
used to directly inject the interrupt information into the 
virtual machine, without needing to modify an upper-layer 
operating system, which is transparent. 
0061 An embodiment of the present disclosure further 
provides an interrupt information processing method, where 
the method is applied to a system that includes an interrupt 
controller and a virtual machine, and the interrupt controller 
includes a virtual CPU interrupt interface and an interrupt 
responding unit. 
0062 Referring to FIG. 3, FIG.3 is a schematic flowchart 
of a second embodiment of an interrupt information pro 
cessing method according to an embodiment of the present 
disclosure. As shown in the figure, the method includes the 
following steps. 
0063 Step 301: The interrupt responding unit receives Q 
pieces of first interrupt information sent by a physical 
device, where Q is an integer greater than or equal to 1. 
0064 Referring to FIG. 4, FIG. 4 is a schematic structural 
diagram of a system to which a second embodiment of an 
interrupt information processing method is applied accord 
ing to an embodiment of the present disclosure. As shown in 
FIG. 4, the Q pieces of first interrupt information received by 
the interrupt controller may include physical interrupt infor 
mation generated by the physical device. 
0065 For example, a method that the interrupt controller 
receives the physical interrupt information generated by the 
physical device may include, as shown in FIG. 4, the 
physical device generates Q pieces of physical interrupt 
information, and then sends the Q pieces of physical inter 
rupt information to the interrupt controller, and the interrupt 
responding unit in the interrupt controller receives the Q 
pieces of physical interrupt information. The interrupt 
responding unit of the interrupt controller determines a value 
of an IMO bit of a preset control register. When the value of 
the IMO bit of the control register is not equal to 1, for 
example, the value of the IMO bit is equal to 0, it indicates 
that a current mode is a non-monitor mode, and the physical 
interrupt information does not need to trap into a virtual 
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machine monitor. Therefore, the system to which this 
embodiment is applied does not include a virtual machine 
monitor. 
0066 Step 302: The interrupt responding unit writes the 
Q pieces of first interrupt information into the virtual CPU 
interrupt interface such that after determining that the virtual 
machine is running, the virtual CPU interrupt interface sends 
the Q pieces of first interrupt information to a processor 
corresponding to the virtual machine. 
0067. The virtual CPU interrupt interface may include a 

first register and a second register, where the interrupt 
responding unit writes the Q pieces of first interrupt infor 
mation into the first register Such that the first register sorts 
the Q pieces of first interrupt information in descending 
order of priorities to obtain a sorting result, and writes R 
pieces of first interrupt information with highest priorities in 
the Q pieces of first interrupt information into the second 
register according to the sorting result, where after deter 
mining that the virtual machine is running, the virtual CPU 
interrupt interface sends the R pieces of first interrupt 
information to the processor corresponding to the virtual 
machine, where R is a positive integer less than or equal to 
N 
0068 A register pre-stores an interrupt vector table, and 
a pointer of the register may point to addresses of different 
interrupt vector tables. When the pointer points to an address 
of an interrupt vector table corresponding to a virtual 
machine, the virtual machine may use an interrupt process 
ing function included in the interrupt vector table. The 
interrupt vector table stores a correspondence between an 
identifier of interrupt information and an interrupt process 
ing function, and the virtual machine may obtain, according 
to the correspondence, an interrupt processing function 
corresponding to interrupt information, and then call the 
interrupt processing function to process interrupt informa 
tion obtained from a virtual CPU interrupt interface. After 
the virtual machine finishes processing the interrupt infor 
mation, the interrupt information stored in the virtual CPU 
interrupt interface is cleared, and a processing procedure for 
the interrupt information ends. 
0069. In this embodiment, a mode is set to a non-trap-into 
virtual machine monitor mode in advance such that an 
interrupt controller can directly inject interrupt information 
into a virtual machine using a virtual CPU interrupt interface 
of the interrupt controller so as to implement that, in a 
non-trap-into virtual machine monitor scenario, the virtual 
machine can still obtain the interrupt information, thereby 
simplifying an interrupt information processing procedure 
and improving interrupt information processing efficiency. 
0070 An embodiment of the present disclosure further 
provides an apparatus embodiment that implements the steps 
and the methods in the foregoing method embodiments. 
(0071 Referring to FIG. 5, FIG. 5 is a functional block 
diagram of a virtual machine monitor according to an 
embodiment of the present disclosure. As shown in the 
figure, the virtual machine monitor is applied to a system 
that includes an interrupt controller, the virtual machine 
monitor, a specific register, and at least one virtual machine, 
where the interrupt controller includes at least one virtual 
CPU interrupt interface, the specific register stores an inter 
rupt vector table of the virtual machine monitor, the interrupt 
vector table of the virtual machine monitor includes an 
interrupt processing function that is used to be called by the 
virtual machine monitor, and the interrupt processing func 
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tion includes an interrupt number. The virtual machine 
monitor includes a receiver 50 configured to receive Q 
pieces of first interrupt information, where Q is an integer 
greater than or equal to 1. A virtual interrupt controller 51 
configured to obtain a corresponding interrupt processing 
function from the specific register according to an interrupt 
number of each piece of first interrupt information, where 
the virtual interrupt controller 51 is further configured to call 
the obtained interrupt processing function to obtain Mpieces 
of second interrupt information, where the M pieces of 
second interrupt information are interrupt information that 
needs to be sent to a processor corresponding to a virtual 
machine and that is in the Q pieces of first interrupt 
information, and M is a positive integer less than or equal to 
Q. The virtual interrupt controller 51 is further configured to 
obtain an identifier of a virtual machine corresponding to the 
M pieces of second interrupt information. The virtual inter 
rupt controller 51 is further configured to write the M pieces 
of second interrupt information and the identifier of the 
virtual machine corresponding to the M pieces of second 
interrupt information into the virtual CPU interrupt interface 
Such that after determining that the virtual machine corre 
sponding to the M pieces of second interrupt information is 
running, the virtual CPU interrupt interface sends the M 
pieces of second interrupt information to a processor corre 
sponding to the virtual machine corresponding to the M 
pieces of second interrupt information. 
(0072 Preferably, the virtual interrupt controller 51 is 
configured to buffer the M pieces of second interrupt infor 
mation, detect a quantity K of third interrupt information 
currently stored in the virtual CPU interrupt interface, where 
K is an integer greater than or equal to 0, obtain N pieces of 
second interrupt information with highest priorities from the 
M pieces of second interrupt information according to the 
quantity K of the third interrupt information and a preset 
interrupt quantity threshold P of the virtual CPU interrupt 
interface, where P is an integer greater than or equal to 1, and 
N is less than or equal to a difference between P and K, and 
write the N pieces of second interrupt information and an 
identifier of a virtual machine corresponding to the N pieces 
of second interrupt information into the virtual CPU inter 
rupt interface, where N is less than or equal to the difference 
between P and K. 

(0073 Preferably, each virtual CPU interrupt interface 
includes a first register and a second register and writing the 
N pieces of second interrupt information and an identifier of 
a virtual machine corresponding to the N pieces of second 
interrupt information into the virtual CPU interrupt interface 
includes writing the N pieces of second interrupt informa 
tion into the first register such that the first register sorts the 
N pieces of second interrupt information in descending order 
of priorities to obtain a sorting result and writing R pieces of 
second interrupt information with highest priorities in the N 
pieces of second interrupt information into the second 
register according to the Sorting result, where after deter 
mining that the virtual machine corresponding to the iden 
tifier of the virtual machine is running, the virtual CPU 
interrupt interface sends the R pieces of second interrupt 
information to the processor corresponding to the virtual 
machine, where R is a positive integer less than or equal to 
N 

(0074 Preferably, the virtual interrupt controller 51 is 
configured to call the obtained interrupt processing function 
Such that the called interrupt processing function starts to 
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run and detects an operation location corresponding to each 
piece of first interrupt information and location information 
of each virtual machine so as to obtain M pieces of first 
interrupt information whose operation locations fall within 
the location information of the virtual machine and use the 
obtained M pieces of first interrupt information as the M 
pieces of second interrupt information. 
0075 Referring to FIG. 6, FIG. 6 is a schematic structural 
diagram of a virtual machine monitor according to an 
embodiment of the present disclosure. As shown in the 
figure, the virtual machine monitor includes a receiver 60 
configured to receive Q pieces of first interrupt information, 
where Q is an integer greater than or equal to 1, a memory 
61 configured to store one or more groups of program code, 
and a processor 62, separately coupled to the memory 61 and 
the receiver 60, and configured to call the program code 
stored in the memory 61 to execute the following method 
shown in FIG. 1, including, obtaining a corresponding 
interrupt processing function from the specific register 
according to an interrupt number of each piece of first 
interrupt information, calling the obtained interrupt process 
ing function to obtain M pieces of second interrupt infor 
mation, where the M pieces of second interrupt information 
are interrupt information that needs to be sent to a processor 
corresponding to a virtual machine and that is in the Q pieces 
of first interrupt information, and M is a positive integer less 
than or equal to Q. obtaining an identifier of a virtual 
machine corresponding to the M pieces of second interrupt 
information, and writing the M pieces of second interrupt 
information and the identifier of the virtual machine corre 
sponding to the M pieces of second interrupt information 
into the virtual CPU interrupt interface such that after 
determining that the virtual machine corresponding to the M 
pieces of second interrupt information is running, the virtual 
CPU interrupt interface sends the M pieces of second 
interrupt information to a processor corresponding to the 
virtual machine corresponding to the M pieces of second 
interrupt information. 
0076 Referring to FIG. 7, FIG. 7 is a functional block 
diagram of an interrupt controller according to an embodi 
ment of the present disclosure. As shown in the figure, the 
interrupt controller is applied to a system that includes the 
interrupt controller and a virtual machine, where the inter 
rupt controller includes a virtual CPU interrupt interface 71 
and an interrupt responding unit 72, where the interrupt 
responding unit 72 is configured to receive Q pieces of first 
interrupt information sent by a physical device, where Q is 
an integer greater than or equal to 1. The interrupt respond 
ing unit 72 is further configured to write the Q pieces of first 
interrupt information into the virtual CPU interrupt interface 
71 such that after determining that the virtual machine is 
running, the virtual CPU interrupt interface 71 sends the Q 
pieces of first interrupt information to a processor corre 
sponding to the virtual machine. 
0077. Preferably, the virtual CPU interrupt interface 
includes a first register and a second register, and the 
interrupt responding unit 72 is configured to write the Q 
pieces of first interrupt information into the first register 
such that the first register sorts the Q pieces of first interrupt 
information in descending order of priorities to obtain a 
sorting result, and writes R pieces of first interrupt infor 
mation with highest priorities in the Q pieces of first 
interrupt information into the second register according to 
the sorting result, where after determining that the virtual 
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machine is running, the virtual CPU interrupt interface sends 
the R pieces of first interrupt information to the processor 
corresponding to the virtual machine, where R is a positive 
integer less than or equal to N. 
(0078 Referring to FIG. 8, FIG. 8 is a schematic structural 
diagram of an interrupt controller according to an embodi 
ment of the present disclosure. As shown in the figure, the 
interrupt controller includes a memory 80 configured to 
store one or more groups of program code, and a processor 
81, coupled to the memory 80 and configured to call the 
program code stored in the memory 80 to execute the 
following method shown in FIG. 3, including, receiving Q 
pieces of first interrupt information sent by a physical 
device, where Q is an integer greater than or equal to 1, and 
writing the Q pieces of first interrupt information into a 
virtual CPU interrupt interface such that after determining 
that the virtual machine is running, the virtual CPU interrupt 
interface sends the Q pieces of first interrupt information to 
a processor corresponding to the virtual machine. 
007.9 The foregoing descriptions are merely exemplary 
embodiments of the present disclosure, but are not intended 
to limit the present disclosure. Any modification, equivalent 
replacement, or improvement made without departing from 
the spirit and principle of the present disclosure should fall 
within the protection scope of the present disclosure. 
What is claimed is: 
1. An interrupt information processing method applied to 

a system that comprises an interrupt controller, a virtual 
machine monitor, a register, and at least one Virtual machine, 

wherein the interrupt controller comprises at least one 
virtual central processing unit (CPU) interrupt inter 
face, wherein the register stores interrupt processing 
functions that are used to be called by the virtual 
machine monitor, wherein each interrupt processing 
function comprises an interrupt number, and wherein 
the method comprises: 

receiving, by the virtual machine monitor, Q pieces of first 
interrupt information, wherein Q is an integer greater 
than or equal to 1; 

obtaining, by the virtual machine monitor, an interrupt 
processing function from the register according to an 
interrupt number of each piece of first interrupt infor 
mation, wherein the interrupt processing function cor 
responds to the interrupt number of each piece of first 
interrupt information; 

calling, by the virtual machine monitor, the obtained 
interrupt processing function to obtain M pieces of 
second interrupt information, wherein the M pieces of 
second interrupt information are interrupt information 
to be sent to a processor corresponding to one of the at 
least one virtual machine and that is in the Q pieces of 
first interrupt information, wherein M is a positive 
integer less than or equal to Q; 

obtaining, by the virtual machine monitor, an identifier of 
one of the at least one virtual machine virtual machine 
corresponding to the M pieces of second interrupt 
information; and 

writing, by the virtual machine monitor, the M pieces of 
second interrupt information and the identifier of the 
one of the at least one virtual machine corresponding to 
the M pieces of second interrupt information into a 
virtual CPU interrupt interface such that after the one of 
the at least one virtual machine corresponding to the M 
pieces of second interrupt information is running, the 
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virtual CPU interrupt interface sends the M pieces of 
second interrupt information to a processor running the 
one of the at least one virtual machine corresponding to 
the M pieces of second interrupt information. 

2. The method according to claim 1, wherein writing, by 
the virtual machine monitor, the M pieces of second inter 
rupt information and the identifier of the one of the at least 
one virtual machine corresponding to the Mpieces of second 
interrupt information into the virtual CPU interrupt interface 
comprises: 

buffering, by the virtual machine monitor, the Mpieces of 
second interrupt information; 

detecting, by the virtual machine monitor, a quantity K of 
third interrupt information currently stored in the Vir 
tual CPU interrupt interface, wherein K is an integer 
greater than or equal to 0. 

obtaining, by the virtual machine monitor, N pieces of 
second interrupt information with highest priorities 
from the M pieces of second interrupt information 
according to the quantity K of the third interrupt 
information and a preset interrupt quantity threshold P 
of the virtual CPU interrupt interface, wherein P is an 
integer greater than or equal to 1, and N is less than or 
equal to a difference between P and K; and 

writing, by the virtual machine monitor, the N pieces of 
second interrupt information and an identifier of one of 
the at least one virtual machine corresponding to the N 
pieces of second interrupt information into the virtual 
CPU interrupt interface. 

3. The method according to claim 2, wherein each virtual 
CPU interrupt interface comprises a first register and a 
second register, and wherein writing, by the virtual machine 
monitor, the N pieces of second interrupt information and an 
identifier of the one of the at least one virtual machine 
corresponding to the N pieces of second interrupt informa 
tion into the virtual CPU interrupt interface comprises: 

writing, by the virtual machine monitor, the N pieces of 
second interrupt information into the first register Such 
that the first register sorts the N pieces of second 
interrupt information in descending order of priorities 
to obtain a sorting result; and 

writing R pieces of second interrupt information with 
highest priorities in the N pieces of second interrupt 
information into the second register according to the 
Sorting result, wherein after determining that the one of 
the at least one virtual machine corresponding to the 
identifier of the one of the at least one virtual machine 
is running, the virtual CPU interrupt interface sends the 
R pieces of second interrupt information to the proces 
Sor corresponding to the one of the at least one virtual 
machine corresponding to the N pieces of second 
interrupt information, wherein R is a positive integer 
less than or equal to N. 

4. The method according to claim 1, wherein calling, by 
the virtual machine monitor, the obtained interrupt process 
ing function to obtain M pieces of second interrupt infor 
mation comprises: 

calling, by the virtual machine monitor, the obtained 
interrupt processing function Such that the called inter 
rupt processing function starts to run and detects an 
operation location corresponding to each piece of first 
interrupt information and location information of each 
virtual machine so as to obtain M pieces of first 
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interrupt information whose operation locations fall 
within the location information of the virtual machine; 
and 

using, by the virtual machine monitor, the obtained M 
pieces of first interrupt information as the M pieces of 
second interrupt information. 

5. An interrupt information processing method, wherein 
the method is applied to a system that comprises an interrupt 
controller and a virtual machine, wherein the interrupt 
controller comprises a virtual central processing unit (CPU) 
interrupt interface and a first processor, and wherein the 
method comprises: 

receiving, by the first processor, Q pieces of first interrupt 
information sent by a physical device, wherein Q is an 
integer greater than or equal to 1; and 

writing, by the first processor, the Q pieces of first 
interrupt information into the virtual CPU interrupt 
interface such that after determining that the virtual 
machine is running, the virtual CPU interrupt interface 
sends the Q pieces of first interrupt information to a 
second processor corresponding to the virtual machine. 

6. The method according to claim 5, wherein the virtual 
CPU interrupt interface comprises a first register and a 
second register, wherein writing, by the interrupt responding 
unit, the Q pieces of first interrupt information into the 
virtual CPU interrupt interface comprises writing, by the 
interrupt responding unit, the Q pieces of first interrupt 
information into the first register such that the first register 
sorts the Q pieces of first interrupt information in descending 
order of priorities to obtain a sorting result and writes R 
pieces of first interrupt information with highest priorities in 
the Q pieces of first interrupt information into the second 
register according to the sorting result, wherein after deter 
mining that the virtual machine is running, the virtual CPU 
interrupt interface sends the R pieces of first interrupt 
information to the second processor corresponding to the 
virtual machine, and wherein R is a positive integer less than 
or equal to N. 

7. A device applied to a system that comprises an interrupt 
controller, a virtual machine monitor, a register, and at least 
one virtual machine, wherein the interrupt controller com 
prises at least one virtual central processing unit (CPU) 
interrupt interface, wherein the register stores interrupt pro 
cessing functions that are called by the virtual machine 
monitor, wherein each interrupt processing function com 
prises an interrupt number, and wherein the device com 
prises: 

a memory configured to store instructions; and 
a first processor coupled to the memory and configured to 

execute the instructions to: 

receive Q pieces of first interrupt information, wherein 
Q is an integer greater than or equal to 1; 

obtain a interrupt processing function from the register 
according to an interrupt number of each piece of 
first interrupt information, wherein the interrupt pro 
cessing function corresponds to the interrupt number 
of each piece of first interrupt information; 

call the obtained interrupt processing function to obtain 
M pieces of second interrupt information, wherein 
the M pieces of second interrupt information are 
interrupt information to be sent to a second processor 
corresponding to one of the at least one virtual 
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machine and that is in the Q pieces of first interrupt 
information, wherein M is a positive integer less than 
or equal to Q; 

obtain an identifier of one of the at least one virtual 
machine corresponding to the M pieces of second 
interrupt information; and 

write the M pieces of second interrupt information and 
the identifier of the one of the at least one virtual 
machine corresponding to the M pieces of second 
interrupt information into a virtual CPU interrupt 
interface such that after the virtual machine corre 
sponding to the M pieces of second interrupt infor 
mation is running, the virtual CPU interrupt interface 
sends the Mpieces of second interrupt information to 
a processor corresponding to the one of the at least 
one virtual machine running the M pieces of second 
interrupt information. 

8. The device according to claim 7, wherein the first 
processor is further configured to: 

buffer the M pieces of second interrupt information; 
detect a quantity K of third interrupt information currently 

stored in the virtual CPU interrupt interface, wherein K 
is an integer greater than or equal to 0; 

obtain N pieces of second interrupt information with 
highest priorities from the Mpieces of second interrupt 
information according to the quantity K of the third 
interrupt information and a preset interrupt quantity 
threshold P of the virtual CPU interrupt interface, 
wherein P is an integer greater than or equal to 1, and 
wherein N is less than or equal to a difference between 
P and K; and 

write the N pieces of second interrupt information and an 
identifier of one of the at least one virtual machine 
corresponding to the N pieces of second interrupt 
information into the virtual CPU interrupt interface. 

9. The device according to claim 8, wherein each virtual 
CPU interrupt interface comprises a first register and a 
second register, wherein the first processor is further con 
figured to: 

write the N pieces of second interrupt information into the 
first register such that the first register sorts the N pieces 
of second interrupt information in descending order of 
priorities to obtain a sorting result; and 

write R pieces of second interrupt information with high 
est priorities in the N pieces of second interrupt infor 
mation into the second register according to the sorting 
result, wherein after determining that the virtual 
machine corresponding to the identifier of the virtual 
machine is running, the virtual CPU interrupt interface 
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sends the R pieces of second interrupt information to 
the processor corresponding to the one of the at least 
one virtual machine corresponding to the N pieces of 
second interrupt information, and wherein R is a posi 
tive integer less than or equal to N. 

10. The device according to claim 7, wherein the first 
processor is further configured to: 

call the obtained interrupt processing function Such that 
the called interrupt processing function starts to run and 
detects an operation location corresponding to each 
piece of first interrupt information and location infor 
mation of each virtual machine so as to obtain Mpieces 
of first interrupt information whose operation locations 
fall within the location information of the virtual 
machine; and 

use the obtained Mpieces of first interrupt information as 
the M pieces of second interrupt information. 

11. A device, applied to a system that comprises an 
interrupt controller and a virtual machine, wherein the 
interrupt controller comprises a virtual central processing 
unit (CPU) interrupt interface, and wherein the device 
comprises: 

a memory configured to store instructions; and 
a first processor coupled to the memory and configured to 

execute the instructions to: 
receive Q pieces of first interrupt information sent by a 

physical device, wherein Q is an integer greater than 
or equal to 1; and 

write the Q pieces of first interrupt information into the 
virtual CPU interrupt interface such that after deter 
mining that the virtual machine is running, the Vir 
tual CPU interrupt interface sends the Q pieces of 
first interrupt information to a second processor 
corresponding to the virtual machine. 

12. The device according to claim 11, wherein the virtual 
CPU interrupt interface comprises a first register and a 
second register, wherein the first processor is further con 
figured to write the Q pieces of first interrupt information 
into the first register such that the first register sorts the Q 
pieces of first interrupt information in descending order of 
priorities to obtain a sorting result and writes R pieces of first 
interrupt information with highest priorities in the Q pieces 
of first interrupt information into the second register accord 
ing to the sorting result, wherein after determining that the 
virtual machine is running, the virtual CPU interrupt inter 
face sends the R pieces of first interrupt information to the 
second processor corresponding to the virtual machine, and 
wherein R is a positive integer less than or equal to N. 
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