
US 20090050692A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2009/0050692 A1 

Ludlow et al. (43) Pub. Date: Feb. 26, 2009 

(54) DYNAMIC IDENTITY MATCHING IN Publication Classification 
RESPONSE TO THREAT LEVELS (51) Int. Cl. 

G06K 5/00 (2006.01) 
(76) Inventors: Nelson Ludlow, Port Townsend, (52) U.S. Cl. ........................................................ 235/38O 

WA (US); Steve Zehm, Port (57) ABSTRACT 
Hadlock, WA (US (US) A dynamic identity matching facility that enables an operator 

to determine the status of an individual based on identification 
Correspondence Address: information contained on an identification record provided by 
PERKINS COE LLP the individual. The operator scans the individual's identifica 
PATENTSEA tion information from the identification record using a scan 
P.O. BOX 1247 ning device. The facility decodes the scanned identification 
SEATTLE, WA 98111-1247 (US) information and identifies a number of candidates based on 

(21) Appl. No.: 

(22) Filed: 

115 

115 
115 

115 

115 

the decoded identification information. For each identified 
candidate, the facility generates a candidate score. Based on 

11/843,621 the candidate score of each identified candidate, the facility 
selects a number of the identified candidates for display. The 
facility displays the selected candidates to the operator along 

Aug. 22, 2007 with the candidate's criminal or other acts. 

105 

115 LIC# DOEJXXXX202DK Exp 11-12-2010 

Doe, Joe J 
123 Fourth Street 
Port Townsend, WA 98765 
SEX HT WT EYES 
M 6-O3 215 BU 

DOB 11-12-1980 

|H|| 

120 

110 

110 

110 

110 

    

  

  

  



US 2009/0050692 A1 Feb. 26, 2009 Sheet 1 of 5 Patent Application Publication 

I '9IAI 

  

  

    

  

  

  

  





Patent Application Publication Feb. 26, 2009 Sheet 3 of 5 US 2009/0050692 A1 

Stat 

300 
Receive Scanned 

identification information 

305 
Decode scanned 

identification information 

310 
Retrieve environmental 

information 

315 

ldentify candidates 

320 
For each identified 
candidate, calculate 

aggregate candidate Score 

Calculate DOB 
SCOe 

320Z 

Calculate other 
SCOre 

Calculate 
physical 

description score 

Calculate 
population 
SCOe 

Calculate 
gender Score 

Remaining 
candidates? 

N 330 
Select candidates for 

display 

335 
Select candidates' Criminal 
or other acts for display 

Return 

FIG. 3 

  

  

  

  

  

  

  



US 2009/0050692 A1 Sheet 4 of 5 2009 9 Feb. 26 Patent Application Publication 

077 097 

q007 

e007 

  

  

  



US 2009/0050692 A1 Feb. 26, 2009 Sheet 5 of 5 O Patent Application Publicat 

p007 

CIGO; 

Of 

"OIH 
|6) 

olejn? IEE|?oue?ve OTOELISMO: || Healul 

  

  

  

  

  

  

  

  
  

  

  

  

  

  

  

  

  



US 2009/0050692 A1 

DYNAMIC IDENTITY MATCHING IN 
RESPONSE TO THREAT LEVELS 

BACKGROUND 

0001 Identity matching systems have been used in a range 
of settings to control access to secure locations, protect infor 
mation against Security breaches, and to detect individuals 
who pose a threat to public safety. For example, the National 
Crime Information Center (NCIC) provides a database of 
criminal records that may be used to assist law enforcement in 
apprehending fugitives. A law enforcement officer can Submit 
a request to the NCIC during a traffic stop to determine 
whether the driver of the vehicle is wanted under an outstand 
ing warrant or citation. However, NCIC inquiries frequently 
result in false positives that require the requesting officer to 
investigate further before any action can be taken. Conse 
quently, because the NCIC system requires additional time 
and resources, it is inefficient for use in routine Screening 
environments where large numbers of individuals need to be 
processed in a short amount of time. 
0002 The Computer-Assisted Passenger Prescreening 
System (CAPPS) is another example of an identity matching 
system that has been used to detect individuals who may pose 
a terrorist-related threat or who have outstanding Federal or 
state warrants for violent crimes. CAPPS assesses the identity 
of a passenger by matching passenger name information to 
government databases in order to determine if there is an 
exact (or near exact) name match. CAPPS relies on a simple 
matching algorithm to match the passenger's name with a 
name list. Matching algorithms that rely only upon a name are 
likely to generate a high number of false positives, such as 
publicized cases of Transportation Security Agency (TSA) 
employees stopping famous people or 2-year olds whose 
name happens to match the same name on a terrorist list. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0003 FIG. 1 illustrates a scanning device that may be used 
to Scan an identification record containing machine-readable 
identification information. 
0004 FIG. 2 is a block diagram that illustrates various 
components or services that are part of or interact with a 
dynamic identity matching facility. 
0005 FIG. 3 is a flow chart of actions performed by the 
facility to identify persons of interest based on identification 
information. 
0006 FIGS. 4A, 4B, 4C, and 4D are screenshots of a user 
interface of the Scanning device. 

DETAILED DESCRIPTION 

0007 Accuracy and efficiency are critical factors to the 
Success and adoption of an identity matching system. In light 
of the recent security threats in the world, there is a large 
unmet need to provide better access control at the county's 
borders, at sensitive installations, and at public and private 
venues. Accordingly, an identity matching facility that is 
highly accurate and allows individuals to be processed in a 
short timeframe is disclosed herein. The identity matching 
facility is dynamic and responsive to environmental informa 
tion, such as threat levels issued by the military or the Depart 
ment of Homeland Security (DHS). 
0008. A dynamic identity matching facility is disclosed 
that enables an operator to determine the status of an indi 
vidual based on identification information contained on an 
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identification record provided by the individual. The operator 
scans the individual's identification information from the 
identification record using a scanning device. The facility 
decodes the Scanned identification information and identifies 
a number of candidates based on the decoded identification 
information. For example, the facility may identify a number 
of candidates using a name matching algorithm. For each 
identified candidate, the facility generates a candidate score. 
Based on the candidate score of each identified candidate, the 
facility selects a number of the identified candidates for dis 
play. For each selected candidate that the facility recognizes 
as a person of interest, the facility selects the candidate's 
criminal acts (or other acts) for display. The facility displays 
the selected candidates to the operator. 
0009. In some embodiments, the facility employs a fuzzy 
matching technique to identify candidates based on the 
decoded identification information. For example, the facility 
may identify and analyze candidate names that are spelled 
slightly differently than the name provided by the decoded 
identification information. 
0010. In some embodiments, the candidate score for each 
identified candidate is the aggregate result of a multi-factored 
test. For example, the candidate score may be the aggregate of 
one or more scores relating to the identified candidate's gen 
der, date of birth (DOB), physical description, or other iden 
tifying aspect. In some embodiments, fuzzy matching tech 
niques may be used in calculating the candidate score for each 
identified candidate. For example, a candidate DOB that 
exactly matches the DOB provided by the decoded identifi 
cation information may receive a higher score than a candi 
date DOB that matches the day and month yet does not match 
the year of the DOB provided by the decoded identification 
information. 

0011. In some embodiments, the candidate score includes 
a score that is calculated according to the frequency of the 
candidate's name within a population. For example, a candi 
date name having a high frequency within a population (e.g., 
John Smith) may receive a lower score than a candidate name 
having a low frequency within the population (e.g., Walentia 
Knapek). 
0012. In some embodiments, the number of identified can 
didates selected for display by the facility is based on envi 
ronmental information known or retrieved by the facility. For 
example the facility may obtain the environmental informa 
tion from an external service. Such information may include 
threat levels issued by the military or DHS. When the threat 
level is high, the facility may display additional candidates to 
the operator. In some embodiments, the user interface is con 
figurable. The facility may display multiple candidates or acts 
(criminal or other) to the operator. 
0013 The terminology used in the description presented 
below is intended to be interpreted in its broadest reasonable 
manner, even though it is being used in conjunction with a 
detailed description of certain specific embodiments of the 
invention. Certain terms may even be emphasized below: 
however, any terminology intended to be interpreted in any 
restricted manner will be overtly and specifically defined as 
such in this Detailed Description section. 
0014 Various embodiments of the invention will now be 
described. The following description provides specific details 
for a thorough understanding and enabling description of 
these embodiments. One skilled in the art will understand, 
however, that the invention may be practiced without many of 
these details. Additionally, some well-known structures or 
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functions may not be shown or described in detail, so as to 
avoid any unnecessarily obscuring the relevant description of 
the various embodiments. 
0015 FIG. 1 illustrates a scanning device 100 that may be 
used to scan an identification record 105 containing machine 
readable identification information 110. When an individual 
provides an operator of scanning device 100 with identifica 
tion record 105, the operator may scan the identification 
record and determine the status of the individual. With scan 
ning device 100, for example, the operator may determine 
that the individual is a Suspected terrorist, has an outstanding 
warrant, or is otherwise wanted by the authorities. Further 
details about the scanning device will be provided herein. 
0016. Identification record 105 may be a driver's license or 
other form of identification record containing machine-read 
able identification information 110. In some embodiments, 
for example, identification record 105 may be a military or 
federal government identification document ("ID"), state or 
local government ID, passport, RFID chip, or corporate ID. In 
Some embodiments, the identification record includes one or 
more portions of human-readable information 115. Identifi 
cation record 105 may include information such as the indi 
vidual's name, address, DOB, signature, or physical charac 
teristics. In some embodiments, identification record 105 
includes a photograph 120 of the individual. The information 
on the identification record may be stored as human-readable 
information, as machine-readable information, or as both 
human-readable and machine readable information. 

0017 FIG. 2 is a block diagram that illustrates various 
components or services that are part of or interact with a 
dynamic identity matching facility. A scanning device 100, an 
identity matching service 200, a threat indicator service 205, 
and a plurality of data sources 210 may exchange data 
through a wired or wireless network 215 in order to enable the 
facility to dynamically identify persons of interest. 
0018 Scanning device 100 shows some of the components 
that may be incorporated in a device on which the facility 
executes. Scanning device 100 includes one or more scanning 
components 220. For example, the scanning device may 
include a digital scanner, a magnetic reader, a one-dimen 
sional ("1D') barcode scanner, a two-dimensional (2D) bar 
code scanner, an RFID reader, or other scanning component. 
The scanning device may also include one or more central 
processing units (CPUs) 225 for executing computer pro 
grams; a persistent storage component 230. Such as a hard 
drive for persistently storing programs and data; a computer 
memory 235 for storing programs and data while they are 
being used; a computer-readable media drive 240 for reading 
programs and data stored on a computer-readable medium; a 
communications component 245 for connecting the scanning 
device to other computer systems; and one or more input/ 
output components 250. Such as a display, keyboard, or touch 
screen; all of which may exchange data via a bus 255 or other 
communication path. While Scanning devices configured as 
described above are typically used to support the operation of 
the facility, those skilled in the art will appreciate that the 
facility may be implemented using devices of various types 
and configurations, and having various components. 
0019. In some embodiments, scanning device 100 
executes an identity matching program 260 to determine the 
status of an individual based on the Scanned identification 
information. Information records identifying persons of 
interest may be stored locally on scanning device 100 and/or 
be accessed remotely by the scanning device. For example, 
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the scanning device may include a database (not shown) 
containing identification records from one or more data 
Sources, such as identification records mirrored from a remote 
data store 265. As another example, the scanning device may 
not maintain a local database and instead may access remote 
data store 265 through a public or private network 215. The 
persons of interest data store is a database of individuals 
having one or more criminal or other acts that cause them to 
raise heightened concern for security purposes. In addition to 
a record of the criminal and other acts of each individual, the 
persons of interest data store includes typical characterizing 
information about the individual. Such as a picture, name, 
DOB, gender, height, weight, eye color, address, etc. 
0020. The information records contained in the persons of 
interest data store are used by the identity matching program 
to identify individuals of interest. In some embodiments, the 
facility calls a remote identity matching service 200 to deter 
mine the status of an individual based on the scanned identi 
fication information. In some embodiments, the facility may 
invoke a local identity matching program 260 to determine 
the status of an individual based on the scanned identification 
information. It will be appreciated that the identity matching 
service and the identity matching program may also work in 
combination to process identity information and identify 
individuals of interest. The actions taken by the facility to 
determine the status of an individual is described further 
herein. 

0021 While various embodiments are described in terms 
of the environment described above, those skilled in the art 
will appreciate that the facility may be implemented in a 
variety of other environments including a single monolithic 
computer system, as well as various other combinations of 
computer systems or similar devices connected in various 
ways. 

0022 FIG. 3 is a flow chart showing actions performed by 
the facility to identify persons of interest based on identifica 
tion information. At block 300 the facility receives scanned 
identification information. At block 305, the facility decodes 
the Scanned identification information. In some embodi 
ments, the facility parses the decoded identification informa 
tion into one or more query fields. For example, when an 
operator scans identification record 105 containing machine 
readable identification information 110, the facility may 
parse the decoded information into a query name field, query 
license number field, query DOB field, query image field, 
query gender field, query height field, query weight field, 
query eye color field, query address field, etcetera. 
(0023. At block 310, the facility retrieves environmental 
information. Environmental information may be retrieved 
from local or remote data sources. For example, the facility 
may ascertain the threat level issued by DHS. The Homeland 
Security Advisory System is a color-coded threat advisory 
scale, consisting offive color-coded threat levels: red (severe 
risk), orange (high risk), yellow (significant risk), blue (gen 
eral risk), and green (low risk). The different levels trigger 
specific actions by federal agencies and state and local gov 
ernments. Typical actions include increasing police and other 
security presence at landmarks and other high-profile targets, 
more closely monitoring international borders and other 
points of entry, etc. The facility may ascertain environmental 
information from a number of agencies and/or news facilities, 
and is not limited to DHS. As another example, the facility 
may retrieve the details of an AMBER Alert. 
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0024. The environmental information used by the facility 
may be updated in real-time, in near real-time, or on a peri 
odic or sporadic basis. For example, the facility may send a 
query to a service to receive the threat level issued by DHS 
each time that it receives Scanned identification information. 
As another example, the facility may receive a periodic (e.g., 
hourly, daily) data feed from the DHS or from another service 
that contains the threat level. The threat level is stored by the 
facility and continued to be used until an updated threat level 
is received. As yet another example, the threat level may be 
queried by the facility on a daily basis and used until a new 
threat level is obtained. 

0025. The environmental information considered by the 
facility may be a single threat level provided by a service, or 
it may encompass multiple piece of information derived from 
a variety of Sources. For example, the facility may take into 
account a national government threat level, a time of day, a 
regional warning, and a report of two incidents (e.g. robber 
ies) that took place in proximity to the Scanning device. The 
facility may apply various weighting factors to each of the 
pieces of information to arrive at an overall assessment of the 
threat level for Subsequent processing. 
0026. At block 315, the facility identifies a number of 
potential candidates that match the identity of the individual 
with the ID based on the decoded identification information. 
The facility identifies candidates based on how closely the 
candidate name matches the query name. In some embodi 
ments, the facility identifies the candidates using a fuzzy 
name matching algorithm. The identified candidates may 
match the decoded identification information exactly or 
approximately. The facility may use a number of techniques 
individually or in combination to identify candidates. For 
example, the facility may identify candidates using the bitap 
algorithm. The bitap algorithm is a fuZZy matching algorithm 
that determines whethera query string is approximately equal 
to a selected String based on the minimum number of opera 
tions necessary to transform one string into the other, where 
an operation is an insertion, deletion, or Substitution of a 
single character. If the query string and pattern are within a 
predefined distance k of each other, then the bitap algorithm 
considers them approximately equal. 
0027. In some embodiments, the facility identifies the can 
didates by phonetically encoding the decoded identification 
information to capture its phonetic representation. The Soun 
dex algorithm or International Phonetic Alphabet (IPA) algo 
rithm are examples of phonetic algorithms that may be used to 
normalize spelling errors or detect variants. In some embodi 
ments, the facility selects a phonetic algorithm based on the 
origin of the query name. The facility may also identify can 
didates by considering variants of a query name; for example, 
Finetta is a variant of Josephine. 
0028. The number of candidates identified by the facility 
may be predefined. For example, the facility may be config 
ured to identify a minimum or maximum number of candi 
dates. In some embodiments, the number of identified candi 
dates is based on environmental information known or 
retrieved by the facility. For example, the facility may identify 
a greater number of candidate records when the threat level is 
high, and a lesser number of candidates when the threat level 
is low. By varying the number of candidates that are identified 
for processing by the facility, the facility may increase the 
likelihood of locating a match. A greater number of candi 
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dates, however, may result in lengthier processing times that 
could potentially impact the number of individuals that can be 
processed by an operator. 
0029. At block 320, for each identified candidate, the 
facility generates a candidate score based on the Sum of scores 
calculated at blocks 320a, 320b, ..., 320Z. Each of the scores 
calculated at blocks 320a, 320b, ... 320z may be weighted 
depending on how strongly the score is correlated with a 
potential candidate match. The overall candidate score indi 
cates how likely the candidate record and the scanned iden 
tification record identify the same individual. 
0030. At block 320a, the facility calculates a gender score 
based on how closely the candidate's gender matches the 
query gender. For example, when the candidate's gender 
matches the query gender, the facility may assign a higher 
score than when the there is no match or when the gender of 
the candidate is unknown. In some embodiments, when a 
candidate record indicates that a candidate uses gender dis 
guises or aliases, the facility may assign the same score 
regardless of whether the query gender is male, female, or 
unknown. 

0031. At block 320b, the facility calculates a DOB score 
based on how closely the candidate's DOB matches the query 
DOB. The candidate's DOB may match the query DOB 
exactly or approximately. In some embodiments, the facility 
uses a fuZZy matching algorithm to calculate the DOB score. 
For example, when the candidate's DOB matches a portion of 
the query DOB (e.g., day and month), the facility may assign 
a higher score than when there is no match. In some embodi 
ments, the facility may assume a match for a portion of the 
query DOB when the query DOB is not within an acceptable 
range. For example, when the query DOB is Mar. 32, 1980, 
the facility may assign the same score to all identified candi 
dates having a DOB in March 1980. 
0032. At block 320c, the facility calculates a population 
score based on the frequency of the query name within the 
population. For example, a query name having a high fre 
quency within a population (e.g., John Smith) may be scored 
lower than a query name having a low frequency within the 
population (e.g., Walentia Knapek). In some embodiments, 
the population from which the frequency data is derived may 
be the persons of interest data store from which the candidate 
records are identified. 
0033. At block 320d, the facility calculates a physical 
description score based on how closely the candidate's physi 
cal description matches the query physical description. For 
example, the facility may compare the candidate's height, 
weight, eye color, hair color, etc. In some embodiments, when 
calculating the candidate physical description score, the facil 
ity values certain characteristics over others. For example, a 
match relating to height may be assigned a higher score than 
a match relating to hair color because hair color (unlike 
height) is easily changed. In some embodiments, the facility 
uses fuZZy matching techniques to calculate the physical 
description score. For example, when the candidate height is 
within 2-3 inches of the query height, the facility may assign 
a higher score than when the candidate height outside of an 
acceptable range. As another example, the facility may assign 
a high score when the query hair color is red and an identified 
candidate's hair color is indicated as blonde and/or red. 

0034. Other scores may be calculated for the individual. In 
Some embodiments, each candidate score may also include a 
name matching score indicating how closely the candidate's 
name matches the query name. The name matching score may 
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be based in whole or in part on the methodology used by the 
facility at block 315, or it may be generated independently 
from the facility’s identification of candidate records. 
0035. At block 325, the facility determines whether there 
are remaining candidates for which candidate scores have not 
been calculated. If there are remaining candidates, the facility 
returns to block 320 to generate the next candidate's score. 
Otherwise, the facility continues to block 330 to select the 
candidates for display. In some embodiments, the facility 
selects candidate for display based on the candidate scores. 
For example, the facility may select only candidate records 
scoring above a predefined threshold candidate score. When 
very few (or no) candidate records are selected for display, the 
operator may elect to lower the threshold candidate score to 
select candidates for display. In some embodiments, the num 
ber of candidates selected for display is predefined. For 
example, the facility may be configured to select a minimum 
or maximum number of candidates for display (with or with 
out regard to a threshold candidate score). 
0036. In some embodiments, the number and type of can 
didates that are selected for display may be based on the 
retrieved environmental information. By varying the number 
of candidates that are displayed to the operator, the facility 
allows a greater or lesser degree of scrutiny to be applied to 
the individual being verified. In times of an increased threat 
level, operators may desire to see a greater number of candi 
dates even though it may slow down processing of a particular 
individual. In times of a reduced threat level, operators may 
desire to see a lesser number of candidates to increase the 
number of individuals that can be processed, provided that 
overall security is not unreasonably lowered. The facility may 
also select the candidates to display based on the type of threat 
presented. For example, when the facility detects an AMBER 
Alert, it may prioritize the selection of records identifying 
candidates Suspected, charged, or convicted of kidnapping or 
other crimes involving children. As another example, when 
the facility detects a threat level indicating a severe risk of a 
terrorist attack, the facility may prioritize the section of 
records identifying candidate Suspected, charged, or con 
victed of acts involving terrorism. 
0037. At block 335, if a selected candidate has more than 
one criminal or other act, the facility prioritizes the display of 
the criminal or other acts associated with the selected candi 
date. In some embodiments, the facility ranks the candidate's 
criminal or other acts according to a predetermined order. For 
example, if a record indicates that a candidate is both a ter 
rorist (Terrorist BOLO) and has an outstanding arrest warrant 
for felony embezzlement (Non-Violent BOLO), the facility 
may select for display first an indication that the candidate is 
a Terrorist BOLO and second an indication that the candidate 
is a Non-Violent BOLO. In some embodiments, candidate's 
acts are ranked according to the highest threat presented by 
the candidate. This rank order may be configured dynami 
cally in Some circumstances, and/or it may be based in part on 
environmental information known to the facility. After block 
335, the facility returns. 
0038. Those skilled in the art will appreciate that the 
blocks shown in FIG.3 may be altered in a variety of ways. 
For example, the order of blocks may be rearranged; Substeps 
may be performed in parallel; shown blocks may be omitted; 
or other blocks may be included; etc. 
0039 FIGS. 4A, 4B, 4C, and 4D show sample screenshots 
presented as part of the user interface. In particular, displays 
400a, 400b, 400c, and 400d are representative screen images 
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that may be displayed by the facility after the scan of an 
identification record 105 by an operator of scanning device 
100. Candidate records 405a, 405b, 405c, ... 405Z have been 
identified and selected for display by the facility based at least 
in part on the scanned machine-readable identification infor 
mation 110. An image of each candidate may be displayed, 
along with one or more pieces of data that may be used to 
identify the candidate. For example, the first name, last name, 
date of birth, age, sex, and other features may be displayed to 
the operator. In addition, the highest priority criminal or other 
act selected by the facility is displayed to the operator. The 
operator may select other acts associated with the candidate 
by selecting a forward control 425 or backward control 430. 
0040. The operator can navigate among various candidate 
records that are chosen for display by the facility using con 
trols 410 and 415. Pressing the next control 410 causes the 
operator to see the next candidate selected for display by the 
facility. Pressing the back control 415 causes the operator to 
see the previous candidate selected for display. One skilled in 
the art will appreciate that the user interface could be imple 
mented in a variety of ways to enable an operator to navigate 
among records. Scroll bars, for example, could be provided. 
FIGS. 4A and 4B show how an operator navigated from a first 
record 405a shown in display 400a to a second record 405b 
shown in display 400b using the control 410 of display 400a. 
0041. In some embodiments, the operatorestablishes pref 
erences by providing an operator profile indicating the opera 
tor's preferred display views and/or display controls. For 
example, an operator may indicate that he or she prefers to 
view a single matching candidate record and a single act per 
display (as is shown in FIGS. 4A and 4B). As another 
example, the operator may indicate that he or she prefers to 
view multiple matching candidate records and a single act for 
each candidate per display (as shown in FIG. 4C), or a single 
matching candidate record and multiple acts per display (as 
shown in FIG. 4D). One skilled in the art will understand that 
an operator may establish a variety of viewing preferences. 
Some operators may prefer to switch between views, such 
that the first display provides an overview of matching 
records (as shown in FIG. 4C), while subsequent views per 
mit the operator to drill down into the details of each record 
(as shown in FIGS. 4A, 4B, and 4D). 
0042. In some embodiments, the operator can add (or 
delete) display fields, such as a field that shows the candidate 
score (not shown). The operator may also establish a display 
preference that does not display fields for which the informa 
tion in unknown to the facility. For example, if this display 
preference were activated for display 400a, the ID# field for 
record 405a would not display because the facility does not 
have an ID number associated with that candidate. 

0043. In some embodiments, additional information 
describing the threat or threats presented by a candidate may 
be provided by the facility. For example, the operator may 
learn additional details regarding the criminal or other acts of 
a candidate by using a control 435 to navigate to a detailed 
record display (not shown). In some embodiments, these 
details are retrieved dynamically by the facility from a remote 
service when they are requested by the operator. In other 
embodiments, these details (or details for particular types of 
threats) are stored locally on the scanning device. 
0044. In some embodiments, an operator may take an 
action after viewing the candidate record, Such as detaining 
the individual or taking a picture of the individual. When the 
operator takes an action based upon the query results, the 
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operator may record the actions taken by navigating to a 
display that provides an input mode (not shown) using control 
440. For example, the operator may record a description of 
the circumstances under which he or she has detained Joe 
Doe. In some embodiments, the facility may inform the rel 
evant authorities of the actions taken by the operator. In some 
embodiments, the facility automatically informs some or all 
relevant authorities when the operator indicates that actions 
have been taken with respect to a particular candidate record. 
For example, when the operator indicates that Joe Doe has 
been detained, the facility may transmit a message to the FBI 
agencies in Buffalo and Detroit if Joe Doe is on a list of parties 
wanted by the FBI. 
0045. From the foregoing, it will be appreciated that spe 

cific embodiments of the invention have been described 
herein for purposes of illustration, but that various modifica 
tions may be made without deviating from the spirit and scope 
of the invention. Accordingly, the invention is not limited 
except as by the appended claims. 

I/We claim: 
1. A method in a computing system of identifying one or 

more persons of interest that may reflect the identity of an 
individual, comprising: 

receiving identification information associated with an 
individual from a portable identification device: 

receiving environmental information, wherein the environ 
mental information is indicative of a level of scrutiny 
that is to be applied to the received identification infor 
mation for a location in which the portable identification 
device is operating: 

identifying a plurality of candidates by matching the 
received identification information with candidate infor 
mation associated with each of the plurality of candi 
dates; 

generating a candidate score for each of the plurality of 
identified candidates, the candidate score based on a 
comparison of the candidate information and the 
received identification information; and 

identifying one or more of the plurality of candidates as 
persons of interest that may reflect the identity of the 
individual based on the generated candidate score and 
the received environmental information. 

2. The method of claim 1 further comprising displaying 
one or more of the identified persons of interest. 

3. The method of claim 2 wherein two or more identified 
persons of interest are displayed on a single display screen of 
the portable identification device. 

4. The method of claim 2 wherein an operator of the por 
table device can configure the number of displayed candi 
dates. 

5. The method of claim 1 further comprising: 
Selecting one or more acts associated with each identified 

person of interest for which the person of interest is 
Suspected, charged, or convicted; and 

ranking the one or more selected acts. 
6. The method of claim 5 wherein the selected acts are 

ranked based upon the received environmental information. 
7. The method of claim 5 further comprising displaying the 

one or more identified persons of interest, wherein each dis 
played person of interest includes an indication of at least one 
of the selected acts associated with the person of interest. 

8. The method of claim 1 wherein the comparison of the 
candidate information and the received information com 
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prises comparing at least a portion of the candidate informa 
tion with a portion of the individual identification informa 
tion. 

9. The method of claim 8 wherein the portion of the can 
didate information matches the portion of the individual iden 
tification information. 

10. The method of claim 1 further comprising identifying 
the plurality of candidates based in part by the received envi 
ronmental information. 

11. The method of claim 1 wherein the environmental 
information is received via a web service. 

12. The method of claim 1 wherein the environmental 
information is received by retrieving the environmental infor 
mation from a memory of the portable device. 

13. The method of claim 1 wherein the environmental 
information comprises an alert issued by a government 
authority. 

14. The method of claim 13 wherein the alert indicates a 
probability of a terrorist attack. 

15. The method of claim 13 wherein the alert is an AMBER 
Alert. 

16. The method of claim 1 wherein generating a candidate 
score comprises: 

parsing the received identification information into one or 
more portions of identification information; 

comparing the one or more portions of parsed identifica 
tion information to corresponding one or more portions 
of categorized candidate information and calculating a 
portion score based on the comparison; and 

Summing each calculated portion score to generate the 
candidate score. 

17. The method of claim 16 wherein the one or more 
portions of identification information comprise at least one of 
a name, an identification number, a date of birth, a image, an 
address, an alias, a nationality, a height, a weight, a hair color, 
an eye color, a gender, a race, or an act. 

18. The method of claim 16 wherein generating the candi 
date score for each of the plurality of identified candidates 
further comprises comparing the received environmental 
information to one or more acts associated with each candi 
date. 

19. The method of claim 18 wherein the candidate score is 
increased when the received environmental information 
relates to at least one act associated with each candidate. 

20. The method of claim 16 wherein the candidate score for 
each identified candidate further takes into account a popu 
lation score, and wherein the population score is generated by 
determining a frequency of at least one name of the candidate 
within a population. 

21. The method of claim 1 wherein the number of identified 
candidates is based in part on the received environmental 
information. 

22. A system for identifying one or more persons of interest 
that may reflect the identity of an individual, comprising: 

a receiver for: 

receiving identification information associated with an 
individual from a portable identification device; and 

receiving environmental information, wherein the envi 
ronmental information is indicative of a level of scru 
tiny that is to be applied to the received identification 
information for a location in which the portable iden 
tification device is operating; and 
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a processing component for: 
identifying a plurality of candidates by matching the 

received identification information with candidate 
information associated with each of the plurality of 
candidates; 

generating a candidate score for each of the plurality of 
identified candidates, the candidate score based on a 
comparison of the candidate information and the 
received identification information; and 

identifying one or more of the plurality of candidates as 
persons of interest that may reflect the identity of the 
individual based on the generated candidate score and 
the received environmental information. 

23. The system of claim 22 further comprising a display 
screen for displaying one or more of the identified persons of 
interest. 

24. The system of claim 23 wherein two or more identified 
persons of interest are displayed on the display Screen. 

25. The system of claim 23 wherein an operator of the 
portable device can configure the number of displayed can 
didates. 

26. The system of claim 22 wherein the processing com 
ponent further selects one or more acts associated with each 
identified person of interest for which the person of interest is 
Suspected, charged, or convicted, and ranks the one or more 
selected acts. 

27. The system of claim 26 wherein the selected acts are 
ranked based upon the received environmental information. 

28. The system of claim 26 further comprising a display 
screen for displaying the one or more identified persons of 
interest, wherein each displayed person of interest includes an 
indication of at least one of the selected acts associated with 
the person of interest. 

29. The system of claim 22 wherein the comparison of the 
candidate information and the received information com 
prises comparing at least a portion of the candidate informa 
tion with a portion of the individual identification informa 
tion. 

30. The system of claim 29 wherein the portion of the 
candidate information matches the portion of the individual 
identification information. 

31. The system of claim 22 wherein the processing com 
ponent further identifies the plurality of candidates based in 
part by the received environmental information. 

32. The system of claim 22 wherein the environmental 
information is received via a web service. 

33. The system of claim 22 further comprising a memory, 
wherein the environmental information is received by retriev 
ing the environmental information from the memory. 

34. The system of claim 22 wherein the environmental 
information comprises an alert issued by a government 
authority. 

35. The system of claim 34 wherein the alert indicates a 
probability of a terrorist attack. 

36. The system of claim 34 wherein the alert is an AMBER 
Alert. 

37. The system of claim 22 wherein the processing com 
ponent generates a candidate score by: 

parsing the received identification information into one or 
more portions of identification information; 

comparing the one or more portions of parsed identifica 
tion information to corresponding one or more portions 
of categorized candidate information and calculating a 
portion score based on the comparison; and 
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Summing each calculated portion score to generate the 
candidate score. 

38. The system of claim 37 wherein the one or more por 
tions of identification information comprise at least one of a 
name, an identification number, a date of birth, a image, an 
address, an alias, a nationality, a height, a weight, a hair color, 
an eye color, a gender, a race, or an act. 

39. The system of claim 37 wherein the processing com 
ponent further generates the candidate score for each of the 
plurality of identified candidates by comparing the received 
environmental information to one or more acts associated 
with each candidate. 

40. The system of claim 39 wherein the candidate score is 
increased when the received environmental information 
relates to at least one act associated with each candidate. 

41. The system of claim 37 wherein the candidate score for 
each identified candidate further takes into account a popu 
lation score, and wherein the population score is generated by 
determining a frequency of at least one name of the candidate 
within a population. 

42. The system of claim 22 wherein the number of identi 
fied candidates is based in part on the received environmental 
information. 

43. A method in a computing system of identifying one or 
more persons of interest that may reflect the identity of an 
individual, comprising: 

receiving identification information associated with an 
individual; 

receiving environmental information, wherein the environ 
mental information is indicative of a level of scrutiny 
that is to be applied to the received identification infor 
mation; 

identifying information associated with one or more can 
didates, wherein the identified candidate information is 
similar to the received identification information; and 

identifying one or more candidates as persons of interest 
that may reflect the identity of the individual, wherein 
the identified persons of interest are based on the 
received environmental information and a comparison 
of the received identification information and the candi 
date information of each candidate. 

44. The method of claim 43 wherein the identification 
information is received from a scanning component of a com 
puting System. 

45. The method of claim 44 wherein the scanning compo 
nent comprises a digital scanner, a camera, a magnetic strip 
reader, an optical character reader, a bar code scanner, or an 
RFID reader. 

46. The method of claim 44 wherein the received identifi 
cation information was scanned from an identification record. 

47. The method of claim 46, wherein the identification 
record is a state ID, a military ID, a passport, a corporate ID. 
oran RFID chip. 

48. The method of claim 44 wherein an operator of the 
computing system can configure the number of identified 
persons of interest. 

49. The method of claim 43 further comprising identifying 
one or more acts associated with each identified person of 
interest. 

50. The method of claim 49 further comprising displaying 
two or more identified persons of interest and displaying at 
least one of the one or more acts associated with each dis 
played persons of interest. 
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51. The method of claim 50 wherein the two or more 
persons of interest are displayed sequentially. 

52. The method of claim 50 wherein the two or more 
persons of interest are displayed side-by-side. 

53. The method of claim 50 wherein the displayed one or 
more acts are ranked based on severity. 

54. The method of claim 50 wherein the displayed one or 
more acts are further ranked based on the received environ 
mental information. 

55. The method of claim 43 wherein the one or more 
candidates are identified based on the received environmental 
information. 

56. The method of claim 43 wherein the environmental 
information comprises an alert. 

57. The method of claim 43 wherein the comparison of the 
received identification information and the candidate infor 
mation of each candidate comprises measuring a difference 
between the interpreted identification information and the 
corresponding candidate information. 

58. The method of claim 57 wherein the candidate infor 
mation comprises at least one of a name, an identification 
number, a date of birth, an image, an address, an alias, a 
nationality, a height, a weight, a hair color, an eye color, a 
gender, a race, or an offense. 

59. A portable system for identifying one or more persons 
of interest that may reflect the identity of an individual, com 
prising: 

a receiving component for receiving identification infor 
mation associated with an individual and environmental 
information, wherein the environmental information is 
indicative of a level of scrutiny that is to be applied to the 
received identification information; and 

a matching component for: 
identifying information associated with one or more 

candidates, wherein the identified candidate informa 
tion is similar to the received identification informa 
tion; and 

identifying one or more candidates as persons of interest 
that may reflect the identity of the individual, wherein 
the identified persons of interest are based on the 
received environmental information and a compari 
son of the received identification information and the 
candidate information of each candidate. 

60. The portable system of claim 59 further comprising a 
scanning component for Scanning identification information 
and providing the identification information to the receiving 
component. 

61. The portable system of claim 60 wherein the scanning 
component comprises a digital scanner, a camera, a magnetic 
strip reader, an optical character reader, a barcode scanner, or 
an RFID reader. 

62. The portable system of claim 60 wherein the received 
identification information was scanned from an identification 
record. 

63. The portable system of claim 62, wherein the identifi 
cation record is a state ID, a military ID, a passport, a corpo 
rate ID, or an RFID chip. 

64. The portable system of claim 60 wherein an operator of 
the portable system can configure the number of identified 
persons of interest. 

65. The portable system of claim 59 wherein the matching 
component further identifies one or more acts associated with 
each identified person of interest. 
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66. The portable system of claim 65 further comprising a 
display component that displays two or more identified per 
Sons of interest and at least one of the one or more acts 
associated with each displayed persons of interest. 

67. The portable system of claim 66 wherein the two or 
more persons of interest are displayed sequentially. 

68. The portable system of claim 66 wherein the two or 
more persons of interest are displayed side-by-side. 

69. The portable system of claim 66 wherein the displayed 
one or more acts are ranked based on severity. 

70. The portable system of claim 66 wherein the displayed 
one or more acts are further ranked based on the received 
environmental information. 

71. The portable system of claim 59 wherein the one or 
more candidates are identified based on the received environ 
mental information. 

72. The portable system of claim 59 wherein the environ 
mental information comprises an alert. 

73. The portable system of claim 59 wherein the compari 
son of the received identification information and the candi 
date information of each candidate comprises measuring a 
difference between the interpreted identification information 
and the corresponding candidate information. 

74. The portable system of claim 73 wherein the candidate 
information comprises at least one of a name, an identifica 
tion number, a date of birth, an image, an address, an alias, a 
nationality, a height, a weight, a hair color, an eye color, a 
gender, a race, or an offense. 

75. A method in a computing system of displaying one or 
more persons of interest that may reflect the identity of an 
individual on a display of a computing system, comprising: 

receiving identification information about an individual; 
receiving environmental information, wherein the environ 

mental information is indicative of a level of scrutiny 
that is to be applied to the received identification infor 
mation; 

identifying information associated with one or more can 
didates, wherein at least a portion of the identified can 
didate information is similar to a portion of the received 
identification information; 

ranking the one or more identified candidates based on the 
similarity between one or more portions of the candidate 
information for each candidate and the received identi 
fication information; and 

displaying a number of the ranked candidates as persons of 
interest based on the ranking of each identified candidate 
and the received environmental information. 

76. The method of claim 75 further comprising displaying 
one or more acts associated with each of the identified persons 
of interest, wherein an actis an event in which the correspond 
ing person of interest is Suspected, charged, or convicted. 

77. The method of claim 76 wherein the acts are ranked 
based on predetermined criteria and the received environ 
mental information. 

78. The method of claim 75 wherein the persons of interest 
are displayed sequentially. 

79. The method of claim 75 wherein a plurality of the 
persons of interest are displayed side-by-side. 

80. The method of claim 75 further comprising allowing an 
operator to select one or more types of candidate information 
to display for each displayed person of interest. 
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