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(57) Abstract:  Disclosed is a user
authentication method in another network
using a digital signature made by a mobile
terminal that includes the steps of a

user device connecting to an application
server by transmitting an ID to the
application server, the application server
generating and transmitting random data
corresponding to the ID to the user device

and transmitting the generated random
data and the ID transmitted from the
user device to an authentication server,
the authentication server transmitting
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the random data to the corresponding
mobile terminal, and the mobile terminal
making the digital signature with respect
to the random data using a private key
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of a certificate and transferring the digital
signature to the application server. The
application server can authenticate the
user stronger than the password type
authentication method, and the user
can use the digital signature for the

authentication without installing a certificate in a user device such as a PC, a notebook computer, a PDA, etc., so that the

convenience and the security can be increased.
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Description
USER AUTHENTICATION METHOD IN ANOTHER NETWORK

USING DIGITAL SIGNATURE MADE BY MOBILE TERMINAL
Technical Field

[1] The present invention relates to a user authentication method in another network
using a digital signature made by a mobile terminal, and more particularly to a user au-
thentication method in another network using a digital signature made by a mobile
terminal that enables an application server of a wire/wireless Internet to exploit the
mobile terminal owned by a user when the application server authenticates the user.
Background Art

[2] The authentication is a procedure of judging whether a person or an object is surely
the actual reported person or object. The authentication in a public network including
an individual network or Internet is mostly performed through the use of a password
when a login is made. A person who knows the password is once considered to be a
believable user. All the users first register their desired passwords, and thereafter, they
should remember and use the previously reported passwords whenever the au-
thentication procedure is required.

[3] The mobile terminal has a built-in key code, and a device authentication of the
terminal may be performed in a mobile network. Recently, a certificate may be built in
a smart card such as a USIM (Universal Subscriber Identity Module) in order to
perform an authentication usable in financial transaction and so on.

[4] The mobile terminal has become a universal device that a modern possesses for
making a phone call all the time or almost every day. The advantages of the mobile
terminal having a built-in smart cart as an authentication device are that the mobile
terminal uses a certificate that is an authentication method stronger than the existing
password-based authentication and or it is not necessary to possess a separate device
such as a smart card for the authentication.

[5] In an electronic transaction that requires a high-level stability such as Internet
banking, the authentication is performed using a certificate stronger than the con-
ventional password-based authentication.

[6] However, a public PC in a place such as a government office, a library, a PC game
room, etc., is not safe enough to store a certificate and private key. Accordingly, before
performing the Internet banking, the user should perform a procedure of installing a
certificate in the public PC and then delete it after he/she uses it, and this causes the
user inconvenience. Additionally, the certificate should separately be kept in a device

that has an excellent security such as a smart card rather than be stored in a personal
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[9]

[10]

[11]

PC, a notebook computer, a PDA, etc., and this also causes inconvenience.
Disclosure of Invention

Technical Problem

Therefore, the present invention has been made to solve the above-mentioned
problems occurring in the prior art, and an object of the present invention is to provide
a user authentication method in another network using a digital signature made by a
mobile terminal that enables an application server to perform a user authentication
using the digital signature made by the mobile terminal of the user when the user
connects to the application server through a PC, a notebook computer, a PDA, etc., for
a safer and stronger authentication of the application server.

Additional advantages, objects, and features of the invention will be set forth in part
in the description which follows and in part will become apparent to those having
ordinary skill in the art upon examination of the following or may be learned from

practice of the invention.

Technical Solution

In order to accomplish the above-mentioned objects, a user authentication method
in another network using a digital signature made by a mobile terminal according to
the present invention comprises the steps of a) a user device connecting to an ap-
plication server by transmitting an ID to the application server, b) the application
server generating and transmitting random data corresponding to the ID to the user
device and transmitting the generated random data and the ID transmitted from the
user device to an authentication server, ¢) the authentication server transmitting the
random data to the corresponding mobile terminal, and d) the mobile terminal making
the digital signature with respect to the random data using a private key of a certificate
and transferring the digital signature to the application server.

The step ¢) may further comprise the step of the authentication server searching the
mobile terminal of the user that corresponds to the ID.

Additionally, the step d) comprises the steps of outputting the random data to the
mobile terminal, the mobile terminal making the digital signature using the private key
of the certificate, the mobile terminal transmitting the digital signature to the au-
thentication server, the authentication server verifying the digital signature and
transmitting a result of authentication to the application server, and the application
server deciding whether to permit an access of the user device in accordance with the
result of authentication.

It is preferable that the step d) compares the random data between the user device
and the mobile terminal through by the steps of the user device and the mobile terminal

hashing the random data using a hash function that is one-way function, dividing a
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[13]

[14]

[15]

[16]
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[20]
[21]

hash value into a predetermined number of fragments and giving numbers to the
respective fragments, and displaying the fragment of the hash value that corresponds to
a certain input number among the given numbers on the user device and the mobile
terminal.

Advantageous Effects

According to the user authentication method in another network using a digital
signature made by a mobile terminal according to the present invention, if the user
device of another network is authenticated using the digital signature made by the
mobile terminal, the application server can authenticate the user stronger than the
password type authentication method. Additionally, it is not required for the user to
possess a separate authentication or to install the note of authentication in many user
devices, and thus the convenience and the security can be increased.

Brief Description of the Drawings

The above objects, other features and advantages of the present invention will
become more apparent by describing the preferred embodiments thereof with reference
to the accompanying drawings, in which:

FIG. 1 is a view illustrating the whole construction of a system and an au-
thentication procedure according to an embodiment of the present invention; and

FIG. 2 is a flowchart illustrating a procedure of comparing random data between a
user device and a mobile terminal according to an embodiment of the present
invention.

Best Mode for Carrying Out the Invention

Now, a user authentication method in another network using a digital signature
made by a mobile terminal according to a preferred embodiment of the present
invention will be described in detail with reference to the annexed drawings.

FIG. 1 is a view illustrating the whole construction of a system and an au-
thentication procedure according to an embodiment of the present invention which
enables a user who possesses a mobile terminal to connect to a wire Internet or a
wireless Internet with an Internet-connectable device such as a computer, a notebook
computer, a PDA, etc., through an authentication procedure performed by an au-
thentication server of a mobile communication network.

Referring to FIG. 1, the system according to the present invention includes a mobile
terminal 100, a user device 101, an authentication server 102 and an application server
103.

The mobile terminal 100 owned by a user has a digital authentication function.

The user device 101 is a kind of an Internet-connectable device such as a PC, a

notebook computer, a PDA, etc., and a device that a user can access, use and carry.
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[22]

[23]

[24]

[27]

[28]

[29]

The authentication server 102 can directly communicate with the user's mobile
terminal 100, and stores a terminal number for the user's ID.

The application server 103, which is a server that needs to authenticate the user
device, is communicable with servers of sites of Internet shopping malls, the electronic
government, banks, companies, etc., and the authentication server of the mobile com-
munication network.

In the system as constructed above, the user accesses the application server 103
through the user device 101 (step S1), and in this case, the application server 103
requests the user to input the user's ID (step S2). If the user inputs the ID (step S3), the
application server 103 generates and transmits random data to the user device 101 (step
S4), and simultaneously transmits the random data and the user's ID to the au-
thentication server (step S5).

Then, the authentication server 102 searches for the user's mobile terminal 100 cor-
responding to the ID and transmits the random data to the mobile terminal 100 (step
S6). The user confirms whether the random data from the user device 101 coincides
with that from the mobile terminal 100, and if they coincide with each other, the user
makes a digital signature with a private key of the certificate with respect to the
random data.

The mobile terminal 100 transmits the digital signature to the authentication server
(step S7), and the authentication server 102 verify the digital signature and then
transmits the result of authentication to the application server 103 (step S8). The ap-
plication server permits the access of the user device according to the result of au-
thentication.

FIG. 2 is a flowchart illustrating the procedure of comparing the random data
between the user device and the mobile terminal according to an embodiment of the
present invention. Specifically, FIG. 2 shows the logic for enabling the user to easily
compare the random data between the user device 101 and the mobile terminal 100.

Referring to FIG. 2, since the typical random data subject to be a large size, it is not
easy for the user to compare them with his/her eyes. The user device 101 and the
mobile terminal 100 hash the random data using a hash function that is a one-way
function (step S20), divide the hash value into 10 units, i.e., segments, and give
numbers 0 to 9 to the respective segments (step S21). If the user inputs a certain figure,
the devices display the fragment of the hash value corresponding to the input number
on a display screen (step S22). Accordingly, the user can easily compare the random
data (step S23).

The logic for the user's easy comparing of the random data between the user device
101 and the mobile terminal 100 as illustrated in FIG. 1 can be implemented by a
program and stored in a computer-readable recording medium (such as a CD ROM,
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RAM, ROM, floppy disc, hard disc, optomagnetic disc, etc.). This process can be
easily performed by an ordinary skilled in the art that the present invention belongs to,
and thus the detailed explanation thereof will be omitted.

[30]
Industrial Applicability

[31] As apparent from the above description, according to the user authentication
method in another network using a digital signature made by a mobile terminal
according to the present invention, if the user device of another network is au-
thenticated using the digital signature made by the mobile terminal, the application
server can authenticate the user stronger than the password type authentication method.
Additionally, it is not required for the user to possess a separate authentication or to
install the certificate in many user devices, and thus the convenience and the security
can be increased.

[32] The forgoing embodiments are merely exemplary and are not to be construed as
limiting the present invention. The present teachings can be readily applied to other
types of apparatuses. The description of the present invention is intended to be il-
lustrative, and not to limit the scope of the claims. Many alternatives, modifications,

and variations will be apparent to those skilled in the art.



[1]

[4]

WO 2006/065002 PCT/KR2005/000490

Claims

A user authentication method in another network using a digital signature made
by a mobile terminal, comprising the steps of:

a) a user device connecting to an application server by transmitting an ID to the
application server;

b) the application server generating and transmitting random data corresponding
to the ID to the user device and transmitting the generated random data and the
ID transmitted from the user device to an authentication server;

c) the authentication server transmitting the random data to the corresponding
mobile terminal; and

d) the mobile terminal making the digital signature with respect to the random
data using a private key of a certificate and transferring the digital signature to
the application server.

The user authentication method as claimed in claim 1, wherein the step c) further
comprises the step of the authentication server searching the mobile terminal of
the user that corresponds to the ID.

The user authentication method as claimed in claim 1, wherein the step d)
comprises the steps of:

outputting the random data to the mobile terminal;

the mobile terminal making the digital signature using the private key of the
certificate;

the mobile terminal transmitting the digital signature to the authentication server;
the authentication server verifying the digital signature and transmitting a result
of authentication to the application server; and

the application server deciding whether to permit an access of the user device in
accordance with the result of authentication.

The user authentication method as claimed in claim 1, wherein the step d)
compares the random data between the user device and the mobile terminal
through the steps of:

the user device and the mobile terminal hashing the random data using a hash
function that is a one-way function;

dividing a hash value into a predetermined number of fragments and giving
numbers to the respective fragments; and

displaying the fragment of the hash value that corresponds to a certain input

number among the given numbers on the user device and the mobile terminal.
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