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Systems and methods are provided for securely providing a place-shifted media stream from a place shifting device (108) to a
remote player (112) via a communications network (102). A request for a connection (306) Is received from the remote player at
the place shifting device via the communications network. In response to the request for the connection (308), an authorization
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(57) Abrege(suite)/Abstract(continued):
credential Is requested (310) from a central server via the communications network. Further, in response to the authorization
credential recelved from the central server, the place-shifted media stream (412) between the place shifting device and the remote

player can be established over the communications network. At least a portion of the place-shifted media stream may be encrypted
(325) based upon the authorization credential.
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(57) Abstract: Systems and methods are provided for securely providing a place-shifted media stream from a place shitting device
(108) to a remote player (112) via a communications network (102). A request for a connection (306) 1s received from the remote
player at the place shifting device via the communications network. In response to the request for the connection (308), an autho-

& rization credential 1s requested (310) from a central server via the communications network. Further, in response to the authoriza-
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tion credential received from the central server, the place-shifted media stream (412) between the place shitting device and the re-
mote player can be established over the communications network. At least a portion of the place-shifted media stream may be en-
crypted (325) based upon the authorization credential.
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SYSTEMS AND METHODS FOR
SECUREBLY PLACE SHIFTING MEDIA CONTENT

TECHNICAL FIELD
{0001} The present invention generally relates to place shifting of media content,
and more particalarly relates to systems and methods for improving the security of

PG S ¢ S
media place shifting.

BACKGROUND

Looo2] Most television viewers now receive their television signals through a
confent aggregator such as g cable or satellite television provider. For subscribers

to a direct broadeast satellite (DBS) service, for example, television programuming is

o’

receved via a bhroadeast that is sent vig a sateilite to an amtenna that ig ;gi.‘?f‘k(i‘.l’-i:iﬁﬁ?'

iocated on the exterior of @ home or other structure. Other customers peceive

teigvision programming through a cable, wircless or other medium. FProgramming

is typically recelved at a receiver such as a “set top box” (8TB) that demodulates the

reCeved swnfm and that converts the demodulated content into a format that ean

Frmer
n

e presented to e viewer on a televigion or other display.

L0003 ] More recently, consumers have expressed significant interest i “place
siutting” deviees that allow viewing of television or other media content at locationy
oth

F than their primary television set.  Place shifting devices & pically packetize

3

media content that can be transmitted over a local or wide area network 1o a
portable computer, mobile phone, personal digital assistant or other remote device
capuabie of playing back the packetized media stream for the viewer. Placeshiting
therefore allows conswmers to view their media content from remote locations such
w hotel rooms, offices, or any other Jocations where portable media plaver devices
Can gam aecess to a wireless or other communications network.

Lovog4]While placeshifiing does greatly improve the convenience afforded to the
viewer, the inherently insecare nature of many communications networks {such as
the Intevnet) continues 10 pose challenges. That is, while it remains desirable to

anrow consumers 1o place shift thelr media playing experience, it is also desirable to
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ensure that only authorized users and players are allowed access to valuable media

content.

l[o005] It is therefore desirable to create systems and methods for securely place
shifting media content from a place shifting device to a remote media player. These
and other desirable features and characteristics will become apparent from the
subsequent detailed description and the appended claims, taken in conjunction with

the accompanying drawings and this background section.

SUMMARY OF THE INVENTION

[0006] Accordingly, in one aspect there is provided a method executable by a
place shifting device for securely providing a place-shifted media stream from the
place shifting device to a remote player via a communications network, the method
comprising receiving a request for a connection from the remote player at the place
shifting device via the communications network; in response to the request for the
connection, requesting an authorization credential from a remotely located central
server via the communications network, wherein the remotely-located central server
is separate from but communicates with both the remote player and the place
shifting device, wherein the authorization credential is generated by the central
server to authorize a placeshifting session between the remote device and the place
shifting device, and wherein the authorization credential is provided from the central
server to both the remote player and the place shifting device wvia the
communications network; and establishing the placeshifting session as a direct
connection between the place shifting device and the remote player over the
communications network using the authorization credential received from the
remotely located central server to thereby securely provide the place-shifted media
stream from the place shifting device to the remote device.

[0007] According to another aspect there is provided a system for securely
providing a place-shifted media stream to a remote player via a communications
network, the system comprising a network interface to the communications network;
a receiver configured to receive media content from a medium separate trom the
communications network; a transcoder configured to packetize the received media
content for transport over the communications network; and control circuitry 1n
communication with at least the network interface and the transcoder, wherein the
control circuitry is configured to receive a request for a connection from the remote

player via the network interface, to request an authorization credential from a

2
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remotely-located central server via the network interface in response to the request
for the connection, and to establish a placeshifting session as a direct connection
with the remote player via the network interface after receiving the authorization
credential from the remotely located central server to thereby provide the place-
shifted media stream to the remote device via the network interface, and wherein the
remotely-located central server is separate from but communicates with both the
remote player and the system, and wherein the authorization credential is generated
by the remotely-located central server and provided from the remotely-located
central server to both the remote player and to the system via the communications
network to thereby authorize the placeshifting session between the remote device
and the system from the remotely-located central server.

[0008] According to yet another aspect there is provided a method of presenting a
place-shifted media stream to a user of a remote device, wherein the place-shifted
media stream is provided from a place shifting device to the remote device over a
communications network, the method comprising authenticating the user to a
central server via the communications network, wherein the remotely-located central
server 1s separate from but communicates with both the remote player and the place
shifting device; after successful authentication with the central server, requesting a
connection to the place shifting device; after receiving a response from the place
shifting device, requesting authorization to connect to the place shifting device from
the central server via the communications network; recelving an authorization
response from the central server via the communications network, wherein the
authorization response comprises an authorization credential that is generated by
the central server to authorize a placeshifting session between the remote device and
the place shifting device, and wherein the authorization credential is provided from
the central server to both the remote device and to the place shifting device via the
communications network; and in response to receiving the authorization response,
establishing the place shifting session as a direct connection with the place shifting
device over the communications network using the authorization credential to

thereby securely receive the place-shifted media stream from the place shifting

device at the remote device.
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[0009] According to still yet another aspect there is provided a method executable
by a central server to securely allow a place-shifted media stream to be provided to a
user of a remote device, wherein the place-shifted media stream is provided from a
remotely located place shifting device to the remote device over a communications
network and wherein the remotely-located central server is separate from but
communicates with both the remote player and the place shifting device, the method
comprising receiving a first request from the remote device via the communications
network at the central server, wherein the first request comprises a user credential
associated with the user; verifying the user credential at the centfal server and, in
response to successful verification, transmitting a first response from the central
server to the remote device that identifies the remotely located place shifting device;
and in response to a second request from the remote device received at the central
server, the central server generating an authentication credential that authorizes a
video streaming session between the remote device and the place shifting device, and
transmitting the authorization credential generated by the central server to both the
remote device and the remotely located place shifting device to thereby allow the
remote device and the remotely located place shifting device to establish the place-
shifted media stream as a direct connection from the place shifting device to the

remote device using the authorization credential generated by the central server.

BRIEF DESCRIPTION OF THE DRAWING FIGURES
|]oo11] Exemplary embodiments will hereinafter be described in conjunction with
the following drawing figures, wherein like numerals denote like elements, and
[oo12] FIG. 11is a block diagram of an exemplary secure place shifting system;

[0013] FIG.2i1s a block diagram of an exemplary place shifting device;

3a
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{oo14] FIG, 3 s« data How diagram showing exemplary processes for establishing
secure placeshifting between a place shifting device and & remote device; and
{oo15] FIG 418 ¢ flowehart of an exemplary process for transmitting an encrypted

q

mieia stream o ine reamaots I'L‘*E\i\t’

DETAILED DESCRIPTION

L0016 ] The following detailed deseription of the mmvention 18 merely exemplary in
nature and s not intended to limit the invention or the application and uses of the
wivention. Purthermore, there 13 no intention to be hound by any theory presented
in the preceding background or the following detailed deseription.

{0017] Genevally speaking, place shifting of media content is made more secure
through the use of various anthentication and/or encryption features, In varions
embodiments, the place shifting device verifies that it has an approved capability to
provide placeshifting functions. This verification may be based upon “rights™ set ox
modified on the placeshifting device by a human.  Alternatively, placeshifting
“rights” may be set or modified based upon information received via a satellite,
cable or other conusction that alse provides programming content to the device, In
other embodiments, austhentication in real-iime (or nesr real-time) can be
performed to authenticate the user to a central server and/or to the piaceshifting
device, and/or to verify that the requesting remote player/device is austhentic and

approved to recetve placeshifted content. A credential-sharing environment may be

¥ ~ 1 ~ Yt T NER N 4L WS iy . : s . e — > T . n . « = " ‘ . v
ariner constracted sg that the ransmiting  anad recgving devices  roceive
i‘.’.'{'}"gﬁfiﬁgfi‘ip}‘};i(? Kevs and/or other eredentials from a secure centrai server,  The

authentication credentials provided from the central server can be wsed 1o enerynt
some or all of the placeshifted media stream. In various further embodiments, the
amount ot eperyption is adjusted based upon such factors as the quality of the video
stream, the processing capabilities of the remote media playver, the bandwidth of the
intervening communications links, and/or other factors as approy ypriate. The varinus
concepts described herein may be deploved independently from one another, or two
OT more may b combined with sach other in any manner to produce an even more
secure place shifting environment.

EOOISi The secure mechanisms deseribed herein may find particalar benefit when

3 vyt "‘(! SA% Y VY YR N ¢ VA S NN 4 NP . N\ e * " i
used with hardware capable of both receiving television signals {e.g., signal feeds
e g sateliite, cable, wir - e nhifiine
ron FACLILE, atiie &, Wireless o3 other SOy LG} and of p!"Q\](}m;\ the }}Idt s h,iftmg

4
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function, The myvention 18 not so hmited, however; o the condrsry, the secuntdy
features  deseribed  herein may be used i conjunctinn with  conventional

placeshifting systemy and devices, including those that interact with other external

devices such as television recsivers, removable madia players, digital or personat
video recorders, and/or other sources of programming cantent

{00191 Turning now to the drawing fgures and with initial reference to FIG. 1, an
exenrpiary placeshifting svstem 100 suitably meludes a placeshifiing device 108 that
packetizes media content for {ransmission to a remote devige 112 over a
commumeations network 102, In embodiments that provide enhaneced security, &

ceniral server 14 that maintains a databasze 116 of information s also abie o

{N

communicaie with placeshifting device 108 and remote device 112 via network 102,

,.,.‘

Although FICG. 1 shows only a single placeshifting device 108, a single remote deviee
112 and @ single central server 114, In practice system 100 may include any number
gt servers 114 that are gble to interact with hundreds, thousands or sven more
niaceshifting device 108, each of which may be able to stream media content to any
nember of differsmt remota devices 112,

{oo20] Network 102 is any digital or other cominunications network capanle of
iransmitting messages hefween senders and receivers. In varions embodiments,
aefwork 102 wncindes any number of public or private data connections, links or

networks supporting any number of communications protocels. Network 102 may

l

include the Internet, for example, or any other network based vpon TCP/IP or other
conventionat protocols. In various embodiments, network 102 also ingorporates a
wiveless and/or wired telephone netwo rk, such as a cellular communications
network for commumnicating with mobile phones, personal digital assistants, and/or
the like. Network 102 may also incorporate any sort of wireless or wired local area
wiworks, such as one or more IEEE 8o2.9 and/or 1EEE 802.11 networks.
Placeshifting devies 108 is therefore able to communicate with remote device 112 in
Ay manner.  Such communication may take place over a wide area Hnk that
motudes  the Internet and/or a tel ephone network, for example; in other
embodiments, communicativns between devices 108 and 112 may take places over &
wired oF wirciess focal areq lnk incorporated within network 102, with m casages o
certral server iig taking place over a wide area link alse imeom portated within

DRIWOIR 102,

V1
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foo2i] Placeshifting device 108 18 any component, hardware, software logie and/or
the ke capable of transmitting & packetized stream of media content over network
10 I"’i vamnous embodiments. nlaceshuttine devies 109 rporates s ntahie
102, In vanous embodiments, placeshifting device 102 incorporates suitabie

transcoder logie 1o convert audio/video or other media é%,z-.r{'-.a n\ x packetized

11a may [}1} I any

f\“

ormat that can be transmitied over network 102, The media

mat, and may be regeived {tom any source such as a ‘)ream,a*-.t vabie or sateilite

\

television programnung seurce, & “video-on-demand” or similar source, a digital

\

video disk {IVIR or other removable media, a video camera, and/or the His. In

,‘ﬂ‘b

arions embodiments, placeshifter device 108 18 any of the various SLINGBOX
products avadable from Sling Media of Foster City, Caltfornia, wihich are generally
capable of receiving media content from an external digital video recorder {DVRY,
set top box (STHY, cable or satellite programwming source, DVD player, and/or the
fIKe.

foozz] In further embodiments, placeshifter device 108 may also include content
receiving capabilities, That is, device 108 may be a hybrid STB or other receiver
that also provides transcoding and placeshiftin ¢ features, as deseribed more folly
below, Such 2 device may receive satellite, cable, broadeast and/or other signals

that encode television programuning 105 from an antenna 104, modem, server
and/or other souree. The receiver may further demodulate or otherwise decode the

£ r“sv@d [iEl 18R

\

.P,-‘

s 105 1o extract programming thiat can he locally viewed and/or place

siifted to a remote viewer 112 as appropriate. Such devices 108 may also include a
content database 110 stored on & hard disk drive, memory, or other storage medium
(o support a personai or digital video recorder (DVR) feature as appropriate.

10023} In the exemplary emboediment illustrated in FIG. 1, placeshifting device is &

fvbrid receiver/transcoder that receives digital broadeast satellite (B8} signals 105
from a sateliile (06 at an antenna 104. Eguivalent embodiments, however, could
receve programuiing 105 from a cable connection, broadeast source, removable
media, service provider accessible via network 102 any oternal device andfor the
like, In embodiments that inchade DVR functionality, Programming may he stoved

iy database 110 1S desired ({‘..g.. . In respon SQ-: 10 user/viewer DTOETR TN ¥

4

mstruchions} or subsequent viewing on a television or other display located in

-y

refatively close proximity; programming need not be stored in all instances or

b ol ud

' o NYFTEYENT LT 1N Ay T g L pd A e mke S e . . 1 v o YO
embodintents, however, and programming conld be alternately provided in real

tme,. A8 neted gbove, comtent may be presented on a television or other display

€
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that is phyvsically connected to deviee 108, or may be placeshifted from deviee 108 to
& remote device 112 over network 102,

{oozg] Remaote deviee 112 18 any device, component, module, hardware, software
ard/or the like capable of receiving a media stream from placestifting device 108.
in varions embodiments, remote device 112 18 personal eomputer {e.g., a “laptop” or
stmtifarly portable computer, although desktop-type computers conld also be used),
a mnbile phone, & personal digital assistant, a personal media player {such as the
ARCHOS products available from the Archos company of Igny, France) or the like.
In many embodiments, remote device 112 18 a general purpose computing device
that Includes a media player application tn software or firmware that 18 capabie of
securely connecting 1o placeshifting device 108, as described more fully below, and
ot receiving and presenting media content to the user of the device as appropriate.

‘

Loozs] Many difterent placeshifting scenarios could be formulated based upon

.N(A.ﬁ

avaitable compating and commmmunications resourees, as well as consumer denmand

I various embodiments, consumers mayv wish to placeshift content within a home,
otfice or other structure, such as from a placeshifting device 108 to a desktop or
partable computer located in another room.  In such embodiments, the contend
stream wiil typically be provided over a wired or wireless lecal ares network
operating within the structure.  In other emhbodiments, consumers may wish to
placeshift content over a broadband or similar network connection from a pz‘im ary
weation to a compuier or other remote device 112 lovated in a second home, office,

hotel or other remote location. In still other embodiments, consumers ma v Wigi 10

placeshift content fo A mobile phone, personal digital assistant, media player, video
zame plaver, automaotive or other vehicle media plaver, za;m*‘i;'s:}.i‘ nther device via
mabile link {eg., a G8 MIEDGE or CDM, AJEVDO connection, an IREE 802,11 “Wi-
87 link, and/or the lke). Several examples of placeshifting applications availuble for
various platfors are provided b y Shing Media of Foster City, California, although
the concepts described herein could be used in conjunction with products and
serviees available from any souree.

LO0206] As noted at the outset, it is generally destrable to maintain security of the

i Yy

1% A O ""E"" > A - S . | v e e mea | ~ . '
piaceshiftiog process (o ensure that unauthorized nsers snd unanthorized plavers

o DOL Zaly aceess o programmung content. This i particularly true when

-

piaceshifting device 108 is an integrated recoiv er/DVR /placeshifter, singe the

N

R Tt R T T UNrUNt A SPUT S __— - N DT K% T % . . 1os g
ampunt of valuable content available within the device ¢ (iu}d be significant, To

& ko
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maintam the securily of the connection, then, vartous embodiments establish a

iopieal barrier around a trusted domain or authorized rone 120, which n ay melnde
the placsshifter device 118 ttselt, as well as any backend servers 114, 118 that are

mamntained by service providers or other frusted entities. By requiring users to
interact within a secure infrastracture 100, suitable authentication or other security

mechanisms can be implemented to prevent unauthorized access 1o resources

.

contamed withan brogted domain 120,

too27] To that end, a service provider may provide a central server iigq that

.\

nteracts with placeshifting device 108 and/or mobile device 112 over nebwork 102

'.uyu

Nerver 1id IS any computer systemn or other computing resources that are able to

respond 1o process requests for information received via network 102, Server 114

Ry, for example, maintain a database 116 that includes user account information
as weil as ¢ryptographic kevs or other authentication credentials associated with the
various placeshifting devices 108 as appropriate.

{0028} Central server 11g facilitates secure transactions between the FeMote devige
112 and the placeshifting device 108 in any manner. In various embodiments, users
of remote devives 102 are able to locate placeshifting devices 108 on network 102 by
contacting central server 114, authenticating to server 114 with a userid/password
pair or other credential, and then receiving information that allows a subseguent
connecilon request to one or more placeshifting devices 108 associated with the

user i database 116, The remote device 112 is then able to contact the placeshifting

}

b

deviee 108 directly via network 102 to request a conmection.  Upon receiving
connection regquests from hoth placeshifting device 108 and remote device 112,
central server 114 suitably provides a eryptographic key or other credential that can
be used to establish a secure media stream between devices 108 and 132, as
appropniate, and as more fully described below. Central server 114 is therefore able
L greatly assist in maintaining the security of the placeshifted media stream, even
though the server 114 need not be logically or physically mterposed betwesn the
commuopnicating devices 108 and 112,

{0029 ] in further smbodiments, a server 114 involved with user aitthentication
ang/or Rey management may communicate with one or more bhackend servers 118
for additional security. Backend server 118 may have access to billing information,

for exanple, that can be cross-checked against information received at server i 14 B

IINT VIS }i" N2 }
ensure il the user requesting services has properly paid for such services, has

|
Q
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maintained an account in zood standing, and/or the Hke. Queries to backend server
08 may be processed in real-time {

OF near It“di*tl*li{ﬁ\ OVer g secure ink &Ehi"f. from

!

network 102, In vanous embodiments, backend server 118 may be affiliated with 2

provider of sateilife or cable television signals to device 108, for sxample. In such
emthodiments, server 118 could be used to ensure il Hng complianece, bul could
{iii t;{)ii('&} 34 k

v {or alternativelvy enable further services to the user in any manner, Fog
SXATPIE, a user authenticated with server 114 conld order servives (e.g., enabl

ment
of piaceshifting features), 3

1sene an instroction 1o purchase 8 pay-per-view pro

//I

gram
Or 10 record a program on a DVR associated with device 108, pav ¢ bill, and/or taks
some other actionn with respect to the user’s account with backend server 118
through the conventence of network 102, In embodiments wherein the user

Or  cputent, server

.' .I
"b

V

QIS B BRI e LSRR ST, S
oradered additional services

F§2 5

118 may coordinate messages
transmitted via satellite

gildte (16 {or, equwvalently, a cable connection or the

update settings on device

.f-.«

prapns

el ta
Beeause g secure connection within
2X18T8 from server 114 to placeshifting device 108, new services

> 108 as appropriate.
trusted domain 120

v:ii '?i HITRR Qar g

be gnabled without data tra NSTHIRSIONS across relafivelv ynsecnredd
NETWOTE 109,

{00301FIG, © oo

l.
M .A.. .

wides additional detail about an exemplary placeshifting devies
108 that mnw In».., w6 a receiver 208, a decoder 214 and a placeshifting transcoder 204,
as appropriate. Although FIG, 2 deseribes a hybrid device 108 capable of veceiving
and decoding content in addition to plac

esh

ifting, the concepts set forth herein
could be ecuvalentiv ay

Appiied (o devices 108 that sunply provide placeshifting of
wedia content recerved and/or decoded a
SETVET A

e L\

W an external receiver, DVR, media plaver,
wi/or the like, Other embodiments may incorporate additional or alternats
processmg moduales from those shown in FIG. 2, may omit one or more moduies
310WH in FIO ay differently organize the various module

WSS 10 any oiner
manner ditfersnt from the *33&*’?71{}}(17'&’ arvangement shown in FIG, 2.

.2, and/ o

10031} Device 108 may be logically and physically implemented in

Y INIRANET.
FIG. 2 shows various |

ogical and functional features that may be present moan

exempiary device 108; each maodule shown in the figure may

He impdemented with
ardware, software, firmware

anc/or the like, Any of the various
odules may be implemented with any sort of ¢ general or special purpose infegrated
owenitry, for examy

ue, sueh as any sort of microprocessor, microcontrolie . dligital
signal processor, programmed avray and/or the like

Any number of the me

b

NER L d llt‘
G
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shown in FIG. 2. for example, may be implemented ag a “system on g chip” {50}
using any suliable provessing clreudtry under control of any appropriate control
fogic 205, In vartons embodimients, control togie 205 executes within an wmtegra e
Sell or other processor that implements receiver 208, transport selector 212,
decoder 214, display processor 218 and/or disk controller 206, as approprate, in
such embodiments, the integrated SoC processor may interact with a transcoder
module 204 implemented with a separate processor as well as any other Input or

output devices to produce desired cutputs based upon inputs received from loeal or

"Jd‘ll.

remote users. in other emmbodiments, transcoder 204 may also be incorporated into

the SoU design. Broadeom Corporation of Invine, California, for example, produces
several modeds of processors {v.g, the model BCM 7400 Lamily of processors) that

X

are capable of supporting SoC implementations of satellite and/or cable receiver
systemns, although products from any number of other suppliers conid be
equivalently used. In still other embodiments, various distinet chips, cireuits or
components may e mier-connected and inter-relate with each other to implament
the recetving and decoding functions represented in FIG. 2.

fooge] Various embodiments of device 108 therefors inchide a vy numier of
appropriate modunles for obtaining and processing media content as desired for the
pariciiar embodbnent.  Each of these modules may be im plemented in any
combination of hardware and/or software using logie executed within any number
ot semivonductor chips or other processing logic.

Loogg] Various embodiments of control logic 205 can include any civeuitry,

1.

compenents, hardware, software and/or firmware logic eapable of controlling the

)

varipus components device 108, Various routines, methods and processes execnted

within device 108 are typeally carried out under control of contiol | HEIC 205, 8

R R AT -3 ¥ ey ~- N T \"':, 2\-\, k A .- P e - , .
described mors fully below.  In many embodiments, the various security ang

authentication features described with respect to FIG. 3 below are carried out
primarity witiin control logic 205, which may be executing on any processor within

device 108,

100341 As nuted above, many embodiments of device 108 include a receiver 208,
which is any hardware, software, firmware and/or other fogic capable of receiving
media content via one or more content sources 105, In various embodiments.
coutent sources 105 may include cable television, DBS, broadeast and/or other

programming sources as appropriate, Receiver 208 appropriately selects a desired

1¢)
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input seurce and provides the received content to an appropriate destination for

further pr ocessimg in various embodiments, recelved programuuing may be

~

provided in reab-tims {0r near real-time) to a transport stream selact modnde 212 or

other component for immediate decoding and presentation to the user

Adternatt x-*-e-'iy.? veceiver 208 may provide content received from any souree to a disk

-~

-other storage medium in embodiments that provide DVR functionality. In sueh

‘-‘

'{«.%n'iiismiimmm deviee 108 may also include & disk controller modele 206 that
interacts with an internal or external hard disk, memory and/or other device that
stores content in g database 110, as described above.

foonsiin the embodiment shown in FIG. 2, device 108 alse inchides an
appropriate network interface 210, which operates using any implementation of
protacais or other features to sapport communication by device 108 on npetwork
2. In various embodiments, network interface 210 supports conventionai LAN,
WAN or other protocols {e.g., the TCP/IP or UDP/IP swite of protocols widely used
on the Imternet? o allow device 108 to communicate on network 102 as desired.
Network inde: IR ES I ‘“‘Ldl 33 intertaces with network 102 11‘~§IW any sort of LAN

astapter hardware, such as a conventional network interface card {(NICY or the ]

provided within device 108.

[0036] Transport stream select module 212 15 any hardware and/or software logie

A‘

capable of selerting a desived media stream from the available sources, In the

svabodiment shown in FIG. ¢ 2, stream select module 212 is able to generate video

g

signals for presentation on one or more oulput interfaces 298,  In various
smbodimentds, stream select module 212 is also able to provide an encoded video
signal 236 W i.r::ﬁwmding module 204, although this festure i entively optional, In
stch embodiments, however, transcoding modute 204 would decode the video
signal 236 for packetizing and subsegquent transmittal over network 109, as
described slsewhere,

100371 More {typically, however, stream select module 212 responds o viewer
urputs (2.8, via confrol togie 205) to simply switch eneoded content received from a
Hve sonree 103 ov from storage 110 to one or more decoder modules 214 Deviee
108 may inclade any number of decoder modules 214 for decoding, decomipressing
ardSor otherwige processing  received/stored  comtent as desired.  Generally
speaking, decoder muodule 214 decompresses or otherwise Processes  recaved

content from streant select modide 212 to extract an MPEG or other mecia stream

i1
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enceded withng the stream. The decoded content can then be processed by a display
processor modules 218 to craate a display for the viewer in any appropriate format,

{0038 ] Dispday processor module 218 fncludes any appropriate hardware, software
and/or other logie 1o create desired screen displays at interfaces 242, 244, 246 as
desived.  In various embodiments, display processing module 218 s alse able to
produce on screen displays (OSDs) for electronie program gnide, setup and control,
mput/outpud fackiitation and/or other features that may vary from embodiment to

\\

embodiment.  Such displays are not typically contained within the received or
stored Droadeast strsam, but are nevertheless useful to users in interacting with

device 108 or the like. The generated displays, including recetved /stored content

’#w

and any other displays may then be presented to one or more output interfaces 228
i any destred format, In various embodiments, display processar 218 produces an

ouiput sighal encoded nowm ny standard format (e.g., TTUOH5E tormat for standard

"~

N\

sdefinition television sigmlsﬁ or any format for high definition television signals) that
cant be readily converted to standard and/or high definition television signals at
nteytace 228,

L00306] In hybrid receiver/placeshifter devices 108, a hardware or software switeh
220 may also be provided that allows one or more output channels to be diverted to
@ transeoding modele zoq for placeshifting over network inz.  In sueh
embudiments, switch 226 snitably re-directs output from one of the output channels
(e, channel 228} it deended and decon'zpre%ed form to the transcoding module
204 as appropriate. An output signal encoded in ITUG56 format, for exampie, may
be provided as an Input to transcoding modide 204 to support digital-to-digital
conversion {0 & media format that can be readily transmitied on network 102, In
ather embodiments, digital or analog signals may be provided to transcoder 26 in
R3TY farm at.

F 0040170 that end, transcoding module 204 is any hardware, software, firmware
and/or combination thereof that is oa pable of producing a media stream o apabie of

bemg routed on network 102 10 a remote device 112, In various embodiments.

% Py Dy *i:'-- ; > T3 3 N . %Y ' oy H
transeoaing module 5 fmplemented in a semiconductor chip having digital shznad

processing capabilities, such as a DAVINCGT model provessor available from the

Pexas Instromeants Co rporation of Dallas, Texas, although other embodiments My

v
-

use any sort of processor or other eireuitry (including the same processor or other

‘:

,;.

-c'ws CAYYEINY X3 ed g EATTILY
Ly usen 1o mplement any other components shown in FIG. 2) to implement

12
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d‘

the transcoding function., Generally speaking, transcoding module 204 receives
either a decoded signal 234 decoded by decoders 214 or 216 {and optionally further
processed by display processars 218 or 220) or an already encoded stream 236,

‘{‘{"“?Oi“"hﬂ a ¢ 1 iial- i(‘*’\d E‘tiﬂ conversion {o create a media stream ina desived format

o

and having desired parameters, and provides the converted stream for transport on

#

network 102, Une example of a placeshifting system that includes {ranscoding
capahilities 1 deseribed in U.S, Patent Publication 2006/0005471, although f.‘sthm
placeshifiing and/or transcoding features may be implemented by 2 wide array of

alfernate embodiments. FIG. 2 shows the output 238 of transcading module 204,

L

o d

which mciudes the placeshifted video stream, as being provided for transport using
network intecface 2100 In an alterpate embodiment, a different network interface
210 could be provided, snch as a stack residing within module 204 #tselfl In various
embodinents, it may be desirable to secure any inter-chip communications between
transcoding module 204 and other components of device 108 through any sort of

‘l )

L. .\‘w‘ .Y ? ave WP 1 =P ¢ a%2mia ..\: - ey oy . “ ¥ ¢'g s ™ Y » s2<
DAYSICRE O iogical securily techniques.  Signals 234, 236 and/or 238 mwuy be

;
.’ﬁ
L

grigl pins that arg physically embedded within a printed cireuit board,

P

srovided on signgd

for exampis, 0 make access to such signals more diffieult. Farther, signals 234, 236
i/ or 23% may be encrypted or encoded between modules in any manner o
prevent ununthorvized usage n the event that such signals are physically intercepted.
Lo041] In operation, then, placeshifting device 108 suitably receives one or more
medla streams from a DBS, cable or ofher source 105, which may be stored in a
VR database 110 or the lke as desired. Received and/or stored content may be
provided i compressed form {e.g., signal 236} and/or decompressed form {2.g.
sighal 234) to transeoding module 204, which appropriatelv converts the receive wd
signals 1o a format that can be transmitted to the remote device 112 over network
1o, Control of the placeshifiing process, including any communications related to
security or aut i‘-z'es:ss:tis‘:-:-.r-tifm, may take place under the dirgetion of control logic 205
execoabimg wiihin device 108,

loog2] FIG. 5 shows an exemplary process 300 for securely sstablishing a
placeshifting mediy stream between a placeshifting device 108 and u remote deyvice
i1z PG 3 siows messages sent and received by each of the entities 108, 112, 1ig

imvoived in the security process 300, as well as other actions that may be performed

’l

ﬁll

DY pue or more eutities withn system 100 (FIG. 1), In practice, the overall process

500 may be implemented with various methods executed by one or more entities

13
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108, 1o, 11, as described more fully below. Generaily speaking, each of the
method steps shown in FIGD § may be implemented in software or firmware that
may Do storad i memory, mass storage or any othey storage mediom available to
the e;s:.s:e;t{fm;ing device, and that may be executed on any procassor or eontrol cireuitry
associated with the executing devive,

100433] Process 300 typically beging with the remote device 112 contacting the
central server with a login request {step 302}, This may be initiated by, for example,
a user of remgote device 102 opening a media player application, or othenwise
witiatig the process of viewing placeshifted media.  Step 302 may incode
providing any sort of identifving information associated with the user, such as any
sort of userid/password pair.  Alternatively, step 302 eould provide a digital
signature, any other crvptographic credential, biometrie information, and/or any

3

gther sort of idents f..‘ SR formation {o ensure the Itit‘lltif& ¢t the WSLEL,

”}Z

TR
o~

oo~
‘o’
i

may also include a digital signature, identifier or other cradential associated with a
media piayer appdication or other component of device 112 to ensure that the
apphication is anthorized to participate in process 300, Central sevver 114 suitably
validates the received information (step 303) in any manner {eyg., by guerving

database 116 in FIG. 1) If validation is successtul, the user is -izientiif'iﬁd,; snd g

4 idvl

TESpONSE Message may be sent (step 304). In the event that the media 3

R LA !“

Rk
31 ;} wation » out of P date, such information may be used to Pronip the user to
ontain updated software, or for any other purpose.

[0044] Response message 304 includes any information that allows the remote
cevice to estabiish a connection to a desired placeshifting device 108, In variouy
embodiments, response 304 may inchude address information {¢.g., an Interpet

. 1: ‘“‘ ¥

Protocot (IF) address) relafing to one or more placeshifting devives 108 associated

”

with the nser'’s account in  divectory or other Hstin £ The responss 304 may alsg

mehide user preferences or other settings ostablished by the user for added
AVETRIeN,

LO045] Upor successful authentication with the central server 1 4. the remote

deviee 112 15 able to reguest a connection to a particular placeshifting device 108 vig

metwork 102 {step 306). This reguest may be sent using any suitabie protocol or

other format that can be received an interpreted by placeshiftiz ng device 108, Inan

~~**‘ﬂpi“i“ SE¥ i‘?(»dﬁ‘zm‘*i response 304 meludes an IP address or other identifier
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assaviated with the placeshifting device 108 that allows the remnte device 112 1o

532,

n'-&

contact the desired placeshifting device 108 directly via natwork
L 0046] Placeshnfting device 108 1y able to wverity the capability o perform
plaveshifting in any manner {(step 307).  In vavious embodiments, device 105
receives a flag ur other indication via a separate data connection other than nelwork
102 that indicates availability of placeshifting “rights”.  For example, in
smbodiments wherein device 108 includes the ability to receive cable or satellite
signals, a placeshifting enablement message may be smbedded within signals 105
transmitted {0 device 108 via the cable or satellite connection, respectively. In other
smbodiments, s aman physieally close to device 108 may he alerted by device 108

to anthorize placeshifting, In either case, device 108 may not aceept pi ceshifting

""I

reguests untii placeshifiing “rights”™ are expressly enabled on the device. This may
be verified by cheeking that placeshifting is approved {step 307) _j ust prior 1w
validating the user’s request for connection, as shown in FIG. g, or by simply
gnorng requests 306 for placeshifting connections until approval for placeshifiing
I8 regeived.

"" [ 4

Loog7] Placeshifting may be enabled or disabled in any manner, and/or may be

;

differently applied based upon the location or capabilities of remote device 112, For

\l*'..q L3

example, placeshifting device 108 may be configured to recognize several “ters™ of
service so that placeshifting is enabled only for local ares networks, for example, or
HIIV Ior wide avea networks, Such functionality may be implemented by comparing

Ty
LA

C or other network addresses of devices 108 and 112, for exampie, when huntted

WI*

;‘gﬁﬁ:ﬂ.i‘:&.&:hifi‘in.;;;,' s enabied.  Plaveshifting within any particular device 108 may he
enabled, disabled, or otherwise adjusted in any manner and on any femporal Dasis
hy simply updating the placeshifting “flag” or other data provided to device 108,

10048 ]I placeshifting is enabled on device 108, then a response message 308 19
sent o remets device 1312 via network 102, In various embodiments, deviee 112 also
subamits & vequest 212 to central server 114 for an authorization credential that can
pe nsed to secure the placeshifted media stream, as described below, U Dan recipt
of response 308 from placeshifting device 108, remnte device 112 also submits s
request 310 1o central server 114 (o obtain the avthorization credential that permits
secure communication with vhe partieolar placeshifting device 108, In various
cotbodiments, the authorization credential is a cryptographic Key, such as a

Symmetrie encryption Key  or the hike that  permits subseguent  sseure
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commupications based ypon a shared secret. Conventional Reys of any length {e.g..
04 or 128 bils) associated with advanced encryption standard {(AES) or data
encrypiion standard {(DES) algorithms, for example, could be used in various
emuoditnents, In various embodiments, the authorization credential is associated
with the particudar placeshifting device 108, and may be updated on any temporal
basis. Keys may be updated on a periodic or aperiodic basis, for example, or a
SR tLatits x.el My e provided in response to each request 312 for added security.

Loog9} Upon recetving requests 310 and 312, central server 114 suitably validates
and autiionizes the placeshifting session (step 214). Step 314 may involve querving a
backend sepver 118, for exam piu, to ensure that the placeshifting is approved for the
partivudar usar, remote device 112 and/or placeshifting device 108, Alternatively,
verification may be resolved locally at central server using database 116 (FIG. 1) or

. "

*‘; Sy E !}v.ﬂ T.
R ’5 i}.t\.\_.- . 3., i

e transaction i approved, then the authorization credential is
transmited from server 114 1o the remote device as message 316, and o the
praceshifting deviee 108 as message 218, In embodiments wherein the credential is
aiready stored within device 108, message 318 ma v 1ot necessarily melude another
copy of the eredential, bat may mstead provide an indication that placeshifiing with
rerete device 112 s approved. Authorization credentials will typically be provided
using relatively secure connections Le.g., securs hyvpertext tra asport protocol
UITTPR) or the like) W prevent any third parties from obtaining the credential
throngh eavesdropping or similar techn Igues.

{0030 When hoth pla ceshifting device 108 and remote device 112 have received

authorization 316, 118 {rom the central server 114, then a secure contnection mav he

-d’

established ds: i\: between the two devices 108, 112 via network 102, 4 session
Rey 320 muy be generated by each party, for example, using comventicnal
techniques {e.g., as set forth in the AES, DS
parameters provided from gentral server 114, This session kev mav be hased PO
e recelved authenbication credential, for esam ple, 1o allow for mutual
encryplin/decryption of ensuing communications. The session Rey 18 bypically
negotiated based upon the received credential, and also based PO GRE O Meve
other parametars known to the communicating devices. These parameters may be
embedded within software previously provided {e.g, within a media player
application provided 1o device 112, and/or within a fumaware update {0 devies 108)

3 > N Y b 3R A DEA \
to further epnhapee placeshifting security. These parameters mav be defined in ANy

16
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manner (&8, in aecordance with well-known enecryption protocols such as AES,

N

DES and/or the fike) and may be updated on any temporal basis. In the svent that

?

the cryptographic systens described in FIG. 3 become compromised, for sxample,
tirmware apdate to device 108 and/or a player update to device 112 may be reguired
1 update the varipus parameters prior to receiving any future approvals {a.g,
MRS EEeS 310, 'iil-S § SO central server 114,

10051} In various embodiments, a user of remote device 112 may alse authenticate
separately with placeshifting deviee 108 (step 324) to further erthance the security
ol process 300, This authentication may involve providing a userid/password pair,

v 'E "‘r' » DI ST = 5 TR SO . 3 7. . e . d o »
& aightal signature, biometric data, and/or any other identifving information

assoviated with the user to placeshifting device 108, Such information may be

coufigared by the user prior o establishing the placeshifting session in any maunner.
Altd wugh FIGL 3 shows authentication Step 324 as aeeurring after negotiaiion ot the
3ESSION Kev, sy f:’.i:s, authentivation may take place at any point within DTHLESK 04
Authentication 2e4 may take place prior to placing of key request 312, for example.
Uther embodiments may eliminate the additional authestication in sien 924

entirely, or make such authentication optional at the discretion of the nser or any

y P

admnigtrator,

{0032} When authentication is complete and the various enc crypiinn parameters
are property in place, the placeshifting media stream 326 can be provided over
aetwork 102 to remote device 102, Typically, some or aii of the content contained
within media stream 326 is encrypted (step 325), as deseribed more fatly below.
Transcoding, 3,‘{11-c1‘3?}3.‘ti<}3t and transmission of content in madia stream 326 mav be
sajusted In any manner during operation {step 328). In various embodiments. the
media player application associated with remote plaver 112 provides command and

31 “‘ 31 T PR T v
control mtermation fo device 108 that may he me(i Lo ‘id}h"\i Ot piberwise control

100531 From the va FVING pers p-&ctives of devices 108, 112 and central server 112,

then, vanous methods for establishing a secure placeshifting session are described

A

v respect o placeshifting device 108, for exa umpie, establishing s

h-uvl

in Flly 3. Wit
secure conuection sultably includes the broad steps of receving a reguest for
connection 306 from the remote device, veritying that a placeshifting feature is
avatabie within device 307, and then requesting approval for the session from the

TrLY 3 T<. } . S ".S'?'."-;' SV L X ¥ NPT g - - - PR
CEDTTR server (step 312} In response to the received approval {step 318}, which

177

/
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may inciude 2 oryptographic key or other authentication credential, placeshifting
device 108 is able to establish the secure media stream 526 based upon the recetved
credential. The various steps of this method may be carried out by any processing
b
2

oie associated with device 108, including control logie 205 shown

e

orouidry og
sperating m 111G, 2,

{00341 With respect to the remote device 112, an initial request is placed pentral

server 114, which responds 304 with an address or other mformation about

p

placeshifting device 108, The remote device 112 1s then able 1o request g conngetion
(step 506§ from the placeshifting deviee, and to reguest the key or other credential
upon receipt of a response 308 from device 108, The recetved credential can then
be used to negotiate or ctherwise establish the parameters of the secure media

stream 326, and to decrypt the content translferred as part of the stream. Tae

ey
’

various steps of this methoed may be executed within a media player application o
other softwars executing on remotie device 112.
Looss] With respeet to the central server 114, the initial yegnest 302 18 recelvend
from remote device iz and validated (step 303) as appropriate, 1 the request 13
vaitd, information about the placeshifting device 108 is provided {step 504} 1o allow
the remote deviee 112 o oontact the placeshifting device 108 directly. Upon receipt
of subsequent requests 310, 312 from device 112, 108 (respectively}, central servey
114 suitably validates and aunthorizes the session in any appropriate manner, and
transmits the Rey or other asthentication credential to the remote device 112 and/or
_i.}im’:eshif‘tiz‘ig device 112 In any manner. Devices 108 and 112 are then able to
mdependently negotiate the parameters of the secure media stream 926 based upon
the shared credential. The varions functions and other featnres of this mathod may
be execnted on one or more processors associated with server 114 and/or hackend
erver 118 {FIG, 1), as appropriate.
ii}{)s 61 F1G. 4 shows additional detall about an exemplary technigue for
Iransmtting & secure media stream 326 from a placeshifting device 108 1 a remots
davice 112, The various steps shown in FIG. 4 mayv be executed in software,
frmware and/or hardwars logic residing within device 108, such as contral loglc
205 shown operating in conjunction with the various other wmodnles (neluding

transeoder moduie 204} in FIG. 2

LO057] As noted above, placeshifting device 108 recetves authentication credentials

1

(&8, & Cryplographic kavi in

III

any manner (step 402}, Unigue credentials may be

18
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orovided for such requested session in some embodiments, or a Rev/eredential may
be securely stored within device 108 for use in conjunction with muitipie
nlaceshifting sessions. In either event, a session key and/or other parameters for 2

y v .l-ﬁ. L 4

particular placeshifting session may be negotiated with remote device 112 {step 404

LS
\

based npon the secret information shared between the two devices using any
tecpnigque, such as conventional AES arvptography,
o038 In some embodiments, resources may be avalable to encrypt the virtual
entirety of media streant 326, In other embodiments {step 406), however, 1t may
nob be necessary or destrable 1o encrypt the entire stream. In embodiments wharein
¢ transcoded media stream is of relatively low quality {e.g., a relatively low bit
resolubion’ in comparison to the received signal, for example, cryptography may be
rédu ced or ehminated, Further, when the remote device has mited compuatig
resourees {e.g, @ moebile phone or the like), the compitational demands of strong

cyyprography may defract from the user experience. Similarly, if the media stream

A

¢

326 i being transferved over a relatively Yow bandwidth link {e.g, a relatively stoy

I

F

elephone connection), the added delay imposed by cryvptography may be
undesirable. As a resull, the level of cryptography applied by the placeshifting
davice may be selected {step 408) bhased upon such factors as the {;;'_'sgzzs,iit}-* of the
transmitted media stream, the processing capabilities of remote device 112, and/or
the bandwidth of the intervening communications network 102,

L0059] Cryvptography may be applied in any manner {step 410}, In various
emvodiments, cryptography may be applied in any number of “levels”, ranging from

Ho encryphion, 10 partiad encivplion, to encryption of the entive stream dependin

upon the various factors, “"Partial encryption” tn this sense can refer to enervpting
only certain bames of the media stream, and/or to encrypting only certain blocks of
ane or more frames, That is, by encrypting only a portion of the transmitted media,
security can e maintained without unduly increasing compuatational overhead. In
cre "’f'\-’i‘_‘?'T'E[i{““""i% \’{pFG“t esex et {\ ¥ ST Tt I2ATI3 VY [0 SNSRI ~RN SNV SRR,

AEmvEnnonal MrnG-type video stream, for example, the more fundamental video
-3':1“1{11{3‘: {§) \\ i irurl.;}i k) A TA v Iy Nyrg r e Pe .}. ; i oy e e i e e e it e Sy . i S
Tames {e, ames) can be encrypted, with reduced encryvption applied to the
more heavily compressed frames (e.g, P-frames and/or B-frames). Encrypiing oniy
A portion of the macroblocks making up the various frames can similarly reduce
computationad demands. As one example, a “high” level of encryption cowld encrept

every outgoing frame of media stream 326, whereas a “medinm” level could env ry

\r

e
'

@ lesser amnunt, Ior example between 25-75 percent or so of the bloeks i some o
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all of the 1, ¥ and/or B frames. Additional levels could be added for any level of
resoithion desired.

{oo6o}in further embodiments, the particular blocks that are encrypied could be

Y

assigned in any manner, including randomly. That is, the particalar blocks may be
rardomly selected to further enhance the security of the system. Randomizing the
enexypled blocks could have a {further advaniage in terms of spreading processor

ioading as well, thereby further improving system performance during enurypiion.
The particular randomly-selected blocks may be called out o the rec eIving party in
any wanner, such as through header identification, control messages and/or the
fike to facilitate efficient decryption of media stream ° 320,

foo61] Media streamn 326 is therefore encrypted and transmitted to remote device
108 in RALY MABNNEr {ste*w 4123 untid the maamb:ﬁuu, K¢S :310 N 1S COR 1;?0? 2 {ste Y G144

As noted above, various transeoding, encryption and/or transmission parameters of

4

.“

stream 326 may be adjusted during operation as desired (step 4163, If the

bandwidt]

bodd

of the connection 102 should degrade, for example, or the processing
capabilities of remuote device 112 become overioaded, it may be desirable to reduce
the quallly of the media stream and/or to reduce the amount of en cryption apphed
1 step 410, Any of the various parameters used in transeodin 1 and/or encrypting,
media stream 320 may be adjusted upwardly or downwa rdly as appropriaie to
tompensate for changing conditions (step 418). In an exemplary embodiment, the
eneryption level may be set and/or adjusted according to the video bitrate and/or
i{iﬁf} resoiution. High definitinn video, for exa miple, may always be encrvpted at a
redatively high level, whereas standard definition video may be encrypted dt lowar
levels In some embodiments, particuiarly if the video bitrate is refafively iow.
Vanous eneryption purameters and criteria could be established aer 088 & wide range
of alternate embodiments,
10062] Using the various systems, methods and other concepts describad hevein,
mamber of advaniages may be achieved. by requiring aathentication to a central
server and/or to the placeshifting devies, for example, aceess 1o piaceshifted content
can be Hmied tw authorized users. Moreover, by unauthorized media player

Applications cun be rejected throg gh authentication to the central server and/or the

YICEY & £ RIS . % oy gyl o "". . % AN 2 E YIS » N Lt = 04 N
wse Of system secvets for generating session kevs. The use of 4 central server allonys

‘T{‘} N & ¢ 4 : R SO SR > "o . R M
tor converient upgrading/updating of keys or plaver applications in the svent of
CEsad .f : 3 i MR 2% « 3% ¥ > 4

SeCUrily dreach, thereby g greatly  enhancing system  rene wabilitv,  Muareover,
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streaming content is encrypted end-to-end, thereby recucing aceess by nntrsted or

unapproved third parties. The level of encryption applied may be adjusted based
upon video quality, environmental factors and/or the hike, further tnproving svsterm
verformance. As noted at the outset, the various features may be selectively

applied, and not all features will be found in «ll embodiments.
{0063} As used herein, the word “exemplary” means “serving as an exampie,
instanes, or ustration.” Any implementation deseribed herein as exemplary 18 not

b
A

necessaridy o he  construed as  preferred or  advantageous over  oiher
mplementations.

[ 00bg | While the furegoing detalled deseription will provide those skilied i the ant
with a convenient road map for implementing various embodiments of the
wvention, it should be appreciated that the particular embodiments described
above gre oniy examples, and are not intended to limit the scope, apphicabiiity, or
configaration of the invention in any way. To the contrary, various changes may be
made in the function and arrangement of elements described without departing

from the seone of the invention.
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What is claimed is:

1. A method executable by a place shifting device for securely providing a
place-shifted media stream from the place shifting device to a remote player
via a communications network, the method comprising;:

receiving a request for a connection from the remote player at the place
shifting device via the communications network;

in response to the request for the connection, requesting an
authorization credential from a remotely located central server via the
communications network, wherein the remotely-located central server is
separate from but communicates with both the remote player and the place
shifting device, wherein the authorization credential is generated by the
central server to authorize a placeshifting session between the remote device
and the place shifting device, and wherein the authorization credential is
provided from the central server to both the remote player and the place
shifting device via the communications network; and

establishing the placeshifting session as a direct connection between
the place shifting device and the remote player over the communications
network using the authorization credential received from the remotely located
central server to thereby securely provide the place-shifted media stream from

the place shifting device to the remote device.

2, The method of claim 1 wherein at least a portion of the place-shifted

media stream is encrypted based upon the authorization credential that 1s

received from the remotely-located central server.

3. The method of claim 1 or 2 further comprising verifying that place
shifting is approved between the place shifting device and the remote player

prior to requesting the authorization credential.

4. The method of claim 3 wherein the verifying is based at least 1n part

upon a location of the remote player.
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5. The method of claim 3 or 4 wherein the verifying is based at least in
part upon an approval received via a medium separate from the

communications network.

6. The method of any one of claims 1 to 5 further comprising
authenticating a user of the remote player at the place shifting device prior to

establishing the place-shifted media stream.

7. The method of any one of claims 1 to 6 wherein the authorization
credential comprises a symmetric encryption key that is also provided from

the remotely-located central server to the remote player.

8. The method of claim 7 wherein the symmetric encryption key is
provided from the remotely-located central server to the remote player over
the communications network in response to a request received from the

remote player at the remotely-located central server.

0. The method of claim 8 wherein the establishing of the place-shifted
media stream comprises negotiating encryption parameters for the place-
shifted media stream between the remote player and the place shifting device
based at least in part upon the symmetric encryption key received from the

remotely-located central server.

10. The method of claim 1 further comprising selecting one ot a plurality ot
available encryption levels for the place-shifted media stream, and wherein at
least a portion of the place-shifted media stream 1s encrypted based upon the

authorization credential.

11.  The method of claim 10 wherein the selected encryption level is

determined at least in part upon a quality of the place-shifted media stream.
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12.  The method of claim 10 or 11 wherein the selected encryption level is

determined at least in part upon a processing capability of the remote player.

13.  The method of any one of claims 10 to 12 wherein the selected
encryption level is determined at least in part upon a bandwidth of the

communications network.

14. The method of any one of claims 1 to 13 wherein the place-shifted
media stream is provided based upon media content received via a medium
separate from the communications network and decoded at the place shifting

device.

15.  The method of claim 14 further comprising verifying that place shifting
is approved between the place shifting device and the remote player prior to
requesting the authorization credential, wherein the verifying is based at least
in part upon an approval received via the medium separate from the

communications network.

16. The method of claim 14 or 15 wherein the medium separate from the

communications network comprises a satellite link.

17 A system for securely providing a place-shifted media stream to a
remote player via a communications network, the system comprising;:

a network interface to the communications network;

a receiver configured to receive media content from a medium separate

from the communications network;

a transcoder configured to packetize the received media content for

transport over the communications network; and

control circuitry in communication with at least the network intertace
and the transcoder, wherein the control circuitry is configured to receive a
request for a connection from the remote player via the network intertace, to

request an authorization credential from a remotely-located central server via
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the network interface in response to the request for the connection, and to
establish a placeshifting session as a direct connection with the remote player
via the network interface after receiving the authorization credential from the
remotely located central server to thereby provide the place-shifted media
stream to the remote device via the network interface, and wherein the
remotely-located central server is separate from but communicates with both
the remote player and the system, and wherein the authorization credential is
generated by the remotely-located central server and provided from the
remotely-located central server to both the remote player and to the system
via the communications network to thereby authorize the placeshifting session
between the remote device and the system from the remotely-located central

SCI'VET.

18.  The system of claim 17 wherein the control circuitry is further
configured to negotiate encryption parameters for the place-shifted media
stream with the remote player based at least in part upon the authorization

credential received from the remotely-located central server.

19.  The system of claim 17 or 18 wherein the control circuitry 1s further
configured to encrypt at least a portion of the place-shifted media stream
based upon the authorization credential received from the remotely-located

central server.

20. The system of any one of claims 17 to 19 wherein the control circuitry 1s

further configured to encrypt only a portion of the place-shifted media stream.

21.  The system of claim 20 wherein the size of the portion is determined at

least in part upon a quality of the place-shifted media stream.

22,  The system of claim 20 or 21 wherein the encrypted portion
corresponds to selected blocks of video frames contained within the place-

shifted media stream.
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23.  The system of claim 22 wherein the blocks are randomly selected.

24. The system of any one of claims 17 to 23 wherein the receiver is a direct
broadcast satellite receiver, wherein the medium separate from the
communications network is a satellite broadcast receivable by the direct
broadcast satellite receiver, and wherein the control circuitry is further
configured to verify that place shifting is approved between the place shifting
device and the remote player prior to requesting the authorization credential
from the remotely-located central server, wherein the verification is
performed at the place shifting device based upon an approval received at the
place shifting device via the satellite broadcast receivable by the direct

broadcast satellite receiver.

25.  The system of any one of claims 17 to 24 wherein the receiver is
configured to decode the media content and to provide the decoded media

content to the transcoder.

26. A method of presenting a place-shifted media stream to a user of a
remote device, wherein the place-shifted media stream is provided from a
place shifting device to the remote device over a communications network, the
method comprising:

authenticating the user to a central server via the communications

network, wherein the remotely-located central server is separate from but
communicates with both the remote player and the place shifting device;
after successful authentication with the central server, requesting a
connection to the place shifting device;
after receiving a response from the place shifting device, requesting

authorization to connect to the place shifting device from the central server via

the communications network;
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receiving an authorization response from the central server via the
communications network, wherein the authorization response comprises an
authorization credential that is generated by the central server to authorize a
placeshifting session between the remote device and the place shifting device,
and wherein the authorization credential is provided from the central server to
both the remote device and to the place shifting device via the
communications network; and

in response to receiving the authorization response, establishing the
place shifting session as a direct connection with the place shitting device over
the communications network using the authorization credential to thereby
securely receive the place-shifted media stream from the place shifting device

at the remote device.

27.  The method of claim 26 wherein at least a portion of the place-shifted
media stream is encrypted based at least in part upon the authorization

credential.

28.  The method of claim 26 or 27 further comprising authenticating the

user to the place shifting device via the communications network.

29. The method of any one of claims 26 to 28 wherein the authorization
credential comprises a symmetric encryption key that is also provided from

the central server to the place shifting device.
30. The method of claim 29 further comprising negotiating encryption

parameters for the place-shifted media stream with the place shifting device

based at least in part upon the received authorization credential.

31.  The method of claim 27 further comprising decrypting only a portion of

the place-shifted media stream.
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32. The method of claim 31 wherein the size of the portion is determined at

least in part upon a quality of the place-shifted media stream.

33. A method executable by a central server to securely allow a place-
shifted media stream to be provided to a user of a remote device, wherein the
place-shifted media stream is provided from a remotely located place shifting
device to the remote device over a communications network and wherein the
remotely-located central server is separate from but communicates with both
the remote player and the place shifting device, the method comprising:

receiving a first request from the remote device via the communications
network at the central server, wherein the first request comprises a user
credential associated with the user;

verifying the user credential at the central server and, in response to
successful verification, transmitting a first response from the central server to
the remote device that 1dentifies the remotely located place shifting device;
and

in response to a second request from the remote device received at the
central server, the central server generating an authentication credential that
authorizes a video streaming session between the remote device and the place
shifting device, and transmitting the authorization credential generated by the
central server to both the remote device and the remotely located place
shifting device to thereby allow the remote device and the remotely located
place shifting device to establish the place-shifted media stream as a direct
connection from the place shifting device to the remote device using the

authorization credential generated by the central server.

34. The method of claim 33 wherein the place-shifted media stream is

encrypted at least in part based upon the authentication credential.

35. The method of claim 33 or 34 wherein the authentication credential is
transmitted to the remotely-located place shifting device in response to a key

request from the place shitting device.
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36. The method of any one of claims 33 to 35 further comprising validating
that the user is authorized to connect to the remotely-located place shifting

device.

37.  The method of claim 36 wherein the validating comprises querying an

account server having an entry associated with the user.
38. The method of claim 37 wherein the account server is associated with a

service provider providing media content to the remotely-located place

shifting device via a medium separate from the communications network.
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