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IDENTIFYING ONE OR MORE ACCESS POINTS
IN ONE OR MORE CHANNELS TO FACILITATE COMMUNICATION

TECHNICAL FIELD
This invention relates generally to the field of

telecommunications and more specifically to identifying
one or more access points in one or more channels to

facilitate communication.

BACKGROUND

Nodes such as handsets may communicate with a
wireless network through access points. The access
points and the nodes may communicate with each other over
a number of channels. Known techniques manage ceftain
aspects of the communication. As an example, the
communication channel may be selected to reduce
interference. As another example, the access point may
be changed as the node moves through the network. Known
techniques for managing the communication between nodes
and access points, however, may not be satisfactory in

certain situations.

SUMMARY OF THE DISCLOSURE

In accordance with the present invention,
disadvantages and problems associated with previous
techniques for managing é handoff process may be reduced
or eliminated.

According to one embodiment of the present
invention, identifying one or more access points in one
or more channels to facilitate communication includes
identifying an access point in a channel in a first

channel band of a first frequency range to facilitate
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communication with a network. The first channel band
includes a plurality of channels and the first frequency
range includes a plurality of channel bands. The
identified access point is used to communicate with the
network. A scanning sequence is initiated in the first
frequency range and a second frequency range to identify
one or more access points in one or more channels to
facilitate communication. The second frequency range
includes a plurality of channel bands.

Certain embodiments of the invention may provide one
or more technical advantages. A‘technical advantage of
one embodiment may be that a controller obtains
information about the current channel a node is operating
on and adjacent " channels with minimal impact to
performance. The controller may collect information in
multiple frequency bands.

Certain embodiments of the invention may include
none, some, or all of the above technical advantages.
One or more other technical advantages may be readily
apparent to one ‘skilled. in the art from the figures,

descriptions, and claims included herein.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present
invention and its features and advantages, reference is
now made to the following description, taken in
conjunction with the accompanying drawings, in which:

FIGURE 1 is a block diagram illustrating a system
that includes one embodiment of a node that manages
communication between the node and an access point;

FIGURE 2 1s a block diagram illustrating a system

that includes one embodiment of a centralized controller
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that manages communication between a node and access
points;

\ FIGURE 3 is a flowchart illustrating one embodiment
of a method for assigning an access point to a node by
using a centralized controller;

FIGURE 4 is a flowchart illustrating one embodiment
of a method for identifying channels available to a node
using a scanning engine; and

FIGURE 5 is a flowchart illustrating one embodiment
of a method for applying optimized handoff decisions to a

node.

DETAILED DESCRIPTION QOF THE DRAWINGS

Embodiments of the ©present invention and its
advantages are best understood by referring to FIGURES 1
through 5 of the drawings, like numerals being used for
like and corresponding parts of the various drawings.

FIGURES 1 and 2 illustrate example embodiments of
systems that may be used to manage communication between
a node and an access point of a local area network.
FIGURE 1 illustrates a system that includes an example
node that manages the communication, and FIGURE 2
illustrates a system that includes an example centralized
controller that manages the communication.

Referring to FIGURE 1, FIGURE 1 is a block diagram
illustrating a system 100 that includes one embodiment of
a node 120 that manages communication between node 120
and an access point 124 of a local area network 128.
According to one embodiment, node 120 may perform scans
to discover and maintain communication channels.
According to another embodiment, node 120 may initiate a

handoff process.
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System 100 operates to provide services such as
communication sessions to an endpoint such as node 120.
A communication session may refer to an active
communication between endpoints, measured from endpoint
to endpoint. Information 1is communicated during a
communication session. Information may refer to voice,
data, text, audio, video, multimedia, control, signaling,
other information, or any combination of the preceding.
The information may be communicated in packets. A packet
may comprise a bundle of data organized in a specific way
for transmission, and a frame may comprise the payload of
one or more packets organized 1n a specific way for
transmission. A packet-based communication protocol such
as Internet Protocol (IP) may be used to communicate the
packets.

System 100 may utilize communication protocols and
technologies to provide the communication sessions.
Example communication protocols and technologies include
those set by the Institute of Electrical and Electronics
Engineers, Inc. (IEBEE) standards, International
Telecommunications Union (ITU-T) standards, European
Telecommunications Standards Institute (ETSI) standards,
Internet Engineering Task Force (IETF) standards, or
other standards. As an example, system 100 may utilize
the IEEE 802.xx standards such as the 802.11 standards.

According to the illustrated embodiment, system 100
includes node 120 and a set of access points 124 coupled
as shown. Node 120 represents any suitable communication
device operable to communicate with local area network
128 through access point 124. In general, a device may
include any suitable arrangement of components operable

to perform the operations of the device, and may comprise



10

15

20

25

30

WO 2007/050228 PCT/US2006/038011

logic. “Logic” may refer to hardware, software, other
logic, or any suitable combination of the preceding.

Node 120 may comprise, for example, a personal
digital assistant, a computer such as a laptop, a
cellular telephone, a mobile handset, or any other device
operable to communicate with local area network 128
through access point 124. A node 120 may have a node
identifier that uniquely identifies node 120. As an
example, a node identifier of a node 120 may comprise the
media access control (MAC) address of the node 120.

Access point 124 provides wireless services to a
node 120 present in the coverage area of access point
124. An access point may refer to a network point that
couples a wireless device, such as node 120, to a wired
network, such as local area network 128. Access point
124 may comprise any suitable logic operable to provide
wireless services. According to one embodiment, access
point 124 includes a receiver or transmitter or both a
receiver and a transmitter. As an example, access point
124 may include an omni-directional antenna operable to
communicate with one or more nodes 120. Access point 124
may have an access point 1dentifier that uniquely
identifies access point 124. As an example, an access
point identifier of an access point 124 may comprise the
media access control (MAC) address of the access point
124.

In general, nodes communicate with access points
over channels using any suitable protocol. A channel may
refer to a communication link with a specific frequency
band. According to one embodiment, nodes may communicate

with access points using protocols defined in the IEEE
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802.11 standards, such as the 802.11b, 802.1lg, and
802.1la standards. ‘

The 802.1lb and 802.11lg standards operate in the
unlicensed 2.4 gigahertz (GHz) band. The 802.1lb and
802.11g standards divide the band into 14 overlapping,
staggered channels with center frequencies that are 5
megahertz (MHz) apart. The 802.11b and 802.1l1g standards
specify the center frequency of each channel and a
spectral mask for each channel. The spectral mask for
802.11b may require that the signal be at least 30 dB
down from its peak energy at +11 MHz from the center
frequency and at least 50 decibels (dB) down from its
peak energy at 22 MHz from the center frequency.

The 802.1la standard operates in the 5 GHz band.
The band is divided into 12 non-overlapping channels.
Eight of the channels are dedicated to indoor use, and
four of the channels are dedicated to point-to-point use.
The 802.1la standard wuses an orthogonal frequency-
division multiplexing (OFDM) process with 52 subcarriers.
Forty-eight subcarriers are data subcarriers, and 4
subcarriers are pilot subcarriers with a carrier
separation of 0.3125 MHz (20 MHz/64). The total bandwidth
is 20 MHz with an occupied bandwidth of 16.6 MHz.

As an example, node 120 may be designed to operate
in the following three Unlicensed National Information
Infrastructure (UNNI) channel bands:

Lower: 36, 40, 44, 48 at 40 milliwatts;

Middle: 52, 56, 60, 64 at 200 milliwatts; and

Upper: 149, 153, 157, 161 at 800 milliwatts.

The upper channel band may be reserved for outdoor
applications, and the middle and lower channel bands may

be reserved for indoor use.



10

15

20

25

30

WO 2007/050228 PCT/US2006/038011

7

In general, different access points may communicate
over different designated channels, and a node
communicates with an access point over its designated
channel. Typically, channels that are available to a
node need to be identified in order for the node to
communicate over the channels. Moreover, as a node moves
through a network, a handover process may be performed
between access points. As a node moves from the coverage
area of a first access point to the coverage area of a
second access point, the first access point hands over
the communication session to the second access point.
Typically, the point at which a handoff process is to be
initiated needs to be established.

According to the illustrated embodiment, node 120
includes modules, such as a scanning engine 140 and a
handoff initiator 144 that may be wused to manage
communication between node 120 and access point 124.

Scanning engine 140 didentifies channels available to
node 120. The channels may be identified by performing
scans to determine the channels of access points 124 that
can communicate with node 120. A scan may be performed
in between sending packets, and a scan period may have
any suitable duration. As an example, a scan period may
have a duration of approximately 1 to 5 seconds, for
example, approximately 2 to 3 seconds. Scanning engine
140 may use any suitable method for performing scans. An
example method is described with reference to FIGURE 4.

The scans include discovery scans and maintenance
scans. Discovery scans are performed to discover channels
of a frequency range previously unknown to node 120.
Maintenance scans are performed to discover channels of a

known frequency range. According to one embodiment, more



10

15

20

25

30

WO 2007/050228 PCT/US2006/038011

8

maintenance scans may be performed than discovery scans.
That is, maintenance scans may be performed X% of the
time, while discovery scans may be performed Y% of the
time, where X is much greater than Y. As an example,
maintenance scans may be performed over 70 to 80% of the
time, for example, approximately 90% of the time.
According to other embodiments, however, Y may be greater
than or equal to X. According to one embodiment,
scanning engine 140 may scan channels infrequently, and
then scan channels more frequently in response to a
discovery.

According to one embodiment, node 20 may operate in
a current channel of a current frequency range, while
scanning engine 140 performs scans to discover other
channels in the current frequency range or outside of the
current fregquency range. As an example, node 120 may
operate in the 802.1la frequency range, while scanning
engine 140 performs scans in the 802.11b/802.11g
frequency range. Conversely, node 120 may operate in the
802.11b/802.11g frequency range, while scanning engine
140 performs scans in the 802.1la frequency range.

Information about the scanned channels may be stored

in a data structure such as a table. The data structure
may include any suitable information. As an example, the
data structure may include priority A, B, and C lists. A

priority A list may include channels that are known to
node 120. A priority B lisf may include unknown channels
that are within the current frequency range. A priority
C list includes unknown channels that are outside of the
current frequency band. The priority C list may include
channels in the A bahd if the phone is in the G mode, and

vice-versa. The frequency of scans of channels of
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priority A list may be increased if the number of
deployed channels is above a threshold.

Handoff initiator 144 determines the point at which
a handoff process is to be initiated. Handoff initiator
144 may use any suitable method for determining when to
initiate the handoff process. Example methods are
described with reference to FIGURE 5.

According to the illustrated embodiment, system 100
also includes a local area network 128, a gateway 132,
and a wide area network 136 coupled as shown. Local area
network 128 represents a communications network that
couples communication devices within a limited region
such as a building or campus. Typically, devices of a
local area network may communicate with each other by
tranémitting information directly to each other without

- transmitting the information outside of the network.

Gateway 132 represents any suitable device operable
to interconnect with network 128. Gateway 132 may
convert communications between different communication
protocols. For example, gateway 132 may convert
communications from a protocol used by network 128 to a
different protocol, or vice-versa.

Network 136 represents a communication network that
allows devices such as node 120 to communicate with other
devices. A communication network may comprise all or a
portion of a public switched telephone network (PSTN), a
public or private data network, a local area network
(LAN), a metropolitan area network (MAN), a wide area
network (WAN), a local, regional, or global communication
or computer network such as the Internet, a wireline or
wireless network, an enterprise intranet, other suitable

communication link, or any combination of the preceding.
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One or more components of system 100 may operate on
one or more computers and may include appropriate input
devices, output devices, mass storage media, processors,
memory, or other components for receiving, processing,
storing, and communicating information according to the
operation of system 100. As used in this document, the
term "computer" refers to any suitable device operable to
accept input, process the input according to predefined
rules, and produce output, for example, a personal
computer, work station, network computer, wireless
telephone, handset, personal digital assistant, one or
more microprocessors within these or other devices, or
any other suitable processing device.

As an example, one or more components of system 100
may include logic, an interface, memory, other component,
or any suitable combination of the preceding. Certain
logic may manage the operation of a device, and may
comprise, for example, a processor. “Processor” may
refer to any suitable device operable to execute
instructions and manipulate data to perform operations.
“Interface” may refer to logic of a device operable to
receive input for the device, send output from the
device, perform suitable processing of the input or
output or both, or any combination of the preceding, and
may comprise one or more ports, conversion software, or
both. “Memory” may refer to logic operable to store and
facilitate retrieval of information, and may comprise
Random Access Memory (RAM), Read Only Memory (ROM), a
magnetic drive, a disk drive, a Compact Disk (CD) drive,
a Digital Video Disk (DVD) drive, removable media
storage, any other suitable data storage medium, or a

combination of any of the preceding.
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Modifications, additions, or omissions may be made
to system 100 without departing from the scope of the
invention. The components of system 100 may be integrated
or separated according to particular needs. Moreover,
the operations of system 100 may be performed by more,
fewer, or other modules. For example, the operations of
scanning engine 140 and handoff initiator 144 may be
performed by one module, or the operations of scanning
engine 140 may be performed by more than one module.
Additionally, operations of system 100 may be performed
using any suitable logic. As used in this document,
"each" refers to each member of a set or each member of a
subset of a set.

Referring to FIGURE 2, FIGURE 2 is a block diagram
illustrating a system 200 that includes one embodiment of
a centralized controller 226 that manages communication
between a node 220 and access points 224 of a local area
network 228. According to the embodiment, controller 226
may initiate a handoff process.

According to the illustrated embodiment, system 200
includes a node 220, a set of access points 224, a local
area network 228, a gateway 232, and a wide area network
236 coupled as shown. Node 220 represents any suitable
communication device operable to communicate with local
area network 228 through access point 224; Node 220 may
comprise, for example, a personal digital assistant, a
computer such as a laptop, a cellular telephone, a mobile
handset, or any other device operable to communicate with
local area network 228 through access point 224.
According to the embodiment, node 220 may dinclude a
scanning engine substantially similar to scanning engine

140 of FIGURE 1. Access point 224 provides wireless
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services to node 220 present 1in the coverage area of
access point 224, and may be substantially similar to
access point 124 of FIGURE 1. |

Local area network 228 represents a communications
network that couples communication devices within a
limited region such as a building or campus. According
to the illustrated embodiment, local area network 228
includes centralized controller 226 that manages
communication between node 220 and access points 224.

Centralized controller 226  manages a  handoff
process. According to the illustrated embodiment,
controller 226 includes a probe engine 242 and a handoff
initiator 244. Probe engine 242 analyzes probe signals
sent from node 220. According to one embodiment, probe
engine 242 instructs node 220 to periodically send probe

signals over different channels to access points 224

. within the coverage area of node 220. A probe signal

advertises the node identifier of node 220, and may
comprise a frame of a short duration. The instructions
may be sent using any suitable communication technique,
for example, a unicast technique.

The instructions may\>have any suitable format.
According to one embodiment, the instructions may include
probe parameter values for probe parameters that describe
deployment of the probe signals. The probe parameters
may describe any suitable aspect. As an example, the
probe parameters may designate the specific channels or a
specific sequence of channels on which to send the probe
signals. The channels may include, for example, channels
adjacent to the current channel. As another example, the
probe parameters may specify the timing, such that the

period or rate, of transmittal for the probe signals.
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Other probe parameters may designate a service set
identifier (SSID), encryption keys, other aspect, or any
combination of the preceding.

The probe signals are received by access points 224,
and are analyzed by probe engine 242. As an example,
probe engine 242 may compare the relative signal strength
of the probe signals in order to make handoff decisions.
If the signal strength at the first access point 224 1is
lower than the signal strength at the second access point
224, probe engine 242 may initiate a handoff process from
the first access point 224 the second access point 224.
Probe engine 242, however, may analyze the probe signals
in any other suitable manner. For example, probe engine
242 may also utilize channel wutilization, call slot
availability, or transmission failures of access points
224 to make handoff decisions.

Handoff initiator 244 determines the point at which
a handoff process is to be initiated. Handoff initiator
244 may use any suitable method for determining when to
initiate the handoff process. As an example, handoff
initiator 244 may initiate a handoff in response to a
handoff decision from probe engine 242. Other example
methods are described with reference to FIGURE 5.

Gateway 232 represents any suitable device operable
to interconnect with network 228, and may be
substantially similar to gateway 132 of FIGURE 1.
Network 236 represents a communication network that
allows devices such as node 220 to communicate with other
devices, and may be substantially similar to network 136
of FIGURE 1.

One or more components of system 200 may operate on

one or more computers and may include appropriate input
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devices, output devices, mass storage media, processors,
memory, or other components for receiving, processing,
storing, and communicating information according to the
operation of system 200. As an example, one or more
components of system 200 may include logic, an interface,
memory, other component, or any suitable combination of
the preceding. Certain logic may manage the operation of
a device, and may comprise, for example, a processor.

Modifications, additions, or omissions may be made
to system 200 without departing from the scope of the
invention. The components of system 200 may be integrated
or separated according to particular needs. Moreover, the
operations of system 200 may be performed by more, fewer,
or other modules. For example, the operations of
controller 226 may be performed by more than one module.
Additionally, operations of system 200 may be performed
using any suitable logic.

FIGURE 3 is a flowchart illustrating one embodiment
of a method for identifying access points in channels
available to a node according to instructions from a
centralized controller. The method may be particularly
useful in applications where access points 224 can listen
at all times. The method may be used by any suitable
system, such as system 200 of FIGURE 2.

The method starts at step 250, where a communication
session is initiated between node 220 and network 228.
Node 220 receives instructions from controller 226 to
send probe signals at step 254. The instructions may
include probe parameter values defining deployment of the
probe signals. For example, the probe parameter values
may designate a particular sequence of channels on which

to send the probe signals.
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According to one embodiment, node 220 may send the
probe signals according to modes of node 220. As an
example, node 220 may have an idle mode, a voice mode,
and an out-of-range mode. In the idle mode, node 220
synchronizes the probe signals to delivery traffic
indication messages (DTIM) of the associated access
points 224 before the probe signals are sent. In the
volce mode, node 220 sends the probe signals in between
packets. In the out-of-range mode, node 220 wuses an
internal process to discover the serving network.

The probe signals are received from node 220, and
controller 226 analyzes the probe signals at step 258.
Controller 226 may analyze the relative signal strength
of the probe signals, or channel utilization, call slot
availability, or transmission failures of access points
224, In response to the analysis, controller 226 assigns
an access point 224 to node 220 at step 262.

The session may be continued at step 264. If the
session is to be continued, the method proceeds to step
226, where controller 226 analyzes additional probe
signals received from node 220. A handoff process may be
initiated at step 270. If a handoff process is to be
initiated at step 270, the method proceeds to step 274,
where the handoff process is initiated. If the handoff
process is not to be initiated at step 270, the method
returns to step 264 to determine whether the session is
to be continued. If the session 1s not to be continued
at step 264, the method proceeds to step 282, where the
communication session is terminated. After the session
is terminated, the method ends.

Modifications, additions, or omissions may be made

to the method without departing from the scope of the
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invention. The method may include more, fewer, or other
steps. Additionally, steps may be performed in any
suitable order without departing from the scope of the
invention. |

FIGURE 4 is a flowchart illustrating one embodiment
of a method for identifying access points in channels
available to a node using a scanning engine. The method
may be used by any suitable system, such as system 100 of
FIGURE 1.

The method starts at step 320, where a communication
session 1s initiated between node 120 and network 128.
The initiated 'session may be previously saved channel
information, a static default configuration, or any other
suitable session. Node 120 initiates a scanning sequence
to identify access points 124 in channels at step 322 and
attempts to connect to an access point 124. When node
120 attempts to connect to access point 124, maintenance
scanning and discovery scanning occur during the scanning
sequence.

At step 324, node 120 conducts maintenance scanning.
Maintenance scanning allows node 120 to find some or all
access points 124 in channe}s that are known to node 120.
For example, if node 120 uses the 802.l1la standard to
communicate and operates in the upper UNNI channel band,
maintenance scanning involves finding access points 124

in channels known to node 120 in the upper UNNI channel

band of the 5 GHz frequency band. The maintenance scans
are evaluated at step 326. The maintenance scans may be
completed at step 328. In an embodiment, maintenance

scans may occur more often than discovery scans during a
scanning sequence. For example, maintenance scans may

occur 90% of the timé, while discovery scans occur 10% of
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the time. In another embodiment, the percentage of
maintenance scans to discovery scans may be dynamic. For

example, the pércentage is preconfigured in the initial
state and the percentage changes as the scans are
performed. Maintenance scans may be regarded as
completed when a certain amount of time has lapsed, a
certain number of scans has occurred, or any other
suitable measure of scan completion has been reached.
Node 120 returns to step 324 to continue maintenance
scanning if the scanning is not complete.

If the maintenance scanning has been completed, node
120 conducts discovery scanning at step 330. Discovery
scanning allows node 120‘ to find access points 124 in
unknown channels, in different channel bands, or in
different frequency bands. For example, if node 120 uses
the 802.1la standard to communicate and operateé in the
upper UNNI band, node 120 may discover access points 124
in unknown channels in the upper UNNI band of the 5 GHz
frequency band, in‘channels in the lower or middle UNNI
bands of the 5 GHz frequency band, or in channels in the

lower, middle, or upper UNNI bands of the 2.4 GHz

frequency band. The discovery scans are evaluated at
step 332. While evaluating the discovery scans, a new
channel may be found at step 334. If a new channel is

found, node 120 updates a channel list at step 336. The
channel 1list includes possible channels that node 120 may
use to participate in the communication session. If a
new channel is not found, the method proceeds to step 338
to determine 1f the discovery scans have been completed.
Discovery scans may be regarded as completed when a
certain amount of time has lapsed, a certain number of

scans has occurred, or any other suitable measure of scan
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completion has been reached. If the scans have not been
completed, the method returns to step 330 to continue
conducting discovery scans. If the discovery scans have
been completed, the method proceeds to step 340.

Node 120 determines whether the scan period has
lapsed at step 340. A scan period may have any suitable
duration, such as a duration of approximately 2 to 3
seconds. If the scan period has lapsed at step 340, node
120 decides at step 348 whether to initiate another
scanning sequence. Maintenance scanning may be initiated
periodically, for example, every two seconds, because
node 120 maintains information on channels that are known
in a particular session. Discovery scanning may be
initiated by a periodic timer, for example, a timer is
triggered every six seconds. Node 120 initiates another
scanning sequence at step 322 1if it decides to initiate
another scanning sequence. If node 120 decides not to
initiate another scanning sequence, the method proceeds
to step 344. If the scan period has not lapsed at step
340, node 120 continues the initiated scanning sequence
at step 342.

Node 120 determines whether to continue the
communication session at step 344. If node 120 decides
to continue the session, the method returns to step 340
to determine if the scan period of the scanning sequence
has elapsed. Node 120 terminates the session at step 346
if it decides not to continue the session. After the
session terminates, the method ends.

Modifications, additions, or omissions may be made
to the method without departing from the scope of the
invention. The method may include more, fewer, or other

steps. For example, node 120 may not determine whether
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the scan period has lapsed, but may automatically
initiate another scanning sequence upon updating the
channel 1list. Additionally, steps may be performed in
any suitable order without departing from the scope of
the invention. For example, maintenance scanning and
discovery scanning may occur in parallel instead of
sequentially.

FIGURE 5 is a flowchart illustrating‘one embodiment
of a method for applying optimized handoff decisions to a
node. The method may be used by any suitable system,
such as system 200 of FIGURE 2.

The method begins at step 420, where a communication
session is initiated between node 220 and network 228.
During the communication session, node 220 may roam
between access points 224 1if controller 226 instructs
handoff initiator 244 to initiate a handoff. Controller
226 accesses one or more handoff rules in handoff
initiator 244 at step 422. A handoff rule allows handoff
initiator 244 to determine whether to handoff node 220
from a current access point 224 to a new access point
224.

Controller 226 may use any suitable handoff rule
within handoff initiator 244 to optimize handoff
decisions applied to node 220. In one embodiment,
handoff initiator 244 includes one or more of the
following rules to determine when to handoff a call: a
Received Signal Strength Indicator (RSSI) rule, a channel
utilization differential rule, a consecutive transaction
failures rule, and a slot availability rule. Fach rule
may have an associated handoff factor that the handoff
initiator 244 wuses in applying the handoff rule. A

handoff factor may be relevant to decide whether to
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handoff from the current access point 224 to the new
access point 224. For example, RSSI is the handoff
factor of the RSSI rule, channel wutilization 1s the
handoff factor of the channel utilization differential
rule, transaction failures are the handoff factors of the
consecutive transaction rule, and available slots are the
handoff factors of the slot availability rule.

RSSI Rule

An RSSI indicates the strength of a signal from
access point 224 as measured by node 220. In an
embodiment, the signal strength may be normalized from 1
to 100. An RSSI difference (RSSI DIFF) indicates the
difference between the RSSI of the new access point 224
(new RSSI) and the RSSI of the current access point 224
(current RSSI) and may be defined as RSSI_DIFF = (new
RSST) - (current RSSI).

The decision to handoff is dynamic and 1s based on
the RSSI difference. Hahdoff initiator 244 may handoff
node 220 from the current access point 224 to the new
access point 224 1f the RSSI difference satisfies a
differential threshold. The RSSI differential threshold
may be used to determine when to handoff a call based on
the RSSI difference.

In an embodiment, if the current RSSI is lower, then
it may be more likely that the RSSI may be improved if
node 220 roams. Moreover, if the current RSSI is higher,
then the  current RSSI may Dbe satisfactory  for
communication. Accordingly, the thresholds that trigger
roaming may be adjusted in accordance with the current
RSSI. For example, the differential threshold that
triggers a handoff may be lower when the current RSSI is

lower, and may be higher when the current RSSI is higher.
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For example, in an 802.11b band, when the current RSSI is
less than 30, the differential threshold may be 5. When
the current RSSI is in a range between 30 but less than
40, the differential threshold may be 10. When the
current RSSI 1is in a range between 40 but less than 50,
the differential threshold may be 15. When the current
RSSI is greater than 50, the differential threshold may
be 100.

Any suitable averaging technique of RSSI values may
also be used as the RSSI rule. For example, weighted
averaging non-linear filters and/or weighted averaging
time-varying filters may Dbe used. In an embodiment,
multiple averaging techniques may be applied. For
example, the highest or lowest value of the techniques
may be used as the RSSI wvalue. In certain cases,
standard averaging of RSSI values might not provide a
stable RSSTI measurement on which to base a handoff
decision because RSSI values may vary dramatically
depending on channel conditions, such as’ non—permanenf
interference. The unstable measurements may trigger an
unnecessary or false roam, or may cause thrashing between
access points 224.

Applying the weighted averaging technique of RSSI
values involves taking an average of the RSSI samples,
where +the current samples are given a greater weight.
Any suitable weighted averaging technique may be used.
As an example, handoff initiator 244 takes the highest of
either the current RSSI sample or the weighted average of
a number of samples to determine whether to initiate
handoff. For example, the weighted average of five
recent samples may be used to determine whether to

initiate handoff. As an example equation,
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RSSI Average(k) = MAX of {RSSI(k) or '/;5 [ 5% RSSI(k) +
4*R3SI(k-1) + 3*RSSI(k-2) + 2*RSSI(k-3) + RSSI(k-4)]}.
The above equation determines the average of RSSI wvalues
as the maximum of the following: a current RSSI sample or
the weighted average of five recent RSSI samples. The
welghted average gives more weight to more current

samples by multiplying the more current values by an

‘integer. For example, in the above equation, the current

RSSI wvalue [RSSI(k)] is multiplied by 5, while the RSSI
value determined immediately before the current RSSI
value [RSSI(k-1)] is multiplied by 4.

Channel Utilization Differential Rule

Channel wutilization may be advertised by access
points using a Quality of Service (QoS) Basis Service Set
(OBSS) element defined in the 802.l1lle standard. The QOBSS
element contains a field that advertises channel
utilization. The 802.1le standard assigns values for

OBSS 1in the range of 0 to 255. A busier channel has a

" higher QBRSS, and a less busy channel has a lower QBSS.

Since QBSS is an absolute number, it can be normalized
from 0 to 100. A channel wutilization difference
represents the difference between the channel utilization
of a new access point 224 (new channel utilization) and
the channel utilization of a current access point 224
(current channel wutilization). A channel utilization
differential threshold may be used to determine when to
handoff a call based on the <channel utilization
difference.

If the current channel utilization is higher, then
it may be more likely to find an access point 224 with
lower channel utilization if node 220 roams. Moreover,

if the current channel utilization is lower, then the
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channel utilization may be satisfactory for
communication. Accordingly, if the current channel
utilization is higher, the channel utilization
differential threshold may be lower. Conversely, if the

current channel utilization is lower, the channel
utilization differential threshold may be higher.

As an example, handoff initiation may occur
according to the following levels of channel utilization
differential thresholds: if the current channel
utilization is 1less than 30, the differéntial threshold
is 30; if the current channel utilization is in a range
between 30 and 40, the differential threshold is 25; if
the current channel utilization is in a range between 40
and 50, the differential threshold is 20; and if the
current channel wutilization 1s greater than 50, the
differential threshold is 15. Additional or other
suitable levels of channel wutilization differential
thresholds may be used to initiate handoff of node 220.
For example, in addition to the ranges of differential
thresholds, handoff also may be based on the maximum
threshold configured for the channel.

Consecutive Transaction Faillures Rule

A transaction failure may refer to an attempt to
transmit packets without acknowledgement from an access
point 224. Consecutive transaction failures may initiate
a handoff of node 220 between access points 224. A
consecutive transaction failure threshold may be used to
determine when to initiate a handoff. Handoff initiator
244 may use any suitable consecutive transaction failure
threshold, such as a number of failures in the range of
two through six failures. For example, 1f the

consecutive transaction failure threshold is three
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failures, the handoff may occur if three failed
transmissions occur consecutively.

Slot Availability Rule

Access point 224 includes slots to handle calls as
they become active. If a call becomes active and the
current access point 224 does not have available slots,
handoff initiator 244 may trigger a handoff of node 220
to another access point 224 that has a threshold of slots
availlable. In an embodiment, node 220 and access point
224 perform a Layer 2 call admission control procedure.
Node 220 sends a transmission request to access point 224
based on an indication that there may be available slots
and access point 224 iesponds to the request by accepting
or rejecting the céll flow.

Access point 224 may use any suiltable procedure to
determine how many additional calls access point 224 may
admit. For example, access point 224 may track the
percentage of channel busy time and the transmission time
of downlink and wuplink voice packets. A channel
bandwidth requirement may be determined from the
percentage of channel busy time, and a voice packet
queuing requirement may be determined from the
transmission time of downlink and uplink voice packets.
Access point 224 may calculate the number of admissible
calls from the channel bandwidth requirement and the
voice packet queulng requirement.

If access point 224 does not have available slots,
handoff initiator 244 +triggers a handoff to associate
node 220 with another access point 224 available to take
the call. The available admission capacity is monitored
in addition to other handoff rules in handoff initiator

244 to determine if an early handoff should be done. For
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example, handoff initiator 244 may consider slot
availability and the availability of good signal strength
according to a RSSI rule or the channel wutilization
differential rule.

Upon accessing the one or more handoff rules,
controller 226 identifies a handoff rule to apply at step
424,  Controller 226 applies the identified rule at step
426. For example, if controller 226 decides to use the
channel utilization differential rule, controller 226
evaluates the handoff factor, the channel utilization, of
access points 224 to determine whether a new access point
224 has a low eénough channel utilization to trigger
handoff of node 220 from the current access point 224,

At step 428, controller 226 determlnes whether the
threshold is satisfied. Using the above example, if node
220 uses a channel with a channel utilization that is
less than 30, the channel wutilization differential
threshold should be at least 30 to satisfy the threshold.
If the threshold is satisfied, controller 224 initiates
handoff to another access point 224 at step 430, and the
method then proceeds to step 432. If the threshold is
not satisfied, the method proceeds directly to step 432.

Node 220 decides whether to continue the
communication session at step 432. If the session is to
be continued, the method returns to step 422 where
controller 226 continues monitoring the session and
accessing rules to determine if a handoff is appropriate.
If the session is not be continued, the session is
terminated at step 434. After the session is terminated,
the method ends.

Modifications, additions, or omissions may be made

to the method without departing from the Scope of the
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invention. For example, controller 226 may apply more
than one rule to a communication session, or may
prioritize the rules for a communication session. The
method may include more, fewer, or other steps.
Additionally, steps may Dbe performed in any suitable
order without departing from the scope of the invention.

Certain embodiments of the invention may provide one
or more technical advantages. A technical advantage of
one embodiment may be that a controller obtains
information about the current channel a node is operating
on and adjacent channels with minimal dimpact to
performance. The controller may collect information in
multiple frequency bands.

While this disclosure has been described in terms of
certain embodiments and generally associated methods,
alterations and permutations of the embodiments and
methods will be apparent to those skilled in the art.
Accordingly, the above description of example embodiments
does not constrain this disclosure. Other changes,
substitutions, and alterations are also possible without
departing from the spirit and scope of this disclosure,

as defined by the following claims.
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WHAT IS. CLAIMED IS:
1. A method for identifying one or more access
points in one or more channels to facilitate

communication, comprising:
identifying an access point in a channel in a first

channel band of a first frequency range to facilitate
communication with a network, the first channel band
comprising a plurality of channels and the first
frequency range comprising a pluralitj of channel bands;

communicating with the network using the identified
access point; and

initiating a scanning sequence in the first
frequency range and a second frequency range to identify
one or more access points in one or more channels to
facilitate communication, the second £frequency range

comprising a plurality of channel bands.

2. The method of Claim 1, wherein initiating a
scanning sequence comprises:
conducting maintenance scanning; and

conducting discovery scanning.

3. The method of Claim 2, wherein conducting
maintenance scanning comprises scanning one or more known
channels in the first channel band of the first frequency

range to identify the one or more access points.
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4, The method of Claim 2, wherein conducting
discovery scanning comprises:

scanning one or more unknown channels in the first
channel band of the first frequency range to identify the
one or more access points;

scanning one or more channels of one or more second
channel bands of the first frequency range to identify
the one or more access points, each second channel Dband
comprising a plurality of channels; and

scanning one or more channels of the first channel
band and the one or more second channel bands of the
second frequency range to identify the one or more access

points.

5. The method of Claim 1, further comprising
updating a channel 1list to include the one or more
channels corresponding to access points identified during

the scanning sequence.
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6. The method of Claim 1, wherein initiating a
scanning sequence comprises initiating a scanning
sequence according to a priority list, wherein initiating
a scanning sequence according to a priority list
comprises:

conducting maintenance scanning to identify one or
more access points in one or more known channels in a
first channel band of the first frequency range;

conducting discovery scanning to identify one or
more access points in one or more unknown channels in the
first channel band of the first frequency range; and

conducting discovery scanning to identify one or
more access points in one or more channels in one or more

second channel bands of the first frequency range.

7. The method of Claim 6, wherein initiating a
scanning sequence according to a priority list comprises:
conducting discovery scanning %to identify one or
more access points in one or more channels in the first
channel band or the one or more second channel bands of

the second frequency range.

8. Logic for identifying one or more access points
in one or more channels to facilitate communication, the
logic embodied in a medium and operable to:

identify an access point in a channel in a first

channel band of a first freguency range to facilitate
communication with a network, the first channel band
comprising a plurality of channels and the first
frequency range comprising a plurality of channel bands;

communicate with the network using the identified

access point; and
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initiate a scanning sequence in the first frequency
range and a second frequency range to identify one or
more access points in one or more channels to facilitate
communication, the second frequency range comprising a

plurality of channel bands.

9. The logic of Claim 8, wherein initiating a
scanning sequence comprises:
conducting maintenance scanning; and

conducting discovery scanning.

10. The logic of Claim 9, wherein conducting
maintenance scanning comprises scanning one or more known
channels in the first channel band of the first frequency

range to identify the one or more access points.

11. The logic of Claim 9, wherein conducting
discovery scanning comprises:

scanning one or more unknown channels in the first
channel band of the first frequency range to identify the
one or more access points;

scanning one or more channels of one or more second
channel bands of the first frequency range to identify
the one or more access points, each second channel band
comprising a plurality of channels; and

scanning one or more channels of the first channel
band and the one or more second channel bands of the
second frequency range to identify the one or more access

points.

12. The logic of Claim 8, the logic further

operable to update a channel list to include the one or
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more channels corresponding to access points identified

during the scanning sequence.

13. The 1logic of Claim 8, wherein initiating a
scanning sequence comprises initiating a scanning
sequence according to a priority list, wherein initiating
a scanning sequence according to a priority list
comprises:

conducting maintenance scanning>to identify one or
more access points in one or more known channels in a
first channel band of the first frequency range;

conducting discovery scanning to didentify one or
more access points in one or more unknown channels in the
first channel band of the first frequency range; and

conducting discovery scanning to identify one or
more access points in one or more channels in one or more

second channel bands of the first frequency range.

14. The logic of Claim 13, wherein initiating a
scanning sequence according to a priority list comprises:
conducting discovery scanning to identify one or-
more access points in- one or more channels in the first
channel band or the one or more second channel bands of

the second frequency range.

15. A system for identifying one or more access
points in one or more channels to facilitate
communication, comprising:

one or more access points operable to facilitate
communication with a network; and

a node operable to:
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identify an access point 1in a channel in a
first channel band of a first frequency range to
facilitate communication with a network, the first
channel band comprising a plurality of channels and the
first frequency range comprising a plurality of channel
bands;

communicate with the network using the
identified access point; and

initiate a scanning sequence in the first
frequency range and a second frequency range to identify
one or more access points in one or more channels to
facilitate communication, the second frequency range

comprising a plurality of channel bands.

16. The system of Claim 15, the node further
operable to:
conduct maintenance scanning; and

conduct discovery scanning.

17. The system of Claim 16, the node further
operable to scan one or more known channels in the first
channel band of the first frequency range to identify the

one or more access points.
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18. The system of Claim 16, the node further
operable to:

scan one or more unknown channels in the first
channel band of the first frequency range to identify the
one Oor more access points;

scan one or more channels of one or more second
channel bands of the first frequency range to identify
the one or more access points, each second channel band
comprising a plurality of channels; and

scan one or more channels of the first channel band
and the one or more second channel bands of the second
frequency range to identify the one or more access

points.

19. The system of Claim 15, the node further
operable to update a channel list to include the one or
more channels corresponding to access points ddentified

during the scanning sequence.

20. The system of Claim 15, the node further
operable to initiate a scanning sequence according to a
priority list comprising:

conducting maintenance scanning to identify one or
more access points in one or more known channels.in a
first channel band of the first frequency range;

conducting discovery scanning to identify one or
more access points in one or more unknown channels in the
first channel band of the first frequency range; and

conducting discovery scanning to identify one or
more access points in one or more channels in one or more

second channel bands of the first frequency range.
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21. The system of Claim 20, +the node further
operable to initiate a scanning sequence according to a
priority list compriéing:

conducting discovery scanning to didentify one or
more access points in one or more channels in the first
channel band or the one or more second channel bands of

the second frequency range.

22. A node for identifying one or more access
points in one or more channels to facilitate
communication, comprising:

an interface operable to communicate with a
plurality of access points of a network; and

a scanning engine operable to:

identify an access point in a channel in a
first channel band of a first frequency range to
facilitate communication with a network, the first
channel band comprising a plurality of channels and the
first frequency range comprising a plurality of channel
bands;

communicate with the network using the
identified access point; and

initiate - a scanning sequence in the first
frequency range and a second frequency range to identify
one or more access points in one or more channels to
facilitate communication, the second frequency range

comprising a plurality of channel bands.

23. The node of Claim 22, the scanning engine
further operable to:

conduct maintenance scanning; and
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conduct discovery scanning.

24. The node of Claim 23, the scanning engine
further operable to scan one or more known channels in
the first channel band of the first frequency range to

identify the one or more access points.

25. The node of Claim 23, the scanning engine
further operable to:

scan one or more unknown channels in the first
channel band of the first frequency range to identify the
one Or more access points;

scan one or more channels of one or more second
channel bands of the first frequency range to identify
the one or more access points, each second channel band
comprising a plurality of channels; and

scan one or more channels of the first channel band
and the one or more second channel bands of the second
frequency range to identify the one or more access

points.

26. The node of Claim 22, the scanning engine
further operable to update a channel list to include the
one or more channels corresponding to access points

identified during the scanning sequence.

27. The node of Claim 22, the scanning engine
further operable to initiate a scanning sequence
according to a priority list comprising:

conducting maintenance scanning to identify one or
more access points in one or more known channels in a

first channel band of the first frequency range;



10

15

20

25

30

WO 2007/050228 PCT/US2006/038011

36

conducting discovery scanning to identify one or
more access points in one or more unknown channels in the
first channel band of the first frequency range; and

conducting discovery scanning to identify one or
more access points in one or more channels in one or more

second channel bands of the first frequency range.

28. The node of Claim 27, the scanning engine
further operable to initiate a scanning sequence
according to a priority list comprising:

conducting discovery scanning to identify one or
more access points in one or more channels in the first
channel band or the one or more second channel bands of

the second frequency range.

29. A system for identifying one or more access
points in one - oOr more channels to facilitate
communication, comprising:

means for identifying an access point in a channel
in a first channel band of a first frequency range to
facilitate communication with a network, the first
channel band comprising a plurality of channels and the
first frequency range comprising a plurality of channel
bands;

means for communicating with the network using the
identified access point; and

means for initiating a scanning sequence in the
first frequency range and a second frequency range to
identify one or more access points in one or more
channels to facilitate dommunication, the second

frequency range comprising a plurality of channel bands.
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