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Abstract:

Method for registering a mobile radio in a mobile radio network
Abstract The invention relates to a method for registering a
mobile radio (100) in a mobile radio network (116) using at least
one attribute stored in an ID token (106), wherein the ID token
is associated with a user (102), having the following steps: - the
user is authenticated to the ID token, a first computer system
(136) is authenticated to the ID token, successful authentication
of the user and of the first computer system to the ID token
is followed by the first computer system effecting read access
to the at least one attribute stored in the ID token via the
mobile radio network, the at least one attribute is used for the
registration. (Figure 1)
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Method for registering a mobile radio in a mobile radio

network
Abstract

The invention relates to a method for registering a
mobile radio (100) in a mobile radio network (116)
using at least one attribute stored in an ID token
(106}, wherein the ID token is associated with a user
(102}, having the following steps:

~ the user is authenticated to the ID token,

-~ a first computer system (136) 1s authenticated to
the ID token,

- successful authentication of the user and of the
first computer system to the ID token is followed by
the first computer system effecting read access to
the at least one attribute stored in the ID token
via the mobile radic network,

- the at least one attribute 1is used for the
registration.

(Figure 1)
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Method for registering a mobile radio in a mobile radio

network

Description

The invention relates to a method for registering a
mobile radio in a mobile radio network, to a computer

program product, to an ID token and to a mobile radio
system.

Cn the basis of the GSM standard, a mobilile radio is
registered in a GSM mobile radio network using the
international mobile subscriber identity (IMSI). The
IMSI is stored in the subscriber id@nti%y module {(SIM).
The IMSI identifies the home location register (HLR) in
which the registration needs to be effected. The
registration based on the UMTS standard and other
mobile radic standards 1is also effected in a similar

manner.

Us 2007/0294431 Al discloses a method for managing the

digital identities which requires user registration.

In addition, token-based authentication methods are
known from US 2001/0045451 A1l and US © 257 486 Bl, for

exanple.

Further token-based authentication methods are
disclosed in the patent appliicaticns DE
10 2008 000 067.1-31, DE 10 2008 040 416.0-31 and

DE 10 2008 042 262.2-31 from the same patent applicant,
these being unpublished at the time of filing.

The invention 1s based on the object of providing an
improved method for registering a mobile radio in a
mobile radio network, a computer program, an ID token

and a mobile radioc system.
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The objects on which the invention is based are each
achieved by means o¢f the features of the independent
patent c¢laims. Embodiments of the invention are
specified in the dependent patent claims.

According to embodiments of the invention, a mobile
radic is registered in a meobile radioc network using at
least one attribute stored in an ID token, wherein the
ID token is associated with a user, with the following
steps:

the wuser is authenticated to the ID token, a first
computer system 1s authenticated to the ID token,
successful authentication of the user and of the first
computer system to the ID token 1is followed by the
first computer system effecting read access to the at
least one attribute stored in the ID token wvia the
mobile radioc network, the at least one attribute is
used for the registration.

Embodiments of the invention are particularly
advantageous because the registration of the meobile
radio does not regquire a SIM card but rather requires
an ID token associated with the user, sald ID tftoken
possibly being an identity document, particularly an
electronic identity card, belonging to the user, for
example. If the user has such an 1D token, tThere is
thus no additional regquirement for a SIM card in order
to regilister the mechile radic of the user in the mokhile
radio network. There 1s therefore also no longer the
technical, logistical and financial complexity for
producing, persconalizing and distributing the SIM cards
to the users. A further particular advantage 1s that a
recently added user, i.e. a “subscriber?”, can
immediately register his mobile radico in the mebile
radic network without having to wait for a SIM card to
be supplied.

Embodiments of the invention allow one or more of the

attributes stored in an ID token tc be read by the
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first computer system, the connection between the ID
token and the first computer system being able to be
set up via the mobile radio network, particularly the
Internet. The at least one attribute may be a statement
regarding the identity of the user associated with the
ID token, particularly regarding the “digital identity”
cf said user. By way of example, the first computer
system reads the attributes family name, first name,
address, 1in order to forward these attributes to a
second computer system, for example a mobile radio
network component o¢f the mobile radic network,
particularly a central database or a home location
register {(HLR).

According to one embodiment o©of the invention, the
attribute stored in the ID token is an identifier. The
identifier may be in a form such that it explicitly
identifies the user and additionally a home location
register relevant to this user ir the mobile radio
network. In particular, the identifier may be in the
form of a globally unigue identifier (GUID); by way of
example, the identifier may be an IMSIT.

In this context, a “home location register” is
understood to mean any network component of a mobile
radio network which is wused for registering mobile

radios in the mobile radio network.

In this context, the process of “registering” a mobile
radio in a mobile radio network is understood to mean
any process in which the identity of a user of the
mobile radic is communicated to the mobile radio
network, so that the user 1is registered using his
mobile radio as an active subscriber who can make or
recelve voice calls, for example, can send or receive
messages and/or can use other services previded via the
mobile radio network, such as downloading data wvia the

mobile radio network.
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The ID token may be a portable electronic appliance,
e.g. in the form of what is known as a USB stick, or

may be &a document, particularly a wvalue document or

security document.

According to the invention, a “document” 1s understood
to mean paper-based and/or plastic-based documents,
such as identity documents, particularly passports,
identity cards, visas and driver’s licenses, vehicle
registration certificates, vehicle registration
documents, corporate identity cards, health cards or
other ID documents, and also chip cards, means of
payment, particularly banker’s cards and credit cards
or other credentials which incorporate a data memory

for stering the at least one attribute.

Embodiments of the invention are thus particularly
advantageous because the at least one attribute 1s read
from a particularly trustworthy document, for example
an official document. The invention thus allows a
particularly high level of +trustworthiness for the
conveyance of the attributes associated with a digital
identity, accompanied by optimum data protecticn with

extremely convenient handling.

According to one embodiment of the inventicn, the first
computer system has at least one certificate which is
used to authenticate the first computer system to the
ID token. The certificate contains a statement
indicating those attributes for which the first
computer system has read authorization. The ID token
uses this certificate to check whether the first
computer system has the requisite read authorization
for the read access to the attribute before such read

access can be performed by the first computer system.

According to one embodiment of the invention, the first
computer system sends the at least cone attribute read

from the ID token directly to a second computer system.



10

15

20

25

30

35

-5 -

By way of example, the second computer system may be a
mobile radio network component of the mobile radio

network, which component effects the registration.

According to one embodiment of the invention, the
attributes read from the ID token are transmitted from
the first computer system first of all to the mobile
radic of the user.

According to one embodiment o©f the invention, the
attributes read from the ID token are signed by the
first computer system and are then transmitted to the
mobile radio. The user of the mobile radio is thus able
tc read the attributes, but without being able to alter
them. Only after <c¢learance by the user are the
attributes forwarded <from the mobkile radio to the

second computer system.

According to one embodiment of the invention, the user
is akle to augment the attributes with further data,
for example with attributes which are reguired for
providing a service which the user requires and which
needs to be provided via tThe mneobile radioc network,

prior to thelr being forwarded.

According to one embodiment o©f the iInvention, the
moblle radio is a mobile telephone, particularly a
smart phone, a perscnal digital assistant having a
mobile radio interface, a portable computer having a
mobile radio interface or another portable electronic
appliance, such as a digital camera, having a mobile

radio interface.

According to one embodiment of the invention, the
identifiers, such as the IMSIs of the users, are stored
in a database. The at least one attribute which is read
from the ID token is used to access the database in
order to read the identifier associated with the user

from the database. The identifier alsc identifies the
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home location register which is relevant to the user.
The mobile radic of the user is then registered in this
home location register which is relevant to the user.
The user is then able to use his mobile radio to make
or receive any calls via the mobile radio network or to
use the mobile radio network for other purposes, such
as for downlcocading data or other online services, such

as using the Internet.

According to one embodiment o©f the invention, the
database alsc stores the telephone number associated
with the user. The at least cne attribute is thus used
to read not only the identifier but also the telephone
number associated with the user from the database. This
telephone number is then transmitted to the home
location register, identified by the identifier, which
is relevant to the user, where 1t i1s stored at least
for the periocd of time for which the mobile radic is
registered in the mobile radio network. Alternatively,
the telephone number can be stored permanently in the

home location register which is relevant to the user.

& particular advantage in this context 1is that the
telephone number does not need to be prescribed by the
operator of the mobile radio network, but rather the
user can determine his telephone number Thimself
provided that the desired telephone number has not
already been allocated. The telephone number desired by
the user 1s input intc the database and/or the relevant
HLR and is stored, as a result of which it is then
stipulated for further action. The telephone number can
be registered in the database and/or the relevant HLR
by the user, for example using an Internet platform
provided by the operator of the mobile radio network.

According te one embodiment of the invention, a first
identifier is stored in the mobile radio of the user.
Database access 1s used to read a second identifier

from the database, the key used for the database access
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being the at least one attribute read from the ID token
of the user. The first and second identifiers are then
compared with one another on the network. If the two
identifiers match, the mobile radioc is registered in
the home location register identified by the first and

second identifiers which is relevant to the user.

According to one embodiment of the invention, the at
least cone attribute which i1s stored in the ID token is
an identifier which explicitly identifies the user, and
also the home location register which is relevant to
the user in the mecbile radio network. By way of
example, the identifier is in the form c¢f an IMSI. The
first computer system transfers the identifier read
from the ID token to the relevant home location
register, which is identified by the identifier, so
that the mobile radio o¢f the relevant user can be

registered by this home location register.

According to one embodiment of the invention, the
communication between the mobile radio and the ID token
is effected contactlessly, particularly using an RFID
or near field communication (NFC) standard. Preferably,
the range of the communication method used for the data
interchange between the mobile radio and the ID token
is in the region of fewer than 50 cm, particularly in
the region of no more than 30 cm. The data interchange
between the mobile radio and the ID token using radio
signals, particularly on the basis of an RFID or NFC
standard, has particular handling advantages for the
user,

By way of example, the user carries the ID token in a
pocket, particularly a wallet. In order to register his
mobile radico, the user does not need to remove the ID
token from the pocket, since this is not necessary for
communication by means of radio signals. On account of
the short range o¢f the communication method used for

the date interchange, there 1s tThe simultaneous
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assurance that the communication is not effected
between the mobile radio of the user and the ID token

of another user who is close by.

In a further aspect, the 1invention relates to a
computer program product having instructions which can
be executed by a computer system for the purpocse of
performing a method according to the invention. The
computer program product may be of modular design, so
that particular modules are executed by the first
computer system and other modules are executed by the
second computer system.

In a further aspect, the invention relates to an ID
token, such as an identity document, particularly an
electronic identity card, having a protected memory
area for storing at least one attribute, means Ifor
authenticating a user asscciated with the ID token to
the ID token, means for authenticating a first computer
system to the ID token, means for setting up a
protected connection to the first computer system via a
mobile radio, wherein the first computer system is able
to read the at least one attribute via the protected
connection, wherein a necessary prereguisite for the
reading of the at least one attribute from the ID token
by the first computer system 1s the successful
avthentication of the user and of the first computer
system to the ID token, and whersin the at least one
attribute is able to identify a home location register

in a mobile radio network.

In a further aspect, the invention relates to a mobile
radio system for registering a mcbile radio in & mobile
radio network using at least one attribute stored in an
ID token, wherein the 1ID token 1s associated with a
user, having means for authenticating a first computer
system to the ID token, means for performing read
access for the first computer system to the at lieast

one attribute stored in the ID +token via the mobile
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radio network, wherein the read access can be periormed
after the user and the first computer system have
authenticated themselves to the ID token, and means for

using the at least one attribute for the registration.

According to one embodiment of the invention, the ID
token has means for end-to-end encryption. This allows
the connection between the ID token and the first
computer system to be set up via the mobile radic of
the user, since the user cannct make any changes to the
data transmitted via the connection on account of the

end-to-end encryptiocn.

Embodiments of the invention are explained 1in more

detail below with reference to the drawings, in which:

shows a block diagram of an embodiment of an

[

Figure
ID token according to the invention and a

mobile radio system according to the

invention,

Figure 2 shows a flowchart for an embodiment of a

method according to the invention,

Figure 3 shows a UML diagram for an embodiment of a

method according to the inventicn,

Figure 4 shows a block diagram for a further
embodiment of an ID token according to the
invention and a meobiie radio system according

to the invention,

Figure 5 shows a block diagram for a further
embodiment of an ID token according to the
invention and a moblile radic system according
to the invention,

Figure & shows a biock diagram for a further

embodiment of an ID token according to the
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invention and a mobile radio system according

to the invention.

Elements of the embodiments below which correspond to

one another are denoted by the same reference symbols.

Figure 1 shows a mobile radic 100 belonging to a user
102. The mobile radic 100 may be a portable computer,
such as a laptop or palmtop computer, a perscnal
digital assistant, a mobile telecommunication
appliance, particularly a mobile telephone, a smart
phone, or the 1like. The mobile radic 100 has an
interface 104 for communicating with an ID token 106,
which has a corresponding interface 108. The interface
104 may be a radio interface, particularly an RFID or
NFC interface.

In particular, the ID token 106 may be a document,
particularly a wvalue document or security document,
such as a machine-readable travel document (MRTD), such
as an electronic passport or an electronic 1dentity

card, or & means of payment, such as a credit card.

The mobile radioc 100 has at least one processcr 110 for
executing program instructions 112 and alsc a mobile
radio network interface 114 for communicating via a
mobile radio network 116. The mobile radio network may
be a GSM, UMTS, CDMA 2000 network or a moblle radio
network based on another mobile radio standard, such as

3GPP Long Term Evolution or 4G.

The ID token 106 has an electronic memory 118 having
protected memory areas 120, 122 and 124. The protected
memory area 120 is used for storing a reference value
which is required for authenticating the user 102 to
the ID token 106. By way of example, this reference
value is an identifier, particularly what is known as a
personal identification number (PIN), or is reference

data for a biometric feature of the user 102 which can
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be used for authenticating the user to the ID token
106.

The protected area 122 is used for storing a private
key, and the protected memory area 124 is used for
storing attributes, for example from the user 102, such
as his name, place of residence, date of birth, sex,
and/or attributes which relate to the ID token itself,
such as the institution which produced or issued the ID
token, the wvalidity pericd of the ID token, a passport

number or a credit card number.

Alternatively or in addition, the memory area 124 may
store an identifier which explicitly ildentifies the
user 102 with whom the ID token 106 is associated. The
identifier may also identify a network component 150 of
the mobile radio network 116. This network component
150 prompts or performs the registration of the mobile
radic 100 in the mobile radio network 116. In
particular, the identifier may be in the form of an
IMSTI. In particular, the identifier may be in the form
of a multi-digit number, with predetermined digits in
this multi-digit number forming an HLR number which
identifies the HLR which is relevant to the user 102.

The electrenic memory 118 may also have a memory area
126 for storing a certificate. The certificate contains
a public key which is associated with the private key
stored in  the protected memory area 122. The
certificate may have been produced on the basis of a
public key infrastructure (PKI) standard, for example
on the X.509% standard.

The certificate does not necessarily need to be stored
in the electronic memory 118 of the ID token 106.
Alternatively or in addition, the certificate may also

be stored in a public directory server.
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The ID token 106 has a processor 128. The processor 128
is used for executing program instructions 130, 132 and
134. The program instructions 130 are used £for user
authentication, i.e. for authenticating the user 102 to
the ID token.

In the case of an embodiment with a PIN, the user 102
inputs his PIN, for the purpose of authenticating
nimself, into the ID token 106, for example via the
mobile radic 100. As a result of execution of the
program instructions 130, the protected memory area 1Z0
is then accessed in order to compare the input PIN with
the reference value stored therein for the PIN. If the
input PIN matches the reference value for the PIN, the
user 102 is deemed authenticated.

Alternatively, a biometric feature of the user 102 1s
captured. By way of example, to this end the ID token
106 has a fingerprint sensor or a fingerprint sensor 1s
connected to the mobkile radio 100 or integrated
therein. In this embodiment, the Dbiometric data
captured from the user 102 are compared with the
biometric reference data stored in the protected memory
area 120 by virtue of execution of the program
instructions 130. If there 1s a sufficient match
between the biometric data captured from the user 102
and the biometric reference data, the user 102 1is

deemed authenticated.

The pregram instructions 134 are used for executing
those steps of a cryptographical protocol for
authenticating an ID provider computer system 136 to
the ID token 106 which relate to the ID token 106. The
cryptographical protcocol may be a challenge response
protocol based on a symmetric key or an asymmetric key
paizx.

By way of example the cryptographical protocol

implements an extended access control method, as 1s
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specified for machine-readable travel documents (MRTD)
by the international awiation authority (ICAC). By
successfully executing the cryptographical protocol,
the ID provider computer system 136 authenticates
itself te the ID token and thereby verifies its read
authorization to read the attributes stored in the
protected memory area 124. The authentication may also
be reciprocal, i.e. the ID token 106 then also needs to
authenticate itself to the ID provider computer system
136 on the basis of the same or a different
cryptographical protocol.

The program instructions 132 are wused for the
end-to-end encryption of data transmitted between the
ID token 106 and the ID provider computer system 136,
but at least of the attributes read by the ID provider
computer system 136 from the protected memory area 124,
For the end-to-end encryption, it is possibkle to use a
symmetric key which is agreed between the ID token 106
and the ID provider computer system 136 when the

cryptographic protocol is executed, for example.

As an alternative to the embodiment shown in Figure 1,
the mobile radico 100 can use its interface 104 to
communicate with the interface 108 not directly but
rather via a reader for the ID token 106, which reader
is connected to the interface 104. This reader, such as
what 1s known as a class 2 chip card terminal, can also

be used tc input the pin.

The ID provider computer system 136 has a mobile radio
network interface 138 for communicating via the mobile
radio network 116 or with a network component of the
meobile radic network 116, particularly via what is
known as the backbone or the core network of the mobile
radic network 116. The ID provider computer system 136
also has a memory 140 which stores a private key 142
from the ID provider computer system 136 and alsc the
relevant certificate 144. By way of example, this
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certificate may also be a certificate based on a PKI
standard, such as ¥X.509.

The ID provider computer system 136 also has at least
one processor 145 for executing program instructions
146 and 148. Execution of the program instructions 146
executes the steps of the cryptographical protocel
which relate to the ID provider computer system 136.
Overall, the cryptographical protocel 1s thus executed
by virtue of execution of the program instructions 134
by the processor 128 in the ID token 106 and by virtue
of execution of the program instructions 146 Dby the

processor 145 in the ID provider computer system 136.

The program instructions 148 are used for implementing
the end-to-end encryption on the ID provider computer
system 136, for example on the basis of the symmetric
key which has been agreed between the ID token 106 and
the ID provider computer system 136 when the
cryptographical protocol was executed. In principle, it
is possible to use any method inherently known 1in
advance for agreeing the symmetric key for the
end-to-end encryption, such as Diffie Hellman key

exchange.

The ID provider computer system 136 1s preferably
located in a specially protected environment,
particularly in what is known as a trust center, as a
result of which the ID provider computer system 136, in
combination with the need £or the user 102 to be
authenticated to the ID token 106, forms the trust
anchor for the authenticity of the attributes read from
the ID tcken 106.

According to & further embodiment of the invention, the
ID provider computer system 136 may alsc form an

integral part of the network component 150.
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The network compcnent 150 may be in the form of a home
location register or the network component 150 may be
designed to interact with tThe home location register of
the mobile radic network 116 in crder to perform or
prompt the registration cof mobile radics.

The network component 150 has a mebile radio network
interface 152 for <connection to the mobile radio
network 116 or to another network component of the
mobile radio network 116, particularly via what is
known as the backbone or the core network of the mobile
radio network 116. Particularly the communication
between the network compenent 150 and the ID provider
computer system 136 can be effected via the backbone or

the core network of the mobile radioc network 116,

In additicn, the network component 150 has at least one
processor 154 for executing program instructions 106.
Execution of the program instructions 156 registers the
mobile radico, for example, in the mobille radio network
116 using the at least one attribute, or the

registraticn is initiated thereby.

The process for registering the mobile radio 100 in the
mokbile radio network 11¢ 1s as follows:

1. The user 102 is authenticated to the ID token 106.

The user 102 authenticates itself to the ID token
106. In the case of an implementation with a PIN,
the user 102 does this by inputting his PIN, for
example using the mobile radio 100 or a chip card
terminal connected theretoc or integrated therein.
By executing the program instructions 130, the ID
token 106 then checks the correctness of the input
PIN., If the input PIN matches the reference wvalue
stored in the protected memory area 120 for the
PIN, the user 102 is deemed authenticated. A

similar process can be used when a biometric
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feature of the user 102 1is used to authentic him,
as described above.

. The ID provider computer system 136 is

authenticated to the ID token 10e¢.

To this end, a connection is set up betwesen tThe ID
token 106 and the ID provider computer system 136
via the mobile radio 100 and the mobile radio
network 116. By way c¢f example, the ID provider
computer system 136 transmits its certificate 144
to the ID token 106 wvia this connection. The
program instructions 134 then generate what 1s
known as a challenge, i.e. a random number, for
example. This random number is encrypted with the
public key from the ID provider computer system
13¢, which 1is contained in the certificate 144.
The resulting cipher is sent from the ID token 106
to the ID provider computer system 136 via the
connecticn. The ID provider computer system 136
decrypts the cipher using its private key 142 and
thus obtains a random number. The random number is
returned to the ID token 106 by the ID provider
computer system 136 via the connection. By
executing the program instructions 134, the ID
token checks whether the randem number received
from the ID provider computer system 136 matches
the originally generated random number, i.e. the
challenge. If this 1is the case, the ID provider
computer system 136 1is deemed authenticated to the
Il token 106. The random number can be used as a

symmetric key for the end-to-end encryption.
The at least one attribute is read

When the user 102 has successfully authenticated
himself to the ID tocken 106, and when the ID
provider computer system 136 has successfully
authenticated itself to the ID token 106, the ID
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provider computer system 136 is provided with read
autherization to read a, a plurality of or all the
attribute(s) stcored in the protected memory area
124, On the basis of an appropriate read command
which the ID provider computer system 136 sends to
the ID token 106 wvia the connection, the requested
attributes are read from the protected memory area
124 and are encrypted by virtue of execution of
the program instructions 132. The encrypted
attributes are transmitted to the ID provider
computer system 136 via the connection and are
decrypted by the ID provider computer system by
virtue of execution of the program instructicons
148. As a result, the ID provider computer system
136 cobtains knowledge of the attributes which have
been read from the ID token 106.

These attributes are signed by the ID provider
computer system using its certificate 144 and are
transmitted to the network component 150 wvia the
mobile radio 100 or directly. This informs the
network component 150 zbout the attributes which
have been read from the ID token 106, as a result
of which the network component 150 can use these
attributes to register the mobile radio 100 in the
mobile radioc network 116 or can prompt the

registration using the attributes.

The need for the user 102 to be authenticated to the ID
token 106 and for the ID providery computer system 136
to be authenticated to the ID token 106 provides the
necessary trust anchor, as a result of which the
network component 150 can be c¢ertain that tThe
attributes of the user 102 which are communicated to it
by the ID provider computer system 136 are correct and
nct corrupted.

Depending on the embodiment, the order of the

authentication may be different. By way of example,



10

i5

20

25

30

35

_18_

provision may be made for the user 102 tec have to
authenticate itself to the ID token 106 first, followed
by the ID provider computer system 136. Alternatively,
it 1is fundamentally possible for the ID provider
computer system 136 to have to authenticate itself to
the ID token 106 first, followed by the user 102 only
then.

In the first case, the ID token 106 is designed such
that it is enabled only by input of a correct pin or a
correct biometric feature by the user 102, for example.
Only this enabling allows the program instructions 132
and 134 to be started and hence the ID provider

computer system 136 to be authenticated.

In the second case, the program instructions 132 and
134 can actually be started even when the user 102 has
not yet authenticated itself to the ID token 106. In
this case, by way of example, the program instructions
134 are designed such that the ID provider computer
system 136 can perform read access to the protected
memory area 124 for the purpese of reading of one or
more of  the attributes only when  the program
instructions 130 have signaled the successful

authentication of the user 102 too.

For the purpose of registering the mobile radio 100,
the mobile radio 100 can use i1ts network interface 114
to send a signal 101 to the mobile radic network 11le,
for example. It is even possible to send this signal
101 when the mobile radioc 100 is not registered in the

mobile radio network 116.

The signal 101 is processed by the network component
150 of the mobile radio network 116 by virtue cf the
network component 150 directing a request 103 to the ID
provider computer system 136. On the basis of this
request 103, the ID provider computer system 136 reads
at least one attribute value from the ID token 106
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after the user 102 and the ID provider computer system
136 have been authenticated. The ID provider computer
system 136 then responds to the request 103 with a
message 105 which contains the at least one attribute
value and the signature thereof. This message 1is
received by the network component 130 or another
network component of the mobile radio network 116 and
is used to register the mobile radio 100 of the user
102.

The communication between the ID token 106 and the ID
provider computer system 136 can also be effected
before the moblle radio 100 is actually registered via
the moblle radioc network 116. By way of example, this
is done by virtue of a temporary identifier being
allocated to the mobile radio 100 on the basis of the
reception ©f the signal 101 by the mobile radic nstwork
116, said temporary identifier being used for the
communication with the mcbile radio 100 via the mobile
radic network 116 for as long as the mobile radio 100

1s not yet registered.

Figure Z shows an embodiment of a method according to

the invention.

The process for registering the mobile radio 100 of the
user 102 using his ID token 106 1is as follows, for
example: in step 200, the user authenticates himself to
the ID token. This can be done by virtue of the user
using a keypad on the mobile radio to input his PIN,
which 1is transmitted from the mobile radico wvia the
interface thereof to the interface of the ID token. If
the authentication of the user to the ID token was
successful, a connection is set up between the ID token

and the ID provider computer system in step 202.

This 1is preferably a secure connection, for example on
the basis of what 1s known as a secure messaging

method.
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In step 204, the ID provider computer system 1s at
least authenticated to the ID token via the connection
which was set up in step 202. In addition, there may
also be provision for the ID token to be authenticated

to the ID provider computer system.

When the user and the ID provider computer system have
been successfully authenticated to the ID token, the ID
provider computer system receives from the ID token the
access authorization to read at least one cof the
attributes. In step 206, the ID provider computer
system sends cne or more read commands for reading the
reguired attributes from the ID token. The attributes
are then transmitted by means of end-to-end encryption
via the secure connection to the ID provider computer

system and are decrypted therein.

The atitribute values which have been read are signed by
the ID provider computer system 1in step 208. In step
210, the ID provider computer system sends the signed
attribute wvalues to a network component. The attribute
value(s) can be transmitted via the mobile radio
netwoerk. Alternatively, the ID provider computer system
is part of the network component, which means that no

transmissicn 1s necessary.

The signed attribute values reach the network component
either directly or via the mobile radio. In the latter
case, the user may have the opportunity to take note of
the signed attribute values and/or to augment them with
further data. Provision may be made for the signed
attribute wvalues to be forwarded, possibly with the
added data, from the mobile radio te the network
component only following clearance by the user. This
provides the greatest possible transparency for the
user in terms of the attributes sent from the ID

provider computer system to the network component.
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In step 212, the mobile radio is then registered in the
mobile radio network by the network component using the

attribute values read from the ID token.

Figure 3 shows a further embodiment of a method

according to the invention.

To register his mobile radio 100 in the mobile radic
network 116, the user 102 first of all authenticates
himself to the ID token 106. When the user 102 has been
successfully authenticated to the ID token 106, the
mobile radic 100 sends a signal to the network
component 150 of the mobile radic network via the
mobile radio network 116 in order to signal tc the
mobile radio network that the mobile radic 100 needs to

be registered in the mobile radio network.

The network component 150 then sends a request to the
ID provider computer system 136. This request can be
sent by the mobile radic network 116. The reguest can
also Dbe communicated directly from the network
component 150 to the ID provider computer system 136,
particularly if the ID provider computer system 136 Iis

an integral part of the network component 150.

On the basis of the reqguest received from the network
component 150, the 1ID provider computer system 136
authenticates itself to the ID token 106 and directs a
read request to read one or more of the attributes to
the ID token 106.

Assuming prior successful authentication of the user
102 and of the ID provider computer system 136, the ID
token 106 responds to the read request with the desired
attriputes. The ID provider computer system 136 signs
the attributes and sends the signed attributes to the
mobile radio 100. Following clearance by the user 102
on the mobile radio 100, the signed attributes are then

transmitted to the network component 150, The network
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component 150 then prompts the registration of the
mobile radio 100.

Figure 4 shows an embodiment of a mcbile radio system
according to the invention with a database 158. The
database 158 contains at least one database table 160
which stores an explicit identifier and a telephone
number for each registered user of the mobile radio
network 116. To read the identifier and the telephone
number of the user 102, knowledge of at least one
attribute wvalue 1s required, said attribute value
needing to be read from the ID token 106 of the user

102 by the ID provider computer system 136.

The database 158 has at least one processcr 162 for
executing program instructions 164. Execution of the
program instructions 164 allows access to the database
table 160 in crder to use the attribute value read from
the ID token 106 of the user 102 to read the identifier
and the telephcne number of tThe user 102,

The identifier explicitly identifies not only the user
102 but also a home location regilster which is relevant
to the user 102. In the embodiment under consideration
here, the mobkile radio network 116 has a number I of
home location registers HLR1, HLRZ, ., HLRi, ...,
HLRT.

The identifiers stored for each o©of the registered users
of the mobile radioc network 116 in the database table

160 may be in the form of IMSIs, for example.

To register the mobile radio 100, the process in the
case of the embodiment under consideration here is such
that at least one attribute wvalue is read from the ID
token 106 by the ID provider computer system 136 after
the user 102 and the ID provider computer system 1346
have authenticated themselves to the ID token 106, for

example as described above with reference to Figures 1,
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2 and 3. The ID provider computer system 136 then sends
the message 105 with the attribute value to the
database 158. By executing the program instructions
164, database access 1is then performed using the
attribute value in order to read the identifier
associated with the user 102 and the telephone number
of the user 102 from the database table 160 using the
attribute value as a key. The database 158 then sends a
message 107 in order to communicate this identifier and
the telephone number of the user 102 tc the mobile
radic network 116. The message 107 is received by the
home location register identified by the identifier,
and said home location register then registers the
mobile radio 100.

Figure 5 shows an alternative embodiment in which the
identifier 1is stored in a memory 166 in the mobile
radic 100. By way of example, this identifier can be
input into the mobile radic 100 by the wuser 102
manually, =so that it 1is stored in the memory 166.
Alternatively, the identifier can be automatically
written to the memory 16¢ in the mobile radic 100 using

an cover the air (0TA) technigue.

As an addition to the embodiment shown in Figure 4, the
mobile radioc 100 performs the registration by sending
the identifier stored in its memory 166 to the database

158 via the mobile radio network 116.

The database table 160 in the embodiment under
consideration here stores only the identifiers but not
the telephone numbers. By contrast, the telephone
numbers of the registered users are stored 1in local
databases of the individual home location registers.
Figure 5 shows the database 168 of the home location
register 1 by way of example, said database storing the
telephone numbers of those registered users to whom the

home location register 1 1s relevant. These ftelephone
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numbers can be accessed using the identifiers of the

relevant users.

In the embodiment under consideration  here, Lhe
processor 162 in the database 158 is additiocnally used
to execute program instructions 170. By executing the
program instructions 170, & check 1is performed to
determine whether the identifier received from the
mobile radio 100 1is identical to the identifier read
from the database table 160. Only if this is the case
dees the database 158 send the message 107, otherwise

the registration is rejected.

The process for registering the mobile radio 100 in
this case is thus as fcllows:

The mobile radio 100 sends the signal 101 to the mobile
radico network 116, the signal 101 in this embodiment
bearing the identifier stored in the memory 166. The ID
provider computer system 136 reads the at least one
attribute value from the ID token 106 when the user 102
and the ID provider computer system 13% have
authenticated themselves to the ID tocken 106, as
explained above with reference to Figures 1 to 4. The
ID provider computer system 136 then sends the message
105 with the attribute value to the database 158,

By executing the program instructions 164, the database
158 reads the identifier of the user 102 from the
database table 160 using the attribute wvalue. In
addition, by executing the program instructiocns 170,
the database 158 checks whether the identifier received
from the mobile radio 100 matches the identifier read
from the database table 160. Only if this i1s the case
does the database 158 send the message 107, as a result
of which the registration can take place in the
relevant home location register, such as the home
location register 1. The relevant home location

register uses the identifier as a key tTo access 1its
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local database 168 in order to ascertain the telephone
number of the usger 102. The registration 1s then
performed in the mobile radio network for the telephone

number ascertained in this manner.

Figure 6 shows a further embodiment of a mobile radio
system according to the invention. In this embodiment,
the identifier, that is to say the IMSI, for example,
of the user 102 is stored as an attribute wvalue in the
protected memory area 124 of the ID token 106.

To register the mobile radio 100, the process 1s then
such that the ID provider computer system 136 reads the
identifier from the ID token 106 when the user 10Z and
the ID provider computer system 136 have authenticated
themselves to the ID token 106, in a similar manner to
the embodiments described above from Figures 1 to 5.
The ID provider computer system 136 then sends the
message 105 with the identifiler, said message belng
received by the home location register identified by
the identifier in the mobile radioc network 116, such as
the HLR1. The relevant home location register effects
database access toe its local database 168 in order to
use the identifier contained in the message 10> fto
ascertain the telephone number of the user 102, said
telephone number then being used to register the mobile
radic 100.
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lList of Reference

Symbols

Mobile radic
Signal

User

Request
Interface
Message

ID token
Message
Interface
Processor

Program instructions

Mobile radio network interface

Mobile radio network
Electronic memory
Protected memory aresa
Protected memory area
Protected memory area
Memcry area

Processor

Program instructions
Prcgram instructions

Program instructions

ID provider computer system

Mobile radio network interface

Memory

Private key
Certificate
Processor

Program instructions
Program instructions
Program instructions

Network component

Mobile radio network interface

Processorx
Program instructions
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Program instructions
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Patent Claims

. A method for registering a mobile radic (100) in a

mobile radioc network (116} using at least one
attribute stored in an ID token (106}, wherein the
ID token is associated with a user (102), having
the following steps:

the user is authenticated to the ID token,

a first computer system (136) is authenticated to
the ID token,

successful authentication of the user and of the
first computer system to the ID token is followed
by the first computer system effecting read access
to the at least one attribute stored in the 1ID
token via the mobile radio network,

the at least one attribute 1s wused for the

registration.

. The method as claimed 1in claim 1, wherein the

first computer system is authenticated to the ID
tecken using a certificate (144) from the £first
computer system, wherein the certificate contains
a statement indicating those attributes stored in
the ID token for which the first computer system

is authorized for the read access.

. The method as claimed 1in claim 2, wherein the ID

token checks the read authorization o¢f the first
computer system for the read access to at least

one of the attributes using the certificate.

. The method as claimed in one c¢f claims 1, 2 and 3,

having the following further steps:

the at least one attribute read from the ID token

is signed by the first computer system,
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the at least one signed attribute is transmitted
from the first computer system to a second computer
system {(150; HLR 1, HLR 2, ... HELR i, .... HLR I},
wherein the second computer system is coupled to
the mobilile radio network in order to perform or

initiate the registration.

. The method as c¢laimed in <c¢laim 4, wherein the

second computer system is a mobile radic network
component of the mobile radio network.

. The method as claimed in claim 4 or 5, wherein the

at least one attribute read from the ID token by
the filrst computer system 1is sent to the mobkile
radic, from where it is forwarded to the second

computer system following clearance by the user.

. The method as claimed in claim 6, wherein the user

can augment the attributes with further data prior
to their being forwarded to the second computer
system.

. The method as claimed in one o¢f the preceding

claims, wherein the mobile radio 1is a mobile
telephone, particularly a smartphone, a perscnal
digital assistant having a mobile radio interface,
a portable computer Thaving a mobile radio
interface or a portable electronic appliance, such
as a digital camera, having a mobile radio
interface.

The method as claimed in one of the preceding
claims, wherein database access to a database
(158} which stores identifiers 1is performed,
wherein each of the identifiers identifies a home
location register, wherein the identifier of a
home location register associated with the user
(HLR 1, HLR 2, ... HLR i, ... HLR I} is read from
the database using the at least one attribute, and
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wherein the mobile radio is registered in the home
location register identified by the identifier
read from the database.

The method as claimed in claim 9, wherein <the
database stores the telephone numbers of the

users.

The method as claimed in one of the preceding
claims, wherein a first identifier is stored in
the mobile radio, and wherein the user has an
assoclated second identifier which identifies a
home location register, and wherein the at least
one attribute is used to check whether the first
identifier is the second identifier, and wherein
the registration ig effected in the home location
register identified by the first and second
identifiers 1if the first and second identifiers

match.

The method as claimed in one of the preceding
claims, wherein the at least one attribute is an
identifier which identifies & home location
register, wherein the mobile radio 1is registered
in the home location register identified by the
identifier.

A computer program product having instructions
which can be executed by a computer system for the
purpose of carrying out a method as claimed in one

of the preceding claims.
An ID token having

a protected memory area (124) for storing at least
one attribute,
means (120, 130) for authenticating a user (102}

associated with the ID token to the ID token,
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- means (134} for authenticating a first computer

system (136) to the ID token,

- means (132) for setting up a protected connection

o the first computer system via a mobile radio,
wherein the first computer system 1is akle to read
the at least one attribute wvia the protected
connection,

whereiln a necessary prereguisite for the reading
of the at least one attribute from the ID token by
the first computer system 18 the successful
authentication o¢f the wuser and of the first
computer system to the ID tfoken, and wherein the
at least one attribute is able to identify a home
location register (HLR 1, HLR 2, ... HLR i,

“ & w

HILR I} in a mobille radio network.

15. The ID token as claimed in c¢laim 14, having
means (132) for the end-to-end encryption of the
connection for protected <transmission of the at

least one of the attributes to the first computer

system.

16. The ID token as claimed in claim 14 or 15,
wherein it is an electronic appliance,
particularly a Use stick, or a document,
particularly a value document or security
deccument.

17. A mobile radio system for registering a moblle

radio (100} in a mobile radio network (116) using
at least one attribute stored in an ID token
{106), wherein the ID token is associated with a
user (102), having

~ means (142, 144, 146) for authenticating a first

computer system (136) to the ID token,

- means (138, 148) for perfcrming read access for

the first computer system to the at least one

attribute stored in the ID token wvia the mobile
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radic network, wherein the read access can be
performed after the user and the first computer
system have authenticated themselves to the ID
token,

means (150) for using the at least one attribute

for the registration.

The mcbile radio system as claimed in claim 17,
wherein the first computer system has means (144)
for signing the at least one attribute, and having
a network component (150} which 1is designed to
receive the at least one signed attribute from the

first computer system.

The mobile radio system as claimed in claim 18,
wherein the network component has a database
(158), wherein the database stores identifiers,
wherein each of the identifiers identifies a home
location register (HLR 1, HLR 2, ... HLR i,

HLR I) in the mobille radic network, wherein read
access to an identifier assoclated with the user

can be performed using the at least one attribute.
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