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In some implementations, a system is capable of generating identifications that include distinctive line patterns corresponding to
different portions of secure customer information. Data indicating an input image, and a dithering matrix representing a two-
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(57) Abstract: In some implementations, a system is capable of generating identitfications that include distinctive line patterns corre-
sponding to different portions of secure customer information. Data indicating an input image, and a dithering matrix representing a
two-dimensional array of pixel values is obtained. Pixel values of pixels included in the input image are transformed using the dithering
matrix. For each pixel within the input image, the transformation includes identifying a particular pixel value within the dithering matrix
that represents a particular pixel within the input image, and adjusting an intensity value of the particular pixel based on attributes of
the dithering matrix. A transformed image is generated based on the transformation and then provided for output.



EMBEDDED VARIABLE LINE PATTERNS FOR IMAGES

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Patent Application No.
62/440,888, filed on December 30, 2016 and titled “EMBEDDED VARIABLE LINE
PATTERNS".

FIELD

[0002] The present specification is related to physical and digital identifications.

BACKGROUND
[0003] User identifications such as driver licenses can be issued either as physical
identification cards or digital identifications. A physical identification card is issued by
creating a card that includes customer information, whereas a digital identification is
issued in an electronic format and accessed on a client device. Both physical and digital
identifications are commonly used for verifying the identity of an individual, providing
access to restricted areas, or authorizing an individual to purchase age-restricted

content.

SUMMARY
[0004] Identifications are often provided to customers by issuing authorities such as
government agencies or companies during an issuance process. These identifications
often include customer information that is used to identify the identity of the customer,
and in some instances, provide access or privileges to the customer. However, security
features for physical identification cards or digital identifications are often pre-
configured during the issuance process and unable to be adjusted after issuance. As a
result, such identifications are often susceptible to risk of fraud and counterfeiting when
the pre-configured security features become compromised. In addition, besides the use
of a unique identification number, many issued identifications often include general
security features (e.g., holographic images, pre-configured background patterns) that
are applicable to a general population of users that have been issued the same

identification.

Date Recue/Date Received 2023-10-02
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[COO8] In some implementations, a system is capabie of generating identifications that
inciude distinctive line patierns corresponding to different portions of secure customer
information. For example, the system may construct or modify photographic images of
an identification, such as a customer photo, a background pattern, or a portion of text,
using line patterns that include different line thicknesses and line spacing. The system
can then associate each line pattern with a corresponding portion of secure customer
information. The system can also place multipie line patterns in different regions of the
photographic images within the identification.

[0006] The system can also determine and/or confirm the authenticity of an
identification based on verifying the secure customer information corresponding to each
line pattern. For example, the system can verify an identification based on the presence
of verified line patterns within the identification, a verified arrangement of the distinclive
line patterns within the identification, or both. Once the identification has been issued,
the system can detect the embedded line patterns within the identification to identify
secure customer information that is assigned {o the embedded line patterns within an
identification repository. In some instances, the identified secure customer information
can also be used to authenticate the customer during an electronic fransaction where
the identification is provided to claim a user identity.

[0007] In some implementations, the system can periodically adjust the line palterns
that are included within an identification in relation to, for example, an identification
issuance and/or identification renewal process. For example, line patterns included
within a physical identification card can be adjusied each time a new physical
identification is issued. For digital identifications, the system can periodically
reconstruct photographic images of the digital identification using time-dependabie line
patterns that are valid for specified time periods in order to adjust the line patierns used
o generate the digital identification. Adjustiments o the line patterns can be stored in a
customer account in order o identify use of prior instances of identifications that have
become invalid (e.g., through a detection of an expired line pattern), or represent
fraudulent or unauthorized use of an expired identification.
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[CO08] The line patterns embedded within the identification may or may not be visibie {o
the human eye. In some implementations, the line patlerns can be made large enocugh
1o enable manual verification using human eyes. [n other implementations, the line
patterns can be constructad to be small encugh such that the graphic elements are
visible to the human eye, but the embedded line patterns appear invisible. in such
implementations, the line patterns can be detected using a detector device that uses
specific optical scanning techniques to delect the embedded line patiterns. In some
implementations, a combination of eye-detectable and machine-readable line patterns
can be included in order to improve the security features of the identification.

[0009] In one general aspect, a method can be performed on by one or more
processors. The method inciudes the operations of. obtaining data indicating (i) an
input image, and (ii) a dithering matrix representing a two-dimensional array of pixel
values, and transforming, using the dithering malrix, pixel values of pixels included in
the input image. Transforming the pixel values of pixels included in the input image,
includes identifying, for each pixel within the input image, a particular pixel value within
the dithering matrix that represents a particular pixel within the input image. The
particular pixel value has a coordinate location within the two-dimensional array
corresponding 1o a coordinate location of the particular pixel within the input image.
Transforming the pixel values of pixels included in the input image also includes
adjusting, for each pixel within the input image, an intensity value of the particular pixel
based on atiribuies of the dithering mairix.

(60107 The method also includes the operations of. generating a transformed image
based on iransforming the pixel vaiues of the pixels included in the input image, wherein
at least a portion of the transformed image comprises a dithering pattern; and providing
the transformed image for output.

[0011] One or more implementations can include the following optional features. For
example, in some implementations, the dithering pattern includes a vertical parallel line
pattern.

(00121 In some implementations, the dithering pattern is a horizontal parallel line
pattern.



[0013] In some implementations, the attributes of the dithering matrix comprise at least
one of: horizontal and vertical dimensions of the two-dimensional array of pixel values, a
range of pixel values included in the two-dimensional array of pixel values, and an

arrangement of pixel values within the two-dimensional array of pixel values.

[0014] In some implementations, adjusting the intensity value of the particular pixel
includes: determining a scaling factor based on (i) a range of intensity values for pixels
included in the input image, and (ii) the range of pixel values included in the two-
dimensional array of pixel values; adjusting the intensity value of the particular pixel
based on the scaling factor to generate a scaled intensity value of the particular pixel;
combining the scaled intensity value of the particular pixel and the particular pixel value
having the coordinate location within the two-dimensional array corresponding to a
coordinate location of the particular pixel within the input image to generate a combined
value for the particular pixel; and dividing the combined value by a value representing a
horizontal dimension of the two-dimensional of the two-dimensional array of pixel values

to generate an adjusted intensity value of the particular pixel.

[0015] In some implementations, the transformed image is a monochrome image. In
such implementations, adjusting the intensity value of the particular pixel further
includes setting the adjusted intensity value of the particular pixel to a value equal to

either O or 1.

[0016] In some implementations, the method further includes the operations of. obtaining a
color photograph of an individual; converting pixel intensity values of pixels included in the
color photograph to grayscale intensity values: and generating the input image of the
individual based on converting pixel intensity values of pixels included in the color

photograph to grayscale intensity values.

[0017] In some implementations, the dithering pattern is included in an entire region of the

transformed image.

[0017a] According to an aspect, there is provided a method performed by one or more
computers, the method comprising: obtaining data indicating (i) an input image and (ii) a

dithering matrix representing a two-dimensional array of pixel values; transforming, using

Date Recue/Date Received 2023-10-02



the dithering matrix, values of pixels included in the input image, the transforming
comprising, for each pixel within the input image: identifying a particular value within the
dithering matrix that represents a particular pixel within the input image, the particular value
having a coordinate location within the two-dimensional array corresponding to a coordinate
location of the particular pixel within the input image, and adjusting a value of the particular
pixel based on attributes of the dithering matrix; generating a transformed image based on
transforming the values of the pixels included in the input image, wherein at least a portion
of the transformed image comprises a dithering pattern that includes distinctive line patterns
outlining micro-features of the input image, and wherein each of the distinctive line patterns
corresponds to a different portion of secure customer information; and providing the

transformed image for output.

[0017b] According to another aspect, there is provided a system comprising: one or more
computers; and one or more storage devices storing instructions that, when executed by
the one or more computers, cause the one or more computers to perform operations
comprising: obtaining data indicating (i) an input image, and (ii) a dithering matrix
representing a two-dimensional array of pixel values; transforming, using the dithering
matrix, values of pixels included in the input image, the transforming comprising, for each
pixel within the input image: identifying a particular value within the dithering matrix that
represents a particular pixel within the input image, the particular value having a coordinate
location within the two-dimensional array corresponding to a coordinate location of the
particular pixel within the input image, and adjusting a value of the particular pixel based on
attributes of the dithering matrix; generating a transformed image based on transforming
the values of the pixels included in the input image, wherein at least a portion of the
transformed image comprises a dithering pattern that includes distinctive line patterns
outlining micro-features of the input image, and wherein each of the distinctive line patterns
corresponds to a different portion of secure customer information; and providing the

transformed image for output.

[0017c] According to a further aspect, there is provided a non-transitory computer-readable
storage device encoded with computer program instructions that, when executed by one or
more computers, cause the one or more computers to perform operations comprising:
obtaining data indicating (i) an input image, and (ii} a dithering matrix representing a two-
dimensional array of pixel values; transforming, using the dithering matrix, values of pixels
included in the input image, the transforming comprising, for each pixel within the input
image: identifying a particular value within the dithering matrix that represents a particular

pixel within the input image, the particular value having a coordinate location within the two-

4a
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dimensional array corresponding to a coordinate location of the particular pixel within the
input image, and adjusting a value of the particular pixel based on attributes of the dithering
matrix; generating a transformed image based on transforming the values of the pixels
included in the input image, wherein at least a portion of the transformed image comprises
a dithering pattern that includes distinctive line patterns outlining micro-features of the input
image, and wherein each of the distinctive line patterns corresponds to a different portion of

secure customer information; and providing the transformed image for output.

[0018] The details of one or more implementations are set forth in the accompanying
drawings and the description below. Other potential features and advantages will become

apparent from the present specification.

4b
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[0019] Other implementations of these aspects include corresponding systems,
apparatus and computer programs, configured to perform the actions of the methods,
encoded on computer storage devices.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] FIG. 1A illustrates an example of an identification with a dithering pattern
embedded within a photograph.

[0021] FIG. 1B illustrates an example of a system that can generate identifications with
embedded dithering patterns.

[0022] FIG. 2 illustrates an example of a process that uses a dithering matrix to
generate a monochrome image with a dithering pattern from a customer photograph.

[0023] FIG. 3 illustrates an example of a process for generating a monochrome image
with a dithering pattemn.

[0024] FIG. 4 illustrates an example of a process for transforming an input image using
a dithering matrix.

[0025] In the drawings, like reference numbers represent corresponding parts
throughout.

DETAILED DESCRIPTION
[0026] In general, a system is capable of generating identifications that include
distinctive line patterns corresponding to different portions of secure customer
information. For example, the system may construct or modify photographic images of
an identification, such as a customer photo, a background pattern, or a portion of text,
using line patterns that include different line thicknesses and line spacing. The system
can then associate each line pattern with a corresponding portion of secure customer
information. The system can also place muitiple line patterns in different regions of the
photographic images within the identification.

(60271 A "customer” may refer to a user or individual. For example, a customer may be
an individual with a physical identification card that may be a driver's license issued by a
department of motor vehicles of a territory or a municipality. In other instances, the
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identification card may be cother types of identifications such as a social security card, a
passport, a birth certificate, or other government or company-issued identification cards.

[6028] A customer may be provided with a physical or digital identification by enroliing
into an identification program offered by an issuing authorily. The issuing authority can
be a digital identification administrator that issues digital identifications in addition to, or
as an alternative to, physical identifications. In some instances, the issuing authority
may authorize a third-party organization, such as the digital identification administrator,
o manage the issuance, mainienance, and renewal of identifications.

(00291 A customer may opt 1o enroll into the identification program using variocus
methods such as, for example, an online enrollment process, a form submission, or
through an oral agreement with an authorized representative. The issuing authority
may then create a customer account inciuding customer information in an identification
database. For instance, the customer information may include one or more of an email
address, an identification number, a customer photograph, and other types of
demographic information (e.q., home address) associated with the customer. The
identification database can also indicate 1o the issuing authority that an entry for the
customer has been successfully created once the entry for the customer has been
created.

[0030] The enroliment process for the identification program can include the use of
various methods 1o receive customer information, such as, for example, the use of
email, the use of a customer token such as a personal identification number (PIN),
and/or the use of customer biometric parameters.

[0031] FIG. 1A illustrates an example of an identification 100A with a dithering pattern
embedded within a photograph 104. Although the example in FIG. 1A depicts the
identification 100A as a physical identification, in other implementations, the techniques
discussed herein can be applied to other types of identifications, such as a digital
identification, as depicted in in FIG. 1B.

[0632] The identification 100A is issued by an issuing authority (e.g., a state department
of motor vehicles). The identification 100A includes a photograph 104 of an individual
such as a cardholder of the identification 100A. The pholograph 104 includes an

6
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embadded line pattern adjusts the display of the original photograph while preserving
certain underlying atiributes of the photograph such as the ability to recognize the
individual in the photograph. The photograph 104 can represent different types of
images. in some instances, the photograph 104 is a color photograph of an individual
that associated with the identification 100A. In other instances, the photograph 104 is a
grayscale photograph of the individual. The photograph 104 can be captured by an
issuing authority during an issuance process of the identification 100A. The photograph
104 can be inserted to the identification 100A in a processed andfor adjusted format of
a captured photograph of an individual.

[0033] In the example illustrated in FIG. 1A, the photograph 104 is an image that
includes a particular dithering pattern that identifies the individual within the photograph
104. The dithering paltern can be generated based on processing an input image using
a dithering matrix, as discussed in detail below with respect to FIG. 2. As shown in FIG.
1A, a dithering matrix is used {o generate a dithering pattern with paraliel horizontal
fines. In other examples, other types of dithering patterns may aiso be used (&.g.,
dithering patterns with vertical parallel lines, diagonal parallel lines, waves, etc.).

[0034] Although FIG. 1A illustrates line patterns being embedded within a physical
identification, in other instances, the line patterns can also be embedded within a digital
identification (e.g., a digitally issued driver license). In addition, although the example
depicted illustrates visibly detectable line patterns (e.q., visible to a human eye), in other
instances, the line patierns can be constructed small enough to appear invisible to the
human eve. In such instances, the line patierns can outline micro-features of the
photograph 104 (or other portions of the identification 100A). For example, the dithering
pattern can additionally or alternatively be applied to background graphical elements of
the identification 100A.

[0035] The variable line patlern can be embedded into an input photograph of the
individual during a fabrication and issuance process for the identification 100A. For
example, for physical ideniifications, a system associated with the issuing authority of
the identification 100A may adjust the input image using a dithering matrix and then
print the adjusied image onio the physical identification. The dithering matrix can be
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used to adiust certain visual attributes of the input image while maintaining the ability 1o
recognize, for example, the identity of an individual within the photograph 104. The
generate the photograph 104 prior to prinding the identification. In examples relating to
digital identifications, the system can obtain the photograph 104 {o include within the
digital identification during the identification generation process. More particular
descriptions related to generating the photograph 104 in relation to the document
generation and/or issuance process is provided below with respect to FIG. 2.

[0036] FIG. 1B illustrates an example of a system 100 for generating identifications with
embedded dithering patterns. The system 100 can be used for various processes
associated with a physical identification 100A and/or a digital identification 100B (e.g.,
fabrication, issuance, renewal, maintenance, etc.). The system 100 can also be used to
enrolt customers into an identification program, and provision the identifications 100A,
1008 to enrolled customers.

(0037} As shown in FIG. 1B, the systermn 100 generally includes an identification server
110, an issuing authority server 120, and a customer device 130 connected over a
network 105, The identification server 110 can also be configured to exchange
communications with an identification database 112. In addition, the customer device
130 may display the digital identification 1008 on a user interface presenied to a
customer (e.g., a cusiomer or any other authorized user) on the customer device 130.
The digital identification 100B can be a digital form of the physical identification 100A
issued by an issuing authority associated with the issuing authority server 120. In the
example depicted in FIG. 1B, the digital identification 100B is a digital driver license
issued to a customer 102 by the state department motor vehicle that issues a physical
driver license.

[0038] In general, the system 100 can be used to fabricate and issue identifications
100A, 100B with embedded dithering patterns. As described above, the embedded
dithering patterns can be included to enable the system 100 to, for example, verify the
authenticity of the identifications 100A, 100B. For example, if an identification of the
customer 102 is presented by a user does not have a particular type of dithering pattern
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associated with the identifications 1004, 100B, the system 100 can determine that the
presented identification is either a fraudulent or expired copy.

(60397 During an issuance process of the identifications 100A, 100B, the identification
server 110 can initially generate one or more dithering patterns to include within, for
example, a photograph of a newly generated identification. The identification server
110 can generate a dithering pattern based on generating a dithering matrix that is used
to adjust an input image to generate a dithered image that is inseried into the
identifications 100A, 100B, as discussed in more detail with respectto FIG. 2. The
verified credential information stored within a customer record of the identification
database 112 can be associated with the dithering patterns. The verified credential
information can include data coliected and vetted by a government entity (e.g.,
department of motor vehicles).

(6040} The identification database 112 can include a dithering pattern repository that
store data relating to different types of dithering patterns. For example, the dithering
pattern repository can include records for dithering pattemns that were previously used
by, for example, the issuing authority to generate and/or fabricate the identifications
100A, 100B. For exampie, if a different dithering pattern used to fabricate the
identification 100A each time a physical identification is issued to the customer 102, the
identification database 112 can store the different dithering patterns that were
previously used and the dithering pattern currently being used for newly issued physical
identifications and/or physical identifications to be issued. As another example, ifa
different dithering pattern is used to generate time-dependent versions of identification
1008, then the identification database 112 can siore the different dithering patterns
being circulated for generating the different versions of the identification 100B.

[0041] In both of the exampiles discussed above, the identification database 112 can
store associated information, such as a time period during which a particular dithering
pattern was used to generating the identifications 100A, 1008, or dithering matrixes that
are applied to input images to generate images to be inserted into the identifications
100A, 100B. In this regard, the information stored within the identification database 112
can be used to track the validity of a particular identification. For example, if the
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particular identification includes an image with a dithering pattern that is identified in the
identification database 112 as being expired, then the system 100 can determine that
the particular identification is not valid for identity verification purposeas. As another
exampie, a time period associated the dithering patterm in the identification database
112 can be used to determine when the particular identification was issued and/or
fabricated.

[0842] The identification server 110 can process input images using the process
depicted in FIG. 2 to generate processed images with dithering patterns. The
processed images can be used to generate and/or fabricate the identifications 100A,
100B. For example, the identification server 110 can apply a dithering matrix to process
an input image and generate an image with a dithering pattern corresponding to the
particular dithering matrix. With the case of physical identifications in particular, the
process image generated by the identification server 110 can be printed onto the
surface of the physical identification. With the case of digital identifications, the
identification server 110 can additionally store protocols and/or instructions for
generating different versions of digital identifications using different dithering patterns
that are applied {0 the same input image.

[0043] Referring now to the individual components of the system 100, the network 105
may be configured {0 enable elecironic communications between the identification
server 110, the issuing authority server 120, and the customer device 130. For
instance, the network 105 may include Local Area Networks (LANS), wide area
networks (WANs), Wi-Fi, or analog or digital wired and wireless networks. The network
105 may inciude muitiple networks or subnetworks, each of which may include, for
exampie, a wired or wireless data pathway. The network 105 may also include a circuit-
switched network, a packet-swiiched data network, or any network capable of carrving
elecironic communications (e.g., data or voice communications). For example, the
network 105 may include networks based on the Internet Protocol (I1P), or other
comparable technologies.

[0044] The identification server 110 can be a remote server that is monitored and
operated by an organization or institution that is authorized by an issuing authority to

10
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generate and/or fabricate the identifications 100A, 1008 {o be issuead o customers. In
some instances, the organization or institution operating the identificalion server 110
can be an organization that is designated by the issuing authority to access
identification information for multiple customers who have been issued a physical or a
digital identification. In other instances, the organization or institution operating the
identification server 110 can be the issuing authority (e.g., a government instifution) that
issuas an identification 1o the mulliple customers.

[0045] The identification server 110 can coordinate and/or administer the backsend
processes that are involved in generating, fabricating, and provisioning the
identifications 100A, 100B {o muitiple customers such as the customer 102. For
exampie, the identification server 110 can initiate processes to enroll customers with the
identifications 100A, 1008, and operaie security protocols to detect potential fraudulent
uses or privacy breaches associated with the identifications 100A, 100B. In some
instances, the processes related to the identifications 100A, 1008, as discussed
throughout, can be coordinated with the issuing authority server 120, o ensure that
secure customer information that includes personally identifiable information are not
exposed during the provisioning of the identifications 100A, 100B8.

[0046] As described throughout, secure customer information may refer to customer
information within the identifications 100A, 100B that may include personally identifiable
information associated with the customer. For example, secure customer information
can include social security numbers, place of residence, and/or other demographic
information that is associated with other types of information that the customer
considers private. In addition, the secure customer information may include medical
records of the customer that are protected under the Health Insurance Portability and
Accountability Act of 1896 (HIPAA). Access to the secure customer information within
the identifications 100A, 100B can be restricted by associated the secure customer
information {o different dithering patterns and specifying the associations within the
identification database 112 as described above.

[0047] The identification server 110 can exchange communications with the
identification database 112, which includes customer information for enrclled customers
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and/or other configuration details related o the identification program as discussed
above., For example, the identification database 112 can include a customer entry
associated with a customer that includes account information associated with enrolied
customers, and any type of customer information that may be provided by the cusiomer
during a digital identification enroliment process.

(60481 In some implemeantations, the identification database 112 can include customer
entries for both customers that are enrclled in the identification program and potential
customers that the identification server 110 has identified as customers that are likely to
enrcll in the identification program. For example, the identification database 112 can
include a field that indicates whether a customer entry is associated with an enrolled
customer or g potential customer. in such implementations, the identification database
112 can be accessed by the identification server 110 to retrieve customer information
for the digital identifications 100A, 1008 associated with an enrolied customer, and
customer information for a candidate customer in order to send an enroliment email that
provides an enroliment code to the candidate customer.

[6049] In some implementations, the customer entry for enrolled customers may be
automatically created by the identification server 110 within the identification database
112. In such implementations, the customer may submit an online enroliment form
including a set of user fields for providing customer information. In response, the
identification server 110 may initiate a computer-impiemented procedure that
automatically generates a customer entry for the customer in the identification database
112 and inserts the values submitted for the set of user fields as customer information
that is included in the customer entry.

[6050] In some implementations, the identification server 110 can additionally exchange
communications with an image server, which stores photographs associated with an
identification. In some implementations, the image server is operated by a separate
entity or organization that operates the idenfification server 110. For instance, in such
implementations, the image server may be operated by the issuing authorily. In other
implementations, the image server may be operated by the authorized issuing authority
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that also operates the identification server 110. In such implementations, the image
server may be a sub-component of the identification server 110.

[G051] The issuing authority server 120 can be a remote server that is operated by the
issuing authority and used to control access to secure customer information that is
included in the identifications 100A, 1008 issued by the issuing authority. For instance,
the issuing authority server 120 can provide access to customer demographic
information, historical customer information (e.g., previous identification cards issued,
number of renewals, olc.), and/or other types of customer information using
authorization procedures that require validation of access credentials. For example,
upon receiving a request for the secure customer information by the identification server
110, the issuing authority server 120 may require an exchange of the access credentials
to validate an authorized request.

[6052] The issuing authority server 120 can be queried by the identification server 110
for accessing, obtaining, and/or modifying secure customer information during an
operation relating to the identifications 100A, 100B. For example, during an enroliment
process, after a customer has opted to enroll into an identification program, the
identification server 110 can query the issuing authority server 120 using a customer
identifier number to exiract secure customer information to be included in the
identifications 100A, 1008B. In another example, during a verificalion operation, the
identification server 110 can access the issuing authority server 120 to determine
whether a digital identification for a customer includes false customer information
indicative of a fraudulent identification document.

[6053] In some implementations, the issuing authority server 120 can be configured
with additional security protocols compared to the identification server 110 to protect
sensitive customer information associated with a customer account. For example, in
some instances, the issuing authority server 120 can be associated with a Federal
government agency that manages nationwide programs that require spedialized access
{e.g., a government clearance). In such instances, the identification server 110 can be
configured to access the secure customer information stored within the issuing authority
server 120 under a special security agreement that ensures that the exchange of the
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secure customer information is controlled and regulated according {o Federal privacy
statutes. For example, the issuing authority server 120 may track information related o
each exchange with the digital identification server 110 such that in the event that the
identification server 110 determines that a particular identification is invalid, a
notification may be received by the issuing authorily server 120 {o take additional
security measures to protect more sensitive customer information that may be
associated with, but not included in, the identification. in this regard, the exchange of
communication between the identification server 110 and the issuing authority server
120 can be utilized to ensure protection of customer information beyond the customer
information included in the identifications 100A, 1008.

[6054] The customer device 130 can be a portable electronic computing device that
displays the identification 100B that is issued as a digital identification to the customer
102. Forinstance, the customer device 130 may be, for example, a smart phoneg, a
tablet computer, a laptop computer, a personal digital assistant device, an electronic
pad, a smart watch, a smart glass, or any electronic device with a display that is
connected to a network.

[00558] The customer device 130 exchanges communications with the identification
server 110 to receive and transmit enroliment information related to the identification
program, customer data that is inciuded in the identifications 100A, 1008, credential
data used to verify the authenticity of the identifications 100A, 1008, and/or
configuration settings that adjust the display of the identifications 100A, 100B (either as
a physical identification document, or aliernatively, through a user interface displayed
on the customer device 130). For exampie, during an online enrcliment process, the
customer 102 can use the customer device 130 to input customer information and an
assigned access code for the identification program. This information can be
tfransmitted o the identification server 110 1o generate the identification 132. In another
example, during a verification process, when the identification 132 is enabled on the
customer device 130, a data packet including credential data may be transmitted to the
digital identification server 110 {0 determine whether the identifications 100A, 1008 are
still valid or includes accurate information. In this example, if the digital identification
server 110 determines that the credential data is valid, then the identification can also
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be determined o be valid. Alternatively, if the identification server 110 detlermines that
the credential daifa is not valid, then the identifications 100A, 100B c¢an be determinad to
be invalid.

[0086] In some implementations, the customer device 130 can include a mobile
application that exchanges communications {o the identification server 110 as an
application server. For example, the mobile application can be associated with a
customer account that is stored on the identification database 112. In addition, the
mobile application can periodically exchange information related to the security status
assigned by the identification server 110 to determine whether the identifications 100A,
100B are valid. For exampie, the mobile application provide token data associated with
the identification 100B that restricts and/or permits use of the identification 100B. In
some instances, the mobile application may additionally or alternatively include various
displays of the identification 100B such that the mobile application may be used as a
replacement form of the identification 100A.

[6057] The identification 100A can represent a physical identification document that is
directly issued to the customer 102. For example, as depicted in FIG. 1A, the
identification 100A can be a driver license. Other examples include a password, an
employee identification document, among others. The identification 100B can represent
a digital identification that complements, or alternatively, replaces a corresponding
physical identification. The identification 100B can be displayed on a user interface on
the customer device 130. Each of the identifications 100A, 100R can include a
photograph of a customer, a customer identifier, categorical data (e.qg., identification
classification)}, demographic information {(e.g., sex, height, eye color, home address),
date of birth, etc.), and issuance information associated with a corresponding physical
identification card.

[0058] FIG. 2 illustrates an example of a process 200 for generating a monochrome
image 202b with an embedded dithering pattern based on an input photograph 202a.
The operations of the process 200 can be executed by one or more componenis of the
system 100, such as the identification server 110, the issuing authority server 120, or a
combination thereof.
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[C059] As shown in the figure, the system 100 applies a dithering malrix 210 to the
photograph 202a to perform pixel-by-pixel transformations (o generate the monochrome
image 202b. By applying the dithering matrix 210, the system 100 adjusts the value of
each pixel within the photograph 202a such that the output produces the monochrome
image 202b.

(60607 The dithering matrix 210 can represent a two-dimensional array of values. The
array can have different dimensions that can be used {o adjust the resolution of the
moenochrome image 202b that is ultimately produced from the photograph 202a. For
exampie, applying a dithering matrix with a 16-by-16 array can generate a monochrome
image with a higher number of lines (e.g., with greater image detail) than applying a
dithering maitrix by a 4-by-4 array. In the example depicted in FIG. 2, the dithering
matrix 210 represents a 4-by-4 dithering matrix. In other implementations, dithering
matrixes with arrays of other dimensions (e.g., 6-by-6 array, 8-by-8 array, etc.) can also
be applied to generate the monochrome image 202b based on the photograph 202a.

[G061] In general, the visual attributes of the embedded dithering pattern (or embedded
line pattern) within the monochrome image 202b is based on various factors associated
with the dithering matrix used to generate the monochrome image 202b. Examples of
visual attributes that can be adiusted include line pattern frequency, type of pattern,
among others. Examples of factors associated with the dithering matrix can include
dimensions of the dithering matrix, values included within the dithering matrix, and the
arrangement of individual values within the dithering matrix. These factors can be
adjusted to generate different types of embedded line patterns within the monochrome
image 202b. For instance, although FIGs. 1A, 1B and 2 Hllusirate paraliel horizontal line
patterns, in other implementations, the system 100 is capable of generating other types
of embedded patterns. For example, other types of embedded line patterns include a
vertical parallel line patiern, a diagonal parallel line pattern at a specified angle, a cross-
hatch pattern, among others.

[0062] Referring now to the process 200, the system 100 initially converis the input
photograph 202a into a grayscale image if the photograph 202a is a color photograph.
The system 100 then performs an iterative pixel transformation procedure that is used
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1o adjust an initial pixel value within the photograph 202a to the final pixel value within
the monochrome image 202b. For instance, the system 100 initially adjusts the
grayscale intensity value to correspond {o a range of values included within the dithering
matrix 210. For exampie, the range of values within the dithering matrix 210 is from “Q”
1o “63" and the original grayscale pixel scale range is from 0" {0 "255. In this example,
each pixel value is divided by four to adjust the pixel value range from the original
grayscale pixel scale range to the range of values within the dithering matrix. As a
result, the adjusted pixel range of the pixels in the photograph 202a matches the pixel
range specified within the dithering matrix. In the exampile, dividing each of the pixels
by a factor four results in an adjusted pixel range of “25” for an original pixel value of
“100.7 In this example, the maximum pixel value is “"63.75" (“255” divided by four).

(0083} The system 100 then applies a transformation of the dithering matrix such that
the scaled pixel value of each pixel in the photograph 202a is, for instance, added to a
value within the dithering matrix that has a matrix location that corresponds to the image
location of the pixel. For example, if an image location of a particular pixel within the
photograph 202a is (50, 50) in a 100 pixel by 100-pixel photograph, then the
corresponding location within the dithering mairix is ([50 % (horizontal dimension of
dithering matrix}], [50 % (vertical dimension of dithering matrix)]), where "%” is a "mod”
operator that calculates the remainder when divided by a denominator. In the exampie,
the system 100 adds the scaled pixel value and the corresponding value within the
dithering matrix. Each of the respective sums of the pixels of the photograph 202a are
then divided by a particular divider value to generate a final pixel value for the particular
pixel within the monochrome image 202b. This operation is performed such that the
monochrome image 202b includes, for example, one of two pixel values (e.qg., “0” and
“17}. In one particular implementation, the system 100 designates a value based on
rounding the value to between “0” and “1.” For example, the final pixel value “0.24” can
be adjusted to “0” and "0.74” can be adjusted to “1”).

[0064] The system 100 repeats the transformation discussed above for each pixel
within photograph 202a the such that the values of all pixels within the photograph 202a
are adjusted to their final pixel values. Once the system 100 performs the
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transformation for all pixels within the photograph 202a, the output is the monochrome
image 202b illustrated in FIG. 2.

[0065] FIG. 3 illustrates an example of a process 300 for generating a monochrome
image with a dithering pattern. Briefly, the process 300 can include obtaining an input
image of an individual (310), processing the obtained input image using a dithering
matrix (320), identifying a location in the dithering matrix that corresponds (o a location
for each pixel within the obtained image (330), and adjusting a pixel value of each pixel
within the obtained image (340). The process 300 may be executed by one or more
computers associated with an issuing authority that issues the identification 100A
illustrated in FIG. 1A,

[G066] In more detail, the process 300 can include obtaining an input image of an
individual (310). For instance, a system may obtain the photograph 202a of an
individual associated with the identification 100A. As illustrated in FIG. 2, the
photograph 202a can be a color photograph or a grayscale photograph.

[0067] The process 300 can include processing the obtained input image using a
dithering matrix (320). For instance, the system processes the photograph 202a using
the dithering matrix 210. The output of the processing is the monochrome image 202b.
As illustrated in FIG. 2, the monochrome image 202b includes an embedded dithering
pattern in atf ieast a portion of the image. For example, in some instances, the dithering
pattern may encompass the entire region of the monochrome image 20Zb {(e.qQ., as
illustrated in FIGS. 1 and 2). In other instances, the dithering pattern may encompass
only a portion of the monochrome image 202b {(e.qg., in a top-left region of the image).
The pixels of the monochrome image 202b only includes binary values as described
above.

160681 The process 300 can include identifying a location in the dithering matrix that
corresponds to a location for each pixel within the obtained image (330). For instance,
as described above the system processes the photograph 202a on a pixel-by-pixel
basis. In processing each pixel within the photograph 2023, the sysiem initially
identifies a value in the corresponding location of the dithering maitrix as described
above with respect to FIG. 2.
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[C069] The process 300 can include adjusting a pixel value of each pixel within the
obiained image (340}, For instance, after the system has identified a value within the
dithering matrix that corresponds to the location of a pixel within the photograph 202a,
the system then adjusts the value of the pixel within the photograph 202a. For example,
the system adjusts the pixel value by initially adjusting the pixel grayscale value based
on the range of values within the dithering matrix. The sysiem then adds the scaled
grayscale value to the value in the corresponding location of the dithering matrix as
identified in step 330. The sum is then divided by a particular divider and then rounded
to either “0” or “1” to obtain the final pixel value within the monochrome image 202b.

[0070] FIG. 4 illustrates an example of a process 400 for transforming an input image
using a dithering matrix. Briefly, the process 400 can include the operations of
obtaining data indicating an input image and a dithering matrix representing a two-
dimensional array of pixel values (410), transforming intensity values of pixels included
in the input image using the dithering matrix (420}, generating a transformed image
{430), and providing the transformed image for output (440).

[607 1] In general, the process 400 can be performed by one or more componenis of the
system 100, such as the identification server 110, the issuing authority server 120, ora
combination of both. Additionally, although the process 400 is discussed below in
reference o the system 100, the operations of the process 400 can be performed by
any image processing system. In some implementations, the operations of the process
400 are performed prior to printing and/or fabricating a physical identification that is to
include an image with a dithering pattern. Alternatively, in other implementations, the
operations of the process 400 are performed in relation {o generating a digital
identification that is used as a complement, or as a replacement, of a physical
identification.

(0072} In more detail, the process 400 can include the operations of obtaining data
indicating an input image and a dithering matrix representing a two-dimensional array of
pixel values (410). For example, as shown in FIG. 2, the identification server 110 can
obtain data indicating an input image that is a photograph of an individual, such as the
photograph 202a. The identification server 110 can also obtain daia indicating the
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dithering matrix 210. As discussed above, the dithering matrix 210 represents a two-
dimensional array of pixel values. In the example depicted in FiIG. 2, the dithering
matrix 210 is a 4-by-4 array of values. In other examples, dithering matrices of other
dimensions can also be used.

[0073] The process 400 can include the operation of transforming intensity values of
pixels included in the input image using the dithering matrix (420). For example, the
identification server 110 can transform infensity values of pixels included in the
photograph 202a using the dithering matrix 210, The transformation can include
performing a set of pixel-by-pixel operations. For instance, the identification server 110
can identify a particular value within the dithering matrix 210 that represents a particular
pixel within the photograph 202a. As discussed above with respect to FIG. 2, the
particular pixel value has a coordinate location within the two-dimensional array that
corresponds to a coordinate location of the particular pixel within the photograph 202a.
For exampile, the photograph 202a can be a 100-by-100-pixel image, the coordinaie
location of the particular pixel is (50, 80}, and the two-dimensional array of pixel values
is an 8-by-8 array. In this example, the particular pixel value within the two-dimensional
array of pixel values would be represented by the pixel value at coordinate location (2,4)
within the two-dimensional array of pixel values.

[0074] The pixel-by-pixel transformation for each pixel within the photograph 202a can
then include adjusting an intensity value of the particular pixel based on attributes of the
dithering matrix 210. For example, as discussed above, the attributes of the dithering
matrix 210 includes horizontal and vertical dimensions of the two-dimensional array of
pixel values (e.9., an 8-by-8 array), a range of pixel values included in the two-
dimensional array of pixel vaiues (e.g., pixel vaiues between “0” and "63"), and an
arrangement of pixel values within the two-dimensional array of pixel vaiues (e.g., the
magnitudes of individual values relative 1o other values in the two-dimensional array of

pixel values).

[0075] The identification server 110 can adjust the intensily value of the particular pixel
based on performing a set of operations as depicted in FIG. 2. For instance, the
identification server 110 determines a scaling factor based on the range of intensity
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values for pixels included in the input image, and the range of pixel values included in
the two-dimensional array of pixel values. For example, as discussed above, the
scaling factor can be used {0 reduce the range of the intensity values in the photograph
202a. The identification server 110 can then adjust the intensity value of the particular
pixel based on the scaling factor to generate a scaled intensity value of the particular
pixel. For example, the identification server 110 can divide the intensity value by the
scaling factor to generate the scaled intensity value of the particular pixel {e.g., intensity
value of “100" divided by a scaling factor of “4” {0 generate a scaled intensity value of
“25™). The identification server 110 can combine the scaled intensity value of the
particular pixel and the particular pixel value having the coordinate location within the
two-dimensional array corresponding to a coordinate location of the particular pixel
within the input image to generate a combined value for the particular pixel. In the
exampie discussed above the scaled intensily value at coordinate location (50, 60) in
the photograph 202a is added to the pixel value with a coordinate location (2,4) in the
two-dimensional array of pixels of the dithering matrix 210. In this example, the addition
of the scaled intensity value and the particular pixel value represents the combined
value for the particular pixel. The identification server 110 can divide the combined
value by a value representing a horizontal dimension of the two-dimensional of the two-
dimensional array of pixel vaiues {o generate an adjusted intensity value of the
particular pixel. For example, for an 8-by-8 dithering matrix, the combined value for the
particular pixel can be divided by the value “8” 1o generate the adjusted intensity value
of the particular pixel.

[0076] The process 400 can include the operation of generating a transformed image
(430). For example, the identification image can combine the adjusted intensity values
for each of the pixels of the photograph 202a to generate a transformed image that is
represented by the monochrome image 202b. As discussed above with respect to FIG.
2, the identification server 110 generates the monochrome image 202b based on setling
the adjusting intensity value of each pixel {o either “0” or “1.7

(00771 As discussed above, when generated, at least a portion of the transformed
image includes a dithering pattern such as the horizontal line pattern depicted in FIG.
1A, In other implementations, the dithering pattern can also be a vertical line pattern, a
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diagonal line pattern, or patterns of specified shapes such as a wave. The shape of the
dithering pattern can be adjusied based on the pixel values included in the two-
dimensional array of pixels, as discussed above.

[0078] The process 400 can include the operation of providing the transformed image
for ouiput (440). For example, the identification server 110 can provide the transformed
image to, for instance, the issuing authority server 120, for generating and/or fabricating
the identifications 100A,100B. As discussed above with respect to FIG. 18, the
transformed image can be inserted into a physical identification document to be issued
to the customer 102, or alternatively, to be inserted into a digital identification that is to
be generated and provided to the customer device 130.

[6079] In some implementations, the process 800 further includes the following
operations. The identification server 110 can obtain a color photograph of an individual
such as a cardholder of an identification to be generated and/or issued. The
identification server 110 can the color photograph to a grayscale image based on
converting pixel intensity values of pixels included in the color photograph to grayscale
intensity values. In such implementations, the identification server 110 can generate
the provide the converted image as input to the perform the operations of the process
600 discussed above.

[0080] As described throughout, computer programs (also known as programs,
software, software applications or code) include machine instructions for a
programmable processor, and can be implemented in a high-level procedural and/or
object-oriented programming language, and/or in assembly/maching language. As
used herein, the terms "machine-readable medium" "computer-readable medium” refers
to any computer program product, apparatus andfor device (e.g., magnetic discs, optical
disks, memory, Programmable Logic Devices (PLDs)) used to provide machine
instructions and/or data to a programmabie processor, including a machine-readable
medium that receives machine instructions as a machine-readable signal. The term
"machine-readable signal” refers {0 any signal used o provide machine instructions
and/or data to a programmable processor.



CA 03048835 2015-06-27

WO 2018/125774 PCT/US2017/068072

[0081] Suitable processors for the exacution of a program of instructions include, by
way of example, both general and special purpose microprocessors, and the sole
processor or one of multiple processors of any kind of computer. Generally, a
processor will receive instructions and data from a read-only memory or a random
access meamory or both. The elements of a computer may include a processor for
exscuting instructions and one or more memories for storing instructions and data.
Generally, a computer will also include, or be operatively coupled to communicate with,
one or more mass storage devices for storing data files; such devices include magnetic
disks, such as internal hard disks and removable disks; magneto-optical disks; and
optical disks. Storage devices suitable for tangibly embodying computer program
instructions and data include all forms of non-volatile memory, including by way of
example semiconductor memory devices, such as EPROM, EEPROM, and flash
memory devices; magnetic disks such as internal hard disks and removable disks;
magneto-optical disks; and CD-ROM and DVD-ROM disks. The processor and the
memory can be supplemented by, or incorporated in, ASICs (application-specific
integrated circuits).

10082} To provide for interaction with a user, the systems and techniques described
here can be implemenied on a computer having a display device (e.g., a CRT (cathode
ray tube), LCD (liguid crystal display) monitor, LED (light-emitting diode) or OLED
(organic light-emitting diode) monitors) for displaying information to the user and a
keyboard and a pointing device (e.g., a mouse or a frackball) by which the user can
provide input to the computer. OCther kinds of devices can be used to provide for
interaction with a user as well; for example, feedback provided to the user can be any
form of sensory feedback (e.g., visual feedback, auditory feedback, or taclile feedback),
and input from the user can be received in any form, including acoustic, speech, or
tactile input.

[0083] The systems and techniques described here can be implemented in a computing
system that includes a back end component (e.g., as a data server), or that includes a
middleware component (e.¢., an application server), or that includes a front end
component (e.g., a client computer having a graphical user interface or a Web browser
through which a user can interact with an implementation of the systems and
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techniqgues describad here), or any combination of such back end, middieware, or front
end componenis. The components of the system can be interconnected by any form or
medium of digital data communication (e.g., a communication network). Examples of
communication networks include a local area network ("LAN"), a wide area network
{("WAN"), and the Internet.

(60841 The computing system can include clients and servers. A client and server are
generally remote from each other and typically interact through a communication
network., The relationship of client and server arises by virtue of computer programs
running on the respective computers and having a client-server relationship to each
other.

[GO88] A number of implementations have been described. Nevertheless, it will be
understood that various modifications may be made without departing from the spirit
and scope of the invention. For example, much of this document has been described
with respect to messaging and mapping applications, but other forms of graphical
applications may also be addressed, such as interactive program guides, web page
navigation and zooming, and other such applications.

[0086] In addilion, the logic flows depicted in the figures do not require the particular
order shown, or sequential order, to achieve desirable resuits. In addition, other steps
may be provided, or steps may be eliminated, from the described flows, and other
components may be added {0, or removed from, the described systems. Accordingly,
other embodiments are within the scope of the following claims.



CLAIMS
1. A method performed by one or more computers, the method comprising:
obtaining data indicating (i) an input image and (ii) a dithering matrix
representing a two-dimensional array of pixel values;
transforming, using the dithering matrix, values of pixels included in
the input image, the transforming comprising, for each pixel
within the input image:
identifying a particular value within the dithering matrix that
represents a particular pixel within the input image,
the particular value having a coordinate location
within the two-dimensional array corresponding to a
coordinate location of the particular pixel within the
input image, and
adjusting a value of the particular pixel based on attributes of
the dithering matrix;
generating a transformed image based on transforming the values of the
pixels included in the input image, wherein at least a portion of the
transformed image comprises a dithering pattern that includes
distinctive line patterns outlining micro-features of the input image,
and wherein each of the distinctive line patterns corresponds to a
different portion of secure customer information; and providing the

transformed image for output.

2.  The method of claim 1, wherein the dithering pattern comprises a vertical

parallel line pattern.

3.  The method of claim 1 or 2, wherein the dithering pattern comprises a

horizontal parallel line pattern.

4, The method of any one of claims 1 to 3, wherein the attributes of the

dithering matrix comprise at least one of:
horizontal and vertical dimensions of the two-dimensional array of

pixel values,
a range of pixel values included in the two-dimensional array of pixel

values, and
an arrangement of pixel values within the two-dimensional array of

pixel values.
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5.  The method of claim 4, wherein adjusting the value of the particular pixel
comprises:
determining a scaling factor based on (i) a range of values for pixels
included in the input image, and (ii) the range of values included in
the two-dimensional array of pixel values;
adjusting the value of the particular pixel based on the scaling factor to
generate a scaled value of the particular pixel;
combining the scaled value of the particular pixel and the particular value
having the coordinate location within the two-dimensional array
corresponding to a coordinate location of the particular pixel within
the input image to generate a combined value for the particular
pixel; and
dividing the combined value by a value representing a horizontal
dimension of the two-dimensional array of pixel values to generate

an adjusted value of the particular pixel.

6. The method of claim 4 or 5, wherein:
the transformed image is a monochrome image; and
adjusting the value of the particular pixel further comprises setting the
adjusted value of the particular pixel to a value equal to either 0 or 1.

7. The method of any one of claims 1 to 6, further comprising:
obtaining a color photograph of an individual;
converting values of pixels included in the color photograph to

grayscale intensity values; and
generating the input image of the individual based on converting

values of pixels included in the color photograph to grayscale

intensity values.

8. The method of any one of claims 1 to 7, wherein:;
the image is of an individual to be issued a physical identification by an
issuing authority; and
the method further comprises providing, for output to a system associated
with the issuing authority, an instruction to print the transformed

image onto the physical identification.
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9. The method of any one of claims 1 to 8, wherein:
the secure information is associated with an individual to be issued a
digital identification by an issuing authority; and
the method further comprises providing, for output to a system associated
with the issuing authority, the transformed image for insertion into
the digital identification.

10. The method of any one of claims 1 to 9, wherein:
the input image comprises an image of an individual; and
the secure information comprises secure information of the individual.

11. The method of any one of claims 1 to 10, wherein the input image comprises a
representation of a graphical pattern.

12. The method of any one of claims 1 to 11, wherein the input image comprises a

two-dimensional array of pixels.

13. A system comprising:
one or more computers; and
one or more storage devices storing instructions that, when executed
by the one or more computers, cause the one or more
computers to perform operations comprising:
obtaining data indicating (i) an input image, and (ii) a dithering matrix
representing a two-dimensional array of pixel values;
transforming, using the dithering matrix, values of pixels included in
the input image, the transforming comprising, for each pixel within the
input image:
identifying a particular value within the dithering matrix that
represents a particular pixel within the input image,
the particular value having a coordinate location
within the two-dimensional array corresponding to a
coordinate location of the particular pixel within the
input image, and
adjusting a value of the particular pixel based on attributes of
the dithering matrix;
generating a transformed image based on transforming the values of
the pixels included in the input image, wherein at least a portion
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of the transformed image comprises a dithering pattern that
includes distinctive line patterns outlining micro-features of the input
image, and wherein each of the distinctive line patterns
corresponds to a different portion of secure customer information;
and

providing the transformed image for output.

14. The system of claim 13, wherein the dithering pattern comprises a vertical

parallel line pattern.

15. The system of claim 13 or 14, wherein the dithering pattern comprises a

horizontal parallel line pattern.

16. The system of any one of claims 13 to 15, wherein the attributes of the
dithering matrix comprise at
least one of.
horizontal and vertical dimensions of the two-dimensional array of
pixel values,
a range of pixel values included in the two-dimensional array of pixel
values, and an arrangement of pixel values within the two-
dimensional array of pixel values.

17. The system of claim 16, wherein adjusting the value of the particular pixel
comprises:
determining a scaling factor based on (i) a range of values for pixels
included in the input image, and (ii) the range of values included in
the two-dimensional array of pixel values;
adjusting the value of the particular pixel based on the scaling factor to
generate a scaled value of the particular pixel;
combining the scaled value of the particular pixel and the particular value
having the coordinate location within the two-dimensional array
corresponding to a coordinate location of the particular pixel within
the input image to generate a combined value for the particular
pixel; and
dividing the combined value by a value representing a horizontal
dimension of the two-dimensional array of pixel values to generate
an adjusted value of the particular pixel.
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18. The system of claim 16 or 17, wherein:
the transformed image is a monochrome image; and
adjusting the value of the particular pixel further comprises setting the
adjusted value of the particular pixel to a value equal to either 0

or1.

19. The system of any one of claims 13 to 18, wherein the operations further
comprise:
obtaining a color photograph of an individual,
converting values of pixels included in the color photograph to
grayscale intensity values; and
generating the input image of the individual based on converting
values of pixels included in the color photograph to grayscale

intensity values.

20. A non-transitory computer-readable storage device encoded with computer
program instructions that, when executed by one or more computers, cause the one
or more computers to perform operations comprising:
obtaining data indicating (i) an input image, and (ii) a dithering matrix
representing a two-dimensional array of pixel values;
transforming, using the dithering matrix, values of pixels included in
the
input image, the transforming comprising, for each pixel within the
input image:
identifying a particular value within the dithering matrix that
represents a particular pixel within the input image,
the particular value having a coordinate location
within the two-dimensional array corresponding to a
coordinate location of the particular pixel within the
input image, and
adjusting a value of the particular pixel based on attributes of
the dithering matrix;
generating a transformed image based on transforming the values of the
pixels included in the input image, wherein at least a portion of the
transformed image comprises a dithering pattern that includes
distinctive line patterns outlining micro-features of the input image,

29

Date Recue/Date Received 2023-10-02



and wherein each of the distinctive line patterns corresponds to a
different portion of secure customer information; and
providing the transformed image for output.

21. The device of claim 20, wherein the dithering pattern comprises a vertical
parallel line pattern.

22. The device of claim 20 or 21, wherein the dithering pattern comprises a
horizontal parallel line pattern.

23. The device of any one of claims 20 to 22, wherein the attributes of the dithering
matrix comprise at least one of;
horizontal and vertical dimensions of the two-dimensional array of pixel
values, a range of pixel values included in the two-dimensional
array of pixel values, and an arrangement of pixel values within the
two-dimensional array of pixel values.

24. The device of claim 23, wherein adjusting the value of the particular pixel
comprises:
determining a scaling factor based on (i) a range of values for pixels
included in the input image, and (ii) the range of values included in
the two-dimensional array of pixel values;
adjusting the value of the particular pixel based on the scaling factor to
generate a scaled value of the particular pixel;
combining the scaled value of the particular pixel and the particular value
having the coordinate location within the two-dimensional array
corresponding to a coordinate location of the particular pixel within
the input image to generate a combined value for the particular
pixel; and
dividing the combined value by a value representing a horizontal
dimension of the two-dimensional array of pixel values to generate
an adjusted value of the particular pixel.
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