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(57) ABSTRACT

Methods and devices generate cyclic redundancy check
(CRC) values for a sequence of parallel words of data. The
data words may have only some of the bits enabled. The input
words are preconditioned, and then a common block gener-
ates a CRC remainder value. A specific preconditioning is
selected based on the number of enabled bits. Additional
post-processing may be performed to the CRC remainder.
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PARALLEL CRC COMPUTATION WITH
DATA ENABLES

BACKGROUND OF THE INVENTION

[0001] This invention relates generally to communications
networks and, more specifically, to cyclic redundancy checks
for communications networks.

[0002] Communications networks often transfer data
between devices located at different locations in the network.
Many communication networks transfer the data in packets.
Unfortunately, errors may occur during the communication.
Additional information may be added to the packets to allow
the communicating devices to detect communication errors.
A cyclic redundancy check (CRC) is a common method for
adding information to the communication packets to detect
errors.

[0003] Communication networks that operate at high data
rates may perform operations related to the communication
on many bits of data in parallel so that the operations may be
performed at a slower clock rate while maintaining the high
data rate. Although CRC algorithms are commonly defined
for serial operation on a sequence of bits of data, parallel CRC
calculations are used to perform the operations at slower
clock rates.

[0004] As data rates increase in communication networks,
the number of bits of data operated on in parallel may also
increase. The increased number of parallel data bits may
increase complexity of parallel operations. Additionally, the
packets communicated often vary in size, that is, the packets
may contain varying amounts of data. The sizes of the packets
are quantized in minimum units of data, commonly bytes.
Further complexity in calculating CRC values may be added
when the number of bits of data operated on in parallel is
greater than the size of the units of data in the packets.

SUMMARY OF THE INVENTION

[0005] Aspects of the present invention provide calculation
of cyclic redundancy checks on parallel data having varying
sizes.

[0006] Insome aspects the invention provides a device for
generating a cyclic redundancy check (CRC) on parallel input
data having data enables, the parallel input data having N bits,
the cyclic redundancy check using a CRC polynomial having
p bits, the device including: a plurality of conditioning blocks
coupled to at least a portion of an input word and an interme-
diate CRC value, each conditioning block configured to gen-
erate bitwise exclusive OR values of values from the input
word and values from the intermediate CRC value; a selector
coupled to the conditioning blocks and configured to select
the bitwise exclusive OR values from one of the conditioning
blocks; and a CRC modulo block coupled to the selector and
configured to generate a remainder for the selected bitwise
exclusive OR values divided by the CRC polynomial.
[0007] Insome aspects the invention provides a device for
generating a cyclic redundancy check (CRC) on parallel input
data having data enables, the parallel input data having N bits,
the cyclic redundancy check using a CRC polynomial having
p bits, the device including: a plurality of preconditioning
blocks coupled to at least a portion of an input word and at
least a portion of an intermediate CRC value, each precondi-
tioning block configured to generate bitwise exclusive OR
values of values from the input word and values from the
intermediate CRC value; a first selector coupled to the pre-
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conditioning blocks and configured to select the bitwise
exclusive OR values from one of the preconditioning blocks;
a CRC modulo block coupled to the first selector and config-
ured to generate a CRC value for the selected bitwise exclu-
sive OR values; a second selector coupled to a portion of the
intermediate CRC value and selecting zero values and values
from the portion of the intermediate CRC value; and an exclu-
sive OR block coupled to the CRC modulo block and the
second selector and configured to generate bitwise exclusive
OR values of the CRC value from the CRC modulo block and
the selected values from the second selector.

[0008] Insome aspects the invention provides a method for
use in generating a cyclic redundancy check (CRC) on par-
allel input data in a communication system having data
enables, the parallel input data having N bits, the cyclic
redundancy check using a CRC polynomial having p bits, the
method including: receiving an input word of the input data
having n enabled bits; when n is less than N, aligning an
intermediate CRC value with the enabled bits of the input
word and generating bitwise exclusive OR values of the
aligned intermediate CRC value and the enabled bits of the
input word; when n equals N, generating bitwise exclusive
OR values of the intermediate CRC value and the bits of the
input word; padding the exclusive OR values with zeros;
generating a remainder of the zero padded exclusive OR
values divided by the CRC polynomial; and supplying the
remainder as an updated intermediate CRC value.

[0009] Insome aspects the invention provides a method of
generating a cyclic redundancy check (CRC) value for a data
block, the data block supplied as parallel input data having N
bits and having data enables, the cyclic redundancy check
using a CRC polynomial having p bits, the method including:
receiving a first input word including the first N bits from the
data block; generating first bitwise exclusive OR values of an
initial value and the bits of the first input word; padding the
first exclusive OR values with zeros; generating an interme-
diate CRC value by finding the remainder of the zero padded
first exclusive OR values divided by the CRC polynomial;
receiving additional input words having N subsequent bits
from the data block and for each additional input word: gen-
erating bitwise exclusive OR values of the intermediate CRC
value and the bits of the additional input word; padding the
exclusive OR values with zeros; generating an updated inter-
mediate CRC value for use with a next input word by finding
the remainder of the zero padded exclusive OR values divided
by the CRC polynomial; and receiving a final input word
having n enabled bits from the data block, n less than or equal
to N; when n is less than N, aligning the intermediate CRC
value with the enabled bits of the final input word and gener-
ating final bitwise exclusive OR values of the aligned inter-
mediate CRC value and the enabled bits of the final input
word; when n equals N, generating final bitwise exclusive OR
values of the intermediate CRC value and the bits of the final
input word; padding the final exclusive OR values with zeros;
and generating the CRC value by finding the remainder of the
zero padded final exclusive OR values divided by the CRC
polynomial.

[0010] Insome aspects the invention provides a method for
generating a cyclic redundancy check (CRC) on parallel input
data in a communication system having data enables, the
parallel input data having N bits, the cyclic redundancy check
using a CRC polynomial having p bits, the method including:
receiving an input word of the input data having n enabled
bits; when n is less than p, selecting a first portion of an
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intermediate CRC value and generating bitwise exclusive OR
values of the first portion of the intermediate CRC value and
the enabled bits of the input word; when n is not less than p,
generating bitwise exclusive OR values of the intermediate
CRC value and the enabled bits of the input word; when p
equal N, selecting the exclusive OR values as a CRC operand
and, when p not equal N, padding the exclusive OR values
with zeros to produce the CRC operand; generating a CRC
value for the CRC operand; when n is less than p, selecting a
second portion of the intermediate CRC value, generating
bitwise exclusive OR values of the second portion of the
intermediate CRC value and the generated CRC value, and
supplying the exclusive OR values as an updated intermediate
CRC value; and when n is not less than p, supplying the
generated CRC value as the updated intermediate CRC value.

[0011] Insome aspects the invention provides a method for
use in generating a cyclic redundancy check (CRC) on par-
allel input data in a communication system having data
enables, the parallel input data having N bits, the cyclic
redundancy check using a CRC polynomial having p bits, p
less than N, the method including: receiving an input word of
the input data having n enabled bits; when n is less than p,
generating bitwise exclusive OR values of the n most-signifi-
cant bits of the intermediate CRC value and the enabled bits
of the input word and appending p-n zeros to the most-
significant bit position to produce a CRC operand; when n
equals p, generating bitwise exclusive OR values of the inter-
mediate CRC value and the enabled bits of the input word and
appending N-n zeros to the most-significant bit position to
produce a CRC operand; when n is greater than p, generating
bitwise exclusive OR values of the enabled bits of the input
word and the intermediate CRC value with n-p zeros
appended to the least-significant bit position and, when n is
less than N, appending N-n zeros to the most-significant bit
position to produce a CRC operand; generating a CRC value
for the CRC operand by appending p zeros to the CRC oper-
and to produce a dividend and finding the remainder of the
dividend divided by the CRC polynomial; when n is less than
ps selecting p—n least-significant bits of the intermediate CRC
value, appending n zeros to the least-significant bit position of
the selected bits of the intermediate CRC value, generating
bitwise exclusive OR values of selected bits of the interme-
diate CRC value with appended zeros and the generated CRC
value, and supplying the exclusive OR values as an updated
intermediate CRC value; and when n is not less than p, sup-
plying the generated CRC value as the updated intermediate
CRC value.

[0012] Insome aspects the invention provides a method for
use in generating a cyclic redundancy check (CRC) on par-
allel input data in a communication system having data
enables, the parallel input data having N bits, the cyclic
redundancy check using a CRC polynomial having p bits, p
equal N, the method including: receiving an input word of the
input data having n enabled bits; when n is less than p,
generating bitwise exclusive OR values of the n most-signifi-
cant bits of the intermediate CRC value and the enabled bits
of the input word and appending p-n zeros to the most-
significant bit position to produce a CRC operand; when n
equals p, generating bitwise exclusive OR values of the inter-
mediate CRC value and the bits of the input word to produce
a CRC operand; generating a CRC value for the CRC operand
by appending p zeros to the CRC operand to produce a divi-
dend and finding the remainder of the dividend divided by the
CRC polynomial; when n is less than p, selecting p-n least-
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significant bits of the intermediate CRC value, appending n
zeros to the least-significant bit position of the selected bits of
the intermediate CRC value, generating bitwise exclusive OR
values of selected bits of the intermediate CRC value with
appended zeros and the generated CRC value, and supplying
the exclusive OR values as an updated intermediate CRC
value; and when n equals p, supplying the generated CRC
value as the updated intermediate CRC value.

[0013] Insome aspects the invention provides a method for
use in generating a cyclic redundancy check (CRC) on par-
allel input data in a communication system having data
enables, the parallel input data having N bits, the cyclic
redundancy check using a CRC polynomial having p bits, p
greater than N, the method including: receiving an input word
of the input data having n enabled bits; generating bitwise
exclusive OR values of the n most-significant bits of the
intermediate CRC value and the enabled bits of the input
word and, when n is less than N, appending N-n zeros to the
most-significant bit position of the exclusive OR values to
produce a CRC operand; generating a CRC value for the CRC
operand by appending p zeros to the CRC operand to produce
a dividend and finding the remainder of the dividend divided
by the CRC polynomial; selecting p—n least-significant bits of
the intermediate CRC value and appending n zeros to the
least-significant bit position of the selected bits of the inter-
mediate CRC value; generating bitwise exclusive OR values
of'selected bits of the intermediate CRC value with appended
zeros and the generated CRC value; and supplying the exclu-
sive OR values as an updated intermediate CRC value.
[0014] These and other aspects of the invention are more
fully comprehended on review of this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] These and other features, aspects, and advantages of
the present invention will be more fully understood when
considered with regard to the following detailed description,
appended claims, and accompanying drawings wherein:
[0016] FIG. 1 is a block diagram of a device for parallel
calculation of CRC values in accordance with aspects of the
present invention;

[0017] FIG. 2 is a block diagram of another device for
parallel calculation of CRC values in accordance with aspects
of the present invention;

[0018] FIG. 3 is a flowchart of a process for parallel calcu-
lation of CRC values in accordance with aspects of the
present invention;

[0019] FIG. 4 is a flowchart of another process for parallel
calculation of CRC values in accordance with aspects of the
present invention; and

[0020] FIG. 5 is a block diagram of a communication sys-
tem in accordance with aspects of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0021] FIG. 1 is a block diagram of a device for parallel
calculation of CRC values in accordance with aspects of the
present invention. The device may be part of an integrated
circuit, for example, an FEthernet transceiver. In many
embodiments, the device may be comprised of electronic
circuitry, although in some embodiments the device may
include both hardwired circuitry and programmable ele-
ments, for example, as determined by registers, or by a pro-
cessor configured by program instructions. The device
receives data blocks and generates corresponding CRC val-
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ues for the information in the data blocks. A data block may,
for example, be from a communication packet and the gen-
erated CRC value may be used to add a checksum value to the
packetor to check a checksum value present in the packet. For
communication packets formatted according to various pro-
tocols, the data blocks received by the device may exclude
certain sections of the packets, for example, framing signals.
[0022] The input data is received as a sequence of input
words. For the first input word from a data block, the device
generates an intermediate CRC value that is the CRC value
for that input word. For each subsequent input word from the
data block, the device uses the input word and the prior
intermediate CRC value to generate a new intermediate CRC
value that is the CRC value for the data received from the data
block so far. For the final input word, the generated interme-
diate CRC value is the CRC value for the data block. Each
input word, other than the final input word, contains the same
number of bits of data from the data block. The final input
word may contain fewer bits of data from the data block.
When the total number of bits from the data block used to
generate the CRC value is not an integral multiple of the
number of bits in the input words, some of the bits in the final
input word will not be used to generate the CRC value. The
bits in the input word having information from the data block
used to generate the CRC value may be considered valid bits
or enabled bits.

[0023] Inthe embodiment of FIG. 1, the input words DATA
[127-0] have 128 bits, or 16 bytes, of information, and 1 to 16
bytes may have information from the data block. Condition-
ing blocks 101-116 compute a bitwise exclusive OR (XOR)
of values from the input words and an intermediate CRC
value CRC,,,{31-0] and also add zero padding. For each
potential number of enabled bytes in the input word, one of
the conditioning blocks receives a corresponding string bits
from the input words.

[0024] The first conditioning block 101 receives the least-
significant byte of the input word DATA[7:0] and receives the
intermediate CRC value CRC,,;{31-0]. The least-significant
byte of the input word is bitwise exclusive ORed with the
most-significant byte of the intermediate CRC value, and the
other bytes of the intermediate CRC value are appended in
their corresponding positions. Zero padding is added to the
exclusive OR result to generate a 20-byte value. Fifteen bytes
of zeros are appended to the most-significant bit position and
one byte of zeros is appended to the least-significant bit
position.

[0025] The second conditioning block 102 receives the
least-significant two bytes of the input word DATA[15:0] and
receives the intermediate CRC value CRCj,,{31-0]. The
least-significant bytes of the input word are bitwise exclusive
ORed with the most-significant two bytes of the intermediate
CRC value, and the other bytes of the intermediate CRC value
are appended in their corresponding positions. Zero padding
is added to the exclusive OR result to generate a 20-byte
value. Fourteen bytes of zeros are appended to the most-
significant bit position and two bytes of zeros is appended to
the least-significant bit position.

[0026] The third through fifteenth conditioning blocks 103-
115 function in a like manner with each receiving an increas-
ing number of bytes from the input word.

[0027] The final conditioning block 116 receives all sixteen
bytes of the input word DATA[127:0] and receives the inter-
mediate CRC value CRC,,,{31-0]. The most-significant four
bytes of the input word are bitwise exclusive ORed with the
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intermediate CRC value, and the other bytes of the input word
are appended in their corresponding positions. Zero padding
is added to the exclusive OR result to generate a 20-byte
value. Four bytes of zeros are appended to the least-signifi-
cant bit position.

[0028] The outputs of the conditioning blocks are received
by a first selector 121. The first selector 121 selects the output
of one of the conditioning blocks and supplies the selected
output to a CRC modulo block 141. The output that is selected
is indicated by a selection control signal from a control block
131. The control block 131 generates the selection control
signal so that the output selected is from the conditioning
block that corresponds to the number of enabled bytes in the
input word. For example, when the input word has all sixteen
bytes enabled, the output from the final conditioning block
116 is selected, and when the input word has two bytes
enabled, the output from the second conditioning block 102 is
selected. The control block 131 may determine which output
is selected, for example, by using a signal accompanying the
input word that indicates which bytes of the input word are
enabled, or by comparing a cumulative count of the amount
data received for the data block with a known size of the data
block.

[0029] The CRC modulo block 141 receives the selected
value from the first selector 121. The remainder of the
received value divided by the CRC polynomial is generated
by the CRC modulo block 141. The embodiment of FIG. 1
uses a 32-bit CRC polynomial, and the remainder also has 32
bits. The CRC modulo block, in many embodiments, includes
exclusive OR logic gates to generate the remainder in parallel.
The exclusive OR logic gates are interconnected according to
the particular polynomial used.

[0030] The remainder from the CRC modulo block 141 is
saved in a register 181. The registered value may be supplied
to the conditioning blocks 101-116 as the intermediate CRC
value CRC,,,,{31-0] for use in processing a next input word.
The registered value may also be supplied, after the final input
word from the data block, as the generated CRC value CRC
[31-0]. The register may be timed by a clock signal that is also
synchronized with the input words.

[0031] A second selector 191 receives the registered value
and an initial value. The initial value may be all zeros, all
ones, or some other value depending on a particular CRC
variation. The output of the second selector 191 is the inter-
mediate CRC value CRC;,,{31-0] supplied to the condition-
ing blocks 101-116. For the first input word from a data block,
the second selector 191 selects the initial value. For subse-
quent input words, the second selector 191 selects the regis-
tered value. The selection is indicated by a control signal from
the control block 131. The control block 131 may determine
which value is selected, for example, by using a signal accom-
panying the input word that indicates the beginning of a data
block.

[0032] The embodiment of the device illustrated in FIG. 1
is for a 128-bit input word, byte sized enables, a 32-bit CRC
polynomial, and for CRC calculations that operate first on the
least-significant bit of data (labeled bit 0). Other embodi-
ments of the device may have input words of a different width,
have differently sized enables, and perform differently
defined CRC calculations.

[0033] FIG. 2 is a block diagram of another device for
parallel calculation of CRC values in accordance with aspects
of the present invention. The device may be part of an inte-
grated circuit, for example, an Ethernet transceiver. In many
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embodiments, the device may be comprised of electronic
circuitry, although in some embodiments the device may
include both hardwired circuitry and programmable ele-
ments, for example, as determined by registers or by a pro-
cessor configured by program instructions. The device
receives input data from a data block and generates a CRC
value by generating an intermediate CRC value for each of'a
sequence of input words. Each input word, other than the final
input word, contains the same number of bits from the data
block. The final input word may contain fewer bits from the
data block. For the final input word, the generated interme-
diate CRC value is the CRC value for the data block.

[0034] Inthe embodiment of FIG. 2, the input words DATA
[127-0] have 128 bits, or 16 bytes, of information, and 1 to 16
bytes may have information from the data block. The bytes
having information from the data block may be considered
valid bytes or enabled bytes. Preconditioning blocks 201-216
compute a bitwise exclusive OR of values from the input
words and values from an intermediate CRC value CRC,-
[31-0] and may also add zero padding.

[0035] The first preconditioning block 201 receives the
least-significant byte of the input word DATA[7:0] and
receives the most-significant byte of the intermediate CRC
value CRC,{31-24]. The received bytes are bitwise exclu-
sive ORed. Zero padding is added to the exclusive OR result
to generate a 16-byte value. Fifteen bytes of zeros are
appended to the most-significant bit position.

[0036] The second preconditioning block 202 receives the
least-significant two bytes of the input word DATA[15:0] and
receives the most-significant two bytes of the intermediate
CRC value CRC,,{31-16]. The received bytes of the input
word are bitwise exclusive ORed with the received bytes of
the intermediate CRC value. Zero padding is added to the
exclusive OR result to generate a 16-byte value. Fourteen
bytes of zeros are appended to the most-significant bit posi-
tion.

[0037] The third through fifteenth preconditioning blocks
203-215 function is a like manner with each receiving an
increasing number of bytes from the input word.

[0038] The final preconditioning block 216 receives all six-
teen bytes of the input word DATA[127:0] and receives all
four bytes of the intermediate CRC value CRC,,,,{31-0]. The
most-significant four bytes of the input word are bitwise
exclusive ORed with the intermediate CRC value and the
other bytes of the input word are appended in their corre-
sponding positions.

[0039] A first selector 221 receives the outputs of the pre-
conditioning blocks 201-216 and selects one of the outputs to
supply to a CRC modulo block 241. The output that the first
selector 221 selects is indicated by a first selection control
signal from a control block 231. The control block generates
the first selection control signal so that the output selected is
from the preconditioning block that corresponds to the num-
ber of enabled bytes in the input word. For example, when the
input word has all sixteen bytes enabled, the output from the
final preconditioning block 216 is selected, and when the
input word has two bytes enabled, the output from the second
preconditioning block 202 is selected. The control block 231
may determine which value is selected, for example, by using
a signal accompanying the input word that indicates which
bytes of the input word are enabled, or by comparing a cumu-
lative count of the amount data received for the data block
with a known size of the data block.

[0040] The CRC modulo block 241 receives the selected
value from the first selector 221. The CRC modulo block 241
generates a corresponding CRC value. The CRC value may
be generated by appending a string of zeros matching the
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order of the CRC polynomial to the received value and finding
the remainder of the zero-padded value divided by the CRC
polynomial. The CRC modulo block, in many embodiments,
includes exclusive OR logic gates to generate the remainder.
The exclusive OR logic gates are interconnected according to
the particular polynomial used.

[0041] Zero padding blocks 251-253 append zeros to por-
tions of the intermediate CRC value CRC,,,,{31-0]. The first
zero padding block 251 receives the three least-significant
bytes of the intermediate CRC value CRC,,,{23-0] and
appends one byte of zeros to the least-significant bit position.
The second zero padding block 252 receives the two least-
significant bytes of the intermediate CRC value CRC,{15-
0] and appends two bytes of zeros to the least-significant bit
position. The third zero padding block 253 receives the least-
significant byte of the intermediate CRC value CRC,,,{7-0]
and appends three bytes of zeros to the least-significant bit
position.

[0042] A second selector 261 receives the zero padded val-
ues from the zero padding blocks 251-253 and a 32-bit zero
value. The value the second selector 261 selects is indicated
by a second selection control signal from the control block
231. The control block generates the second selection control
signal so that the value selected includes any bits of the
intermediate CRC value CRC,,;{31-0] not included in the
CRC value from the CRC modulo block 241 by way of the
first selector 221 and the preconditioning blocks 201-216. For
example, when the input word has all sixteen bytes enabled,
the 32-bit zero value is selected since the first selector 221
selected the output from the final preconditioning block 216
(which used all 32 bits of the intermediate CRC value CRC
[31-0] to produce its output). For another example, when the
input word has two bytes enabled, the value from the second
zero padding block 252 (which includes the two least-signifi-
cant bytes of the intermediate CRC value CRC,,,{15-0]) is
selected since the first selector 221 selected the output from
the second preconditioning block 202 (which used the most-
significant two bytes of the intermediate CRC value CRC
[31-16] to produce its output).

[0043] An exclusive OR block 271 generates a bitwise
exclusive OR of the value from the second selector and the
CRC value from the CRC modulo block 241. The exclusive
OR value is saved in a register 281. The registered value may
be supplied to the preconditioning clocks 201-216 and the
zero padding blocks 251-253 as the intermediate CRC value
CRC731-0] for use in processing a next input word. The
registered value may also be supplied, after the final input
word from the data block, as the generated CRC value CRC
[31-0]. The register may be timed by a clock signal that is also
synchronized with the input words.

[0044] A third selector 291 receives the registered value
and an initial value. The initial value may be all zeros, all
ones, or some other value depending on a particular CRC
variation. The output of the third selector 291 is the interme-
diate CRC value CRC,,{31-0] supplied to the precondition-
ing blocks 101-116 and the zero padding blocks 251-253. For
the first input word from a data block, the third selector 291
selects the initial value. For subsequent input words, the
selector 291 selects the registered value. The selection is
indicated by a third selection control signal from the control
block 231. The control block 231 may determine which value
is selected, for example, by using a signal accompanying the
input word that indicates the beginning of a data block.

[0045] The embodiment of the device illustrated in FIG. 2
is for a 128-bit input word, byte sized enables, a 32-bit CRC
polynomial, and for CRC calculations that operate first on the
least-significant bit of data (labeled bit 0). Other embodi-
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ments of the device may have input words of a different width,
have differently sized enables, or perform differently defined
CRC calculations.

[0046] The CRC calculation device of FIGS. 1 and 2 may
be further understood in light of the following explanation of
the operations performed. The explanation may aid particu-
larly in understanding embodiments having different sizes of
input words, valid bit enables, and CRC polynomials.
[0047] Let P(x) represents the CRC polynomial and p the
degree of the polynomial. For example, for the 32-bit CRC
polynomial defined for Ethernet and many other protocols,
P(x)= 2420 S 2 o OB i T 4+
x+1 and p=32. Computation of a CRC value for a message
involves multiplying the message by %, dividing the product
by the CRC polynomial P(x), and the remainder of the divi-
sion is the CRC value. The operations are performed in Galois
fields.

[0048] Let M(x) represent the cumulative message received
in prior input words, N(x) represent the message received in a
current input word, and D(x) represent the cumulative mes-
sage received including the current input words. D(x) can be
written in terms of M(x) and N(x) as

D(x)=x""M(x)+N(x), [6)]
where n is the number of bits in the input word N(x).

[0049] Let Z(x) and Y(x) be the CRC values for M(x) and
D(x) respectively. Then M(x) can be expressed as

X2 -M(x)=P(x)-R(x)}+Z(x), (if)
where R(x) is the quotient of (x”-M(x))/P(x). Similarly D(x)
can be expressed as

3 -D(x)=P(x) T(x)+ ¥(x), (iii)
where T(x) is the quotient of (x*-D(x))/P(x).

[0050] After multiplying both sides by X, equation (i) can
be written as x-D(X)=x"(x"-M(x))+x?‘N(x). Substituting for
x?-M(x) from equation (ii) results in

3 D(x)=x" (P()R(x¥)+Z(0)+ZN(x) (iv)
[0051] Let W(x) by defined by
W ()= N(x) 4 Z(%) )
and let U(x) be the remainder of W(x)/P(x). Then
W(x)=P(x)-S(x)+U(x), (vi)

where S(x) is the quotient of W(x)/P(x). By combining equa-
tions and (v), x°-D(x)=P(x)-(xX"-R(x))+ W (x). Combining this
with equation (vi) gives x*-D(x)=P(x)-(x"-R(x)+S(x))+U(x).
Combining this with equation (iii) gives P(X)- T(x)+Y (x)=P
(X)-(x"R(X)+S(x))+U(x). And by equating similar terms,
TE)=x"-R(x)+S(x) and Y(x)=U(x). Therefore, U(x) is the
final. CRC value for D(x), which is the remainder of W(x)/P
x).

[0052] Calculations for a device as illustrated in FIG. 1 can
be derived as follows. Consider W(x)=x"-Z(x)+x”-N(x),
which can be rewritten for different values of p and n as:

for p>n, Wx)=x"(Z(x)+"ZN(x)), o)
for p=n, W(x)=x"(Z(x}+N(x)), (11
and
for p<n, Wx)=x (P FZ(x)+N(x)), (11

[0053] Since the multiplications and additions are in Galois

fields, multiplying by x” is equivalent to appending n zeros to
the least-significant position. The above equations indicate
that the cumulative CRC is a function of a previous CRC and
the new input word. Thus a common block that computes
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CRC values for parallel data can be reused by manipulating
the input data to the same block when only some input bits are
valid.

[0054] Theaboveequations and observations are combined
to arrive at operations to provide p-bit CRC values for a
sequence of N-bit input words having n valid bits. Let Fmod
(v) be a function which computes the remainder for y divided
by P(x). The input to function has N+p bits and the remainder
has p bits.

[0055] Theoperations are expressed in a Verilog-style nota-
tion where { } represents concatenation, " represents bitwise
exclusive OR, N{0} represents replication of N zeros, and
d[n:1] represents bit selection of bits n through 1 of a bit
vector d.

[0056] For full input words, where n=N, using equation
(I1I) for N>p,

CRC=Fmod({(data™{CRC,,,,..(N-P){0}})p{0} });
using equation (I) for N<p,

CRC=Fmod({({data,(p-M){0}}"CRC, ., ).N{0}});
and using equation (II) for N=p,

CRC=Fmod({(data"CRC,y,,,)2{0} });

[0057] For a partial final input word, where n<N, using
equation (III) for n>p,

CRC=Fmod({(N-1){0},(data[n-1:0]"{CRC,,,.,(n-p)
{o}h.p{o}hy

[0058]
CRC=Fmod({(N-n){0},({data[#-1:0],(p-n)
{0}} CRC,,,):2{0} };

[0059]
CRC=Fmod({(N-»){0},(data[n-1:0]"CRC,,,,,),
p{0}});

[0060] Calculations for a device as illustrated in FIG. 2 can
be derived as follows. Again consider W(x)=x"-Z(x)+x"-N
(x), and let Z'(x)=x"-Z(x) which can be rewritten as Z'(x)
=xF-7!,(X)+Z'5(X), where

for p<n:Z' (x)=x"%-Z'(x) and Z(x)=p zeros, Iv)

using equation (I) for n<p,

and using equation (II) for N=p,

and for p>n: 7', (x)=n most-significant bits of Z(x) and
Z',(x)=p-n least-significant bits of Z(x) padded with #

Zeros V)
W(x) can be rewritten using the definition of Z'(x) as
W)= (2" ()+Nx))+25(x) VD

From equation (VI) it can be observed that the final CRC
value is the exclusive OR of Z',(x) with the CRC value for
7' (x)+N(x).

[0061] Equations (IV) through (VI) and the preceding
observation are combined to arrive at further operations to
provide p-bit CRC values for a sequence of N-bit input words
having n valid bits. Let Fere(y) be a function that computes
CRC values for parallel inputs y having N bits.

[0062] For full input words, where n=N, using equations
(IV) and (VI) for N>p,

CRC=Fere(data™{CRC,,,,,(N-p){0}});
using equations (V) and (VI) for N<p,

CRC=Ferc(data"CRC,,,,./p-1:p-N))"{CRC,,,,.[p-
N-1:0/,N{0}};

[0063] For a partial final input word, where n<N, using
equations (IV) and (V1) for n>p,

CRC=Ferc({(W-m){0},(data™{CRC,,,,.(n-p){0} D });
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and using equations (V) and (VI) for n<p,

CRC=Ferc({(N-n){0},(data"CRC,,,,./p-1:p-1])})
{CRCypy 1010}

[0064] FIG. 3 is a flowchart of a process for parallel calcu-
lation of CRC values in accordance with aspects of the
present invention. In one embodiment, the process is imple-
mented using specialized hardware, for example, a device as
illustrated in FIG. 1. Other embodiments of the process use a
processor programmed by instructions, alone or in combina-
tion with other hardware. The process generally receives
words of data from a block to be processed and performs CRC
calculations on the data. For each word of data received, the
process uses a prior intermediate CRC value to produce an
updated intermediate CRC value that is representative of the
CRC calculation of the data received so far. For the first word
of data, the intermediate CRC value used may be all zeros or
another value depending on a particular variation of the CRC
being calculated. After operating on the entire data block, the
process creates a CRC value. The CRC value may, for
example, be transmitted in a packet that contains the data
block.

[0065] In block 301, the process receives an input word
containing data from the data block. The input word may
have, for example, 32 or 128 bits.

[0066] In block 311, the process determines whether the
input word is a full word, that is, whether all the bits in the
input word are data bits from the data block to be processed.
When the amount of data from the data block for the CRC
calculation is not an integer multiple of the width of the input
word, a final input word will include bits that are not included
in the CRC computation. In various embodiments, the extra
bits may contain zero padding, values from a packet contain-
ing the data block that are not included in the CRC calcula-
tion, or values from another data block. The process may
determine whether the input word is a full word by using a
signal received in block 301 with the input word that indicates
which bits of the input word are to be processed, by compar-
ing a cumulative count of the amount data received for the
data block with a known size of the data block, or by other
techniques. When the input word is a full word, the process
continues to block 331; otherwise, the process continues to
block 321.

[0067] In block 321, the process aligns the prior interme-
diate CRC value with the valid bits of the input word. More
specifically, the most-significant bit of the prior intermediate
CRC value is aligned with most-significant bit that is valid in
the input word. For example, in an embodiment of the process
with input words having N=128 bits and an intermediate CRC
value having p=32 bits (matching a CRC polynomial of size
p=32), when 48 bits of an input word are valid, the process
aligns the most-significant bit (commonly labeled bit 31) of
the prior intermediate CRC value with the 48th bit (com-
monly labeled bit 47) of the input word. The process may also
zero pad the input word. In some embodiments, the process
fills the data that is not valid with zeros. In other embodi-
ments, the invalid bits in the input words may arrive at the
process with zero values.

[0068] Inblock 331, the process computes a bitwise exclu-
sive OR of the input word and the prior intermediate CRC
value. When the input word is a full word, the bitwise exclu-
sive OR is computed with the most-significant bit of the input
word aligned with the most-significant bit of the prior inter-
mediate CRC value. When the input word is not a full word
the bitwise exclusive OR is computed with the alignment
from block 321. When the input word and the prior interme-
diate CRC value have different numbers of bits, the one
having fewer bits is zero padded to match the bit width of one
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having more bits. The zero padding adds bits to the least-
significant bits of the input word or the prior intermediate
CRC value. For example, in an embodiment of the process
with input words having N=128 bits and a CRC polynomial of
size p=32, 96 zero-valued bits are added at the least-signifi-
cant bit position of the intermediate CRC value. In another
example with input words having N=32 bits and a CRC
polynomial of size p=40, 8 zero-valued bits are added at the
least-significant bit position of the input words. Since the
result of an exclusive OR operation of a bit with zero is the
value of the bit, some computations of bitwise exclusive OR
operations may be reduced to passing a value. Some embodi-
ments of the process may compute bitwise exclusive OR
operations for each alignment that may occur and select the
appropriate one based on the number of valid bits in the input
word. The process additionally zero pads the results of the
exclusive OR operation to produce a value having a bit width
matching the combined widths of the input word and the size
of'the CRC polynomial. The additional zeros are appended to
the least-significant bit position.

[0069] Inblock 333, the process computes the remainder of
the value from block 331 divided by the polynomial for the
CRC being calculated. Embodiments of the process may
compute the remainder using exclusive OR logic gates inter-
connected according to the particular CRC polynomial and
the width of the input word. The computed remainder may be
used, for example, as the CRC intermediate value in another
application of the process to input words from the same data
block, to create a CRC value for transmission with the data
block, or to check a CRC value received with the data block.
The process, in block 333, receives an input value having a
number of bits matching the combined widths of the input
word and the CRC polynomial and produces an output value
have a number of bits matching the order of the CRC poly-
nomial. The process thereafter returns.

[0070] FIG. 4 is a flowchart of another process for parallel
calculation of CRCs in accordance with aspects of the present
invention. In one embodiment, the process is implemented
using specialized hardware, for example, a device as illus-
trated in FIG. 2. Other embodiments of the process use a
processor programmed by instructions, alone or in combina-
tion with other hardware. The process generally receives
words of data from a block to be processed and performs CRC
calculations on the data using a particular CRC polynomial.
For each word of data received, the process uses a prior
intermediate CRC value to produce an updated intermediate
CRC value that is representative of the CRC calculation of the
data received so far. For the first word of data, the intermedi-
ate CRC value used may be all zeros or another value depend-
ing on a particular variation of the CRC being calculated.
After operating on all the data of the data block, the process
creates a CRC value for the data block.

[0071] In block 401, the process receives an input word
containing data from the data block. The input word may
have, for example, 128 bits.

[0072] In block 421, the process determines whether the
number of valid bits in the input word is less than the order of
the CRC polynomial. The process may determine the number
of'valid bits in the input word by using a signal received with
the input word in block 401 that indicates which bits of the
input word are to be processed. For example, when the input
word is received on a parallel bus, an enable signal may be
associated with each byte of the parallel bus to signal whether
the byte is valid. When the number of valid bits in the input
word is less than the order of the CRC polynomial, the process
continues to block 423; otherwise, the process continues to
block 431.
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[0073] In block 423, the process selects a portion of the
prior intermediate CRC value. The most-significant bits are
selected and the number of bits selected matches the number
of'valid bits in the input word. For example, in an embodiment
of the process with input words having N=128 bits and an
intermediate CRC value having p=32 bits (matching a CRC
polynomial of size p=32), when 24 bits of the input word are
valid, the process selects the most-significant 24 bits (com-
monly labeled bits 31-8) of the prior intermediate CRC value.
The process uses the unselected bits of the prior intermediate
CRC value in a subsequent block. In block 425, the process
computes a bitwise exclusive OR of the valid bits in the input
word and the selected portion of the prior intermediate CRC
value. The process may also zero pad the value from the
bitwise exclusive OR. When the number of valid bits in the
input word is less than the width of the input word, the process
appends zeros to the most-significant bit position to generate
a value having a width matching the width of the input word.
For the prior example, the process appends 104 zeros. The
process continues to block 433.

[0074] Inblock 431, the process computes a bitwise exclu-
sive OR of the valid bits of the input word and the prior
intermediate CRC value. The bitwise exclusive OR is com-
puted with the most-significant valid bit of the input word
aligned with the most-significant bit of the prior intermediate
CRC value. The process may add zero padding depending on
the size of the operands of the bitwise exclusive OR. When the
intermediate CRC value has fewer bits than the number of
valid bits in the input word, zeros are appended to the least-
significant bit position of the intermediate CRC value. And
when the number of valid bits in the input word is less than the
size of the input word, the process appends zeros to the
most-significant bit position so that the number of bits
matches the size of the input word.

[0075] Inblock 433, the process computes the CRC value
of the value generated in block 431 or block 425. The CRC
value may be computed by appending zeros according to the
site of the CRC polynomial to the input value to form a
dividend and finding the remainder of the dividend divided by
the CRC polynomial. Embodiments of the process may com-
pute the CRC value using exclusive OR logic gates intercon-
nected according to the particular CRC polynomial and the
width of the input word. The process, in block 433, receives
an input value having a number of bits matching the width of
the input word and produces an output value have a number of
bits matching the order of the CRC polynomial.

[0076] In block 441, the process determines whether the
number of valid bits in the input word is less than the order of
the CRC polynomial. The determination may be done in the
same or similar manner as the determination of block 421.
When the number of valid bits in the input word is less than
the order of the CRC polynomial, the process continues to
block 443. Otherwise, the process returns and the CRC value
computed in block 433 may be used as the CRC intermediate
value in another application of the process to input words
from the same data block or as the CRC for the data block.

[0077] Inblock 443, the process computes a bitwise exclu-
sive OR of'the CRC value from block 433 and a portion of the
prior intermediate CRC value. The portion of the prior inter-
mediate CRC value used is the unselected portion from block
423. The process zero pads the least-significant bits of the
portion of the prior intermediate CRC value to match the
width ofthe CRC value from block 433 before performing the
bitwise exclusive OR. The value from the bitwise exclusive
OR may be used as the CRC intermediate value in another
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application of the process to input words from the same data
block or as the CRC value for the data block. The process
thereafter returns

[0078] FIG. 5 is a block diagram of a communication sys-
tem in accordance with aspects of the present invention. The
illustrated system includes a server 571 that communicates
with a router 521 using a communications medium. The
server is coupled to the communication medium by way of a
first media access control device (MAC) 561 that is coupled to
a first physical layer device (PHY) 551. The first MAC and
PHY may be implemented using one or more integrated cir-
cuits on a network interface card. The server sends informa-
tion to a first transmit path 567 in the first MAC 561 where the
information is formatted for transmission. The formatting
includes using a first transmit CRC block 569 to add a CRC
checksum to the information. The first transmit CRC block
569 may include one of the devices as described above with
reference to FIGS. 1 and 2 or other devices that provide
processing as described above with reference to FIGS. 3 and
4. In another embodiment, the first transmit CRC block 569 is
included in the first PHY 551. The formatted information is
supplied to a first transmitter 555 in the first PHY 551 where
it is converted to a signal for transmission over the commu-
nication medium.

[0079] The server 571 receives information by way of first
receiver 553 in the first PHY 551 which converts signals from
the communication medium to a data sequence that is sup-
plied to a first receive path 563 in the first MAC 561 where the
data sequence is formatted for use by the server 571. The
formatting includes using a first receive CRC block 565 to
check a CRC checksum included in the data sequence. In
another embodiment, the first receive CRC block 565 is
included in the first PHY 551. The first receive CRC block
565 in the first receive path 563 may be the same as or similar
to the first transmit CRC block 569 in the first transmit path
567.

[0080] Therouter521 is also coupled to the communication
medium by way of a second media access control device 511
that is coupled to a second physical layer device 501. The
second MAC and PHY of the router may be implemented
using integrated circuits on a line card. The router 521 will
generally include many additional MAC and PHY devices for
communication, for example, with other routers and servers.

[0081] The router 521 sends information to the server 571
by sending the information to a second transmit path 517 in
the second MAC 511 where the information is formatted for
transmission. The formatting includes using a second trans-
mit CRC block 519 to add a CRC checksum to the informa-
tion. The formatted information is supplied to a second trans-
mitter 505 in the second PHY 501 where is converted to a
signal for transmission over the communication medium. The
router 521 receives information from the server 571 by way of
second receiver 503 in the second PHY 501 which converts
signals from the communication medium to a data sequence
that is supplied to a second receive path 513 in the second
MAC 511 where the data sequence is formatted for use by the
server. The formatting includes using a second receive CRC
block 513 to check a CRC checksum included in the data
sequence. The second receive CRC block 515 in the second
receive path 513 and the second transmit CRC block 519 in
the second transmit path 517 may include one of the devices
as described above with reference to FIGS. 1 and 2 or other
devices that may provide processing as described above with
reference to FIGS. 3 and 4. CRC blocks may alternatively or
additionally be including in the second PHY 501.

[0082] In another embodiment, a communication system
may be considered an electronic device, for example, a server,
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a computer, or an optical disc reader, coupled to a memory
medium, for example, an optical or magnetic disk, by way of
an interface device. Data written from the electronic device to
the memory medium may have a CRC checksum generated
by the interface device added to the data. When data is read
from the memory medium, the interface may verify the CRC
checksum to check for errors. In some embodiments, shared
circuitry is used to generate and verify the CRC checksum.
[0083] Although the invention has been discussed with
respect to various embodiments, it should be recognized that
the invention comprises the novel and non-obvious claims
supported by this disclosure.

What is claimed is:

1. A device for generating a cyclic redundancy check
(CRC) on parallel input data having data enables, the parallel
input data having N bits, the cyclic redundancy check using a
CRC polynomial having p bits, the device comprising:

a plurality of conditioning blocks coupled to at least a
portion of an input word and an intermediate CRC value,
each conditioning block configured to generate bitwise
exclusive OR values of values from the input word and
values from the intermediate CRC value;

a selector coupled to the conditioning blocks and config-
ured to select the bitwise exclusive OR values from one
of the conditioning blocks;

a CRC modulo block coupled to the selector and config-
ured to generate a remainder for the selected bitwise
exclusive OR values divided by the CRC polynomial.

2. The device of claim 1, further comprising:

aregister coupled to the CRC modulo block and configured
to save the generated CRC remainder; and

a second selector coupled to the registered value and an
initial value, the second selector configured to supply the
registered value or the initial value as the intermediate
CRC value.

3. The device of claim 1, wherein the bitwise exclusive OR
values generated in each conditioning block comprise an
exclusive OR of the most-significant bit of the at least a
portion of the input word coupled to the conditioning block
and the most-significant bit of the intermediate CRC value.

4. The device of claim 1, wherein the plurality of condi-
tioning blocks comprises one conditioning block for each of
a plurality of potential numbers of enabled bits in the input
word and the at least a portion of the input word coupled to
each conditioning block matches one of the potential num-
bers of enabled bits in the input word.

5. The device of claim 4, wherein the conditioning blocks
coupled to only a portion of the input word are further con-
figured to append N-n zeros to the most-significant bit posi-
tion, n being the number of bits in the portion of the input
word; and

wherein each conditioning block is further configured to
zero pad the generated bitwise exclusive OR values by
appending zeros to the least-significant bit position to
supply zero padded exclusive OR values having N+p
bits.

6. The device of claim 4, wherein the selector is configured
to select the bitwise exclusive OR values from the condition-
ing blocks coupled to the at least a portion of the input word
corresponding to the number of enabled bits of the input
word.

7. A device for generating a cyclic redundancy check
(CRC) on parallel input data having data enables, the parallel
input data having N bits, the cyclic redundancy check using a
CRC polynomial having p bits, the device comprising:
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a plurality of preconditioning blocks coupled to at least a
portion of an input word and at least a portion of an
intermediate CRC value, each preconditioning block
configured to generate bitwise exclusive OR values of
values from the input word and values from the interme-
diate CRC value;

a first selector coupled to the preconditioning blocks and
configured to select the bitwise exclusive OR values
from one of the preconditioning blocks;

a CRC modulo block coupled to the first selector and
configured to generate a CRC value for the selected
bitwise exclusive OR values;

a second selector coupled to a portion of the intermediate
CRC value and selecting zero values and values from the
portion of the intermediate CRC value;

an exclusive OR block coupled to the CRC modulo block
and the second selector and configured to generate bit-
wise exclusive OR values of the CRC value from the
CRC modulo block and the selected values from the
second selector.

8. The device of claim 7, further comprising:

aregister coupled to the exclusive OR block and configured
to save the generated generate bitwise exclusive OR
values; and

athird selector coupled to the registered value and an initial
value, the second selector configured to supply the reg-
istered value or the initial value as the intermediate CRC
value.

9. The device of claim 7, wherein the CRC modulo block is
further configured to generate the CRC value by appending p
zeros to selected bitwise exclusive OR values to produce a
dividend and finding the remainder of the dividend divided by
the CRC polynomial.

10. The device of claim 7, wherein the bitwise exclusive
OR values generated in each preconditioning block comprise
an exclusive OR of the most-significant bit of the at least a
portion of the input word coupled to the preconditioning
block and the most-significant bit of the at least a portion of
the intermediate CRC value coupled to the preconditioning
block.

11. The device of claim 7, wherein the plurality of precon-
ditioning blocks comprises one preconditioning block for
each of a plurality of potential numbers of enabled bits in the
input word and the at least a portion of the input word coupled
to each conditioning block matches one of the potential num-
bers of enabled bits in the input word, and when the number
of'bits in the at least a portion of the input word coupled to the
conditioning block is less than p, the number of bits in the at
least a portion of an intermediate CRC value coupled to the
preconditioning block matches the number of bits in the at
least a portion of the input word coupled to the conditioning
block.

12. The device of claim 11, wherein the preconditioning
blocks coupled to at least a portion of the input word having
more than p bits are further configured to append n—p zeros to
the most-significant bit position of the bitwise exclusive OR
values, n being the number of bits of the input word coupled
to the preconditioning block.

13. The device of claim 12, wherein the preconditioning
blocks coupled to only a portion of the input word are further
configured to append N-n zeros to the least-significant bit
position of the bitwise exclusive OR values.

14. The device of claim 11, wherein the first selector is
configured to select the bitwise exclusive OR values from the
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preconditioning blocks coupled to the at least a portion of the
input word corresponding to the number of enabled bits of the
input word.

15. The device of claim 11, wherein the second selector
selects p-bit values selected from all zeros and the least-
significant bits of the intermediate CRC value corresponding
to each of the potential numbers of enabled bits in the input
word padded with zeros in the least-significant positions.

16. The device of claim 15, wherein the second selector is
configured to, select all zeros when p or more bits are enabled
in the input word and select the zero padded intermediate
CRC value corresponding to the number of enabled bits in the
input word when fewer than p bits are enabled in the input
word.

17. A method for use in generating a cyclic redundancy
check (CRC) on parallel input data in a communication sys-
tem having data enables, the parallel input data having N bits,
the cyclic redundancy check using a CRC polynomial having
p bits, the method comprising:

receiving an input word of the input data having n enabled

bits;
when n is less than N, aligning an intermediate CRC value
with the enabled bits of the input word and generating
bitwise exclusive OR values of the aligned intermediate
CRC value and the enabled bits of the input word;

when n equals N, generating bitwise exclusive OR values
of the intermediate CRC value and the bits of the input
word,;

padding the exclusive OR values with zeros;

generating a remainder of the zero padded exclusive OR

values divided by the CRC polynomial;

supplying the remainder as an updated intermediate CRC

value.

18. The method of claim 17, wherein generating bitwise
exclusive OR values comprises generating an exclusive OR of
the most-significant enabled bit of the input word and the
most-significant bit of the intermediate CRC value.

19. The method of claim 17, wherein when n is less than N,
generating bitwise exclusive OR values of the aligned inter-
mediate CRC value and the enabled bits of the input word
comprises, when p is less than n, appending n—p zeros to the
least-significant bit position of the aligned intermediate CRC
value, and when n is less than p, appending p—n zeros to the
least-significant bit position of the input word; and

when n equals N, generating bitwise exclusive OR values

of the intermediate CRC value and the bits of the input
word comprises, when p is less than N, appending N-p
zeros to the least-significant bit position of the interme-
diate CRC value, and when N is less than p, appending
p-N zeros to the least-significant bit position of the input
word.

20. The method of claim 17, wherein padding the exclusive
OR values with zeros comprises:

when n is less than N, appending N-n zeros to the most-

significant bit position;

when p is greater than n, appending n zeros to the least-

significant bit position; and

when n is less than p, appending p zeros to the least-

significant bit position.

21. The method of claim 17, wherein the intermediate CRC
value is a string of p zeros when the input word is the first
input word of a data block.

22. A method of generating a cyclic redundancy check
(CRC) value for a data block, the data block supplied as
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parallel input data having N bits and having data enables, the
cyclic redundancy check using a CRC polynomial having p
bits, the method comprising:

receiving a first input word including the first N bits from

the data block;

generating first bitwise exclusive OR values of an initial

value and the bits of the first input word;

padding the first exclusive OR values with zeros;

generating an intermediate CRC value by finding the

remainder of the zero padded first exclusive OR values
divided by the CRC polynomial;
receiving additional input words having N subsequent bits
from block and for each additional input word:
generating bitwise exclusive OR values of the interme-
diate CRC value and the bits of the additional input
word;
padding the exclusive OR values with zeros; and
generating an updated intermediate CRC value for use
with a next input word by finding the remainder of the
zero padded exclusive OR values divided by the CRC
polynomial;
receiving a final input word having n enabled bits from the
data block, n less than or equal to N;

when n is less than N, aligning the intermediate CRC value
with the enabled bits of the final input word and gener-
ating final bitwise exclusive OR values of the aligned
intermediate CRC value and the enabled bits of the final
input word;

when n equals N, generating final bitwise exclusive OR

values of the intermediate CRC value and the bits of the
final input word;

padding the final exclusive OR values with zeros; and

generating the CRC value by finding the remainder of the

zero padded final exclusive OR values divided by the
CRC polynomial.

23. The method of claim 22, wherein generating first bit-
wise exclusive OR values of an initial value and the bits of the
first input word comprises generating an exclusive OR of the
most-significant bit of the initial value and the most-signifi-
cant bit of the first input word;

wherein generating bitwise exclusive OR values of the

intermediate CRC value and the bits of the additional
input word comprises generating an exclusive OR of'the
most-significant bit of the intermediate CRC value and
the most-significant bit of the input word;

wherein generating final bitwise exclusive OR values of the

aligned intermediate CRC value and the enabled bits of
the final input word comprises generating an exclusive
OR of the most-significant bit of the intermediate CRC
value and the most-significant enabled bit of the final
input word; and

wherein generating bitwise final exclusive OR values of the

intermediate CRC value and the bits of the final input
word comprises generating an exclusive OR ofthe most-
significant bit of the intermediate CRC value and the
most-significant bit of the final input word.

24. The method of claim 22, wherein generating first bit-
wise exclusive OR values of an initial value and the bits of the
first input word comprises, when p is less than N, appending
N-p zeros to the least-significant bit position of the initial
value, and, when N is less than p, appending p—N zeros to the
least-significant bit position of the first input word;

wherein generating bitwise exclusive OR values of the

intermediate CRC value and the bits of the additional
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input word comprises, when p is less than N, appending
N-p zeros to the least-significant bit position of the
aligned intermediate CRC value, and, when N is less
than p, appending p-N zeros to the least-significant bit
position of the additional input word;

wherein when n is less than N, generating final bitwise

exclusive OR values of the aligned intermediate CRC
value and the enabled bits of the final input word com-
prises, when p is less than n, appending n—p zeros to the
least-significant bit position of the aligned intermediate
CRC value, and, when n is less than p, appending p—n
zeros to the least-significant bit position of the final input
word,;

wherein when n equals N, generating final bitwise exclu-

sive OR values of the intermediate CRC value and the
bits of the final input word comprises, when p is less than
N, appending N—p zeros to the least-significant bit posi-
tion of the intermediate CRC value, and, when N is less
than p, appending p-N zeros to the least-significant bit
position of the input word.

25. The method of claim 22, wherein padding the first
exclusive OR values with zeros comprises, when p is less than
N, appending N zeros to the least-significant bit position and,
when N is less than p, appending p zeros to the least-signifi-
cant bit position;

wherein padding the exclusive OR values with zeros com-

prises, when p is less than N, appending N zeros to the
least-significant bit position and, when N is less than p,
appending p zeros to the least-significant bit position;
and

wherein padding the final exclusive OR values with zeros

comprises, when n is less than N, appending N-n zeros
to the most-significant bit position, when p is less than n,
appending n zeros to the least-significant bit position,
and, when n is less than p, appending p zeros to the
least-significant bit position.

26. The method of claim 22, wherein the initial value is a
string of p zeros.

27. A method for generating a cyclic redundancy check
(CRC) on parallel input data in a communication system
having data enables, the parallel input data having N bits, the
cyclic redundancy check using a CRC polynomial having p
bits, the method comprising:

receiving an input word of the input data having n enabled

bits;

when n is less than p, selecting a first portion of an inter-

mediate CRC value and generating bitwise exclusive
OR values of the first portion of the intermediate CRC
value and the enabled bits of the input word;

when n is not less than p, generating bitwise exclusive OR

values of the intermediate CRC value and the enabled
bits of the input word;

when p equal N, selecting the exclusive OR values as a

CRC operand and, when p not equal N, padding the
exclusive OR values with zeros to produce the CRC
operand;

generating a CRC value for the CRC operand;

when n is less than p, selecting a second portion of the

intermediate CRC value, generating bitwise exclusive
OR values of the second portion of the intermediate
CRC value and the generated CRC value, and supplying
the exclusive OR values as an updated intermediate
CRC value; and
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when n is not less than p, supplying the generated CRC

value as the updated intermediate CRC value.

28. The method of claim 27, wherein generating the CRC
value comprises appending p zeros to the CRC operand to
produce a dividend and finding the remainder of the dividend
divided by the CRC polynomial.

29. The method of claim 27, wherein the first portion of the
intermediate CRC value is the n most-significant bits of the
intermediate CRC value and the second portion of the inter-
mediate CRC value is the p-n least-significant bits of the
intermediate CRC value.

30. The method of claim 29, wherein generating bitwise
exclusive OR values of the first portion of the intermediate
CRC value and the enabled bits of the input word comprises
generating a exclusive OR of the most-significant enabled bit
of the input word and the most-significant bit of the interme-
diate CRC value, and

wherein generating bitwise exclusive OR values of the

intermediate CRC value and the enabled bits of the input
word comprises generating a exclusive OR of the most-
significant enabled bit of the input word and the most-
significant bit of the first portion of the intermediate
CRC value.

31. The method of claim 27, wherein padding the exclusive
OR values with zeros comprises:

when n is less than N, appending N-n zeros to the most-

significant bit position; and

when n is less than p, appending p-n zeros to the least-

significant bit position.

32. The method of claim 27, wherein the intermediate CRC
value is a string of p zeros when the input word is the first
input word of a data block.

33. A method for use in generating a cyclic redundancy
check (CRC) on parallel input data in a communication sys-
tem having data enables, the parallel input data having N bits,
the cyclic redundancy check using a CRC polynomial having
p bits, p less than N, the method comprising:

receiving an input word of the input data having n enabled

bits;

when n is less than p, generating bitwise exclusive OR

values of the n most-significant bits of the intermediate
CRC value and the enabled bits of the input word and
appending p—n zeros to the most-significant bit position
to produce a CRC operand;

when n equals p, generating bitwise exclusive OR values of

the intermediate CRC value and the enabled bits of the
input word and appending N-n zeros to the most-sig-
nificant bit position to produce a CRC operand;
when n is greater than p, generating bitwise exclusive OR
values of the enabled bits of the input word and the
intermediate CRC value with n—p zeros appended to the
least-significant bit position and, when n is less than N,
appending N-n zeros to the most-significant bit position
to produce a CRC operand;
generating a CRC value for the CRC operand by appending
p zeros to the CRC operand to produce a dividend and
finding the remainder of the dividend divided by the
CRC polynomial;

when n is less than p, selecting p—n least-significant bits of
the intermediate CRC value, appending n zeros to the
least-significant bit position of the selected bits of the
intermediate CRC value, generating bitwise exclusive
OR values of selected bits of the intermediate CRC value
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with appended zeros and the generated CRC value, and
supplying the exclusive OR values as an updated inter-
mediate CRC value; and

when n is not less than p, supplying the generated CRC
value as the updated intermediate CRC value.

34. A method for use in generating a cyclic redundancy
check (CRC) on parallel input data in a communication sys-
tem having data enables, the parallel input data having N bits,
the cyclic redundancy check using a CRC polynomial having
p bits, p equal N, the method comprising:

receiving an input word of the input data having n enabled

bits;

when n is less than p, generating bitwise exclusive OR

values of the n most-significant bits of the intermediate
CRC value and the enabled bits of the input word and
appending p—n zeros to the most-significant bit position
to produce a CRC operand;

when n equals p, generating bitwise exclusive OR values of

the intermediate CRC value and the bits of the input
word to produce a CRC operand;
generating a CRC value for the CRC operand by appending
p zeros to the CRC operand to produce a dividend and
finding the remainder of the dividend divided by the
CRC polynomial;

when n is less than p, selecting p-n least-significant bits of
the intermediate CRC value, appending n zeros to the
least-significant bit position of the selected bits of the
intermediate CRC value, generating bitwise exclusive
OR values of selected bits of the intermediate CRC value
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with appended zeros and the generated CRC value, and
supplying the exclusive OR values as an updated inter-
mediate CRC value; and

when n equals p, supplying the generated CRC value as the

updated intermediate CRC value.

35. A method for use in generating a cyclic redundancy
check (CRC) on parallel input data in a communication sys-
tem having data enables, the parallel input data having N bits,
the cyclic redundancy check using a CRC polynomial having
p bits, p greater than N, the method comprising:

receiving an input word of the input data having n enabled

bits;
generating bitwise exclusive OR values of the n most-
significant bits of the intermediate CRC value and the
enabled bits of the input word and, when n is less than N,
appending N-n zeros to the most-significant bit position
of the exclusive OR values to produce a CRC operand;

generating a CRC value for the CRC operand by appending
p zeros to the CRC operand to produce a dividend and
finding the remainder of the dividend divided by the
CRC polynomial;

selecting p—n least-significant bits of the intermediate CRC
value and appending n zeros to the least-significant bit
position of the selected bits of the intermediate CRC
value;

generating bitwise exclusive OR values of selected bits of

the intermediate CRC value with appended zeros and the
generated CRC value; and

supplying the exclusive OR values as an updated interme-

diate CRC value.



