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(57) ABSTRACT 

A System for backing up files from disk Volumes on multiple 
nodes of a computer network to a common random-access 
backup Storage means. AS part of the backup process, 
duplicate files (or portions of files) may be identified across 
nodes, So that only a Single copy of the contents of the 
duplicate files (or portions thereof) is stored in the backup 
Storage means. For each backup operation after the initial 
backup on a particular volume, only those files which have 
changed since the previous backup are actually read from 
the Volume and Stored on the backup Storage means. In 
addition, differences between a file and its version in the 
previous backup may be computed So that only the changes 
to the file need to be written on the backup Storage means. 
All of these enhancements significantly reduce both the 
amount of Storage and the amount of network bandwidth 
required for performing the backup. Even when the backup 
data is Stored on a shared-file Server, data privacy can be 
maintained by encrypting each file using a key generated 
from a fingerprint of the file contents, So that only users who 
have a copy of the file are able to produce the encryption key 
and access the file contents. To view or restore files from a 
backup, a user may mount the backup Set as a disk Volume 
with a directory structure identical to that of the entire 
original disk Volume at the time of the backup. 
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SYSTEM FOR BACKING UP FILES FROM DISK 
VOLUMES ON MULTIPLE NODES OF A 

COMPUTER NETWORK 

FIELD OF THE INVENTION 

0001. The present invention relates to a system for allow 
ing multiple nodes on a computer network to backup files to 
a common random-access backup Storage means. 

BACKGROUND OF THE INVENTION 

0002 Backing up data and program files (often together 
referred to as “data' here) from computer disks has been a 
well known practice for many years. There are two major 
reasons why data needs to be backed up. The first reason is 
that the disk hardware may fail, resulting in an inability to 
access any of the valuable data Stored on the disk. This 
disastrous type of event is often referred to as a catastrophic 
failure; in this case, assuming that backups have been 
performed, the computer operator typically “restores' all his 
files from the most recent backup. Fortunately, new com 
puter disks and controllers have become more reliable over 
the years, but the possibility of Such a disaster Still cannot be 
ignored. The Second reason for backup is that users may 
inadvertently delete or overwrite important data files. This 
type of problem is usually much more common than a 
catastrophic hardware failure, and the computer operator 
typically restores only the destroyed files from the backup 
medium (e.g., tapes) to the original disk. 
0003. In general, the backup device is a tape drive, 
although floppy disk drives and other removable disk drive 
technologies (e.g., Bernoulli, Syguest, optical) are also used. 
Tape has the advantage of having a lower cost per byte of 
Storage (when considering the cost of the media only, 
ignoring the cost of the drive), and for that reason tape is 
preferred in most applications, particularly those where 
large amounts of data are involved, Such as network file 
Servers. Tape is primarily a sequential access medium; 
random accesses, while possible, usually require times on 
the order of tens of Seconds (if not minutes), as opposed to 
milliseconds for a disk drive. Similarly, the time to stop and 
restart a moving tape is on the order of Seconds, So it is 
important to Supply enough data to keep the tape drive 
“streaming in order to insure acceptable backup perfor 
mance. After a backup is completed, the tape cartridge may 
be taken off-site for safe keeping. When the need arises to 
restore data from a given backup, the appropriate tape 
cartridge is re-inserted into the tape drive, and the user 
selects the file(s) to be restored, which are in turn retrieved 
from the tape and written to a disk Volume. 
0004. The tasks of physically storing the set of tape 
cartridges in a Safe environment and cataloging them to 
facilitate Selection of the tape(s) required for restore are 
important (and often challenging) functions of both the 
backup Software and the backup administrator (i.e., the 
individual(s) responsible for implementing the backup pro 
cess and policy). In addition, if the backup or restore 
operations involve multiple tapes, the ability to Switch 
between tapes must be provided, either manually by a 
backup administrator or automatically using a tape jukebox 
(i.e., a robotic tape autochanger). Switching between tapes 
thus can involve a considerable direct cost, either for Salary 
or for jukebox robotics, as well as a Substantial time delay, 
normally tens of Seconds or more. 
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0005. In order to save backup time as well as the amount 
of tape used, various types of “incremental' backup Strate 
gies may be employed. For example, a common practice 
involves performing a full backup of all files on a disk 
Volume once per week, and then backing up only the files 
that have changed since the last backup on Subsequent days 
of the week. Another variation on this idea is known as 
“differential' backup, in which each partial backup contains 
all changes Since the last full backup instead of from the 
previous partial backup; this method guarantees that only 
two backups (one full and one partial) need to be accessed 
to restore files as of the time of a particular backup. Since in 
most cases the amount of data that actually changes on a disk 
Volume per day is a Small fraction of the total, Such 
approaches have the advantage of Significantly reducing the 
backup "window', or amount of time required for a backup, 
on the days when an incremental is performed. Also, it is 
often possible to fit the data from a fullbackup and several 
incremental backups all on a Single tape cartridge, obviating 
the need for any tape Switching in the days intervening 
between full backups. In the case where the disk volume and 
the tape drive are on Separate computers connected over a 
network, incremental backup also considerably decreases 
the network bandwidth requirements. 
0006 While it is true that incremental backups can save 
time and media, they are also often much harder to use than 
full backups. From a user's perspective, the Set of files 
included on each incremental backup is normally quite 
unrelated to how he views the contents of his disk volume. 
In other words, although certain files may have changed 
Since the last backup, the disk Volume Still contains a 
complete copy of all files, changed and unchanged, any of 
which may be required to perform a given operation. Unfor 
tunately, the restore Software dealing with incremental back 
ups in the prior art typically presents to the user a view of 
only the changed files, not a merged view of all files present 
on the disk at the time of the incremental backup. Thus, for 
example, if a user wishes to restore a given Set of files, Say 
an entire Subdirectory, as of the date of a given incremental 
backup, he often will have to restore the files from the 
previous full backup and then each of the intervening 
incrementals in order to guarantee the correct “latest” copy 
of each file. Similarly, if the user wishes to identify a set of 
files from the backup tapes, he normally must peruse Several 
incremental/full backup sets in order to find all the files of 
interest. Once the files have been Selected, they may very 
well be spread all over the tape, even if they were all 
contiguous on the disk and the fullbackup, thus resulting in 
a very slow restore process. For these reasons, incremental 
backup is often used grudgingly at best, and not infrequently 
it is rejected in favor of always performing full backups. 
0007 Another significant limitation in performing 
restores has to do with how the user may acceSS files Stored 
on the tapes. Restoring files typically involves running a 
Special application, provided as part of the backup Software 
package, that allows the user to Select his files and then 
restore them from tape to a disk Volume. Because the user 
runs the restore application infrequently, it presents an 
unfamiliar interface to dealing with files and does not allow 
accessing the files directly with other application programs. 
Most users already have their own favorite Set of applica 
tions for Viewing and dealing with files, including word 
processors, file managers, Spreadsheets, etc., So the concept 
of “mounting the backup image as a pseudo-disk Volume to 
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allow the user to view, Select, and restore files using his own 
tools Seems attractive and has been implemented in a few 
cases (e.g., Columbia Data's Snapback product; U.S. patent 
application entitled “SYSTEM FOR BACKING UP COM 
PUTER DISKVOLUMES,” filed Oct. 4, 1995, and assigned 
to the assignee of the present invention, incorporated herein 
by reference). However, the inherent slowness of tape in 
Such random access applications makes the usefulness of 
this concept Somewhat limited, and this awkwardneSS is 
particularly exacerbated if incremental backups have effec 
tively spread the files out even further on the tape than they 
would be in a full backup. 
0008 For a single standalone computer, the configuration 
for backup consists of adding a backup device (e.g., tape 
drive) to the computer. In a networked environment, how 
ever, the Situation is much more complex, and many con 
figurations have been employed in an attempt to address the 
intricate tradeoffs in cost, manageability, and bandwidth 
(both tape and network). Most computer networks include 
nodes that are file or application Servers as well as nodes that 
are user workStations (e.g., desktop personal computers). 
Servers generally contain critical data for an entire company 
or department, So backing up the Server(s) is considered an 
imperative task and is normally handled by a network 
administrator. It is not uncommon for each Server to have a 
dedicated tape drive for backing up its disk(s), but in many 
instances a Single tape drive may be used to back up multiple 
Servers by Sending the backup data over the network. The 
former approach is more expensive and involves managing 
tape cartridges at more locations, but it avoids network 
bandwidth limitations in the latter approach that often make 
it impossible to keep a high-speed tape drive Streaming with 
data coming over the network. Given the complexities of the 
various factors involved, including drive cost, media cost, 
tape drive Speed, network bandwidth, frequency of backup, 
Size of hard disks, acceptable range of backup window, etc., 
it is not Surprising that many Systems utilize a mixture of 
approaches that evolves over time as technology progresses. 
0009 Personal computer workstations on networks also 
often contain critical data The amount of Such data is 
increasing as the average workStation disk capacity grows, 
due to the continuing dramatic decreases in the cost of disk 
drive capacity. Nonetheless, the data from WorkStations on 
most networks today is backed up only sporadically, if at all, 
despite the availability of Several Seemingly viable Solu 
tions. For example, installing a Standalone tape drive on 
each workstation could solve the problem in theory, but in 
practice there are many Serious obstacles that limit the 
effectiveness of this approach. Among these problems are 
drive cost, media cost, end-user training cost, and the 
difficulty of managing the backup tapes which are necessar 
ily dispersed physically throughout the organization, not to 
mention the lack of user discipline in regularly performing 
acceptable backups. 

0.010 Another method, included as part of almost every 
network backup Software package, allows the WorkStation 
data to be backed up over the network to a shared backup 
device, thus permitting a centralized administration of drives 
and media and amortizing the hardware cost among many 
users. However, despite its ready availability, this technique 
is employed in only a Small percentage of installations, for 
a variety of reasons. For example, it is not uncommon for 
networks to contain dozens or even hundreds of WorkSta 
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tions, in which case there may not be enough network 
bandwidth to backup all of them in a reasonable window 
(e.g., overnight). Further, the sheer Volume of data involved 
typically forces the use of a tape jukebox, which greatly 
increases the cost of hardware and of tape management. 
Also, there can be conflicts in Scheduling the use of the tape 
drive for each WorkStation, particularly Since there is a need 
on one hand to provide data at a high enough rate to keep the 
tape drive Streaming, but on the other hand the act of backing 
up typically Slows down user response and network 
response. One System, patented by Gigatrend in U.S. Pat. 
No. 5,212,772, worked around part of this problem by 
interleaving the data from multiple workStations onto a 
Single tape cartridge in an attempt to guarantee that the tape 
could continue Streaming, but this approach met with little 
commercial Success. Perhaps the major obstacle to accep 
tance is the Simple fact that, once a user decides that he 
needs to restore data from a previous backup of his work 
Station, he does not have control of the media to Select the 
tape(s) of interest, unless a very large (and expensive) tape 
jukebox is used and appropriate Software is available to 
manipulate the jukebox remotely. Manually assisting the 
user in this task rarely rates very high on the priority list of 
a network administrator, and it may also conflict with other 
Scheduled uses of the tape drive(s); the result is almost 
invariably that the delay in finally accessing the data to be 
restored leaves both the end-user and the network adminis 
trator frustrated. 

0011. With the ever decreasing cost of disk drive capac 
ity, another solution to the workstation backup problem has 
been recently employed in Some networks. The network 
administrator adds a large disk drive (or set of drives) to a 
file Server on the network, and users simply copy files from 
their workstations to a subdirectory tree on the new disk. If 
desired, privacy of the backup data can be insured by 
assigning Standard network Security access rights to each 
user's directory. The files placed on the Server are backed up 
as part of the regular Server backup process, providing a 
Second level of data recovery if necessary. Each user can 
easily access the files from his backup directory on the 
network using his own preferred applications, without any 
intervention on the part of the network administrator. Note 
that this general approach could also be applied to Server 
backup if desired. At current prices, it is possible to add one 
gigabyte of disk Space for each user for a price comparable 
that of a low-end tape drive; while this solution may be more 
expensive on a cost per megabyte basis than others dis 
cussed here, the cost is nonetheless acceptable in certain 
environments. This method is not without its problems, such 
as network bandwidth constraints, need for user discipline in 
regularly backing up all important files, and inability to 
retrieve older versions of files without accessing a tape, 
which typically requires administrator assistance. However, 
it does overcome Some key obstacles which are not easily 
addressable using a tape-only backup Solution. 

0012. It is readily observed that most workstations on a 
network contain many files with identical contents, particu 
larly operating System files, program files, and other files 
that are distributed as part of Software packages, Stored on 
the user's disk, and never modified. It is also seems to be true 
that the percentage of disk contents occupied by Such 
common files is increasing with time, particularly as disk 
drive capacity grows and more Software is distributed on 
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CD-ROMs. However, observe that none of the prior art 
backup approaches discussed above take advantage of these 
phenomena in any way. 

SUMMARY OF THE INVENTION 

0013. It is the goal of the present invention to overcome 
many of the problems historically associated with backing 
up data from multiple nodes on a computer network. In 
contrast to the prior art, the present invention provides a 
lower-cost backup Solution that Simultaneously reduces net 
work bandwidth consumption, decreases the time required 
for backup and restore, allows for central administration, 
automates the backup process at user WorkStations, provides 
access to all versions of previous files without any admin 
istrator intervention, and permits the user to access files from 
the backup directly using his own applications. 

0.014. In the present invention, files are backed up from 
disk Volumes on multiple nodes of a computer network to a 
common random-access backup Storage means, typically a 
disk Volume. Backups can be Scheduled, either by the user 
or by the backup administrator, to occur automatically and 
independently for each node. AS part of the backup process, 
duplicate files (or portions of files) may be identified across 
nodes, So that only a Single copy of the contents of the 
duplicate files (or portions thereof) is stored in the backup 
Storage means. The preferred embodiment includes a Search 
method for identifying duplicate files that is extremely 
efficient in its use of network bandwidth even when millions 
of files have been added to the backup system. For each 
backup operation after the initial backup on a particular 
Volume, only those files which have changed since the 
previous backup need to be read from the Volume and Stored 
on the backup Storage means, pointers to the contents of 
unmodified files are stored along with the directory infor 
mation for the backup. In addition, differences between a file 
and its version in the previous backup may be computed So 
that only the changes to the file need to be written on the 
backup Storage means, and almost all data written to the 
backup Storage means is compressed using a lossleSS com 
pression algorithm. Each of these “data reduction' enhance 
ments significantly decreases both the amount of Storage and 
the amount of network bandwidth required for performing 
the backup. In fact, the data reduction is effective enough in 
most instances to lower the amount of Storage required to the 
point where the System cost of using disk drives as the 
backup Storage means is less expensive than the cost of 
conventional tape backup Systems in Such environments, 
particularly given the rapidly declining cost of disk Storage. 

0.015 Even when the backup data is stored on an openly 
accessible shared-file Server, data privacy can be maintained 
by encrypting the contents of each file using an encryption 
key generated from a hash function of the file contents, So 
that only users who once backed up a copy of the file are able 
to produce the encryption key and access the file contents. 

0016 To view or restore files from a backup, a user may 
mount the backup set as a real-time (i.e., with disk access 
times, not tape access times) temporary disk volume with a 
directory Structure identical to that of the entire original disk 
Volume at the time of the backup. The user may then acceSS 
the files directly using his own applications, without first 
having to copy them using a separate restore program. The 
backup disk Volume may be mounted in a read-only mode, 
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alternatively, write access can be provided to allow transient 
modifications to the files, although all Such modifications are 
normally lost once the backup volume is unmounted. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017. A preferred embodiment of the present invention is 
illustrated in and by the following drawings, in which like 
reference numerals indicate like parts and in which: 
0018 FIG. 1 is a block diagram illustrating a typical 
network configuration for the backup System of the present 
invention; 
0019 FIG. 2 is a diagram illustrating a typical directory 
Structure where backup files are Stored; 
0020 FIG. 3 is a block diagram illustrating the types of 
files contained in the backup directories of the present 
invention; 
0021 FIG. 4 is a Backus-Naur Form (BNF) description 
of the format of the directory entries in a backup directory 
file in accordance with the present invention; 
0022 FIG. 5 is an assembly language description of a 
Specific example of the directory entry format defined in 
FIG. 4; 
0023 FIG. 6 is a block diagram of the layout of a backup 
data file in accordance with the present invention; 
0024 FIG. 7 is a BNF description of the format of a 
backup data file in accordance with the present invention; 
0025 FIG. 8 is a block diagram illustrating an example 
of a <Seekpts> record in a backup data file, in accordance 
with the present invention; 
0026 FIG. 9 is a diagram illustrating the layout of a 
global directory database file in accordance with the present 
invention; 
0027 FIG. 10 is a diagram illustrating the data structures 
used in Searching the first level of the global directory 
database in accordance with the present invention; and 
0028 FIG. 11 is a diagram illustrating how user pass 
words are used to access encryption keys to access backup 
data in accordance with the present invention. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

0029. The preferred embodiment of the present invention 
uses disk space on a network file Server (or servers) as its 
backup Storage means. Each client WorkStation is respon 
Sible for copying the backup data to a preassigned location 
or directory on the file Server, as well as for Searching the 
backup "database' to identify duplicate files acroSS users 
and to compute the differences (or deltas) between file 
versions. Thus, the preferred embodiment is not truly a 
client/server System, although certain housekeeping func 
tions essential to performance and Security need to be 
performed by an Agent task, which may run on any network 
node, including the file Server itself. 
0030. In an alternate embodiment, the backup storage 
means consists of disk space on an application server (the 
backup Server). The network nodes communicate with the 
backup Server in a traditional client/server paradigm. The 
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Agent functions are performed by the backup Server. This 
embodiment provides slightly higher Security than the pre 
ferred embodiment, but it normally costs more because of 
the need for a separate Server, although it may be possible to 
amortize this cost Somewhat if the backup Server provides 
other application Services. Such an embodiment also tends 
to concentrate the computing load (e.g., identifying dupli 
cate files) on the server, which may affect the scalability of 
this approach, although there are simple ways to distribute 
more of the computational load across the client nodes if 
desired, which are readily apparent to those of ordinary skill 
in the art. There are also many other possible embodiments, 
consisting of various flavors of hybrids of the file server and 
application Server approaches, which would fall within the 
Scope of the present invention. 

0031. In yet another embodiment, the backup storage 
means incorporates hierarchical Storage management 
(HSM), in which files that have not been accessed for a long 
time are migrated from disk to a Secondary Storage means, 
such as tape or optical disk. The main purpose of HSM is to 
Save on Storage costs for very large Storage Systems by 
providing the management tools that allow the migration to 
be transparent to the System, except for the additional delay 
in accessing some files. Use of any form of HSM in 
conjunction with the backup Storage means of the present 
invention does not significantly affect any of the concepts 
discussed here. However, care must be taken not to impair 
performance of the backup and restore operations, Since 
delays incurred in accessing Secondary Storage may render 
the system much less usable. Indeed, it would be fairly 
Simple to identify portions of the contents of backup data 
and directory files of the present invention which could be 
migrated to Secondary Storage without adversely affecting 
backup performance. Fortunately, in most cases, the data 
reduction methods of the present invention are Sufficiently 
powerful to keep disk Storage costs down to an acceptable 
level even without using HSM. 

0032) 1. Backup Process 

0033. In the preferred embodiment, as shown in FIG. 1, 
the nodes to be backed up may be either workstations 102, 
desktop personal computers 103, laptop computerS 104, or 
other servers 105 on the network. All communication is 
accomplished by creating or modifying files over the net 
work 106 on the backup storage 101. As shown in FIG. 2, 
each node is assigned two directories, a user directory and 
a System directory, on the backup Storage means 101, which 
is contained in the disk volumes of the network file server 
100. The node has network write access to its user directory 
(e.g., \BACKUP\USERS\USER2, 125 in FIG. 2), where it 
posts backup data. A backup administrator configures the 
backup System using administrator Software functions pro 
Vided as part of the product. A backup Agent process 108, 
which runs on a network node 107 selected by the backup 
administrator, migrates the posted files to the System direc 
tory (e.g. \BACKUP\SYSTEM\USER2, 128 in FIG. 2). 
This System directory has network rights assigned to make 
it read-only to all nodes (except the Agent 108), so that no 
user node can corrupt the migrated backup data, intention 
ally or inadvertently. While it would not be strictly necessary 
to use two directories, data integrity is significantly 
improved in the shared-file environment of the preferred 
embodiment using this approach. 
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0034. In the preferred embodiment, the Agent 108 has 
read-write access to all the directories shown in FIG. 2. 
Each user is given read-only access to all the directories 
under \BACKUPVSYSTEM 122, but he has no access to any 
of the directories under \BACKUP\USERS 121, other than 
his own directory (e.g. \BACKUP\USERS\USER2, 125 in 
FIG. 2), to which he has read-write access. Limiting access 
to the posting directories in this fashion further increases 
Security, Since no user can inadvertently corrupt another 
user's posted backup files before they are migrated. How 
ever, Since in the preferred embodiment all backup files are 
encrypted and have checksums that can be used to detect 
corruption, it would also be possible (and probably easier, 
from the viewpoint of the network administrator) in an 
alternate embodiment to give all users read-write access to 
all directories under \BACKUP\USERS 121 without signifi 
cantly compromising Security, assuming reasonably well 
behaved users. The Agent 108 checks the integrity of each 
backup file while migrating it; if any errors are detected, the 
file(s) are not migrated, thus maintaining the integrity of the 
data on the \BACKUP\SYSTEM directories. Observe that 
this general approach of the preferred embodiment, using 
network access rights and an Agent 108, results in much 
higher levels of data Security and integrity than in a con 
ventional Shared-file application, where each client node 
typically has full read-write access to the shared files, which 
are therefore much more Susceptible to corruption. 
0035 FIG. 3 shows the main types of files (as well as 
Some of their inter-relationships) created as part of the 
backup System of the preferred embodiment. During the 
backup of a disk Volume on a node, the backup process of 
the preferred embodiment Separates all files on the Source 
disk Volume into four categories: new, unchanged, updated, 
and modified. New files are those which did not exist on the 
Same directory at the time of the previous backup. 
Unchanged files existed at the time of the last backup and 
have not changed since that time (e.g., they still have the 
same time, date, and size). Updated files are files that had 
been unchanged for more than N days as of the time of the 
previous backup, where N is a user-selectable option (typi 
cally in the range of 14-90 days), but which have been 
changed since the last backup. All other files are classified 
as modified. When the first backup of a given volume is 
performed, all files are classified as new. For each new or 
updated file, the backup Software Searches through a global 
directory database 145 for a matching file. The global 
directory database 145 is created and maintained by the 
Agent proceSS 108 in the directory 
\BACKUP\SYSTEM\GLOBAL 127. Each time the Agent 
108 migrates a backup set from the \BACKUP\USERS path 
121 to \BACKUPWSYSTEM path 122, it searches for new 
and updated files in the backup Set and adds them to the 
global directory database 145. If a matching file is found in 
the database, a reference to the contents of that file is Stored 
instead of the file data itself, as described below. Similarly, 
for unchanged files, only a reference to the previous file 
contents is Stored. 

0036). In order to minimize search time and bandwidth, it 
is believed preferable not to conduct a Search through the 
global directory database 145 for modified files. For the 
Same reasons, and to minimize the growth of the database, 
modified files are not added to the global directory database 
145. Instead, the contents of modified files are stored in the 
backup by computing the differences from the most recent 



US 2002/0107877 A1 

version(s) of the file and saving either the differences or the 
new version in its entirety, whichever is smaller. Differences 
may be computed and represented in any manner known to 
those of ordinary skill in the art. The updated category, 
which can be thought of as a Special user-defined Subset of 
the modified category, Serves to identify duplicate files 
acroSS users which are updated on an infrequent basis. One 
common instance of Such files would be the new version of 
the executables of a word processor or Some other popular 
application. Note that Setting N to Zero eliminates the 
modified category (i.e., all changed files are in the updated 
category), while setting N to infinity eliminates the updated 
category (i.e., all changed files are in the modified category). 
0037) 1.1. Backup Directory Files 
0.038. The backup process of the preferred embodiment 
actually creates two files containing information about each 
backup Set: a backup directory file (e.g., 143), and a backup 
data file (e.g., 144). In an alternate embodiment, these files 
could be combined into a single file. The contents of the 
backup directory file indicate the directory Structure of the 
Source disk Volume, as well as pointers into the backup data 
files (e.g., 144, 149, and backup data files of other users) 
indicating where the data for each file is to be found. One 
key feature of the present invention is the data reduction 
achieved by duplicating pointers to data and directory infor 
mation instead of duplicating the information itself, includ 
ing referencing duplicate information acroSS users. To 
explain the role of the backup directory file(s) in accom 
plishing this data reduction in the preferred embodiment, a 
description of key portions of the backup directory file (e.g., 
143) for a DOS disk volume is given in FIG. 4 in Backus 
Naur Form (BNF), which is a well known formal language 
technique (for example, see Nicklaus Wirth, Algorithms 
+Data Structures=Programs, 1976, pp. 281-291). Before 
discussing the contents of FIG. 4, we will explicitly define 
the conventions of our BNF, since there are slight variations 
in Syntax from one author to the next. Non-terminals are 
enclosed in angle brackets (e.g., <fileEntry>). The :== 
Symbol indicates a formal definition. Terminals are indicated 
as Single binary digits (0 or 1), or as hexadecimal quantities 
using C-like syntax: 0xUU for 8-bit bytes, 0xUUUU for 
16-bit words, and 0xUUUUUUUU for 32-bit dwords. 
Ranges of terminal values are indicated as two terminal 
quantities with two periods in between; e.g., 0x00. . . 0xFE. 
The character is a meta-Symbol indicating “one or the 
other, while brackets indicate an optional field, and an 
asterisk (*) indicates one or more repetitions of the field. 
Thus, for example, <extern Dirtemd indicates Zero or 
more of the non-terminal <extern Dirtem>. The double slash 
// indicates a comment to the end of the line. 

0039 FIG. 4 defines the format of the directory infor 
mation in a backup directory file (e.g., 143). At 200, the 
<volumeDirnfoodsection of the file is defined to be a series 
of <subdirFileList>records 201, followed by a separate list 
of <extern Dirtem>records 220. Each 
<subdirfileList>record 201 contains the directory entries for 
the files and Subdirectories in a single directory. In particu 
lar, as shown at 201, each <SubdirFileList>record consists of 
a series of <fileEntry> and <subdirntry> records 207,208 
(containing the directory entries for files and Subdirectories, 
respectively, found in the associated directory) and is ter 
minated by an <endof list> marker 202 (for example, a Zero 
byte). The <endofl ist> marker 202 is followed by <extern 
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count> 203, which is a variable-length encoded integer 
<itemCountd 204, representing the number of <extern Di 
rtemd records 220 associated with this directory. The 
particular encoding (204, 205, 206) of <itemCount> used in 
the preferred embodiment is not important; many simple 
alternate encodings would serve equally well, though it is 
usually desirable for the encoding to take advantage of the 
fact that Small counts are much more common than large 
ones in order to minimize the average code size. In an 
alternate embodiment, the <extern Dirtem> records 220 
associated with each <SubdirFileList> 201 could be stored 
immediately after the <externcounts field 203 instead of in 
a separate section, as shown at 200; the preferred embodi 
ment keeps these Sections Separate as a slight optimization, 
allowing the Agent 108 to scan through the entire <extern Di 
rItems list 220 quickly to see which external items are 
referenced without the overhead of parsing the <Sub 
dirFileList> section 201. 

0040. In the preferred embodiment, the directory tree is 
represented implicitly by placing the <SubdirFileList> 
records 201 in a conventional depth-first ordering. In other 
words, each time a Subdirectory is encountered while “walk 
ing” the directory tree on disk, the <subdirentry> record 208 
for that Subdirectory is appended to the current <Sub 
dirFileList> 201, and a token representing that subdirectory 
is pushed onto a temporary internal Stack. When processing 
of the current Subdirectory is completed, the <endOf list> 
and <externcountd fields 202,203 are appended as shown at 
201, and processing then continues in the Subdirectory 
represented by the token which is popped off the internal 
Stack. If the Stack is empty, the entire directory tree is 
complete. In an alternate embodiment, another tree ordering 
(e.g., breadth-first) could be used to achieve Similar results. 
0041. Each explicit <fileEntry> record 207 is assigned a 
directory item number (<dirtemNum> 223) that is unique 
acroSS all backup Sets for that user. In the preferred embodi 
ment, this number is an incrementing 31-bit quantity as 
shown at 223 in FIG. 4; this size is Sufficient since it allows, 
for example, for up to 10 backups per day, each with 10,000 
changed files, for a period of over 50 years before overflow 
could occur. Of course, a larger quantity of bits could be 
used if necessary. The range of <dirtemNum> values 223 
used is defined elsewhere in the backup directory file (e.g., 
143); in order to save space, each <fileEntry> 207 in the 
<volumeDirnford record 200 is implicitly assigned the next 
<dirtemNumid 223 in the range, so that no explicit 
<dirtemNumid 223 needs to stored along with each <fileEn 
try> 207. During the backup process, when an unchanged 
file is found, instead of duplicating the <fileEntry> 207 for 
that file, a reference may be added to the previous <fileEn 
try> 207 by including its <dirtemNumid 223 in the 
<extern Dirtem> 220 list associated with the current direc 
tory. In the fairly common case where multiple unchanged 
files are found with consecutive <dirtemNum> values 223, 
in order to Save Space this Sequence is indicated by a 
<many Items> record 222, consisting, for example, of a 
one-bit tag (1), a 31-bit <dirtemNumid 223, and an <item 
Countd record 204 which represents the number of consecu 
tive external <fileEntry> records 207 referenced. Otherwise, 
the <extern Dirtemd 220 is represented as a <oneItemd 221, 
consisting of a one-bit tag (O) to distinguish this field 222 
from a <manytems> field, followed by the 31-bit <dirtem 
Numd 223 of the referenced <fileEntry> 207. Note that the 
<externcount>field 203 in the preferred embodiment counts 
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the number of <extern Dirtem> 220 records, not the total 
number of <fileEntry> records 207 referenced thereby. 

0042. The <fileEntry> and <subdirentry> records are of 
variable length and consist of several fields, as shown at 207 
and 208 in FIG. 4. These fields are dictated by the attributes 
of the underlying file System; for purposes of illustration, the 
definitions of FIG. 4 include attributes required for a DOS 
FAT file system, but obvious modifications can be made to 
the <fileEntry> definition 207 to allow for different 
attributes in different file systems (e.g., Macintosh, OS/2 
HPFS, NetWare, etc.). The header of the backup directory 
file (e.g., 143) in the preferred embodiment contains a field 
Specifying the Source file System and thus indicates the 
particular format of the <fileEntry> records 207 in this 
backup. In the example of FIG. 4, the first field is the 
<fileName> record, defined at 212, which is a zero-termi 
nated variable length character String (<asciiz>, as defined at 
219), representing the name of the file. Next comes the 
<fileattrib> field 209, which is a single byte containing 
attribute bits, Such as read-only, directory, hidden, System, 
etc. The file modification time <filetime> 210 follows; this 
32-bit quantity includes both the time and date when the file 
was last modified. In more advanced file Systems, Several 
other time values could be added here, Such as last acceSS 
time, creation time, etc. The <fileSize> field 211 is a 32-bit 
quantity representing the size of the file in bytes. Finally, the 
<fileID> 214 field indicates where the file data associated 
with this file can be found. As shown at 214, this information 
includes a <userIndex> 216 and a <fileIndex> 215. Each 
user on the backup system has a unique user number 
<userIndex> 216, which is a 16-bit quantity in the preferred 
embodiment. Similarly, each file is assigned a unique num 
ber, similar to the <dirtemNumid 223 for directory items; 
this <fileIndex> 215 is a 32-bit quantity in the preferred 
embodiment. The two fields that make up the <fileID> 214 
can be used to locate the appropriate backup data file (e.g., 
148) containing the file data, as will be discussed below. The 
<subdirntry> record 208 consists of the same first three 
fields as the <fileEntry> record 207, except that <fileTimes 
field 210 indicates the directory creation time. In an alternate 
embodiment, each <fileEntry> record 207 also contains a 
<lastVersion> field, which is a <dirtemNum> 223 that 
directly references the <fileEntry> 207 for the previous 
version of the file; this technique provides a linked list of all 
unique versions of the file, which could be reconstructed 
considerably more slowly by reading and parsing all backup 
directory files (including those where the file was 
unchanged). 

0043. In the preferred embodiment, there is no way to 
reference unchanged <subdirentry> records 208 from pre 
vious backups. In other words, the entire tree of directories 
must be explicitly represented in each backup directory file 
(e.g., 143), although the files within those directories can be 
incorporated by references in the <extern Dirtem> Section 
220, as discussed above. This somewhat arbitrary decision 
in the preferred embodiment was made to simplify the 
backup and restore logic slightly at a Small cost in the size 
of Some backup directory files, but in an alternate embodi 
ment it would be simple to allow referencing unchanged 
subdirectories (and entire file/subdirectory trees). The size 
of the backup directory file (e.g., 143) is normally a small 
fraction of the size of the backup data file (e.g., 144), and the 
contribution from the subdirectory entries alone to the size 
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of the backup directory file is normally not significant, So 
this issue appears to be of very minor concern at most. 
0044 Asomewhat related and possibly greater concern is 
the fact that, according to the definitions of FIG. 4, there is 
no limit on the number of external backup directory files 
(e.g., 148) referenced by a given backup directory file (e.g., 
143). If this number were to grow without bound, when it 
came time to perform a restore, the amount of time required 
to reconstruct the directory tree could be quite large, even 
though all the backup directory files are on disk. In practice, 
in the preferred embodiment, there is a limit, imposed at 
backup time during the construction of the backup directory 
file (e.g., 143), on the number ND of external backup 
directory files (e.g., 148) which can be referenced. Typically 
this number is set in the range of ND=5-20 files. The result 
is that the <fileEntry> record 207 for an unchanged file is 
explicitly re-included about every N backups. This pro 
duces only a tiny increase in the Overall Storage require 
ments on the backup Storage 101, but it guarantees a 
reasonable response time during the restore operation. 

0045. Note that, in the preferred embodiment, each user's 
backup files may only reference <extern Dirtem> records 
220 from his own previous backups, not from other backups 
of other users. This decision, which results in a very minor 
cost in overall Storage requirements, Stems from the desire 
to maintain privacy of all user directory information. AS we 
will see below, the contents of each backup directory file are 
encrypted So that no other user can even see the names, 
sizes, dates, or attributes of another's files, which might in 
themselves compromise privacy even without access to the 
actual file contents. By contrast, the data contents of files 
that are backed up can be shared between users, with privacy 
insured via a unique encryption key protocol discussed 
below. If the size of the backup directory files became a 
Significant issue in an alternate embodiment (e.g., a new type 
of file System), techniques similar to those used for data 
could be applied to directory entries to Save Space if desired. 
For the file systems of interest to the preferred embodiment 
at this time, however, there appears to be no compelling need 
to minimize the size of the backup directory files any further. 

0046) To illustrate further the meaning of the BNF defi 
nitions in FIG. 4, FIG. 5 contains a small example of the 
format of a <volumeDirnfood record 200. The format is that 
of 8086 assembly language, which allows for very flexible 
(if somewhat primitive) output of variable length fields. A 
Semicolon () serves as a comment to end of line. The 
following directives are used to control output: 

db=emit 8-bit byte(s) 

dw=emit 16-bit word(s) 
dd=emit 32-bit dword(s) 

0047 Hex constants end in ‘H’ (e.g., 80000000H). Sev 
eral fields in the example are left undefined using the (?) 
expression; for example, the file time/dates are unspecified 
because the particular times are not of interest for purposes 
of this illustration. In general, in order to clarify the usage, 
each line is followed by a comment containing the BNF 
non-terminal(s) corresponding to that line. The line-by-line 
comments refer directly to the BNF of FIG. 4, which has 
been described in detail above. Note that the <extern Di 
rtem> list, Starting at 356, does not give any indication of 
the actual contents of the <fileEntry> records referenced; it 
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is necessary to read and parse the contents of the Separate 
referenced backup directory file(s) in order to obtain the 
directory entries. 
0.048. In the preferred embodiment, each backup direc 
tory file (e.g., 143) contains Several other Sections. These 
sections are described briefly here. They generally involve 
well-understood techniques that are used in many other 
backup products, and are therefore readily understood by 
those of ordinary skill in the art. However, it is useful to give 
a brief explanation of the contents and purpose of these other 
Sections to give a broader background context for the present 
inventions. Each section is covered by a checksum or CRC 
to allow for corruption checks, and many of the Sections 
(including the <volumeDirinfox section 200) are com 
pressed using well known compression techniques, Such as 
those described in U.S. Pat. No. 5,016,009, or U.S. patent 
application Ser. No. 07/927,343 (filed Aug. 10, 1992, 
entitled “DATA COMPRESSION APPARATUS AND 
METHOD USING MATCHING STRING SEARCHING 

AND HUFFMAN ENCODING”), both of which are 
assigned to the assignee of the present invention and both of 
which are incorporated herein by reference. In addition, each 
Section (other than the header) is encrypted using a private 
key encryption Scheme, Such as the Data Encryption Stan 
dard (DES) or RSA's well known RC2 or RC4 algorithms; 
the key management protocol for this encryption is dis 
cussed in detail below. Finally, Some primitive error correc 
tion ability is incorporated into each file by appending a 
Section of overall parity Sectors at the end of the file 
COntentS. 

0049. Each backup directory file in the preferred embodi 
ment begins with a header which includes a Signature and 
creation time Stamp, as well information on file format 
version, file size, and pointers that identify the location and 
size of all other sections. A “bkupDescription” section 
contains descriptive information about the backup operation, 
including a user-generated annotation String, time of the 
backup, count of new files and bytes, ranges of new 
<dirtemNum> and <fileIndex> records 223, 215 generated, 
a backup file number, the <userIndex> 216, and a specifi 
cation of the source volume for the backup. A “dirn 
deXRange' Section is a Small variable-length record which 
identifies the exact set of new <dirtemNum> values 223 
included in the file, from which the <dirtemNum> 223 
assignments are made in <volumeDirinford 200, as discussed 
previously; normally, there is only a Single contiguous range 
of values, but it is possible after the Agent 108 has per 
formed a consolidation operation (discussed below) for 
multiple non-contiguous ranges to exist in a single file. A 
“dirtemPtr' section contains an array of pointers into 
<volumeDirnford 200, one pointer for each <fileEntry> 207. 
This Section is actually redundant and can be reconstructed 
by parsing <volume Dirnford 200; together with the “dirn 
deXRange' Section, it serves to Speed access to a <fileEntry> 
record 207 from a separate backup directory file via a 
<dirtemNum> reference 223. Finally, a “fileDecryptKey” 
Section contains a private encryption key (e.g., for DES) that 
is used for decryption of the data file contents. There is one 
key in this section for each <fileEntry> 207 in <volumeDi 
rInford 200; in fact, conceptually this key is part of the 
<fileEntry> record 207, but it is placed in a separate section 
in the preferred embodiment Solely because including it 
directly in the <fileEntry> 207 would lower the compression 
ratio of the <volumeDirnfood section 200. 
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0050. There are many equivalent ways to organize the 
information in the backup directory file to achieve Similar 
results. The particular record formats of preferred embodi 
ment described here are not intended to limit the Scope of the 
present invention. 
0051) 1.2. Backup Data Files 
0.052 The backup data file (e.g., 144) contains data from 
the files included in the backup set. Some of this data may 
be represented by references into other backup data files 
from previous backups (e.g., 149), either from this user or 
another user. Each unique file included in the backup data 
file is assigned a <fileIndex> 215, which is a 32-bit number 
in the preferred embodiment and which is used to reference 
that file. Observe that there is no one-to-one correspondence 
between <dirtemNum> 223 and <fileIndex> 215 values. 
For example, if user A has an exact copy of a file that has 
already been backed up by user B, user A's <fileEntry> 207 
will contain the identical <fileID> 214 (i.e., <fileIndex> 215 
and <userIndex>216) as user B's, but they will have distinct 
<dirtemNum> values 223, which are not shared between 
users in the preferred embodiment, as discussed previously. 
Most of the data in a backup data file is compressed, the data 
from each file included in the backup Set is encrypted using 
a file-specific key (stored in the “fileDecryptKey” section of 
a backup directory file, Such as 143) instead of a private user 
key; in other words, multiple encryption keys are generally 
used in each backup data file. The key management protocol 
used to guarantee data privacy will be explained in detail 
below, but the net result is that, in the preferred embodiment, 
the contents of each backup data file are effectively publicly 
available, by contrast to the contents of the backup directory 
file, which are encrypted with a private, user-specific key. 
0053 A high-level block diagram of the layout of a 
backup data file (e.g., 144) of the preferred embodiment is 
shown in FIG. 6. The file consists of four main sections, of 
which the Data Blocks section 161 is typically by far the 
largest Since it contains the actual contents of the files 
included in the backup Set. Because of its size, the Data 
Blocks section 161 comes directly after the fixed-size 
Header 160 in the preferred embodiment so that file data can 
be written directly into the backup data file without ever 
having to move the data blocks again. The Header Section 
160 contains a signature and creation time Stamp, as well as 
information on file format version, file size, and a pointer 
162 to the FileInfoPtrs section 178. Like the backup direc 
tory file, the backup data file may also contain parity Sectors 
to allow Simple error correction in the case where Small disk 
flaws develop on Sectors on the backup Storage means 101. 
The FileInfoPtrS section 178 contains a variable size record 
indicating the exact set of <fileIndex> values 215 repre 
Sented in the backup data file; this record is very analogous 
to the “dirindexRange' section of the backup directory file 
discussed above, and typically consists of only a single 
contiguous range of values. The rest of the FileInfoPtrs 
section 178 contains an array of fixed size entries (e.g., 181), 
one entry per <fileIndex> value 215 represented in the range. 
Each entry contains a pointer (e.g., 179) into the FileInfo 
Section 175, where there is one variable-sized entry (e.g., 
176) per file. In addition, each entry (e.g., 181) in the 
FileInfoPtrs section contains other file-specific information 
(such as file size and a CRC over the initial blocks of the file 
contents) required to enter each new or updated file into the 
global directory database 145. Each FileInfo entry (e.g., 
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176) contains information on the contents of the file, includ 
ing a variable length array of pointers (e.g., 173) into the 
DataBlock section 161 or into the contents of files contained 
in other backup data files. 

0.054 For example, FIG. 6 illustrates some details of two 
files contained in the backup set. The FileInfoPtr entry 181 
for File Aincludes a pointer 179 to the FileInfo entry 176 for 
File A. This entry 176 contains a set of pointers 173, 
including pointers 164 and 166 to data blocks 163 and 165, 
respectively, in the DataBlocks section 161, as well as 
pointer(s) including 167 to data blocks in other backup data 
files. All data blocks (including 163 and 165) in this backup 
data file associated with File A are encrypted using the 
encryption key for file A, as shown at 168; this key is stored 
in the “fileDecryptKey” section of the backup directory 
file(s) containing a <fileEntry> 207 whose <fileID> 214 
references File A. Similarly, the FileInfoPtr entry 182 for 
File B includes a pointer 180 to the FileInfo entry 177 for 
File B. This entry 177 contains a set of pointers 174, 
including pointer 170 to data block 171 in the DataBlock 
Section 161, as well as pointer(s) including 172 to data 
blocks in other backup data files. All data blocks (including 
171) in this backup data file associated with File B are 
encrypted using the encryption key for file B, as shown at 
169. 

0055) Given a <fileID> 214 and the decryption key, it is 
relatively Straightforward to extract the file contents to 
“restore” a file. First, a search is performed through the 
backup data files of the user identified by <userIndex> 216 
for the backup data file containing the <fileIndex> 215 of 
interest. This Search can be easily performed, because the 
Header 160 and FileInfoPtrs 178, which contains the range 
of <fileIndex> values 215, are not encrypted. In the preferred 
embodiment, the Search can normally be performed even 
more quickly because the Agent 108, as part of the migration 
process of backup data files from \BACKUP\USERS 121 to 
\BACKUP\SYSTEM 122, builds a special Index Range 
Lookup file (e.g., 151 of FIG. 3). This file, which is 
redundant in the sense that it can always be re-built from the 
contents of the backup data and directory files, includes a 
table which maps indeX ranges into backup data file names 
and which is arranged for a fast binary search. With the 
appropriate backup data file identified, this file is opened, 
and the pointer 162 to the FileInfoPtrs sections is read from 
the Header 160. The index range record of the FileInfoPtrs 
section 161 is then scanned to identify which pointer cor 
responds to the given <fileIndex> 215; that pointer (e.g., 
179) is then used to index the FileInfo entry (e.g., 176) for 
the file of interest. From the FileInfo entry, pointers (e.g., 
173) are found to the data blocks corresponding to each 
portion of the file of interest, which may reside either in this 
backup data file (e.g., 163) or an “external” backup data file 
(e.g., 149). These blocks are then read, decrypted, and 
decompressed to provide the original file contents. It can be 
Seen fairly easily that accessing any portion of the file 
contents requires only a handful of disk accesses. Although 
the number of accesses is probably larger than would be 
necessary to access a file on a "normal” file System, it is still 
Small enough that the access time during restore is measured 
in milliseconds (or tenths of Seconds at worst), not the tens 
of Seconds or the minutes normally associated with restore 
operations from conventional tape backups. Clearly, in order 
to optimize restore “access' time, the restore Software may 
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include an intelligent caching algorithm for the contents of 
the backup directory and backup data files. 

0056 Given this high-level understanding of the various 
sections of a backup data file, consider FIG. 7, which 
contains a set of BNF definitions giving considerably more 
detail on the format of Some of these sections. At 400, the 
entire file <bkupDataFile> is defined to consist of the four 
main Sections discussed above (<headers section 401, <dat 
aBlocki> section 405, <fileInfos section 408, and <fInfoP 
trs> section 432); the remainder of FIG. 7 describes the 
contents of these Sections. 

0057 The relevant portions of the <headers section are 
listed at 401. In particular, the <fInfoPtrOffsets field is 
defined at 402 as a pointer (32-bits in the preferred embodi 
ment) to the start of the <fInfoPtrs> section 432. The 
<indexRangeCnt> field is defined at 403 as a count of the 
number of <indexRanges entries 433 in the <fInfoPtrs> 
Section 432. 

0.058 At 405 and 406, each <dataBlocks is defined to be 
a variable-length array of 8-bit bytes. In the preferred 
embodiment, each <dataBlocki> 405 starts at an offset in the 
backup data file (e.g., 144) which is a multiple of 4, So that 
the offset can be encoded in 30-bits. This convention allows 
Slightly tighter packing of the <Seekpoint> fields 416 at a 
very minor cost in the overall size of the backup data file, but 
this optimization is in no way critical to the invention. Each 
datablock may be compressed (indicated by <packFlag> 422 
of the associated <dataBlockPtr> 419) and then encrypted. 
The encryption key for each <dataBlocki> 405 is not kept in 
the backup data file (e.g., 144); as discussed previously, the 
keys reside in encrypted form in the backup directory file(s) 
which reference the associated file data blocks. Typically the 
<dataBlocks section 405 is by far the largest section in the 
backup data file. AS part of the encryption process, a 
checksum is appended to each <dataBlocks 405 in order to 
facilitate a quick check for corruption, either of the block 
itself or of the pointer to it. 

0059) Definition of the <fInfoPtrs> section begins at 432. 
In particular, this Section consists of two variable-length 
arrays of <indexRanged 433 and <fileInfoData> records 
436. As discussed previously, the number of <indexRanged 
records 433 is indicated by the <indexRangeCnt> field 403 
of the <headers 401. Given the <indexRangeCnt> value 403 
and the size of each <indexRanged record 433 (8 bytes in the 
preferred embodiment), the location of the first <fileInfo 
Data> record 436 is easily deduced. Normally a backup data 
file has only one <indexRanged 433 (i.e., a single contigu 
ous range of file indices), but it is possible after the Agent 
108 has performed a consolidation operation (discussed 
below) for multiple non-contiguous ranges to exist in a 
single file. Each <indexRanged record 433 consists of two 
fields: an <indexEasex 434 and an <indexCountd 435, each 
of which are 32-bit values in the preferred embodiment. The 
<indexEases value 434 indicates the first file index in the 
range. The <indexCountd value 435 indicates the number of 
file indices in the range. The sum of the <indexCountd 
values 435 from all <indexRanged records 433 indicates the 
number of <fileInfoDatad records 436 in the file. In the 
preferred embodiment, the file indeX associated with each 
<fileInfoData> record 436 is implicitly assigned Sequen 
tially from the ordered set of file index values generated by 
the <indexRanged record(s) 433. 
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0060. In the preferred embodiment, each <fileInfoData> 
record 436 is of fixed-size, consisting of four 32-bit fields, 
as shown at 436-440. In particular, the <fileInfoPtr> value 
437 points to the associated variable-length <fileInfos 
record 408. The <fileSize> value 438 indicates the size of the 
associated file in bytes. The <dirnfoCRC> value 439 is a 
hash value (a CRC in the preferred embodiment) computed 
over a portion of the directory entry for the associated file; 
use of this fixed-size value instead of a variable-length 
directory entry simplifies the Search for matching files 
between users. The <partialFileCRC> 440 is a hash value (a 
CRC in the preferred embodiment) computed over the first 
portion of the file. In the preferred embodiment, it covers up 
to the first N=256K bytes of the file (which is all of the file 
in most cases). When Searching for matching files across 
users, the backup application loads N bytes of the file into 
memory and computes a hash value (<partialFileCRC> 
440), then performs a preliminary Search through the global 
database (e.g., 145) for matching <fileInfo records 408. If 
a match is found, then a more complete match can be 
verified using the full <fileCRC> field 409, although there is 
usually no need to perform this further check Since most files 
are Smaller than N bytes. Using this partial-file hash tech 
nique generally allows a single-pass Search for files that are 
too large to fit into memory, instead of having the read the 
entire file once to compute the <fileCRC> 409 and then a 
Second time to back up the file contents if there is no match. 
0061 There is one variable-sized <fileInfos record 408 
for each file included in the backup data file. The <fileCRC> 
value 409 is a hash over the entire contents of the file; in the 
preferred embodiment, a CRC is used. The <bitFields> 
record 410 contains several small bit fields indicating vari 
ous attributes of the <fileInfos record. For example, the 
<reecnt> field 411 is a two-bit field in the preferred embodi 
ment, indicating how many external files are “referenced' in 
reconstructing the contents of the file, and can take on the 
values 0 (no external files), 1 (one external file), or 2, while 
the value 3 is not allowed in the preferred embodiment. This 
particular limitation is imposed only to optimize the encod 
ing of the <dataPtr> field 419; in theory, there is no reason 
why more external files could not be referenced, although in 
practice it is very rare for more than one external file to be 
referenced: the previous file version. The value of the 
<refCnt> field 411 indicates the number of <fileRef> records 
426 that are included in the <fileInfos record 408. The 
<ref leveld field 412 is a six-bit field in the preferred 
embodiment and is defined to be the one plus the maximum 
<ref leveld value 412 for any external referenced file indi 
cated in a <fileRef> record 426, or Zero if <refCnt> 411 is 
Zero. Thus, the <ref Leveld value 412 counts the maximum 
levels of “indirection” required to access any portion of the 
file contents; this value is limited in the preferred embodi 
ment to a user-settable parameter NL (typically in the range 
5-10) in order to set an acceptable bound on access time to 
the contents of the file at restore time. Whenever the 
<ref leveld value 412 would exceed the N value if a 
particular external file were referenced, the data from the 
asSociated block is duplicated instead of being incorporated 
by reference. The <isGlobald bit 413 indicates whether the 
given file should be entered into the global directory data 
base 145; it is 1 for new and updated files and o for all other 
files. 

0062) The <seekpts> record 414 contains a count 
<seekPtcount> 415 (32-bits in the preferred embodiment) of 
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the number of <seekpoint> records 416 in the <seekpts> 
record. Each <Seekpoint> record 416 consists of the Starting 
<logicalOffsets value 417 associated with the <seekpoint> 
416, followed by a pointer <dataPtre 418 to the associated 
data. The <SeekPoint> array 416 is saved in sorted order 
based on the <logical Offsets values 417, allowing a quick 
binary search to find the <seekpoint> 416 for any particular 
logical offset in the file. The number of bytes of the file 
“covered” by each <seekpoint> 416 is easily calculated by 
subtracting its <logicalOffsets value 417 from the <logi 
calOffsets value 417 of the succeeding <seekpoint> 416 (or 
from the <fileSize> field 438 for the last <seekpoint> record 
416). There is no firm limit in the preferred embodiment for 
the minimum number of bytes covered by a <seekpoint> 416 
, but typically the blocks are fairly large (8 K bytes or more), 
although this may decrease (or increase) as portions of 
external files are referenced. 

0063) The <dataPtr> field 418 can take one of two forms: 
either a <dataBlockPtre 419 reference to a <dataBlocki> 405 
in this backup data file, or a <externPtre 420 to an external 
file. In the preferred embodiment, these two fields each 
consist of 32 bits and are distinguished by the value of a 
single type bit in the <dwordd, as shown in 419 and 420. If 
the <dataPtr> field 418 is a <dataBlock> 419 (as determined 
by the type bit being o as shown at 419), the <packFlag> bit 
indicates whether or not the associated <dataBlocki> 405 is 
compressed, and the <blockOffs> field 421, which com 
prises the remaining 30 bits of the <dataPtre 418 in the 
preferred embodiment, points to a <dataBlocks 405 in this 
backup data file. AS discussed previously, each <dataBlocki> 
405 starts on a 4-byte boundary in the preferred embodi 
ment, so that the 30 bits is sufficient to represent any 
<dataBlocki> offset in the file. If the <dataPtre field 418 is a 
<externPtr> (as determined by the type bit being 1 as shown 
at 420), the <refileNod bit 424 indicates which file is being 
referenced (hence only two files can be referenced in the 
preferred embodiment), and the <refoffs> value 423 is a 
signed relative logical offset from the <logicalOffsets 417 of 
this <Seekpoint> 416, indicating the absolute logical offset in 
the external referenced file where the data associated with 
this <Seekpoint> 416 can be found. Notice that accessing 
Such an external block given this logical offset requires 
parsing the <fileInford section 408 and <seekPoint> records 
416 of the referenced file in another backup data file, which 
may in turn reference yet another external file; hence the 
limitation NL on the number of reference levels. In the 
preferred embodiment, the <relOffs> field 430 is only 30 
bits, so a referenced external block must start within +/-512 
Mbytes of the given <logical Offsets 417, which is not a 
limitation in practical terms, although this restriction could 
easily be removed by extending the size of the <dataPtre 
field 418 when dealing with extremely large files. 
0064. The optional <file Ref> records 426 indicate which 
external file(s) are referenced by the <externPtr> fields 420 
of the <seekpoint> array 416. These <fileRef> records 426 
are encrypted with the same encryption key used for the 
<dataBlocki> records 405 for this file. The CfileID> record of 
the <fileRef> 426 is identical in format to the <fileID> 
record 214 used in the backup directory file, containing the 
<fileIndex> 215 and <userIndex> 216 fields that identify the 
particular file being referenced. The <decryptkey> record 
427, which consists of 64-bits in the preferred embodiment, 
contains the private encryption key used for the referenced 
file. This key is also contained in the backup directory file(s) 
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which contain -fileID> records indicating this referenced 
file, but the key is duplicated here because it may only be 
otherwise available from a backup directory file of another 
user, which is encrypted with that user's personal encryption 
key. Hence, although the key is included here, it is encrypted 
to restrict access to only those users who have legitimate 
access this file, as discussed below, So as not to compromise 
the privacy of the referenced file. 
0065 FIG. 8 gives a detailed example of the <seekpts> 
record 414 for a hypothetical file X. The <seekPtcountd of 
this record is 5, as shown at 450. Thus, there are five 
<seekpoint> records, 451-455, each of which is broken up 
into its <logical Offsets field (e.g., 456) and its <dataPtr> 
field (e.g., 457, 458, 459). The first <seekpoint> record 451 
has a starting logical offset of 0 as shown at 456, and this 
<seekPoint> record covers the first 8192 bytes (0-8191) of 
file X, since the second <seekpoint> 452 starts with logical 
offset 8192. These 8192 bytes associated with the first 
<seekpoint> record 451 are found in a <dataBlocks within 
this backup data file, as is indicated by the type bit 0 at 458 
which identifies the <dataPtre record of 451 as a <dat 
aBlockPtra. The (blockOffse field 457 of the first <Seek 
point> record 451 contains the value 128, indicating that the 
associated <dataBlock> is to be found at offset 512 (i.e., 
4*128) in this backup data file, and the 1 bit in the <pack 
Flag> field 459 indicates that this <dataBlocks is com 
pressed. Similarly, the Second <Seekpoint> record 452 cov 
ers the bytes 8192-11999 of file X, but these 3808 bytes are 
to be found starting at logical offset 8492 of the external file 
indicated by the first <file Ref> record (ref file #0) in this 
<fileInfos record. The offset 8492 is computed by adding the 
<logicalOffsets value of the second <seekpoint> record 452 
(i.e., 8192) to the <relOffs> value of the <dataPtr> record of 
the second <seekpoint> record 452, which is an <externPtre 
as indicated by the 1 type bit in the <dataPtre ; the 
<ref FileNot field of 452 indicates which Crefile> is ref 
erenced (0 in this case). The third <seekpoint> record 453 
covers bytes 12000-16383 of file X and indicates an uncom 
pressed data block starting at offset 4080 of this backup data 
file. The fourth <seekpoint> record 454 covers bytes 16384 
23008 of file X, and these 6625 bytes are to be found in 
reference file #1 at logical offset 15384 (<logical Offsets 
+<relOffs> = 16384-1000=15384); note that <relOffs> is a 
negative number in this case. The fifth (and last) <Seek 
point> record 455 covers all the remaining bytes of file X; 
for example, if the <fileSize> is 30000, this block consists of 
the 6991 bytes 23009-29999. These bytes are found in a 
compressed <dataBlocki> at offset 8472 of this backup file. 
This example shows how simple it is to interpret the 
<SeekptS> Structure, and it is obvious that a binary Search on 
the <logical Offset>field can be used to locate any Section(s) 
of the file very quickly. 
0066. The <fprints> section 428 of the <fileInfos record 
408 contains hash functions or “fingerprints' computed over 
fixed-size portions (“chunks”) of the file contents. The 
purpose of these fingerprints is to allow efficient probabi 
listic Searching of matching chunks between file versions 
without having to fully extract the contents of the previous 
file version. The idea of using fingerprint functions in this 
fashion was first conceived by Karp & Rabin Karp, Richard 
M., and Michael O. Rabin, “Efficient Randomized Pattern 
Matching Algorithms”, Harvard University Center for 
Research in Computing Technology, TR-31-81, December 
1981). Fingerprints are particularly effective when perform 
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ing backup of modified files over a low-Speed communica 
tions link when the backup data files are at the remote site, 
as discussed in a Subsequent Section. In the preferred 
embodiment, although there is no absolute need to use the 
fingerprints (since the previous file contents can be explicitly 
produced for chunk matching), the fingerprints are stored in 
the backup data file anyway to facilitate such bandwidth 
optimizations, in particular, even over local area networks it 
may be desirable to minimize network traffic when backing 
up large files with only small modifications. The size of the 
chunk used for fingerprinting, which may vary from file to 
file, is indicated by <?pChunkSize> 429 and is typically in 
the range of 256 to 8192 bytes; a value of 0 for <?pChunk 
Size> 429 indicates that no fingerprints are stored. Like the 
<decryptKeys record(s) 427, in the preferred embodiment, 
the <fprints> record 428 is encrypted using the associated 
encryption key from the “fileDecryptKey” section of the 
backup directory file. 
0067. The basic idea behind fingerprinting, as described 
in detail by Karp & Rabin, is to choose a hash function 
which is easy to “slide” over a chunk of data. In other words, 
as the chunk Starting location is moved from one position in 
the file to the next, the “oldest” byte exits the chunk 
“window', the intermediate bytes shift over one location, 
and a new one enters the window. Karp & Rabin describe 
Several types of linear fingerprint functions which are easy 
to update given the current fingerprint value and the oldest 
and newest bytes. For example, a modulo 256 Sum is a 
particularly simple case (too simple to be useful in practice), 
but CRCs and other Similar functions are quite acceptable. 
Given the set of fingerprints for the chunks of the previous 
file contents, the fingerprint function is computed by Sliding 
over chunks of the current file contents, checking for a 
match with any of the previous file fingerprint values at each 
byte location. When a match is found, that chunk in the 
current file is assumed to match the chunk associated with 
the fingerprint value in the previous file. The fingerprint 
function can be chosen to be large enough (72 bits in the 
preferred embodiment) that the probability of false match 
(e.g., 27°, or approximately 10’) is smaller than the 
probability of storage medium failure (typically 10') so 
that no further validation is necessary. Alternately, this 
Sliding fingerprint mechanism can be used Solely as a Search 
technique to identify areas of probable matches and then 
fully validate them by extracting the old file contents and 
performing a complete compare. It is also possible to use 
fingerprints only in a non-sliding fashion; this approach 
works particularly well for very large (e.g., database) files 
where records tend not to move, while for Smaller files, 
where the bandwidth consumption is not as much of an 
issue, a full compare could be performed in this case. In an 
alternate embodiment, a global database could be built of 
chunk fingerprints instead of entire files, allowing matching 
of portions of files acroSS users, but the expected gain in 
Storage space from Such a Scheme does not appear to be 
Worth the extra overhead required. 
0068. In the preferred embodiment, each <fingerprint> 
record 430 consists of nine bytes (72 bits) of fingerprint 
function (CRCs), plus the first three bytes of the associated 
chunk, for a total of twelve bytes. Using these extra three 
bytes allows the fingerprints to be computed and compared 
on a sliding dword-by-dword basis instead of a byte-by-byte 
basis, which Speeds up the computation considerably. How 
ever, other than Speed, the net result is the same as a 
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byte-by-byte sliding fingerprint comparison. There is one 
(fingerprint> record 430 per chunk of the file; however, in 
order to Save disk Space, no <fingerprint> records 430 are 
included for chunks which are entirely contained in external 
file references (via <externPtr> records 420) with identical 
<?pChunkSize> values 429 and which are on chunk bound 
aries in the referenced file, Since the fingerprints for those 
chunks are already contained in the <fileInford 408 for the 
referenced file. 

0069. There are many possible variations on the particu 
lar layout of records in the backup data file of the preferred 
embodiment. For example, in an alternate embodiment, each 
<fileInfos record 408 could be placed directly after the set 
of <dataBlocki> records 405 associated with the file instead 
of in a separate Section; for example, this change might be 
represented by simply changing definition 400 to read: 

<bkupDataFiles:<=headers<dataBlocks 
<fileInfos &fInfoPtrs 

0070 Similarly, some fields, such as <fileCRC> 409 and 
<isGlobald 413, could be moved from <fileInfos 408 to 
<fileInfoPtrs> 432, or vice-versa. In some file systems (e.g., 
Windows NT NTFS), 64-bit file pointers would be used 
instead of the 32-bit pointers of the preferred embodiment. 
It would also be simple to modify the format slightly to 
allow for more reference files or more reference levels. Such 
changes do not affect the basic idea, and the particular record 
formats of preferred embodiment described here are not 
intended to limit the Scope of the present invention. 

0.071) 1.3 Global Directory Database File 

0.072 With a knowledge of the information contained in 
the backup data and directory files and of how the informa 
tion is used to represent file data contents, the technique for 
Searching for matching files can easily be explained. In 
designing the global database, it was assumed that there 
could be millions (or tens of millions) of new/updated files 
entered into the database. For example, a Survey of ninety 
user workstations at Stac (the assignee of the present inven 
tion) revealed a total of about 250,000 unique files across all 
the disks, and the preferred embodiment is designed to 
handle Systems with at least that many backup nodes. Thus, 
it is important to minimize the network bandwidth con 
Sumed by the Search process, which might easily dwarf the 
file data traffic during backup unless great care is taken in the 
database design. In particular, Several conventional database 
approaches (e.g., B-Tree) were considered and rejected in 
light of this concern. While there may be other types of 
database architectures that work well, the Structure of the 
database of the preferred embodiment is particularly effi 
cient for the type of Searches required here. 

0.073 During the backup process, each node may have 
thousands of new/updated files that need to be searched 
against the global database. Generally, there will be consid 
erably fewer Such files once the initial backup is completed, 
but the worst case must be handled. By contrast, there may 
be millions of files already entered into the database. Thus, 
it seems initially that a client/server embodiment with a 
backup Server, in which the client sends its (relatively Small) 
list of new/updated files to the server, which in turn does the 
matching against the large global database, should have a 
Significant advantage in network bandwidth usage over a 
shared-file system. However, the overhead of performing the 
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search in the shared-file environment of the preferred 
embodiment is optimized to the point that this drawback is 
not significant in practice. 
0074. When searching for matching files across users, it 
is usually deemed Sufficient to have matching file size, file 
name, time/date, and hash value (e.g., CRC) computed over 
the file contents. While this approach does involve a finite 
(though minute) probability of false match, the error prob 
ability is acceptably Small for almost all practical applica 
tions. In an optional user-invoked “exhaustive compare” 
mode, this probabilistic type of match Serves only to initiate 
a complete byte-by-byte comparison of the contents of the 
two files; however, the overhead of this mode is large 
enough, particularly in light of the practically negligible 
improvement in the level of certainty obtained thereby, that 
invoking such “skeptical' behavior is best done infre 
quently, if at all. In alternate embodiments, the match criteria 
can be further loosened not to require a matching file name 
or time/date; for example, two files REPORTDOC and 
REPORTBAK might be judged to be matches if all other 
parameters are equal. There are many variations on this 
theme; for instance, perhaps just the file names, excluding 
extensions, are compared, or perhaps only the first few (e.g., 
4-6) characters of the file name are compared in an attempt 
to include minor file renaming changes, such as REPORT 
to REPORT1. In general, however, the file size (or at least 
Some number of least significant bits of the size) and the 
hash value on the file contents are required to be equal in 
order for a file already in the database to be judged identical 
to a new/updated file being backed up. In the preferred 
embodiment, in order to work around the “problem” of the 
variable length of the file name (or of other directory 
attributes) in formatting the global database entries, a 32-bit 
hash (actually, a CRC, <dirinfoCRC> 439) over the relevant 
directory entry information (e.g., file name, time, date, and 
Size) is used for comparison instead of the full directory 
entry. In addition, the complete hash value (a 32-bit CRC in 
the preferred embodiment) over the file contents is com 
pared, as well as the least Significant 16-bits of the file size. 
If all of these values match, the file being backed up is 
considered to be a match to the file in the database, resulting 
in an false match probability of less than 2 (10'). 
Clearly, the amount of matching required can be tailored to 
the Specific error probability acceptable for any given envi 
ronment (e.g., by increasing the size of the CRCs), and Such 
changes would still fall within the Scope of the present 
invention. 

0075. It is useful to note at this point that these various 
levels of matching files acroSS users in the global database 
are all more rigorous in general than the level of effort used 
to identify unchanged files from the previous backup of the 
Same user. In the preferred embodiment, as is quite common 
in backup applications, the default behavior is to consider a 
file unchanged if its file size, time, date, and name are 
unmodified from the previous backup. AS discussed above, 
it is always possible to perform, at the user's option, either 
an exhaustive comparison of the contents of the apparently 
unchanged files or a comparison of CRCs on file contents, 
but the improvement in certainty level is rarely considered 
to be worth the extra effort and overhead. 

0076) Given the <dirInfoCRC> 439, <fileSize> 438, and 
<fileCRC> 409 values for a particular file to be backed up, 
a Search through the global database of the preferred 
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embodiment is performed in an attempt to find a matching 
entry. As noted previously, the <partialFileCRC> 440 value 
is actually used initially instead of the full <file CRC> 409 as 
an optimization, Since the former covers the entire file in 
most cases; for large files the <fileCRC> 409 is then verified 
in the preferred embodiment by looking into the backup data 
file containing the <fileInfos 408 for that file. Each global 
database entry contains the <dirinfoCRC> 439 (four bytes), 
<fileSize> 438 (actually only the least significant sixteen bits 
in the preferred embodiment), and <partial fileCRC> 440 
(four bytes) values for the associated file, which are 
extracted from the backup data file containing the <fileIn 
foldata> record 436 for that file. In addition, each entry 
contains the <fileID> record 214 (six bytes) which can be 
used to locate the actual file data contents. The total size for 
an uncompressed database entry is thus fixed at 16 bytes in 
the preferred embodiment. If there are N=one million files in 
the database, downloading an entire global database from 
the backup Storage means 101 in order to perform the Search 
would require a download of 16 MB of data, if no effort were 
made to minimize this overhead. While this amount is 
considerably less than what would be required to download 
a database full of complete directory entries (e.g., with entire 
file names), it is still far too large for an environment where 
dozens or hundreds of nodes on the network may be per 
forming backup. In an alternate embodiment, the complete 
<fileSize>, <fileCRC>, and other fields could also be stored 
in each global database entry, slightly reducing both the 
probability of false match and the Search time, at a Small cost 
in the size of the global database file 145, but such improve 
ments are minor at best in practical terms. 
0.077 To minimize the data transfer overhead and the 
Search time associated with the global directory database 
145, it is organized into two levels as shown in FIG. 9, 
taking advantage of the effective randomization of Search 
values due to the nature of a CRC function, as used in 
<dirInfoCRC> 439 and <partialFileCRC> 440. Each entry 
of the first level 500, which is actually represented in two 
structures 502 and 505, contains only a subset of the bits of 
the <dirInfoCRC> 439 and <partialFileCRC> 440 fields. 
Each entry in the second level 501 contains the remaining 
bits needed to constitute the entire global database entry 
(e.g., 508, 509, 510, and 511), and each entry also includes 
a 16-bit CRC over the second-level entry to allow for a 
corruption check. The number of bits included in the first 
level 500 is fixed in each global database file, although the 
actual number will increase in general as the number of 
database entries grows. The first level 500 is downloaded to 
the node from the backup storage means 101 by the backup 
program, and its contents (502 and 505) are used as a quick 
filter to limit inquiries into the (much larger) Second level 
501 to only those entries which have a very high probability 
of being a match. In the preferred embodiment, to minimize 
download time, all entries in the first level 500 are packed 
at a bit level and are unpacked after downloading, while 
entries in the Second level are byte-aligned for simplicity. 
0078. The entries in both levels are stored in the same 
order, sorted by the value of <dirnfoCRC> 439, so that 
given the index of an entry (e.g., 512) in the first level 500, 
the position of the corresponding entry (e.g., 513) in the 
second level 501 can be easily computed. In other words, the 
kth entry in the first level 500 corresponds directly to the kth 
entry in the second level 501. The first level entries are 
actually Stored in a compressed form to Save download time, 
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using a counts array 502 and partial entry array 505. This 
Simple compression is achieved by noting that, Since the 
entries are sorted by the value of <dirnfoCRC> 439, the 
leading (most significant) bits of consecutive <dirinfoCRC> 
values 439 will tend to be equal. Thus, instead of storing 
these leading bits for each entry, a counts array table 502 of 
M=2"entries is included, where the value of mo is selected 
by the Agent 108 as discussed below. The jth array entry, n, 
containing the number of consecutive <dirnfoCRC> entries 
439 with the leading mobits having a value of j, as shown 
at 504. For example, in FIG. 9, no is 4, covering the first four 
entries in the tables 505 and 501, for which the leading mo 
bits of <dirinfoCRC> 439 are 0; similarly, n is 3, covering 
the next three database entries, for which the leading mobits 
of <dirnfoCRC> 439, interpreted as an integer, are 1. When 
the database is created, the Agent 108 chooses the value of 
mo based on the total number of global directory entries (N) 
in the file; a typical value is mo-16 for N larger than 64K. 
Note that N=2n, where the sum is over all values of j=0. 
... M-1. Since the values of <dirnfoCRC> 439 in the file are 
effectively randomly distributed, the n; values have a distri 
bution with mean N/M and a fairly small range. Thus, to 
minimize Storage Space further in the preferred embodiment, 
instead of storing the actual values n, these values are 
represented in the counts array 502 by n, -n, where not, 
is the minimum over all n; values. Each count can then be 
represented in S=log(1+ne-ni)1 bits, where n is the 
maximum over all n; values. The values not and S are 
computed by the Agent 108 when the global database file is 
created and are Stored in the header of the global database 
file. In an alternate embodiment, it may be possible to reduce 
the size of the counts array 502 even further using a Huffman 
or arithmetic code, but Such gains would be minor because 
the counts array 502 constitutes only a small part of the size 
of the first level 500. 

0079 A concrete example is the easiest way to clarify this 
Simple encoding. Suppose that we have a total of N=One 
million database entries. If we choose m-16, then M=64K, 
and the average value in the counters array 502 is N/M s16. 
Suppose that we then find n=2 and n=30. Then S=5 
bits, so each count entry n is represented in five (packed) 
bits by the value n-2, for a total of 40K bytes (64K entries 
at 5 bits each). Without using a count array, each database 
entry in 502 would have contained all mo-16 leading bits of 
the <dirnfoCRC> value 439, for a total of nearly two 
megabytes (1953 K bytes), so using the count array in this 
case saves a total of nearly 1913K bytes in the size of the 
first level 500. Note that the amount of savings is not very 
dependent on the value of S, using Simulations on a random 
distribution, it has been observed that even for N/M as large 
as 1024, which corresponds to 64 million files in the 
database if m=16, well over 99.9% of all count array 
distributions can be represented by S=8 bits or less. In 
practice, the Agent 108 tries various values of mo to mini 
mize the size of the first level 500, although it appears 
empirically that the amount of Savings is not terribly Sensi 
tive to the choice of mo, as long as it is close to the mo value 
that produces the minimum; in other words, Simply using 
mo=16 appears to work fairly well in most cases of interest. 
0080 With the counts array 502 used to represent the first 
mobits of the <dirnfoCRC> value 439 very efficiently, the 
remainder of the first level 500 consists of an array 505 of 
N entries, packed at a bit level. Each entry contains X bits of 
the <dirinfoCRC> value 439 (beyond the most significant 
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mo bits) and y bits of the <partialFileCRC> 440. The values 
X and y are chosen by the Agent 108 (and stored in the global 
database file header) based on mo and the total number of 
entries N in the global database 145. Since the entire first 
level 500 is downloaded, the idea is to trade off the size of 
the array 505 to minimize the number of accesses required 
into the second level 502 to validate a match. For example, 
using N and M from the above example, if we choose X = 10 
bits and y=0 bits, then the table 505 consists of a total of 
about 1220K bytes (one million entries at 10 bits each); the 
entire first level 500 consists of about 1260K bytes (1220K+ 
40K), as opposed to the 16M bytes required for a complete 
download of the entire database. Since we have mo-X=26 
bits of <dirInfoCRC> 439 thus represented by the first level 
500, the average probability p of a false second-level match 
based on a first-level match is then given roughly by 
p=N/2's%4, assuming (as we are) a random distribution of 
<dirnfoCRC> values 439 in the database. In other words, 
when filtering database inquiries at the first level, about 63 
of 64 inquiries that match at the first level will result in 
matches at the Second level also, in this example. Since 
every inquiry into the second level 501 involves a disk 
access into an entry (e.g., 513) containing the remaining 
fields of the global database entry, it is important to mini 
mize Spurious accesses. Typically a value of p in the range 
/16 to /256 gives a reasonable tradeoff between Search 
performance and download size. For example, if we increase 
X to 11 bits in this example, we decrease to ps/128 at a cost 
of about 125K bytes in the size of the first level. Although 
y=0 in this example, they bits of <partialFileCRC> 440 can 
be used to extend the tradeoff range as N becomes very 
large, or in the unusual case where many files with the same 
name/time/date/size (i.e., <dirinfoCRC> 439) exist with 
different file contents (and thus <partialFileCRC> values 
440). The Agent 108 determines all these parameters at 
database creation time based on the Statistics of the entries 
in the database. In the preferred embodiment, mo-X is 
always at least 16, meaning that the first level entries contain 
at least the 16 most significant bits of the <dirnfoCRC> 
value 439, so that only the least significant 16 bits of 
<dirInfoCRC> 439 need to be kept in the second level 501 
at 508. 

0081. At the beginning of the backup process, the backup 
Software of the preferred embodiment loads into memory the 
first level 500 of the global directory database file 145, either 
from the backup Storage means 101 or, to minimize network 
bandwidth consumption, from cached copy in a directory on 
a disk local to the node. For each new/updated file to be 
backed up, a Search is performed through the first level 
database entries to see if there is a match. If no match is 
found at this level (the “no match” case), there is no 
matching file anywhere in the database, So the backup 
proceeds to copy the file contents into the backup data file, 
which may involve computing differences from the previous 
file version in the case of an updated file. If a match is found 
at the first level, the corresponding Second-level entry (or 
entries) is retrieved and compared; if no match is found here, 
the backup proceeds as in the “no match' case just dis 
cussed. The position of the corresponding Second-level entry 
is easily determined, as discussed above, because its ordinal 
location in the Second level is the same as the ordinal the 
asSociated first-level entry. If a match is found at the Second 
level, further inquiry into the backup data file containing the 
<fileInfos and <fileInfoDatad records 408, 436 associated 
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with the file may be necessary in Some cases, depending on 
the size of the file (e.g., <fileCRC> 409 may be needed for 
large files) and whether the user has enabled the “exhaustive 
compare” mode, but in most cases a match to the global 
directory entry at the Second level is Sufficient to indicate a 
file match. If it is ultimately determined that a complete 
match has occurred, the <fileID> 214 included in the 
<fileEntry> record 207 of the backup directory file for this 
backup is Set to indicate the matching file in the global 
database, So no file data needs to be Saved in the backup data 
file for this backup, and there is no new <fileIndex> 215 
assigned, nor a <fileInfos section 408 added. 
0082 The particular first-level search mechanism used in 
the preferred embodiment is very simple, and there are many 
other well known search techniques that could be used. The 
key point here is that, after the first-level data is downloaded, 
it is all available locally at the node, So there is never a need 
to access the remote backup Storage means 101 to identify 
first-level matches. In the preferred embodiment, it is 
assumed that the entire first-level data can fit into main 
memory during the Search process, were this not the case, a 
Virtualized (disk-based) Search could be designed, using 
well known algorithms, that might be considerably slower 
but would still achieve the same result. The preferred 
embodiment builds two arrays in memory, as shown in FIG. 
10. The main array 526 has N entries, each containing the 
x+m, bits (527) of <dirInfoCRC> 439 and y bits (S28) of 
<partialFileCRC> 440 from the first-level entry, sorted in the 
same order as in the first level of the global database file. In 
other words, the array 526 is effectively a memory image of 
the contents of 505. The pointer array 520 consists of T=2" 
entries, where m is a number of bits chosen based on the 
total number of global database entries N and the amount of 
memory available in order to optimize the Search process, 
note that m may or may not be equal to mo. Each entry in 
the pointer array 520 contains a pointer P into the main 
array 526. The index into the pointer array 520 is computed 
by extracting the most significant m bits of the <dirinfo 
CRC> value 439 for the file in question. For example, P521 
points to the first entry in 526, while P522 points to the fifth 
entry in 526, which in this example is the first entry for 
which the ml bits of <dirnfoCRC> 439 in question have the 
integer value 1. Similarly, P 523 points to the first entry in 
526 for which the mibits of <dirnfoCRC> 439 in question 
have the integer value k. The count of entries in 526 to be 
Searched for each index k is easily obtained from the 
difference between Successive pointer entries, P-P, an 
extra “dummy” entry P. 525, which points just past the end 
of the main array, is appended at the end of the pointer array 
520 in the preferred embodiment so that the same count 
computation can be performed for the last entry P. 524, 
without requiring any Special case logic. 
0083. In the preferred embodiment, entries to be added to 
the global directory database file 145 are extracted from the 
backup data files (e.g., 144) by the Agent process 108 as part 
of the migration of the backup data files from the 
\BACKUP\USER path (e.g., 125) to the 
\BACKUP\SYSTEM path (e.g., 129). The Agent 108 first 
verifies the CRC covering the <fileInfoData> entries 436 in 
the backup data file to guarantee that no corrupted entries are 
added to the global directory database. A new global data 
base file 145 may then be created, consisting of the old 
entries merged with the new entries. In the preferred 
embodiment, the new database file is initially created by the 
Agent 108 under a temporary name So that backup processes 
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may continue to use the current database file. Once creation 
of the new file is completed, its name is changed to a valid 
global directory database file name which will then be 
accessed by Subsequent backup operations. In the preferred 
embodiment, the name of global directory database files 
have the form GDnnnnnn. GDD, where nnnnnn is a number 
which is incremented each time a new global directory 
database file is added. For example, the first file would be 
GD000001. GDD, the second would be GD000002. GDD, 
etc. Only a small number (typically 1-4) of the most recent 
versions of Such files is retained; older versions are deleted 
once they are no longer in use. Thus, for example, after Some 
time there might be two files GD000138.GDD and 
GDOOO139. GDD Stored in the 
\BACKUP\SYSTEM\GLOBAL directory 127; each time a 
backup operation begins, the backup process will Select the 
“latest' version of the global directory database file 145 
available (GD000139.GDD in this example). 
0084. This method of completely rewriting the database 
allows the optimized Search Structure discussed above to be 
maintained, as opposed to a conventional database design 
(e.g., using B-Tree structures to add new entries). Fortu 
nately, the "batch' mode of operation inherent in backup 
makes Such an approach acceptable in this application. 
However, once the backup System has been in use for a 
while, the number of additional entries to the global database 
for each new backup often becomes a very Small fraction of 
the overall database size, particularly Since only new and 
updated files are added to the database. For example, there 
might be one million entries in the global database, but a 
new backup process might add only a few dozen new 
entries. In this case, rewriting the entire global database can 
be an extremely slow process, and downloading the new 
database after each backup could also be slow. To minimize 
Such overhead, in the preferred embodiment, the Agent 
process 108 may post “update” directory files 147 in the 
\BACKUP\SYSTEM\GLOBAL directory 127. These 
update files 147, which are basically identical instructure to 
the main global database 145, contain only the new entries 
to be added to the global database. Since some of these 
update files may be quite Small, the Agent 108 may choose 
to Store them in a simplified format with mo=0, X=16, and 
y=0, so that there is no count table 502. 
0085. In the preferred embodiment, each update directory 

file is given a file name which links it to the associated 
“base’ global database file; the naming convention is 
GUXXXnnn.GDU, where nnn is the last three digits of the 
base global database file name, and XXX is the update 
number. For example, the file GUO03138.GDU would be the 
third update to the base file GD000138.GDD. Since only a 
few global database files are retained at any time, the three 
digits nnn are always Sufficient in the preferred embodiment 
to identify the associated global database file unambigu 
ously. 

0.086 The backup software usually maintains a simple 
cache on a local disk of the last global/update directory 
file(s) downloaded from the backup storage means 101, so 
it can Speed up the database first-level download process. In 
the preferred embodiment, each update file contains all the 
updates (i.e., a differential update) to its associated main 
database file, So the backup process only has to download 
the most recent update file at any time. In an alternate 
embodiment, the updates could instead be incremental in 
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nature so that all update files would have to be downloaded, 
or both incremental and differential updates could be stored, 
giving more optimization flexibility to the backup Software 
local cache logic. Once the update list reaches a certain size 
(e.g., 10 percent of the size of the global database) or a 
certain number of update files (e.g., 500) have been added, 
the Agent 108 rebuilds an entirely new global database file 
145 containing all entries in the main and update database 
file(s). These particular settings governing how often a new 
global database file is built are controlled by the backup 
system administrator on the Agent node 107. Even after 
building a new global directory database, the Agent 108 may 
leave the old one(s) around for a while and may even 
continue adding updates to the old file(s), So that the local 
cache logic of the backup Software may optimize its down 
load Strategy. In general, only infrequently does the backup 
Software need to download the first level 500 of an entire 
global directory database file 145 from the backup storage 
means 101, thus minimizing the Startup time for each backup 
operation. 

0087) 1.4. Other Backup Files 
0088 FIG. 3 shows several file types other than those 
discussed above. Most of these files are either redundant 
(i.e., can be regenerated from other files) or are ancillary at 
best to the present invention. A brief description of the 
contents and uses of these files is given here for complete 
CSS. 

0089. As discussed previously, an Index Range Lookup 
file (e.g., 151) is built and maintained for each user by the 
Agent process 108. This file is constructed from the contents 
of the migrated backup data and backup directory files (e.g., 
148, 149). It includes a table indicating the directory/file 
indeX ranges of each backup directory and backup data file, 
respectively. This file is thus entirely redundant and can be 
thought of as a table of contents for the backup directory/ 
data files. Its contents are organized to allow a quick binary 
Search to determine while file contains a given directory/file 
indeX for the user, instead of having to open each file in turn 
to perform Such a Search. This file is not encrypted. 

0090 The Backup Log file (e.g., 150) is also a redundant 
file, built and maintained by the Agent 108 for each user. It 
contains a copy of the “backupDescription' Section of each 
of the user's backup directory files. This log file is typically 
used at restore time to present a list of available backups to 
the user, including the annotation String provided by the user 
when the backup occurred. Without this file, the restore 
Software would have to open many backup directory files to 
present Such a list, which could be quite slow. The contents 
of this file are encrypted using the Same encryption key 
applied to the backup directory files. 

0091. The User Account Database file 146 is maintained 
by the backup administrator Software. It contains the 
account records for all authorized backup users. In particu 
lar, it contains the list of user names (e.g., JOHN), user 
directory names (e.g., USER2), <userID> values, as well as 
encryption and password keys for each user, as will be 
discussed in a later Section. Most of the record associated 
with each user in this file is encrypted using the user's 
private password. 

0092. The Password Log file (e.g., 140) is used to per 
form changes of the user password. This operation will be 
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discussed in more detail below, but this file basically allows 
each user to post a password change “request' to the Agent 
108, which will in turn update the user's password and 
encryption key fields in the User Account Database and 
re-encrypt the user's backup directory files (e.g., 148). 
0093. The Previous Dir file (e.g., 141) contains the direc 
tory information from the last backup operation. Its contents 
are redundant and could be reconstructed from the backup 
directory files (e.g., 148). However, unlike the backup 
directory files, the Previous Dir file is not encrypted with a 
key requiring a user password. Thus, a backup operation can 
proceed at a pre-Scheduled time (e.g., midnight) without 
requiring the user to type in his password. In the (hopefully 
rare) event that this file is lost or corrupted, it can be 
reconstructed, but only after the user enters a password. 

0094. The User Preferences file (e.g., 142) contains user 
Selected preferences, Such as the values of Settable param 
eters (e.g., N, N), the specification for which files are to 
be excluded from the backup, etc. 

0095. It should be noted that all of these files in the 
System can easily be backed up to tape using any commer 
cially available tape backup package. Because of the read 
only nature of most of these files, note that there is little 
opportunity for user-induced data corruption, unless net 
work Security is breached. Thus, tape backup is relegated to 
a role of catastrophic failure recovery in almost all cases. 
0096) 1.5. Remote Backup 
0097. For a mobile (e.g., notebook computer) or remote 
(e.g., home office) user, backup is often very problematic. 
The normal difficulties of enforcing a backup discipline are 
magnified, both because it is usually undesirable to buy or 
to carry around a backup device and because connections to 
a network, when available, are often very low speed (e.g., 
modem). Yet the data on a remote computer may be as 
critical as the data on any network node, So backup is equally 
important. The present invention provides a fairly simple but 
very effective Solution to this problem in many cases. 

0098. The basic idea is to use backup over a low speed 
link to the network, relying on the duplicate file identifica 
tion methods of the preferred embodiment to eliminate the 
need to Send duplicate files over the link and on the <fprints> 
records 428 to identify differences between file versions so 
that only file changes are sent. Typically, it is desirable if 
possible to perform the initial backup when the remote 
computer (e.g., 104) is connected directly to the network 106 
with a fairly high speed link. Otherwise, the initial download 
of the first level 500 of the global directory file 145 and the 
Sending of the user-unique files that typically will not change 
in the future will make the initial backup quite slow. 
However, in the case where a high Speed connection is not 
possible, the initial backup can Still be performed remotely 
and will usually benefit considerably from the duplicate file 
identification, although it may require Several hours. Typi 
cally, Subsequent backups can be performed remotely in a 
matter of minutes. The local caching Strategies discussed 
throughout this Specification are clearly critical to perfor 
mance in this case. In addition, it is helpful to cache the 
<?prints> sections 428 from the previous backup on a local 
disk to speed up the differencing operation further, although 
this functionality is not necessary to the preferred embodi 
ment. 
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0099 Remote restore operations will be slower than local 
access, but the time required to restore a few Small files is 
quite acceptable in general. In most cases, a full restore over 
a remote low speed link is not recommended, because the 
duplicate file identification is of no help in reducing the 
download time in the preferred embodiment. 
01.00) 2. Privacy 

0101 AS has been alluded to previously, a crucial (though 
Somewhat Subtle) privacy issue arises due to the ability to 
identify and reference duplicate files acroSS users. AS a 
Simple example, Suppose that user #1 has files A, B, and C 
that are already Saved in a backup data file and entered into 
the global directory database, and that user #2 has files X, B, 
and Z. When user #2 performs a backup, the backup 
software will detect the presence of the duplicate file (B) 
using the techniques discussed above and insert into the 
backup directory file a <fileID> record 214 referencing user 
#1's file B. This is all fine; however, notice that in order to 
find the duplicate file B, user #2 effectively has access to all 
of user #1's data files, even files A and C, which may be files 
that user #1 wishes to keep private. Even assuming that the 
backup Software is properly designed not to Support user #2 
directly in accessing to these non-duplicate files, in the 
absence of any of the prevention measures discussed in this 
Section, a clever hacker could (with a significant reverse 
engineering effort) gain access to the contents of all of user 
#1's files, which are present on the backup data Storage 
means 101 in the backup data files. This type of access must 
not be allowed in any product, Such as the preferred embodi 
ment, that hopes to reassure customers that their private data 
will remain private. This need for privacy is not just related 
to personal data kept on a user's WorkStation; it also often 
involves critical corporate information Such as the Status of 
certain business negotiations, employee Salaries, other per 
Sonnel data, etc. 

0102 2.1 Keeping Private Files Private 
0103) The present invention includes a simple and novel 
technique that uses encryption to restrict access to a user's 
data on a file-by-file basis, in particular, only those users 
who in fact have (or once had) a valid copy of a file may 
reference that particular file. The data of each file in the 
backup Set is Stored in an encrypted form in the backup data 
file, where the encryption key is based on a fingerprint (e.g., 
CRC) of the file's data itself. These “encryption” finger 
prints themselves are then stored in the “fileDecryptKey” 
Section of the backup directory file, which is itself encrypted 
with a key that is accessible to the user only by Supplying a 
password. In addition, as discussed previously, <file Ref> 
records 426 in a backup data file also contain the <decrypt 
Key> record 427 for a referenced file, but these records are 
also encrypted, using the encryption fingerprint of the ref 
erencing file, to prevent “indirect access. Thus, users can 
only Successfully decrypt a file's data if they have the correct 
encryption fingerprint, presumably obtained by computing 
the fingerprint over their own copy of the file. In this way, 
a user has access only to encrypted versions of the private 
files of other users, while at the same time having the ability 
to decrypt files which are common (and thus not private). In 
the preferred embodiment, each 64-bit encryption finger 
print is algebraically independent of the <fingerprint> Values 
430 and is the combination of a CRC and a simple non-linear 
checksum function over the first 256K bytes of the file 
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contents. One interesting property of this Scheme is that, if 
the “original' owner of a file forgets his password, he will 
effectively be denied access to his files, while other users can 
continue to get access to the files they share. 
0104. It is also true that a user may wish to keep private 
the mere existence of a certain file or a name of a file. Thus, 
in the preferred embodiment, the <volumeDirinford section 
200 of each backup directory file (e.g., 143) is also 
encrypted with the same user-specific key as is used for the 
“fileDecryptKey” section. Enough information is stored in 
the backup data file to allow a separate user to gain acceSS 
to the (encrypted) data portion of a given file without 
knowing the name of the file, So uninvited users are not able 
to “peruse' the directory/file tree of another user without 
knowing his password. 

0105 2.2 “Back door” Data Access Policy 
0106 The need for data privacy must be balanced in the 
corporate environment with the right of the company to 
retain access to its intellectual property (e.g., computer files) 
in the case of an employee who is unwilling or unable to 
produce his password. Such cases could easily arise when an 
employee forgets his password, becomes disgruntled, or is 
the victim of a disabling or fatal accident. Typically, the 
current version of the user's data would be available directly 
from the WorkStation disk, but there are clearly Scenarios 
where it is critical for the corporation to access the user's 
backup data Sets. 
0107. It was initially envisioned that the backup software 
should allow the user alone to Set his password, without any 
administrative “back door” to the backup set data. However, 
it was decided that Such an approach does not give the 
corporation the ability to recover its data in any of the 
“disaster” scenarios mentioned above. Further, it became 
quickly apparent that there were certain operations, Such as 
changing passwords and consolidating backup Sets, which 
became very difficult or impossible for the Agent proceSS 
108 to perform in such an environment. Thus, the preferred 
embodiment is designed to maintain very high Security and 
privacy between users, but the backup administrator does 
have the ability to access a user's backup data if necessary. 

0108 For a user who insists on maintaining ultimate 
privacy of certain personal files, there are Several options, 
although Some (or all) of these options may be unacceptable 
to his manager. First, he may opt not to use the backup 
Software of the present invention. Second, he may encrypt 
the files in question on his local disk using a separate 
encryption utility. Third, he may exclude the files in question 
from the backup set. In the preferred embodiment, the 
administrator has access to each User Preference file (e.g., 
142), which contains the exclude/include list So that an audit 
may be conducted by management of those files and direc 
tories which are not being backed up. 
0109) 2.3 Encryption Key Protocols 
0110. In any System using encryption, careful attention 
must be paid to how the encryption keys are handled, and the 
present invention is no exception to this rule. This Section 
discusses the generation and use of encryption keys in the 
preferred embodiment in order to insure privacy. 

0111. As shown in FIG. 11, when a new user account is 
added by the administrator to the backup system of the 
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preferred embodiment, the administrator Software generates 
a user-specific random unique encryption key (userDirkey 
541) that will be used to encrypt the users backup directory 
files. As we have seen, the “fileDecryptKey” section of these 
directory files contains the keys 543 (generated from fin 
gerprint functions on the file contents) used to encrypt the 
file data 542 in the backup data file. The userDirkey 541 is 
placed in the User Account Database file 146, where it is 
encrypted according to a user-Supplied password 540. This 
password 540 may be initially supplied by the user to the 
administrator, or it may be chosen by the administrator and 
given to the user (normally with instructions to change it 
upon first use). 
0112 The administrator Software of the preferred 
embodiment also stores the user password 540 and the 
userDirkey 541 in a separate section of the User Account 
Database file 146 which is encrypted using an administrator 
password. Actually, what is stored is the encryption key (a 
message digest in the preferred embodiment) generated from 
the password, not the password itself. Thus, the administra 
tor has a “back-door path to decrypt the user's directory 
files if necessary. In addition, the administrator may config 
ure the Agent process 108 to change the userDirkey value 
541 from time to time and re-encrypt all user directory files 
to guard against the possibility that a hacker has Somehow 
obtained access to the user's password 540 and/or userDir 
Key 541. Although Such a change may require Some time to 
complete, in the preferred embodiment the backup directory 
files for a user remain “on line” during this operation. This 
is actually accomplished by Storing two userDirkey values 
(a current and an “old” value) in the account entry for each 
user in the User Account Database file 146. If a decryption 
checksum fails using the current userDirkey value, the 
backup Software of the preferred embodiment automatically 
tries the old userDirKey value instead. Thus, the Agent 108 
first sets the old userDirKey value to be the current user 
DirKey value, then sets the new current userDirkey, and 
finally proceeds to re-encrypt all the backup directory files. 
At any time during the re-encryption process, one of the two 
keys will work. 
0113. The user may change his password at any time by 
posting a password change request in his Password Log file 
(e.g., 140). This request is encrypted with the current user 
DirKey value 541 and contains the new password. When the 
Agent 108 gets around to processing this request, it re 
encrypts the user's account entry in the User Account 
Database file 146 according to the new password and 
acknowledges the request by updating his Password Log file 
(e.g., 140). In the interim, the user may to use the new 
password, because a list of recent passwords is maintained 
in the Password Log file, encrypted using the latest pass 
word. When the user needs access to the userDirkey 541 
(e.g., to perform a restore), the Software uses the latest 
password to access userDirkey 541 in the User Account 
Database 146; upon failure, the password “history” is 
accessed and old passwords are tried automatically until one 
WorkS. Thus, the user can change his password Several times 
and continue to work without needing to wait for the Agent 
108 to process his change request. Note that CRCs are 
embedded in these files in all cases to verify that the 
password is correct. In the worst case of a user forgetting his 
password or inadvertently deleting his Password Log file 
while a request is pending, the administrator can easily issue 
the user a new password. 
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0114. As an administrator-configurable option in the pre 
ferred embodiment, in order to help insure a certain level of 
Security, the backup Software may prompt the user to change 
his password on a periodic basis and check that all pass 
words have a minimum length (and are not re-used). In an 
alternate embodiment, as an ultimate back door, it would be 
possible to have the administrator Software keep a log of all 
user passwords and userDirkey values in a file that is 
encrypted using a public key algorithm, which only a 
certified third party has the ability to decrypt. In this case, if 
the administrator loses the ability to restore passwords, the 
third party could recover the administrator and user pass 
words, probably for a considerable fee to cover the cost of 
checking the legitimacy of the request and to discourage 
frivolous use of this service. 

0115 One goal of the preferred embodiment is to allow 
the user to perform backups without entering a password. 
This ability is particularly important in the common case of 
performing Scheduled backups when the user is not present. 
At the same time, it is clearly desirable to require a password 
in order to restore data. Fortunately, this feature is easily 
implemented as follows. During each backup, the backup 
Software posts the backup directory file (e.g., 143), 
encrypted using a special user-specific key (userPostKey) 
just for this purpose. The userPostKey value is included in 
the user account entry (which is encrypted using the user 
password 540) of the User Account Database file 146; this 
key may also be Stored on the local WorkStation disk So that 
it is available without entering a password. AS part of the 
migration of the backup directory file to the 
\BACKUP\SYSTEM path 122, the Agent 108, which has 
access to both keys, Subsequently re-encrypts this file using 
userDirkey 541. In the preferred embodiment, there is thus 
a brief period of time, from when the backup directory file 
is first posted until the Agent 108 migrates it, when the 
System is dependent on network Security and on the Security 
of the local WorkStation to maintain the privacy of the 
backup Set, Since a hacker could in theory copy the user 
PostKey from the local workstation and the backup directory 
file (e.g., 143). It would be possible to overcome this 
limitation in an alternate embodiment by posting the direc 
tory file with a public-key encryption algorithm, using the 
Agent's public key; Such an approach Seems overkill, how 
ever, particularly in light of the fact that once a hacker has 
access to the user's workstation (to get the unauthorized 
copy of userPostKey), the privacy of the backup data Set is 
probably the least of anyone's concerns. 
0116. In addition, the backup software maintains the 
Previous Dir file (e.g., 141), which is also encrypted with 
userPostkey, and can thus be accessed without a password. 
This file contains a copy of all the directory information for 
the most recent backup, allowing identification of 
unchanged and modified files at the next backup. The 
Software of the preferred embodiment may also retain a 
cached copy of this file on the local workStation to minimize 
network bandwidth. Note that, since this file does not 
contain the encryption fingerprints that are used for encrypt 
ing the file data, only a knowledge of directory information 
(as opposed to the file data encryption keys) would be 
compromised in the worst case if the contents of the Previ 
ous Dir file were Somehow compromised. In the rare case 
where this file is corrupted or deleted, which can be detected 
by checking CRCs, the backup software of the preferred 
embodiment rebuilds the Previous Dir file from the previous 
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(encrypted) backup directory file(s), although Such rebuild 
ing does require the user to enter his password. 
0117 3. Restore Process 
0118. The preferred embodiment provides two principal 
ways of Selecting the backup Set to be restored. In the 
conventional method, the user is presented with the list of 
previous backup operations, each identified with the backup 
time, date, and description (e.g., from a user's Backup Log 
file such as 150), from which he selects the desired backup 
Set. In the alternate approach, the user Selects a file from the 
current disk contents and is presented with a list of all 
previous versions of that file contained in all the backup Sets. 
This list is typically presented as a Selectable Set of icons on 
a calendar showing when new versions were backed up. In 
order to Speed up the initial generation of this list once the 
user has chosen the file, in an alternate embodiment, a 
<lastVersion> field is added to each <fileEntry> record 207 
to provide a direct linked list of all unique versions of each 
file, as mentioned previously. 
0119). In the preferred embodiment, there are two meth 
ods of restoring data from the backup Storage means 101 
once the backup Set is Selected. The first technique is 
basically identical to a “conventional' restore operation. The 
user is presented with a tree of files available for restore, 
where the directory information is extracted from the asso 
ciated backup directory file. After the user “tags” the desired 
files and Specifies the restore destination, the restore Soft 
ware retrieves the file contents from the backup data file(s) 
and writes them to the destination. 

0120) The second restore paradigm provides much more 
flexibility in accessing the data. Once the user Selects the 
backup Set, the file Set is "mounted” as a read-only disk 
volume by a special file system driver. This driver is 
implemented as an installable file system (IFS) in the 
preferred embodiment; in an alternate embodiment, the disk 
Volume is mounted using a block device driver in which the 
on-disk format of a normal disk Volume is Synthesized to 
match the contents of the backup Set. Regardless of its 
underlying Structure, the driver provides all the operating 
System specific functions necessary to allow any application 
to access the files. For example, if the user wishes to view 
a spreadsheet file that was backed up in the associated 
backup Set, once the backup Set is mounted he may simply 
run his spreadsheet program and open the file directly on the 
mounted Volume, without having first to copy the file to a 
local hard disk; alternately, the user may simply copy any 
files from the mounted Volume to his local hard disk using 
his own favorite file management application. This approach 
allows the user to access his backup data in a more intuitive 
way, using his own tools and applications, instead via a 
dedicated restore application that is unfamiliar because it is 
rarely used. It also works around the common problem of 
inadvertently overwriting the current version of a file when 
restoring an older version from a backup Set using a con 
ventional restore program. 
0121 Observe that, because the backup storage means 
101 is a random acceSS device, the time required to access 
any file is comparable to typical disk access times, although 
it may require a few more seeks to follow <externPtre 
references 420. The associated backup directory file is 
loaded from disk very quickly once the backup Set is chosen, 
after which the access to any particular file anywhere in the 
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backup directory tree involves only reading in the associated 
<fileInfos record 408 and accessing the data blocks. Thus, 
a restore operation in the preferred embodiment is consid 
erably faster in almost all cases than a comparable restore 
operation from a tape backup System. In particular, file 
access is fast enough that accessing files on the mounted 
backup volume is usually imperceptibly slower than access 
ing the files on the original disk drive. An alternate embodi 
ment can take further advantage of this “real-time' nature of 
the mounted backup Volume by adding driver Software logic 
allowing it to be writable, in which all writes actually are 
Stored in a local transient cache that may overflow onto the 
local disk. Any writes to this transient cache will be dis 
carded once the Volume is unmounted. Such an approach 
allows the user, for example, to mount a volume and perform 
a transient "update in place' operation, Such as a compila 
tion or a database Sort, retrieve the relevant results from the 
operation, and then unmount the Volume; effectively, the 
user has temporarily taken his disk drive back in time to 
perform the update operation. 
0122) The restore method of the preferred embodiment is 
also Somewhat unique in that, although each backup opera 
tion after the initial backup is effectively an “incremental” 
backup, the image presented for restore contains all files 
present on the Source disk at the time of the backup, and all 
of these files are accessible in real-time, as discussed above. 
The random acceSS nature of the backup Storage means 101 
allows only file changes to be Stored, thus providing great 
Savings in Storage cost, while Still allowing for real-time 
access to all files. 

0123. Another major benefit accrues to the present inven 
tion. Note that, once the System is installed and configured, 
no administrator interaction is required to perform any 
backup or restore operation, other than to make Sure that 
there is Sufficient free disk space on the backup Storage 
means 101. ASSuming that the cost of providing enough disk 
Space is acceptably low, which seems to be the case in 
practice due to the high levels of data reduction achieved in 
the preferred embodiment, the backup System has a very low 
maintenance cost. By comparison, most tape backup Sys 
tems require operator intervention to change tapes periodi 
cally and to mount a tape for a given restore request; even 
with (expensive) tape or optical disk jukebox hardware, Such 
operations Seem almost primitive in contrast with the real 
time nature of the present invention. 
0.124 Note that, in an alternate embodiment, the present 
invention can also be applied to a single computer. In this 
case, the backup Storage means 101 might be a Section of the 
local hard disk, or a removable disk device (e.g., Bernoulli, 
Syguest), or a portion of a network disk Volume. The 
advantages of duplicate file identification probably are not 
Significant in this instance, but all the other considerable 
benefits discussed still apply. The Agent process 108 could 
be run as a background proceSS on the Single computer, with 
the user acting as the backup administrator, or the Agent 
functions could be configured to run automatically as part of 
each backup operation. 

0.125 4. Agent Functions 
0.126 The Agent process 108 runs on a node 107 on the 
network 106, typically as a background task on a desktop 
PC, but it may also run as a software task on the file server 
100. The backup administrator configures the Agent proceSS 
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108, both in its location and performance characteristics, 
which are quite Scalable, as described below. These Settings 
may be varied over time as use of the backup System 
evolves. For example, in a backup System with only a few 
users, the Agent proceSS 108 may run as a background task 
on the administrator's own desktop PC. AS more users are 
added and the Agent proceSS 108 requires more time, the 
administrator may opt to dedicate a PC on the network to run 
the Agent proceSS 108. Eventually, it may make Sense to 
install a backup file Server dedicated Solely to backup, 
including running the Agent process 108, which then can 
access the backup Storage means 101 as a local disk Volume 
instead of over the network. It is fairly simple in the 
preferred embodiment to change how often and where the 
Agent process 108 runs in order to meet the needs of the 
backup clients. 
0127. In addition to the migration and other Agent func 
tions discussed above, there are Some other concerns that 
must be addressed by the Agent Software. For example, there 
is a potential problem with backup “clients” that crash 
during the middle of a backup operation. Similarly, the 
Agent 108 itself could crash during a migration or consoli 
dation (discussed below) operation. Both the application and 
Agent Software are robust enough in the preferred embodi 
ment to detect Such conditions and respond properly, includ 
ing the ability to “clean up their own mess” the next time 
they are run. A few other Such issues are discussed briefly 
below. 

0128. With a little thought, it becomes clear that there is 
a small problem in the preferred embodiment which, if 
ignored, might cause a backup operation to fail to identify 
Some duplicate files and thus slightly affect Storage require 
ments. If two users are performing backups concurrently (or 
actually if one starts before the other's backup files have 
been migrated by the Agent 108 from the \BACKUP\USER 
path 121 to the \BACKUP\SYSTEM path 122), neither user 
will be able to identify duplicate files from the other. This is 
probably of most concern during the “initialization' period 
that occurs when the first few users are running their initial 
backup, though the problem never goes away entirely. The 
workaround for this problem in the preferred embodiment is 
to have the Agent 108 perform some additional duplicate file 
"elimination” as part of the migration process. This can be 
done without modifying the contents of the backup directory 
files; instead, the <fileInford entry 408 for a duplicate file is 
changed to contain a Single <externPtr> reference 420 
encompassing the entire file. For performance reasons, this 
activity might actually be deferred until a later time, Such as 
the middle of the night, when the network should have less 
traffic. It is possible in practice that this problem Simply isn’t 
Significant enough to worry about, particularly if the admin 
istrator “primes the pump' after installation by having a few 
representative nodes perform their initial backups Sequen 
tially to build up the initial global database. Thus, in the 
preferred embodiment, the administrator can disable this 
functionality. 

0129. In some cases, a user may wish to delete certain 
backup Sets, typically to Save Space on the backup Storage 
means 101. For example, the user may decide to merge old 
daily backups into weekly (or monthly) backups after a few 
months have passed. Because of the duplicate file identifi 
cation and file differencing of the preferred embodiment, the 
resulting disk Savings are usually fairly Small. In the pre 
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ferred embodiment, the backup application posts a file 
requesting the Agent 108 to perform the deletion, which may 
involve consolidating Several backup Sets into a single 
backup directory/data file Set in order to retain copies of any 
file and directory entries that are referenced by the remain 
ing backup Sets, either of this user or other users. This 
consolidation operation may be best deferred until a non 
busy time on the network. Completion of the consolidation 
operation may also have to be deferred until no users have 
a backup set mounted that contains a reference to the file(s) 
in questions. Observe that the use of indices (instead of 
direct pointers) both for file and directory references greatly 
Simplifies Such an operation; Such consolidation could still 
be performed without this extra level of indirection, but it 
would in general involve time-consuming changes to many 
of the remaining backup files, instead of the creation of the 
single "stub' backup file set that results in the preferred 
embodiment. 

0130) 5. Administrator Functions 
0131 The backup administrator, who may or may not be 
a network administrator, has Several functions to perform in 
the preferred embodiment. It is intended that these functions 
be largely transparent, with most effort being expended at 
installation time, but from time to time other decisions and 
actions may become necessary. 

0132) 5.1 Installation 
0133. The backup administrator should install the backup 
software on the Agent computer 107 (which may be his own 
desktop) and should set up the network directory structure 
(e.g., \BACKUP\SYSTEM 122 and \BACKUP\USER 121) 
where the backup files are to be stored. Setting up the initial 
directory Structure and access rights may involve Some help 
from a network administrator, depending on the network 
access rights of the backup administrator. 

0134) The backup software is distributed on either CD 
ROM or floppy disk, but in general only the backup admin 
istrator will ever have to use the distribution media, since the 
Software of the preferred embodiment installs itself on the 
network in such a way to allow users to run a SETUP 
program from the network. To as large an extent as possible, 
the installation is automated: the administrator only has to 
inform the installation Software where the \BACKUP direc 
tory 120 is located, and the software installs itself. 
0135 5.2 Adding New Users 
0136. With the backup software installed, before a user 
can actually perform any backups, the administrator must Set 
up an “account' for the user in the User Account Database 
146. This is important for two reasons. First, each user must 
have his own directories (e.g., 125, 129) and a unique 
<userIndex> number which is crucial in identifying files that 
are shared acroSS users. Second, keeping an account data 
base allows the administrator to limit access to the System 
and to meter use of the Software according to the terms of his 
license. 

0.137 As part of adding a new user account in the 
preferred embodiment, the administrator Software creates 
the user directories with appropriate access rights (again, 
this may require network administrator rights). Each user is 
also assigned a unique user name chosen by the Adminis 
trator, such as JOHN, and a unique 16-bit <userIndex> 
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(which the user never needs to know directly). This infor 
mation, together with the unique user directory name (e.g., 
USER2), which is based on the <userIndex> instead of the 
user name in the preferred embodiment, is written to the 
User Account Database 146, which is read-only for all users. 
Note that, although the presence of this User Account 
Database does allow a hacker to determine the <userIndex> 
and directory name of any user (with Some reverse engi 
neering, Since those two fields, while not encrypted, are not 
Stored in the clear in the preferred embodiment), Such 
knowledge does not compromise the privacy of the user's 
data in any way other than perhaps a knowledge of the 
frequency and size of backup Sessions, assuming the user's 
password is not compromised. The administrator also 
assigns the user an initial password which is used to encrypt 
private fields of the user's account, Such as the userDirkey 
and userPostKey values. In the preferred embodiment, the 
user account entry is duplicated in the User Account Data 
base 146, encrypted with the administrator's password, So 
that the keys will not be lost if the user forgets his password. 
0.138. The administrator next informs the user, usually via 
e-mail, that his account is now active, giving him the 
assigned user name and (temporary) password. The user 
then runs the SETUP program from the 
\BACKUP\SYSTEM\GLOBAL directory, which under 
Microsoft Windows 3.1 may be effected by attaching a .EXE 
file to the e-mail message So that the user can simply 
double-click the icon. The user enters his account name and 
password, and the Software Sets up a personal backup 
directory (typically on the user's local hard disk) and copies 
over any necessary files to that directory. This personal 
directory is also used for caching certain files, Such as the 
Previous Dir file (e.g., 141), in order to minimize network 
bandwidth consumption. Note that it is possible (and prob 
ably desirable), if the user So chooses, to copy only a 
minimum Set of program files locally, So that the user always 
runs the latest copy of the Software from the network. 
Alternately, the Software checks its version against that on 
the network to make Sure that it is the latest and ask the user 
for permission to upgrade when a new version is detected. 
0.139. The user may also be asked to change his personal 
password during the initial installation. During the SETUP 
procedure, the user will be queried to enter any relevant 
personal preferences, Such as how often to Schedule periodic 
backups and where the personal backup directory should be 
located. These preferences, along with the user name and 
<userIndex>, are stored in the User Preferences file (e.g., 
142). Most preferences may be changed later. 
0140 5.3 Overseeing the Agent 
0.141. The Agent task in general runs in the background 
without any Supervision. However, circumstances may arise 
(Such as a System crash) that could require Some intervention 
by the administrator to restart the Agent process 108. It is 
intended that the Agent 108 in general be able to recover 
from most problems that arise, but it is probably not possible 
to guarantee complete recoverability. 
0142. The Agent process 108 of the preferred embodi 
ment generates a log file of its activities that the adminis 
trator can review. The administrator also has a monitoring 
application that can perform Some simple checks to make 
Sure that the Agent 108 is performing its tasks on a timely 
basis and in a reasonable fashion, giving warnings upon 
observing any activity (or lack thereof) that appears Suspect. 
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0143. The invention has been described in an exemplary 
and preferred embodiment, but is not limited thereto. Those 
skilled in the art will recognize that a number of additional 
modifications and improvements can be made to the inven 
tion without departure from the essential Spirit and Scope. 
The scope of the invention should only be limited by the 
appended Set of claims. 

We claim: 
1. A method for backing up data files Stored on a disk 

Volume of a node of a computer network to a backup Storage 
means, Said backup Storage means containing data files 
already backed up from other nodes on Said computer 
network, Said method comprising the Steps of 

Searching through a list of Said files already contained in 
Said backup Storage means for a match to files to be 
backed up from Said disk Volume, 

operative when no match is found between a file to be 
backed up from Said disk Volume and any of Said files 
already contained in Said list, Storing on Said backup 
Storage means a complete representation of the contents 
of Said file to be backed up, computing an indeX that 
indicates the location on Said backup is storage means 
of Said complete representation, and adding to Said list 
an entry describing Said file to be backed up from Said 
disk Volume; 

operative when a match is found between a file to be 
backed up from Said disk Volume and a file already 
contained in Said list, computing an indeX that indicates 
the location on Said backup Storage means of a com 
plete representation of the contents of Said file already 
contained in Said list; 

Storing a data structure Specifying the directory structure 
of Said disk Volume at the time of the backup operation, 
Said data Structure also including, for each Said file 
backed up from Said disk Volume, Said index indicating 
the location of Said complete representation, either of 
Said file to be backed up or of Said file already con 
tained in Said list, depending on the outcome of Said 
Search through Said list; and 

whereby a file that is duplicated acroSS nodes may be 
identified So that only one copy of the contents of Said 
file is Stored on Said backup Storage means. 

2. The method of claim 1 in which the step of storing said 
complete representation of the contents of Said file to be 
backed up further includes the Step of: 

operative when a previous version of Said file has already 
been backed up from Said node to Said backup Storage 
means, computing the differences from the previous 
version of Said file, representing portions of the con 
tents of Said file to be backed up using indices into the 
representation of Said previous version on Said backup 
Storage means. 

3. The method of claim 2 in which the existence of said 
previous version of Said file is detected using a previously 
Saved data Structure Specifying the directory Structure of a 
previous backup operation, and in which said differences 
between Said versions are computed using an index, con 
tained in Said previously saved data Structure, to a complete 
representation of the contents of Said previous version of 
said file. 
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4. The method of claim 3 in which the steps of storing said 
complete representation of the contents of Said file to be 
backed up further includes the Step of compressing portions 
of Said representation using a lossleSS data compression 
algorithm before Storing Said representation on Said backup 
Storage means. 

5. The method of claim 4 in which the step of storing said 
complete representation of the contents of Said file to be 
backed up further includes the Step of encrypting portions of 
Said complete representation using a hash encryption key 
that is derived by computing a hash function on the contents 
of said file to be backed up. 

6. The method of claim 5 in which said hash encryption 
key is Stored as part of Said data Structure Specifying the 
directory Structure of Said disk Volume. 

7. The method of claim 1 in which the step of storing said 
complete representation of the contents of Said file to be 
backed up further includes the Step of encrypting portions of 
Said complete representation using a hash encryption key 
that is derived from a computing a hash function on the 
contents of Said file to be backed up. 

8. The method of claim 7 in which said hash encryption 
key is Stored as part of Said data Structure Specifying the 
directory Structure of Said disk Volume. 

9. The method of any of claims 1-8 in which the step of 
Storing Said data Structure Specifying Said structure of Said 
disk volume further includes the steps of 

compressing portions of Said data Structure with a lossleSS 
data compression algorithm; and 

encrypting Said hash encryption key using an encryption 
key that is private to Said node on Said computer 
network. 

10. The method of any of claims 1-8 in which the said list 
of Said files already contained in Said backup Storage means 
is organized as a database in order to minimize Search time. 

11. The method of claim 10 in which each entry in said 
database includes a hash function computed on the directory 
entry information for the file associated with Said entry, 
including the file name, length, and time of creation, and a 
hash function computed over portions of the contents of Said 
file. 

12. The method of claim 11 in which said search of Said 
database includes the following Steps: 

loading a first Section of Said database, Said first Section 
containing partial entries, each partial entry containing 
only a portion of an entry of Said database, 

generating a new database entry of Said file to be backed 
up; and 

Searching through Said first Section for a match between 
Said new database entry and Said partial entries and, 
operative when a match is found between Said new 
database entry and a partial entry of Said first Section, 
loading the remaining portions of Said matching partial 
entry from the associated entry in a Second Section of 
Said database, and comparing Said new database entry 
with Said remaining portion of Said associated entry to 
determine whether there is a complete match between 
Said new database entry and the complete database 
entry. 
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13. The method of claim 12 in which said first section of 
said database is stored in a sorted order based on bit fields 
of Said partial entries and is compressed with lossleSS data 
compression algorithm. 

14. The method of claim 13 in which said lossless data 
compression algorithm includes Storing an array indicating 
how many consecutive entries in Said Sorted first Section 
have bit fields of each possible value of said bit fields, and 
in which the rest of said first section omits said bit fields 
from the remainder of Said partial entries. 

15. The method of any of claims 1-8 in which the contents 
of a particular backup operation are mounted as a restored 
disk Volume having a directory Structure identical to that of 
the original disk Volume at the time of Said backup opera 
tion, whereby Said files on Said restored disk Volume may be 
accessed from any application Software that uses normal file 
System input/output calls. 

16. The method of claim 15 in which said restored disk 
Volume is accessible on a read-only basis. 

17. The method of claim 15 in which said restored disk 
Volume is accessible for reads and write, all writes to Said 
restored disk Volume being cached in a transient Storage 
means, the contents of which are discarded when said 
restored disk Volume is unmounted. 

18. The method of any of claims 2-8 in which the 
differences between said file to be backed up and said 
previous version of Said file are computed using a probabi 
listic algorithm, including the following Steps: 

at the time when Said previous version was backed up, 
Storing on said backup storage means a set of hash 
function values computed on fixed size chunks of Said 
previous version; 

at the time of Said backup, loading Said previously Stored 
hash function results, 
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comparing Said hash function results from Said previous 
file version to hash function results computed on fixed 
Size chunks of Said file to be backed up; and 

operative when a chunk of Said file to be backed up has 
the same hash value as a chunk of Said previous file, 
representing Said chunk of Said file to be backed up by 
an indeX indicating Said matching chunk of Said pre 
vious version. 

19. The method of claim 18 in which said comparison of 
Said hash function results includes sliding the hash function 
computation from byte to byte within said file to be backed 
up, whereby matching chunks in Said file to be backed up 
may be found on any byte boundary in said file to be backed 
up, and not Solely on chunk boundaries. 

20. The method of claim 19 in which said hash function 
includes computation of a cyclic redundancy check (CRC). 

21. The method of claim 18 in which the contents of a 
particular backup operation are mounted as a restored disk 
Volume having a directory Structure identical to that of the 
original disk Volume at the time of Said backup operation, 
whereby said files on said restored disk volume may be 
accessed from any application Software that uses normal file 
System input/output calls. 

22. The method of claim 21 in which said restored disk 
Volume is accessible on a read-only basis. 

23. The method of claim 22 in which said restored disk 
Volume is accessible for reads and write, all writes to Said 
restored disk Volume being cached in a transient Storage 
means, the contents of which are discarded when Said 
restored disk Volume is unmounted. 


