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SYSTEM AND METHOD FOR VALIDATING SECURITY ACCESS ACROSS A
NETWORK LAYER AND A LOCAL FILE LAYER

Alan Lippman
Chris James Carden

Priority Claim/Related Applications

This application claim priority under 35 USC§ 119(e) to U.S. Provisional Patent
Application Serial No. 60/397,504, filed on July 22, 2002 and entitled “An Invention for
Validating Security Access Across a Network Layer and a Local File Layer” which is

incorporated herein by reference.

Field of the Invention

The invention relates generally to a computer-implemented system and method for
accessing a local resource and in particular to a computer-implemented system for validating

security access across a network layer and a local file layer.

Background of the Invention

Access to the local file system and similar local resources of a computer is generally
restricted to prevent unauthorized access to a computer’s files and to prevent malicious
programs from running on the computer. Such restrictions can take the form of limitations on
hyperlinks in network documents such as web pages, e-mail messages or other media which
may be located on a network or on the local computer. On the local computer, restrictions
may be enforced by the operating system, applications such as e-mail clients and web
browsers, or middleware, drivers and plug-ins that interact with such components. On
external computers to which the computer connects, restrictions may be enforced by web
server or e-mail server software, proxies, firewalls or security software. Restrictions may
take forms in which access to the desired local resource is prohibited, restricted, or subject to

additional warnings or confirmation steps requiring additional user interaction.
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Thus, it is desirable to provide a computer-implemented system and method for
validating security access across a network layer and a local file layer that overcomes the

limitations of the prior systems and it is to this end that the present invention is directed.

Summary of the Invention

The invention presented allows a software component or set of components to validate
a hyperlink to a local (or remote) resource in the context of the network security environment
and to securely allow that hyperlink to access local (or remote) resources without being
subject to additional restrictions or user inconvenience. Additionally, the invention‘may
provide faster response and lower overhead than previous methods. Additionally, the
invention can allow security verification using the network layer when the computer is not
connected to an external network. For example, users who rely on modems for connectivity
are not required to dial in, and portable computers disconnected from their network function
normally. Additionally, the invention allows documents or applications on a network (for
example e-mail messages hosted on the World Wide Web) to hyperlink to local resources
with higher security and lower user inconvenience. The invention also includes the steps
necessary to create the hyperlink, although this part of the system is by nature very dependent
on the specific application of the invention. The invention also includes the method for
selecting the application that handles the local resources, when the local resource is accessed

through the techniques of this invention, resulting in improved the security and reliability.

A particular implementation of the invention, the TrustCast™ media delivery system
(described in the co-pending commonly owned which was incorporated by reference above),
is presented which allows an email recipient to launch a pre-delivered media file with a single
click from within an email program. While some email systems will allow this to be
accorhplished by using the HTML construct of file:/filename within the email, others will
generate a security warning or filter out such a link before it is ever presented to the recipient.
The TrustCast™ system implements the invention described in this patent to avoid both
security warnings, filtering and other processes that render simply sending a link in an email
to file://filename either undesirable or non-functional. This implementation of the invention

also maintains the overall security of the system, and implements a security protocol that
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allows the local user to have access to media, while assuring that the only media that is linked

has been securely delivered and validated by the TrustCast™ system.

The invention as implemented in the TrustCast™ media delivery system, has been
effective for all common email systems, including email applications which are local (e.g.
Outlook, Eudora, Outlook express) or remote (e.g. Hotmail, Yahoo mail) or a combination
(e.g. a local application that displays emails on a web page, such as AOL 6.0 or 7.0 mail). The
implementation entails a set of components, hereafter referred to as the TrustCast™ Local
Server, and the TrustCast™ Local Application, that run at least partly on the recipient’s
computer and that communicate via both the local and network protocols. The TrustCast™
Local Server may or may not run locally and accepts requests for resources via the network

protocols. The requests can be generated by any application, either local or remote.

In a more generic implementation of the invention, the TrustCast™ Local Server is
simply called the Translator, and the TrustCast™ Local Application is either a Custom
Resource or any other local or remote resource. This Invention also covers the situation where
the Translator has the additional responsibility of establishing the resource (e.g. delivering a
file to either local or network storage) and/or customizing the hyperlink that provides access
to the resource. In addition, the invention is designed so that the consultation of the security
policy of the local machine and the security policy of the network resources can be
accommodated, so that the invention can enable access, while maintaining security.

In accordance with the invention, a computer-implemented local resource access
system is provided. The system comprises an initiating program having an instruction that
generates a request for access to a resource, the request including a token and having the form
of a hyperlink. The system further comprises a translator program that receives the access
request from the initiating program wherein the translator program further comprises
instructions that generate a return token in response to the access request and instruction that
return the return token to the initiating program wherein the return token further comprises a
hyperlink containing a path to the local resource.

" In accordance with another aspect of the invention, a computer-implemented method
for local resource access is provided. The method comprises the step of generating a request,
by an initiating program, for access to a resource, the request including a token and having the

form of a hyperlink. The method further comprises generating a return token, by a translator
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program, in response to the access request, and returning the return token to the initiating
program, wherein the return token further comprising a hyperlink containing a path to the

local resource.

Brief Description of the Drawings

Figure 1 is a diagram illustrating a common blocking problem encountered by a user

presented with a web document containing a link to a local resource;

Figure 1A is a diagram illustrating a common blocking problem encountered by a user
presented with a web document containing a link to a local resource wherein the security is
imposed outside of an application and the user of a TrustCast local application that allows a

conditional solution to the blocking problem with respect to a security policy;

Figure 1B is a diagram illustrating a common blocking problem encountered by a user
presented with a web document containing a link to a local resource wherein the security is
imposed outside of an application, and the use the combination of a TrustCast™ Local
application and a TrustCast™ local server allows a conditional solution to the blocking

problem while respecting the security policy;

Figure 2 is a diagram illustrating an example of a method for executing a local

resource in accordance with the invention using a media delivery system;

Figure 2A is a diagram illustrating another example of a method for executing a local

resource in accordance with the invention using a media delivery system;

Figures 2B1 — 2B8 is an example of computer code that implements a preferred

embodiment of the format decision step;

" Figure 3 is a diagram illustrating another example of a method for executing a local

resource in accordance with the invention using a media delivery system;

Figure 4 illustrates another example of a method for executing a local resource in
accordance with the invention using a media delivery system which incorporates security

features;
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Figure 5 illustrates an example of a network attached storage (NAS) device being

accessed using a local resource in accordance with the invention;

Figure 6 illustrates an example of a web-page plug-in accessing a local resource in

accordance with the invention;

Figure 7 illustrates the data dependencies used within the method for generation of a

link to a local resource in accordance with the invention;

Figure 8 is a diagram illustrating a method for generating a link in accordance with the

invention using an e-mail system;
Figure 8A is a screenshot illustrating the user preferences for generating a link;

Figure 9 is a diagram illustrating a method for generating a link in accordance with the

invention using a messaging system;

Figure 10 is a diagram illustrating a method for launching content in accordance with

the invention;

Figures 10A.1 — 10A4 is an example of data used to control the selection of a media

player in a preferred embodiment of the media player selection step; and

Figures 10B1 — 10B10 are an example of the computer code that implements a
preferred embodiment of the media player selection step, using the data shown in Figures
10A1 - 10A4.

Detailed Description of a Preferred Embodiment

The invention is particularly applicable to a media access system that may be used
with the TrustCast media delivery system to access and execute a media file and it is in this
context that the invention will be described. It will be appreciated, however, that the system
and method in accordance with the invention has greater utility as it may be used with any
systern that delivers media to a user and it may also be used with any system which desirably
wants to access local files without the security problems identified above. By virtue of using

a Local Application to perform translation and dispatch, the Invention can also provide
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system level communication functionality beyond simple content access, in that arbitrary
communications with both the operating system and other running processes may be
accomplished. In the description below, the methods described are preferably implemented
using one or more pieces of software code executing on one or more computing resources,
such as personal computers, servers, workstations, PDAs and any other computing device

with sufficient computing resources.

The invention presented allows a software component or set of components to validate
a hyperlink to a local (or remote) resource in the context of the network security environment
and to securely allow that hyperlink to access local (or remote) resources without being
subject to additional restrictions or user inconvenience. Additionally, the invention may
provide faster response and lower overhead than previous methods. Additionally, the
invention can allow security verification using the network layer when the computer is not
connected to an external network. For example, users who rely on modems for connectivity
are not required to dial in, and portable computers disconnected from their network function
normally. Additionally, the invention allows documents or applications on a network (for
example e-mail messages hosted on the World Wide Web) to hyperlink to local resources

with higher security and lower user inconvenience.

The invention also includes the steps necessary to create the hyperlink, although this

part of the system is by nature very dependent on the specific application of the invention.

. A particular implementation of the invention, the TrustCast™ media delivery system,
is presented which allows an email recipient to launch a pre-delivered media file with a single
click from within an email program. The TrustCast™ media delivery system also allows
access to predelivered media from both Web pages and from within messaging systems.
While some email systems will allow this to be accomplished by using the HTML construct
of file://filename within the email, others will generate a security warning or filter out such a
link I;efore it is ever presented to the recipient. Similarly, most messaging systems prohibit
file:// link types and most web browsers are configured with security zones that would
prohibit an external web page from accessing local resources. The TrustCast™ system
implements the invention described in this patent to avoid both security warnings, filtering

and other processes that render simply sending a link in an email to file:/filename either

H
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undesirable or non-functional. This implementation of the invention also maintains the
overall security of the system, and implements a security protocol that allows the local user to
have access to media, while assuring that the only media that is linked has been securely

delivered and validated by the TrustCast™ system.

The invention as implemented in the TrustCast™ media delivery system, has been
effective for all common email systems, including email applications which are local (e.g.
Outlook, Eudora, Outlook express) or remote (e.g. Hotmail, Yahoo mail) or a combination
(e.g. a local application that displays emails on a web page, such as AOL 6.0 or 7.0 mail), and
for common messaging systems (e.g., AOL Instant Messanger), and for all common browsers
(e.g., Internet Explorer 4.0 and above, Netscape 4.79 or better, Mozilla, Safari, etc.). The
implementation entails a set of components, hereafter referred to as the TrustCast™ Local
Server, and the TrustCast™ Local Application, that run at least partly on the recipient’s
computer and that communicate via both the local and network protocéls. The TrustCast™
Local Server may or may not run locally and accepts requests for resources via the network

protocols. The requests can be generated by any application, either local or remote.

In a more generic implementation of the invention, the TrustCast™ Local Server is
simply called the Translator, and the TrustCast™ Local Application is either a Custom
Resource or any other local or remote resource. This Invention also covers the situation where
the Translator has the additional responsibility of establishing the resource (e.g. delivering a
file to either local or network storage) and/or customizing the hyperlink that provides access
to the resource and/of facilitating the access to the resource by helping to select the correct
handling application. In-addition, the invention is designed so that the consultation of the
security policy of the local machine and the security policy of the network resources can be
accorﬁmodated, so that the invention can enable access, while maintaining security. Now, the
invention will be more broadly described based on the figures. First, the content access

problem solved by the present invention will be described in more detail.

Figure 1 is a diagram illustrating a common blocking problem encountered by a user
presented with a web document containing a link to a local resource. In this diagram, a user
}
driven local application 20, such as an email program, a plug-in application or a messaging

application including short message system (SMS) or internet messaging system (IM), and a
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network layer 22 are shown wherein access to a local resource 24 is blocked by the network
layer. The network layer is well known and will not be described further herein. In more
detail, Figure 1 illustrates what can commonly happen when a user is presented with a web
document that contains a link to a local resource using the method of file://localfile. The user
desires to access the local resource, such as a piece of media or content, by clicking on the
link presented to them via various delivery systems, such as e-mail, web pages or other
applications. However, due to security concerns, the user is prevented from accessing (or
blocked from accessing) the local resource. This blocking of the local resource is not always
insurmountable, such as in a local application that responds to a user clicking on a link by
putting up a security dialog that asks if the user wishes to proceed with a possibly unsafe
action. In other cases, the link may be much more difficult to execute, such as in a web-based
email program that automatically filters out such a link unless the user performs a highly
sophisticated combination of actions for each message. Due to security concerns, there are
also some aggressive email programs that will irretrievably remove such a link — in which
case it will never be presented to the recipient. The invention described below permits the
user to access the local resource with the problems/limitations that are imposed by current
systems. Now, another example of the blocking problem that is solved by the invention will
be described.

Figure 1A is a diagram illustrating a common blocking problem encountered by a user
presented with a web document containing a link to a local resource, as described in Figure 1,
and the solution of this blocking problem through the use of the TrustCast™ Local
Application in where an external security policy is consulted outside of the application. In
this ‘evxample, ;che usér ciriven locél >app1i>cAatio‘nA 20 comlnunicatés with a second local
application 26, such as a TrustCast application described in more detail in the co-pending
application incorporated by reference above, but access to the local resource 24 is still
blocked by the network layer. In this example, the second local application 26 may, in
conjunction with a security policy 27, access a local device 28, such as a local resource 28a, a
network layer 28b or other processes 28c. In this example, the local user-driven application
20 contains a hyperlink or component activator within a delivery system, such as an email,
web page or other application, wherein the delivery system attempts to protect the user by

blocking access to the local resource. In this example, the user-driven local application 20
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accesses a link, such as Tmn:// or a plug-in or other protocols, which results in the activation
of the second local application 26 as shown. Now, another example of the common blocking

problem that is solved by the invention will be described.

Figure 1B is a diagram illustrating a common blocking problem encountered by a user
presented with a web document containing a link to a local resource, as described in Figure 1,
and the solution of this blocking problem through the use of the TrustCast™ Local
Application in conjunction with a TrustCast™ Local Server, where an external security policy
is consulted outside of the application. In this example, access to the local resource is again
blockied which inconveniences the user. In this example, the user driven local application 20
generates a hyperlink or component activator (such as HTTP:// example shown) within a
delivery system, such as an email, webpage or other application, which is targeted to the local
server 30. The Local server 30, can then either reflect or otherwise transmit this request to
the TrustCast™ Local Application 26, which can operate as described in Figure 1A. Now,
the invention, that overcomes the above local resource blocking problem, will be described in

more detail.

Figure 2 is a diagram illustrating an example of a method 40 for executing a local
resource in accordance with the invention using a media delivery system. In the diagram, the
steps associated with a local user driven application 42, the steps associated with a network
layer 44 and the steps associated with a local server 46 are shown. In this example, the local
server is a TrustCast local server which may be, for example, executed on a local computer
resource. In more detail, Figure 2 illustrates the invention that enables the playback of
content in the TrustCast™ media delivery system described in the co-pending patent
application which was incorporated above by reference. Generally, the process 40 shown
covers the steps from a user clicking on a link in an email generated by the TrustCast™
delivery system, and ends with a desired local media file being played for the user. The local
resource accessing system enables that method by permitting access to the local resource
without blocking access to the local resource. In this example, the local resource request is

made with an HTTP link with an embedded token that is directed to the local server.

» As shown in Figure 2, the method begins as the TrustCast™ delivery system generates

an email (step 48) containing an http link, which most applications will pass without any
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security warning or restriction to the local machines network layer. An example of software
code that may be preferably used to generate the messaging system links, such as an e-mail
hyperlink in the example, is shown in Figures 2B1 —2B8. When the link is clicked by the
user, an http link is sent to the network layer with a token which identifies the particular local
resource, such as a particular piece of media or content, that is to be retrieved by the link.
The network layer 44 can then pass the http request on to the TrustCast™ Local Server (step
50). In the example of the TrustCast delivery system shown in Figure 2, the TrustCast™
Local Server 46 is a local web server that listens for requests on a specific port and passes
back, through the recipient computers network layer, a variant of the tokens that are passed to

it with a mime type that will launch the TrustCast™ Local Application (step 52).

The security in the system is implemented by either restricting this web server to only
respohd to requests that originate on the local machine and/or by only allowing the returned
tokens to contain paths that lead to media content in a certain set of directories. Additional
security could be implemented by replacing paths with a numeric value that references a
Look-Up-Table (LUT) wherein the LUT could be securely delivered using standardized
protocols. Thus, in step 54, the token is returned (e.g., a file path with a mime type of the
local application 44) and the local application processes the return token (e.g., passes the file
path to the local application). The TrustCast™ Local Application in turns uses the tokens to
decide which local application (e.g. media player) to launch and on what local file. Note that
the TrustCast™ Local Server could also be implemented to perform additional actions in
response to the http requests it receives — one possibility for such an action would be the
passing of information directly to the TrustCast™ Local Application. For example, as shown
in the’ diagram, in‘ step 56, ;[hé ldcai us;er &rivéh’ apphcatlon 44 reéeives tﬁe return token (the
file path to the media file) and the decodes the file path to determine which media player to
launch on the file path. In step 58, using the file path and type information, the media player
is launched with the media file pointed to by the return token. In this manner, the local
resource (the local media file in this example) is accessed and executed in accordance with
the invention. Now, another example of a method for executing a local resource in

accordance with the invention will be described.

Figure 2A is a diagram illustrating another example of a method for executing a local

resource in accordance with the invention using a media delivery system. As with Figure 2,
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in step 48, the local user driven application 42 generates a local resource request (in the form
of an e-mail.) In this example, the local resource request is a TMN link/request to the local
application 44 with a token (whereas in Figure 2, the request was directed to the local server.)
In step 60, the request is passed to the local application 46. In step 62, the local application
46 processes the returns the token by performing one or more actions, such as 1) translating
the token into a path to the media file; 2) deciding which media player to launch to play the
media file; and 3) return the mime type and file path to the local user driven application 42 as
shown. In step 64, the user driven local application launches any other application (such as
launching the Windows Media Player using the media file pointed to by the file path.)
Figures 2B1 — 2B8 are an example of the computer code that may be used to implement the
preferred embodiment of the email link generation step described above. Now, another
example of a method for executing a local resource in accordance with the invention will be
described.

Figure 3 is a diagram illustrating another example of a method 70 for executing a local
resoutce in accordance with the invention using a media delivery system. This diagram
illustrates the more generally applicable method for local resource execution in accordance
with the invention. As with Figure 2, the user driven local application 42 actions, the
communications/network layer 44 actions and a request translator 46a actions are shown at
the top diagram to better understand which actors performs which actions in the method. The
request translator 46a is an element that receives the local resource request translates it into a
file path (such as the local server or local application 46 shown in Figures 2 and 2A), and the
request translator may also be other hardware devices or software devices that perform the
desired functibn. The request traﬁsi;ttér 46& Iﬁay or fﬁay ﬂot bé ﬁhyéically iocéted on&the
same computing resource as the local application. Broadly, the method 70 comprises a
request step 72, a token processing step 74, a return token step 76 and an execute local
resource step 78 wherein each one of which is a step in the process that translates an http
request (in this example) into access to a local resource. The invention is composed of both
the Translator, the Custom Resource and the overall process represented by the four steps in
diagram, which in combination act to enable access to either the Custom Resource or the

local resource.

2
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During the request step 72, a requesting software application 72a (an email client is
this example) generates a request (an HTTP request in this example) with a token
communicated through the network layer to the Translator 46a. Because this request uses the
network layer 44, it is not subject to some or all of the restrictions placed on local accesses.
In accordance with the invention, the request contains a token or set of tokens identifying the
desired resource and action. For example, each token can be a path name, a partial path
name, a resource locator containing path-like information and additional arguments, or a
numeric or alphanumeric token which may be used as a key to look up additional information

maintained in a data table. An example of the Hitp Request with Token would be

http://localhost:27239/index.tmn?file=/Digital %20Kitchen/Nike%20Brand %20T
heatre%20-%20Chapter%203/Nike_3-1.wmv&type=.tmn

- The returned Token is a file index.tmn whose body contains the text

index.tmn ?file=/Digital %20Kitchen/Nike%20Brand %20Theatre%20-
%20Chapter%?203/Nike_3-1.wmv&type=.tmn

This file is then passed to the TrustCast™ local application which translates the
Token into a full path and passes the path to a compatible local application (as described in

figure 10).

During the token processing step 74, the Translator 46a receives the request with the

token, processes the request and token and responds to the request with a return token set

_(step 74a). The return token set, for example, may duplicate all or part of the request tokens

and/or contain other information determined by the request token set. The return token set is
used by the requesting application to locate and access either the Custom Resource or the
local resource. Optionally, the Translator 46a may generate or modify the Custom Resource
prior to returning the result token set. This allows for just-in-time creation or updating of the
information and resources. During the return token step 76, based on attributes of the
information returned, the requester directs the return token set (in step 76a) to either a Custom
Resource or to any local resource 78a. The attributes determining the action may include
tokens as previously described, which may relate to commonly used descriptive elements

such as file extension, Internet MIME types, header values, or unique identifiers used to
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4
indicate information classes. The Custom Resource may be a tightly integrated with the
Translator, or an external component whose actions can be directed through data tokens or

software application programming interfaces (APIs).

During the execute local resource step 78, the Custom Resource may access local
resources directly 78a, or the Custom Resource may direct an external module 78b resident
on the same computer to access local resources. This external module may be a software
component that is otherwise restricted from accessing local resources described in a
networked document. This access may occur via the local file system or local resource access
protocols, or a combination of local and network protocols. Now, another method for

accesging local resources in accordance with the invention will be described.

Figure 4 illustrates another example of the method 70 for executing a local resource in
accordance with the invention using a media delivery system which incorporates security
features. This diagram is similar to Figure 3 with the addition of a security policy that covers
both the local machine and the network resources. Note that in the execution Step 78, the
other resource could be the Initiating Program 72a, in which case the main purpose of the
Invention would be the use of the Translator 46a as a “Validator” (i.e. one who validates).
The Invention provides both access and security, and it’s use as either for either pure
translation or pure validation illustrate opposite extremes of this functionality. As shown, the
request step 72 is identical to Figure 3. In the token processing step 74, the token is
proce‘/ssed in step 74a as above. In addition, the returned token/set of tokens has a network
security policy applied to it in step 74b and the validated token is returned in step 74¢ or an
error report is generated. This Network security policy, could; for example, check whether a

file referred to by the token exists and whether it is in an allowed directory.

The validated return token or the error report is then returned to the network layer 44
which performs the return token step 76 as before. As before, the token is processed in step
76a and then a local security policy is applied in step 76b which validates the return token or
generates in error report in step 80 that is returned to either a local or other level. The Local
Security Policy could perform actions similar to the network security policy, or perform a
distinct set of actions. One such local security policy would be to perform content type

filtering, allowing only certain types of content to be passed on to the appropriate handlers.
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Such a policy could restrict, for example, the ability to send executables via the invention.
Once the validated token/file path is received by the local user driven application 42 to
perform the resource execution step 78, the same process occurs as described above for
Figure 3. Thus, using the method shown in Figure 4, the security of the local resource access

is increased. Now, another method for accessing a local resource will be described.

Figure 5 illustrates an example of a network attached storage (NAS) device 90 being
accessed using a local resource in accordance with the invention. The same method and
method steps are shown and will not described herein except for the differences. Thus,
Figure 5 illustrates the use of a Network Attached Storage (NAS) 90 being accessed by the
local resource 78a. In this diagram, the optional use of an external module (shown in Figure
3) is replaced with the NAS 90. Since the bandwidth between the NAS and the local machine
is often 10 or 100 mbps (mega-bits per second), and since this bandwidth is typically shared
by few machines, there is minimal network impact involved in moving the storage of content
in an external local module onto NAS. In addition there are several benefits including — the
delivery of content when the recipients machine in unavailable, the simplification of
automated backup of the content, the restriction of the content to the local network and the
potential reduction of the total number of copies of the material distributed on the networks,
reducing both network load and archiving costs. Now a method of accessing the local

resource using a web plug-in will be described.

Figure 6 illustrates an example of a web-page plug-in accessing a local resource in
accordance with the invention. Figure 6 illustrates a preferred embodiment of the invention
which permits a web page plug-in to access a local resource in accordance with the invention.

In Figure 6, the translator 46a is a web page plug in. An example of code that would be
placed in a web page to access the plug-in is:

var index = document.getElementByld('IndexDiv");
if ('iedup' 1= chkBrowser())

{ index.innerHTML = g_NotSupportedText;
SetBGImage(g_BGImage);

}

else

{
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var oID = new ActiveXObject("TrustCast.IDRetrievalPlugin");
if(oID !=null)

{
var path = oID.getIssuePath(window, g MediaFile)
if(path I="")
{
path = path.replace(/\Vg, "\");
index.inmerHTML = g_FoundText;
play(path);
1
s
else
{
index.innerHTML = g NoContentText;
SetBGImage(g_BGImage);
}
}
else // TrustCast Client Not Detected
{
index.innerHTML = g NoPluginText;
SetBGImage(g BGImage);
}
}
catch(e) // Error Trap
//alert(e.description);

index.innetHTML = g NoPluginText;
SetBGImage(g_BGImage);

(S

, This code loads the plug in, which in this case is an activeX control, and then calls
oID.getlIssuePath for the content that is to be played. If an error occurs, other content is loaded

onto the webpage.

In this method, the same steps 72, 74, 76 and 78 occur in the same manner. In this
embodiment, the initiating program, such as a web page) 72a generates a direct request to the
translator (a web page plug in in this example) with a token over the network layer 44.
During the token processing step 74, the web page plug-in (the translator) processes the
returns a token based on the request (wherein the web page plug-in) in which a path to the
local file is returned (if allowed by the translator security policy and the file exists) otherwise

a null value is returned. Step 76 is the same as Figure 3 and will not be described herein. At
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the execute local resource step 78, the custom or other resource (such as a Java script in web
page that creates a hyperlink to the local resource returned path unless a null is returned.) The
hyperlink then redirects the user-driven local application to an external module 92, such as a
web page embedded media player in this example. In summary, the above methods permit
access to any local resource (such as a media file in the examples shown in Figure 3 — 6) over
a network layer without the typical problems associated with typical methods. The methods
described above may be used to access a variety of different local files and resources, such as
Videq, audio, trusted software installations, presentations, html files, compressed archives,
etc...; and is not limited to the media file examples provided herein. Now, a method for

generating a link to a local resource in accordance with the invention will be described.

Figure 7 illustrates a method 100 for generation of a link to a local resource in
accordance with the invention. In particular, Figure 6 briefly illustrates the use of the
translator to co-ordinate the creation of the hyperlink of the request step 72 shown in Figures
3- 6, ‘perhaps in conjunction with many other policies and goals. This part of the invention is
highly variable depending on the specific application. In the TrustCast™ system, the
hyperlinks generated to be sent in Email are either file://, http://, tmn:// , or a text link
directing the user to perform an action (such as opening an attachment or looking in a folder).
The link is formatted to be sent in an email (the notification method), after content is
delivered and verified. The link is designed to not violate the security policies of the
TrustCast™ system, while still allowing access to content. The hyperlink contains a reference
to the path to the content (determined either from local machine properties or from network
properties, in the case where content is stored on NAS). As shown in Figure 7, the link
generating method may take into account different variables and characteristics, such as
network properties 102, validation of delivered content 104, a notification method 106 (for
exami)le chosen by the user or the initiating system), a translator capabilities and specific
implementation 108, the delivery of the content 110, the local machine properties 112 and the
security policies 114, in order to generate a hyperlink 116 that is passed onto the initiating
program 72a. Thus, as shown, the actual generating of the hyperlink is highly flexible and
adjustable to suit the particular situation. As a specific example of how the hyperlink
deperids on local properties, a link type of http:// is the default type to be sent in email for

most windows applications, whereas this link often fails on the macintosh platform, and
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where tmn:// is most often successful. Now, several examples of a method for generating a

link in accordance with the invention will be described.

Figure 8 is a diagram illustrating a method 120 for generating a link in accordance
with the invention using an e-mail system and Figure 9 is a diagram illustrating a method 120
for generating a link in accordance with the invention using a messaging system. As most of
the steps in these two examples are duplicative, the two figures will be described together
with differences being pointed out. As shown in both figures, various properties 130 are used
to determine the type of hyperlink to be generated in each situation. As shown in Figures 8
and 9, the properties may include local machine properties 130a, including user preferences,
network properties 130b including user preferences and specific implementation user
preferences 130c, local machine properties 130d including a server port and a content path in
theseﬂexamples, local machine browser properties 130e and a local machine operating system
properties 130f. As shown, the system may determine the composite user preferences 132.

Examples of the user preferences are shown in Figure 8A

Each method also determines a notification method 130g where email is selected in
Figure 8 and a messaging system (e.g., IM, SMS, MMS) is selected in Figure 9. The methods
then determine the notification system type 134, such as mailer or webmail for Figure 8 and
IM, SMS or MMS in Figure 9. Each method also determines the browser type in step 136
and the type of operating system (OS) receiver in step 138. Using the composite preferences
132, the notification system type, the browser type and the OS type, the method determines
the type of link in step 140. Examples of several different email links 142a-e are shown in
Figure 8 and several examples of different messaging links 144a-¢ are shown in Figure 9
including, for example, a localhost link, a loopback link, an email/message with attachment
that launches the content, a file link and a Tmn protocol link. Now, a method for launching

content in accordance with the invention will be described.

Figure 10 is a diagram illustrating a method for launching content 150 in accordance
with tnhe invention and Figures 10A1 — 10A4 and Figures 10B1- 10B10 combine to form an
example of computer code that implements a preferred embodiment of the media player
selection step 162 shown in F igure‘10. As shown, the method receives the path to the content

and content meta-data tokens. In step 152, the method determines if the received content is
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known. If the content is not known, then an error handling process 154 is implemented; this
error handling process may be to simply let the Operating System perform a default operation.
If the content is known, then the method determines if there are handlers available to play the
content in step 156. If not handlers (such as media players) are available, the method may
5  suggest alternatives in step 158 and perform a user notification process 160. If there are
handlers available, then the method determines the best handler in step 162 and then

dispatches the process in step 164 to launch the media/content.

While the foregoing has been with reference to a particular embodiment of the
invention, it will be appreciated by those skilled in the art that changes in this embodiment
10  may be made without departing from the principles and spirit of the invention, the scope of

which is defined by the appended claims.
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Claims:

1. A computer-implemented local resource access system, comprising:

an initiating program having an instruction that generates a request for access to a
resource, the request including a token and having the form of a hyperlink; and

a translator program that receives the access request from the initiating program, the
translator program further comprising instructions that generate a return token in response to the
access request and instruction that return the return token to the initiating program, the return
token further comprising a hyperlink containing a path to the local resource.

2. The system of Claim 1, wherein the initiating program further comprises an
instruction that receives the return token and an instruction that launches an application to
execute the local resource pointed to by the return token.

3. The system of Claim 1, wherein the translator program further comprises a local
application that is part of the media delivery system.

4. The system of Claim 3, wherein the translator program further comprises a local
server that is part of a media delivery system.

5. The system of Claim 1, wherein the translator program further comprises a web
page plug-in and wherein the initiating program further comprises a web page.

6. The system of Claim 1, wherein the initiating program further comprises an e-mail
client application.

7. The system of Claim 1, wherein the initiating program further comprises a
messaging client application.

8.’ The system of Claim 1, wherein the translator program furtﬁer comﬁrises an‘
instruction that applies a network security policy to the return token wherein a validated return
token is returned to the initiating program if the network security policy is satisfied.

9. The system of Claim 8, wherein the network security policy returns an error report
if the network security policy is not satisfied.

10.  The system of Claim 5, wherein the translator program further comprises an
instruction that applies a network security policy to the return token wherein a validated return

token is returned to the initiating program if the network security policy is satisfied.
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11. The system of Claim 10, wherein the network security policy returns an error
report if the network security policy is not satisfied.

12. The system of Claim 10, wherein the initiating program further comprises a java
script that generates a hyperlink to the local resource if the validated return token is returned.

13. The system of Claim 1, wherein the return token generation instruction further
comprises an instruction for determining the type of hyperlink to be sent to the initiating
program.

14. The system of Claim 13, wherein the type of hyperlink comprises one of a
localhost link, a loopback link, a file link and a protocol link.

15. A computer-implemented method for local resource access, comprising:

generating a request, by an initiating program, for access to a resource, the request
including a token and having the form of a hyperlink;

generating a return token, by a translator program, in response to the access request; and

returning the return token to the initiating program, the return token further comprising a
hyperlinktcontaining a path to the local resource.

16. The method of Claim 15 further comprising receiving the return token by the
initiating program and launching an application to execute the local resource pointed to by the
return token.

17.  The method of Claim 15 further comprising, prior to generating a return token,
applying a network security policy to the return token wherein a validated return token is
returned to the initiating program if the network security policy is satisfied.

18.  The method of Claim 17, wherein the network security polidy returns an error
report if the network security policy is not satisfied.

19.  The method of Claim 15, wherein the return token generation further comprises
determining the type of hyperlink to be sent to the initiating program.

20.  The method of Claim 19, wherein the type of hyperlink comprises one of a
localhost link, a loopback link, a file link and a protocol link.
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----------------- The osx preferred embodiment

deé Co?}structBrowser[name, agent, stylel
plame] = name  # Pretty name
blagent]=agent # Identifying UserAgent substring
bl'style]=style # Supported link styles

return b

def CorgtructMailer[name, format, style):
m=
miname’l=name # Pretty name
ml'format]=format  # Supported delivery formats
mi'style] =style # Supported link styles
return m |

def ConstructOSXDatal):

osx = {}

webmails = {}

webmailsl'AOLT = ConstructWebmail(AOL', ‘aal.com, (multipart,),
[protocal, loopback, localhost))

webmails'CS'T = Construct\Webmail( CompuServe', 'cs.com’, (multipart,),
(attachment,))

webmailsl'ATT'] = ConstructWebmail(ATT Worldnet' ‘worldnet.com’,
(text,), (protocal, loopback, localhost, attachment,)) |

webmailsTATT'] = ConstructWebmail(Earthlink’, 'earthlink.com’, (text,)
(attachment,))

webmails[Hot'] = Construct\WebmailHotmail', ‘hotmail.com’
(multipart,), (loopback, localhost, )

webmails['Yah'l = Construct\Webmail('Yahoo!', 'yahoo.com, (multipart,),
(loopback, localhost,))

0sx['webmails'] = webmails

mailers = {}
mailers['AOp3'1 = ConstructMailer{'AOL 8' (multipart,), ())

mailersl'emal’] = ConstructMailer(‘Apple Mail', {multipart,). (protocal,
loopback, localhost, )]

mailerslOPIM'T = ConstructMailer(Entourage X', (multipart,), (loophack,
oahost, le.) SUBSTITUTE SHEET (RULE 26)
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mailers[CS0m’] = ConstructMailer(‘Eudora 5+, (multipart,), (protacal,
loopback, localhost,))
’ m]?ilers['l\/lgll'] = ConstructMailer('Magellan', (text,), (localhost, loopback,
lle,
: m]zi:;ilers['BLTD'] = ConstructMailer(Mailsmith', (text,), (localhost, loopback,
lle,

mailers['Miby'1 = ConstructMailer(Mulberry', (text,), (locathost, loopback,
file, attachment,)) |

mailers!'Cmlt'] = ConstructMailer('PowerMail', (multipart,), (protocol,
loopback, localhost,))

mailers{ CeLP'] = ConstructMailer(QuickMail Pro’, (text,), (protocol,
loopback, localhost,))

osx['mailers'’] = mailers

browsers = {}
browsers('’AOp3'l = Construct Browser('ACL 8,
'AOL', (protocaol, )
browsers['CHIM' = ConstructBrowser(Caming’,
'Camino', (protacaol, file,)
browsers(iCAB'T = Construct Browser(iCab 2.9+
iCab", (protocol, loopback, localhost, attachment, )
browsersI'MSIE'T = Construct Browser(Internet Explorer 5.2+,
MSIE 5.2, (loopback, localhost,, file, attachment,))
browsersI'MOZZ'l = Construct Browser('Mozilla 1.3+
fnord’, (protocol, loopback, localhost, file, attachment,))
browsers'MOSS'] = ConstructBrowser(NetscapeNavigator7+ '
‘Netscape/, (pratocol,))
browsersl' OWEB'] = Construct Browser(OmniWeb 4.1+
OmniWeb', (protocal, file,))
browserslOPRA'l = Construct Browser(Opera 6/,
‘Opera, (protocol, loopback, locathost, attachment,))
browsersl'sfri’l = Construct Browser('Safari 1.0 v74 (aka Beta 2)'
‘Safarf, (protocal, file,))
osx'browsers'] = browsers

return osx
def ConstructMacDatal):
mac = {}

webmalls =8 SUBSTITUTE SHEET (RULE 26)
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webmailsl'AOLT = ConstructWebmail(AGL', "aol.com', (multipart,),
(protocol, loopback, localhost,))

webmails['CS'l = ConstructWebmail CompuServe', 'cs.com', (multipart,),
(attachment,))

webmailsl'ATT'} = ConstructWebmail'ATT Worldnet', 'worldnet.com’,
(text,), (protocal, loopback, localhost, attachment,))
~ webmails['ATT] = ConstructWebmail(Earthlink', ‘earthlink.com’, (text,),
(attachment,))

webmails{Hot'1 = ConstructWebmail'Hotmail', ‘hatmail.com’, (multipart, ),
(loopback, localhost,)) _ |

webmails['Yah'l = ConstructWebmail('Yahoo!', ‘yahoo.com', (multipart, ),
(loopback, localhost,))

macl'webmails'l = webmails

mailers = {}

mailers['AQp3'1 = ConstructMailer(ACLY', (multipart,), ()]

mailersI'MSNM' = ConstructMailer({Outlook Express', (multipart,),
(protacol, loopback, localhost, file, )]

mailers['OPIM'1 = ConstructMailer(Entourage 2001", (multipart,),
(protacal, loopback, localhost, file,) |

mailersl CSOm’] = ConstructMailer(Eudora ', (multipart,), (pratocol,
loopback, localhost, file,))

macl'mailers'’] = mailers

browsers = {} | o
browsers['AOp3'1 = Construct Browser(AOL 5/,
'‘ACL’, (protacol, file, attachment,))
_browsers[iCAB'] = Construct Browser(iCab 2.9+
‘iCab', (protacol, loophack, localhost, file,))
browsersMSIE'T = Construct Browser(Internet Explorer’,
'MSIE', (protocal, loopback, localhost, file, attachment, )
browsersIMOZZ'1 = Construct Browser(Mozilla 1.2.1"
‘fnord’, (protocol, loopback, locathost, file, attachment,))
browsersMOSS] = ConstructBrowser( Netscape Navigator 6,
Netscape/, (protocol, loopback, localhost, attachment,))
browsers['OPRA' = Construct Browser('Opera 5',
Opera’, (pratocol, file,))
maclbrowsers'] = browsers

SUBSTITUTE SHEET (RULE 26)
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return mac
def Cor{I?tructWebmaiI(name, domain, format, style):
W

wlnamel=name # Pretty name

wl'domain’ = domain  # Root domain
wl'formatl=format # Supported dellverY formats
wl'stye'l = style # Supported delivery styles

refurn w

def DetermineMailerSettings(_mailto,_http,pd):
error = {}

mailers = pdI'mailers’]
browsers = pdl'browsers']

# s the mailer supported?
if_mailto not in mailers.keys():
errorl field'] = ‘mailer
error[valuel = _mailto |
errorl message’l = 'Sorry, that Email Client is not supported.
errorlerror(field'l] = mailers.keys()
return error

# Is there a standalone link sytle?
for 1in(protocal,): ~ -
if 1 in mailersl_mailto]l'style'
errorl format'] = mailers[_mailtoll format (0]
errorl'style’] = 1
return error

# Does it work with the browser?
if _http not in browsers keys():
error[field'] = 'browser
errorl value'l = _http
errorl message| = 'Sorry, that \Web Browser is not supported.”
errorlerror(fieldll = browsers.keys()
return error

SUBSTITUTE SHEET (RULE 26)



WO 2004/010258 PCT/US2003/022800

10/36 FG. 2B5

for 1 in mailersl_mailtol['style™:
if 1 in browsers|_httpl['style:
error{ format'] = mailers[_mailtoll format'1[0]
error('style’] = 1
return error

# Nope, s0 suggest one that will.
error{ field'] = ‘browser
error(value'l = _http
errorl message’l = ‘Sorry, that Web Browser does not work with your
Email Client.
errorlerror! field'l] = []
for 1in majlers[__mailto’]['stE/Ie']:
for_http in browsers.keys():
if 1 In browsers(_httpil'stylel:
error{error{field'1.append(_http)
return error

def Determine WebmailSettings(inProvider, _http,pd):
error = {}
webmails = pdl'webmails']
mailers = pdl'mailers’
browsers = pdl'browsers']
# |s the webmail system supported?
if inProvider not in webmails.keys():
error(field'] = 'provider
error{ value'l = inProvider -
_error'message’] = ‘Sorry, that Email Provider is not a supported Web
Mail system.’
errorlerror{ field'l] = webmails.keys()
return error

# Does it work with the browser?
if _http not in browsers.keys():
error(field'] = browser
error{ valugl = _http
errorl'message’] = ‘Sorry, that Web Browser is not supported.
error{error( field'll = browsers.keys()
return error
for 1 in webmailslinProvider['style':
SUBSTITUTE SHEET (RULE 26
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if 1 in browsersl_httpll'style’:
errorl'format'] = webmailslinProviderl format 101
errorl'style’] = 1
return error

# Nope, s0 su%gest one that will,

errorl field = browser

error{'valuel = _http |

errorl'message’] = ‘Sorry, that \Web Browser does not work with your Web
Mail system.’

errar{error! field'1] = (I

for 1 in webmailerslinProvider]l'style'l:

for_http in browsers.kexs[]:
if 1 in browsers!_httpl'style:
error{error{ field'11.append(_http)

return error - |
def DetermineDeIiverBSettmgsunProwder,_mallto,_http,pd]:
if inProvider ! = "ISP"
return | o
Determine\WebmailSettings(inProvider=inProvider, _http=_http,pd=pd)

return DetermineMailerSettings(_mailto=_mailto,_http=_http,pd=pd)
def ProviderFromEmaillinEmail,pd):

webmails = pdl'webmails’

-atIndex = string.find(inEmail, @)

domain = inEmaillatindex + 1:]

for w in webmails keys(): |

if webmailsiwl{'domain’l==domain:
return w

return '15P S
def PlatformDeliveryValuetfield,pd,inEmail,_http=None,_mailto=None):

provider = ProviderFromEmail(inEmail=inEmail,pd=pd)

error = x
Dgterdr?ineDeIiverySettings(inProvider:provider,_mailto:_maiIto,_http:_http,
pa=p

if error.has_keylfield):
return errorlfield]
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return None

the generalized code path
## file, localhost, loopback, attachment
def GetDefaultDeliveryStyle(self, platform = None):
mappings ={ 'mac": 'protocol’
0sx : localhost}
if platform in mappings.keys():
|delivery__style = mappings(platform!
else:
delivery_style = self roots! DefaultDeliveryStyle'
return delivery_style
## plain, html, multi
def GetDefaultDeliveryFormat(self, platform = None):
return self.roots[ DefaultDeliveryFormat']

def DeliveryFormat(sel, reciﬁient, _05=None, _http = None, _maito = None):
if self.platform_helpers.has_key(_os):
delivery_format =
PlatformDeliveryValue(field="format',pd=self platform_helpers!_os],inEmail=
recipient,_mailto=_mailto,_http=_http)
if delivery_format:
return delivery_format

mappings = {'earthlink.com' : ‘plain

delivery_format = self GetDefaultDeliveryFormat(_os)

index = recipient.rfind(@

mail_host = recipientlindex+1:]

if mail_host.lower() in mappm?s.keys[]:
delivery_format = mappingsimail_host]

return delivery_format

def DeliveryStyle(self, recipient, _os = None, _http = None, _maito = None):
if self.platform_helpers.has_key(_os):
delivery_style =
PlatformDeliveryValue(field='style', pd=self.platform_helpers|_os] inFmail=rec
Ipient,_mailto=_mailto,_http=_http)
If delivery_style:
return delivery_style
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## lower case ONLY
maﬁpings ={ None : {'earthlink.com’ ; 'attachment’, 'cs.com' :
'attachment’, 'acl.com’ ; loopback’},
'mac’: {'cs.com'’ : ‘attachment’, ‘aol.com’: file', ‘yahoo.com':
'locathost ),
'osx : {'cs.com' ; ‘'attachment’, 'aol.com’: 'file', 'yahoo.com':
'localhost},
‘win' : {'earthlink.com’ ; ‘attachment’, ‘cs.com’ : ‘attachment,
‘a0l.com’ : ‘loopback’}} |
delivery_style = self.GetDefaultDeliveryStyle(_os]
index = recipient.rfind(@)
if _os in mappings.keys():
0S_mappings = mappingsl_os]
mail_host = recipientlindex+1:1.lower(]
if mail_host in os_mappings.keys():
delivery_style = 0s_mappingsimail_host]
return delivery_style
an xml fragment used in conjunction w/ code above
<key>DefaultDeliveryFormat</key>
<string>multi</string>
<key>DefaultDeliverystyle</key>
<string>localhost</string>
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<key>goodPlayerList</key>
<array>.
<dict> |
<key>extensions</key>
<aray> '
<string>.m3u</string>
</array>
<key>MIMEType<hey>
<str|n(ﬁ;>audm/mpegurl</str|ng>
<key>helpers</key>
<array>
<dict>
<key>name</key> _
<stmn?>GUIckT|me Player</string>
<key>tleCreator</key>
<str|n?>TVDD</5tr|ng>
<key> |IeMge<A<ey>
- <string>M3U </string>
</dict>
<dict>
<key>name<hey>
<5mn?>RealPlayer</stmng>
<key>tileCreator</key>
<str|nP>PNst</stmng>
<key> |leTKFe</key>_
- <string>PNRA</string>
</dict>
<farray>
<key> escmgtnon</key> .
- <string>MP3 PlayList</string>
</dict>
<dict> _
<key>extensions</key>
<array> '
<string>.mpeg</string>
<string> mp3</string>
</array>
<key>MIMEType<hkey>
<stmnﬁ>v1deo mpeg</string>
<key>helpers</key>
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<dict>
<key>name</key> .
<strm?>[3ukanme Player</string>
<key>fileCreator</key>
<str|n?>TVOD</strmg>
<key> ||elafge</key>_
. <string>MPEG</string>
</dict>
<dict>
<key>name</key> _
<stmn?>RealPlayer</stmng>
<key>fileCreator</key>
<stmn?>PN5t</strlng>
<key> 'IEMBEdkeP
- <string>MPEG</string>
</dict>
</array>
<key.>descrlgt|0n</key> .
~ <string>MPEG-1 Movie</string>
</dict>
<dict> _
<key>extensions</key>
<array> |
<string>.asf</string>
<string>.wm</string>
<string>.wma</string>
<string>.wmp</string>
<string>.wmv</string>
</array>
<key>helpers</key>
<array>
<dict>
<key>name</key>
<stmn?>Wmdows Media Player 7</string>
<key>tleCreator</key>
<strm?>l\/|sU1 </string>
<key> |IeT§pe</key>
<string>ASF_</string>

it
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<key>description</key> ,
- <string>Windows Media File</string>
</dict>
<dict> .
<key>extensions</key>
<array> .
<string>.asx</string>
<string>.wax</string>
<string>.wmx</string>
<string>.wvx</string>
</array>
<key>helpers</key>
<array>
<dict>
<key>name</key> .
<stmn?>W|ndows Media Player 7</string>
<key>fileCreator</key>
<string>Ms01</string>
<key>fileType</key>
- <string>ASX_</string>
</dict>
</array>
<key>description</key> ,
- <string>Windows Media File</string>
</dict>
<dict> - S
<key>extensions</key>
<array> _
<string>.tmn</string>
</array>
<key>MIMEType</key> |
<stmng>appIxcatlon/x-tmn-tmn</stmng>
<key>helpers</key>
<array>
<dict>
<key>name</key> _
<stmn?>TrustCast Helper</string>
<key>fileCreator</key>
<string>tmnH</string>
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<key>fileT R/?dkey>

. <string>xTMN</string>
</dict>

<array>
<key>description</key>

~ <string>TrustCast lin file</string>
</dict>

</array>

FIG. 10A4
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i
% € getPathFromExeString
TMNStringPtr
?etPathFromExeStmng[TMNStrmgPtr sExeString)

if(sExeString == 0) return O;

TMNStringPtr sPath;

/I parse the executable path out of the string
int firstChar = 0;

{f(sExeStmng >charAt(0) == ")

}sPath = sExeString->substring(1, sExeString->indexOf(TMNStr (".exe\’ "))+4):

else
{

}sPath = sExestring->substring(0, sExeString->indexOflTMNStr (".exe ™)) + 4):

}return sPath;
/l
Z € checkVersion

bool
checkVersnon[TMNchtmnaryPtr handlerDict, TMNStrmgPtr inExeString)

P

// compare Versions

TMNStmngPtr VersionReq = handlerDict->get(TMNStr
(versionLow")).as{(TMNString*)0);

iftVersionReq == 0 | pAFng >verCmp VerSIonReq pApp-
?etVersmnmeFlle getPathFromExeString( mExeStmng]]] <={)

VersionReq = handlerDict->get(TMNStr ('versionHigh')).as ((TMNString*)0):
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ifVersionReq == O Il pApp->verCmp(VersionRea, pApp-
>gietVersmnFromF|Ie(getPathFromExeStrmg(mExe tring))) >= 0)

return true;

}
}

?atch(...]

// couldn't compare versions for some lame reason, assume true and
hope
return true;

}return false:

//
//€ isListed
//

boal

isListed(TMNStringPtr inHandler, TMNStringPtr inExeString,
{TMNchtlonaryPtr inList, bool userDefault)

TMNDictionaryPtr handlerDict:

// load the list of helper apps from the input dictionary
TMNVectorPtr tempVec = inList->get(TMNStr
(helpers")).as((TMNVector*]0);

if(tempVec == 0 return false;

// check them all, if the handler matches assume true;
TMNDictionaryPtr tempDict;

TMNSmn%Ptr tempString;

Eor[mt | =0; 1 < tempVec->size(); i++)

tempDict = tempVec->elementAt(i).as{(TMNDictionary*)0);
ifttempDict == 0) continue;

tempString = tempDict->get{userDefault ? TMNStr ('userKey") : TMNStr
('rootKey)).as ((TMNString*)0);

ifltempString == 0) continue;
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iﬂinHandIer‘->equalslgnoreBase(tempString]]

handlerDict = tempDict->clone().as((TMNDictionary*)0);
break;
}}
/I if something was found, check to make sure the version of the handler
falls in the ran?e in the list
%f[handlerDict = 0)

}return checkVersion(handlerDict, inExeString);
}return false;

/!
Z € getBestPlayerfromGoodList

TMNStringPtr | |
?etBestPlayerfromGoodList(Tl\/lNDictmnaryPtr inDict)

// load the helpers from the list

TMNVectorPtr helperVec = inDict->get(TMNStr
(helpers')).as((TMNVector*)0);

ifthelperVec == 0) return O;

TMNStringPtr l%oodPIayerKey;
TMNDictionaryPtr tempDict;

TMNStringPtr sFullExeString;

TMNStringPtr sDefaultVerb:

/lfor each helper listed

Eor[mt | = 0; 1< helperVec->size(): i++)

// get the helper info .

tempDict = helperVec->elementAt(i).as ((TMNDictionary*]0):
ifttempDict == 0) continue;

sFuHExeStrm% =(;

/I try to get the player based on the HKEY CURRENT USER info .
%oodPlaYerKe = temFcht->get(TMNStr ("userkey")).as ((TMNString*10);
If(goodPlayerkey != 0 |
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// get the path to the player |

sDefaultVerb = pApp->getRegistrXstmng(HKEY_LOCAL_MACHINE, TMNStr
&E(BBT WARE\\Classes\\Applications\\') +goodPlayerKey + TMNStr ("\shel),

}f(sD’efaultVerb == (]

}sDefauItVerb = TMNStr ("open’);

sFuHExeStrirﬁ\-/_- EAEp->getRegistrySt|jing[HKEY_LCAL_MACHlNE,
TMNStr ("SOFTWARE\Classes\Applications\\') + oodPlaKerKey + TMNStr
("}\shell\\"] + sDefaultVerb + TMNStr ("\\command'), NULL):

// if if the HKEY_CURRENT_USER info does not exist, try the
HKEY_CLASSES_ROOT info
%ﬂsFullExeString == ()

/I get the path to the player

gzoodPIa¥erKe = tempDict->get(TMNStr ("rootKey")).as ((TMNString*)0);

iflgoodPlayerKey == 0) continue;

sDefaultVerb = 1pA&p->getRegie",tr‘KlEitring[HKEY_CLASSESLF%DDT,,
goodP|a¥erKe + TMNStr ("\shel"}, NULL;

iﬂsDe aultVerp == 0]

| }sDefau!tVerb = TMNStr ("open”);

sFullExeString = pA p->getRe?istryStrin%(HKEY_CLASSES_RDDT,
?oodPlayerKe}/ + TMNSEr (\shell\') + sDefaultVerb + TMNStr
\\command"}, NULL};

// if nothing has been found, continue

%f[sFullExe tring == ()

}continue;

}

// check to make sure the file exists (hasn't been uninstalled)
TMNFilePtr fileExe = new
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TMNFile(getPathFromExeString(sFullExeString));
if(ifileExe->exists()) continue; , . o
l'// make sure that the versions of the file falls in the range specified in the
ISt
i{ﬂtempDict = 0 && sFullExeString != 0)

}if(checkVersion(tempDict, sFullExeString)) return sFullExeString;

}
return O:

//
Z € getApprovedPlayer

TMNStringPtr o
{TMNChent::getApprovedPlayer[TMNStmngPtr inFileType)

TMNProcLo procLog['_'TI\/INClient::get/-\svprqvedPlayer");
TMNStringPtr sExtension = TMNStr (".") + inFileType:

bool userDefault = true;

// I\;eet the default handler info from HKEY_CURRENT_USER
TMNStringPtr sDefaultHandler = pApp

>getReg|str otring(HKEY CURRENT _USER, TMNStr ,
(oftware\Wicrosoft\Windows\CurrentVersion\Explorer\\FileExts\\') +
sExtension, TMNStr (*Application"));

iﬂsDe,faultHandler == (1| sDefaultHandler->length() == 0)

// if there is none there, try HKEY CLASSES_ROOT
userDefault=false;

sDefaultHandler = pApp->getRegistryString(HKEY_CLASSES_ROOT,
s}Extensmn, NULL);

// get the executable path
TMNStringPtr sDefaultExeString;
l{f(sDefault andler = 0)

TMNStrin?Ptr sDefaultVerb:

/I If the info came from HKEY_CUHHENT_USER, check the proper spot in
the registr
ifluserDefault)
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{

sDefaultVerb = pApp->getRegistryStringtHKEY_LOCAL_MACHINE, TMNStr

("'SOFTWARE\\Classes\\Applications\\") + sDefaultHandler + TMNStr

("\shel"), NULL); ,
if(sDefauItVerb ==()

| }sDefauItVerb = TMNStr ("open™):

sDefaultExeString = pApp->getRe?istry8trinc]1[HKEY_LOCAL_MACHINE,
TMNStr ("SOFTWARE\Classes\Applications\'} + sDefaultHandler +
TI;/INStr (Mishell\' + sDefaultVerb + TMNStr ("\command'), NULL):

//if the info came from HKEY_CLASSES_ROOT, check the proper spot in
the registry

Flse

sDefaultVerb = pApp->getRe istryString(HKEY_CLASSES_ROOT,
sDefaultHandler + TMNStr (\\shel"), NULL)

%f[sDefaultVerb ==()

}sDefaultVerb = TMNStr ("open’);

sDefaultExeStrin? = pApp->getRegistryString(HKEY_CLASSES_ROOT,
sDefaultHandler + TMNStr ("\\shel\\") + sDefaultVerh + TMNStr
("}\command"], NULL):

/I check to make sure the file exists thasn't been uninstalled)
?‘[sDefaultExeString 1= 0)

_ TMNFilePtr fileExe = new |
TMN_FlIe[getPathFromExeStmn?(sDefaultExeStmng)];
iftfileExe->isAbsolute() &8 !fileFxe->exists()
} sDefaultExeString = O;

}

// ,%E/ the good/badde/layer lists il |
Theciorftr qagieetar = OERdRa il oL E 26
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TMNVectorPtr badVector = getBadPlayerList0): '

TMNDictionaryPtr goodPlayerList;
TMNDictionaryPtr badPlayerList;

// get the good pla%ler list for the current file type
if[goodVector =

TMNDictionaryPtr tempDict:
TMNVectorPtr tempVec;

TMNStrirégPtr tempString;

bool found = false;

Eor(int 1 =0; i < goodVector->size(); i++)

tempDict = goodVector->elementAt(i).as (TMNDictionary*)0):
if(tempDict == 0) continue;

tempVec = tempDict->get(TMNStr ("extension”)).as{(TMNVector*]0)
if(tempVec == () continue;

{or[intj =0; ] < tempVec->sizel); j++]

’
i

tempstring = tempVec->elementAt(j).as ((TMNString*)0);
if(tempString == 0) continue;

1f[inFi|eType->equaIsIgnoreCase(tempString]]

found = true;

~ goodkPIayerList = tempDict->clonel).as ((TMNDictionary*)0):
reak;

}
}if[found] break:

}
// get the bad player list for the current file type
if[badVector = 0)\/

TMNDictionaryPtr tempDict;

TMNVectorPtr tempVec;

TMNStrir(lngtr tempString:

bool found = false:

forlinti=0; i <§ﬁ\§§%ﬁ5@ﬂlé+§H EET (RULE 26)
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tempDict = badVector->elementAt(i).as ((TMNDictionary*)0)
if(tempDict == 0) continue; \
tempVec = tempDict->get(TMNStr ("extension')).as{(TMNVector*)0):
ifttempVec == 0] continue;

Ior(mt] =0; ] < tempVec->size(): j++)

{

v
1

tempString = tempVec->elementAt(j).as ((TMNString*)Q):
if(tempString == 0) continue;

iﬂinFiIeType->equa|s|gnoreCase[tempString)]

found = true;

gadPliayerList = tempDict->clonel).as ((TMNDictionary*)0);
reak;

}
}
}if(found] break:

}

/I i there is no mention of this filetype in the list, return the default,
}f(goodPIayerList ==(]]

procLog.writeLog("No good player list specified for this filetype"):
/[ if there is no default, error., S |
h;[sDefaultExeString ==()

FrocLog.writeLog["No default player available’)

ogError{'TMNClient::getApprovedPlayer”, TMNStr ("Unable to locate
executable: "));

}return 0
// make sure the default is not listed as bad

iflbadPlayerList = 0 &8 isListed(sDefaultHandler, sDefaultExeString,
bz{:de!ayerList, userDefault))

: prgfLog.writeLog("Default player listed as bad, no good list to choose
rom’);

o TN T B
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listed as bad"));

}return 0:

procLog.writeLog("Using default player:
}return sDefaultExeString;
1 no“dgfault player, check the good list to see if there are ANY players
installe
}f(sDefaultExeString == ()

ﬁ)_rocLog.writeLDE("No default player available"); |
MNStringPtr skxe = getBestPlayerfromGoodList(goodPlayerList):
%f[sExe I=0)

procLog.writeLog(*Found good player");

}return sExe;

// no good pla{ers installed. |
FrocLog.write 0g("No good players installed");
ogError("TMNClient::getApprovedPlayer”, TMNStr (*No player found'));
}return 0;
// check good player list, if default is in there, run with it
if(isl_lsted[sDefaultHandIer, sDefaultExeString, goodPlayerList, userDefault))

procLog.writeLog("Default player in good list");

r{/ in case of a all-inclusive version in the good list, make sure the version
that

// is the default is not on the bad list.

ifbadPlayerList == O Il lisListed(sDefaultHandler, sDefaultExeString,
b?dPIayerList, userDefault))

procLog.writeLog("Using default player’);
}return sDefaultExeString;
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}procLog.writeLog["DefauIt player also in bad list");

I'// if the bad player list is null, then ONLY play with a player from the good
ISt

//if the handler is in the bad list, find the first installed player in the good
list and return

ifbadPlayerList == 0 Il isListed(sDefaultHandler, sDefaultExeString,
badPlayerList, userDefault))

{

%rocLog..writeLoE("Exclusive good list detected’); |
TMNGtringPtr stxe = getBestPlayerfromGoodList{goodPlayerList);
}ﬂsExe =] <
procLog.writeLog("Found good player"):

}return sExe;

FrocLog.writeLog(“No good players installed"):

ogError("TMNClient:getApprovedPlayer”, TMNStr ("No player found"));
return O; |

}
procLog.writeLog(*"Using default player");
// the handler is not bad nor is it good, return it and hope.

}return sDefaultExeString;

SUBSTITUTE SHEET (RULE 26)



	Abstract
	Bibliographic
	Description
	Claims
	Drawings

