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KEY GENERATION INFORMATION TREES

BACKGROUND

[0001] A computing device may include persistent main memory. As used herein,
the terms “persistent main memory” and "non-volatile main memory” refer o
memaory that is directly addressable by a processor and that stores data even when
power to the memory is lost. The persisient main memory may be used as working
memony 1o store transient date and may be used as long-erm storags o store
persistent data. The computing device with persistent main memory may hot need
to spend time moving data between secondary storage and main mamory. Thus,
the computing device may have better performance than a device that does spend
time moving data between secondary storage and main memory.

BRIEF DESCRIPTION OF THE DRAWINGS
{0002] Figure 1 is a block diagram of an example system to decrypt dala on a
compiter-readable medium.
[0003] Figure 2 is a biock diagram of another example system to decrypt data on
a computer-readable medium.
{0004] Figure 3is a block diagram of still another example system {0 decrypt data
o a computerreadable medium.
[0005] Figure 4 is a schematic diagram of an example tree that may be stored in
a metadaia region of a computer-readable medium.
{0008] Figure 5 s a flow diagram of an example method 1o generale and store
Keys on a computer-readable medium,
{0007] Figure 6 15 a flow diagram of another exampile method 1o gensrate and
store keys on g computer-readable medium.
[0008] Figure 7 is a block diagram of an sxiample camputer-readable medium
including instructions that cause a processor to determine key generation
information for a decryption key.
[0009] Figure 8 is a block diagram of another example computerreadable
medium including instructions that cause a processor to determine key generation
information for a decryption key.
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DETAILED DESCRIPTION

{0010] A computing device with persistent main memory may pose additional
securily risks. Even giter power is lost, the persistent main memory may continue
to store sensitive or important transient data. An attacker who gains access to the
computing device may be able to steal or corrupt the transient data if it is left
unprotected. in addition, sensitive or important persistent data may be stored on
the persistent memory. The attacker may also be able {o steal or corrupt the
persistent data T is s unprotected.  Accordingly, the persistent and transient
data in the persistent main memory may be encrypted to protect the persistent and
transient data.

[0011] A cryptographic engine may encrypt and decrypt the data on the persistent
main memory. As used herain, the term “encrypt” refers to converting data o a
form in which it is difficult to oblain the origina! data without a particular key. The
ferm “decrypt” refers to using a particular key to convert encrypted data back to s
original form. The term “difficull” refers 1o an action that cannot be performed or
cannot be performed without significant time, processing resources, or specialized
ools. In an example, the computing device may execute a3 software program to
encrypt and decrypt the data on the persistent main memory. However, the time
for the software program 10 encrypt and-decrypt the data may be ¢ slow as 1o
negate any performance benefit from replacing secondary storage with persistent
main memory. instead, the computing device may include hardware or firmware
o encrypt and decrypt the data on the persistent main memory. For example, the
hardware or finnware may be included in a system-on-chip {SoC) and may be
between a memory controlier on the SoC and the persistent main memory external
to the SoC. Alternatively, the hardware or firmware may be a device separate from
the SoC in the memory path between the memaory condroller and the persistent
main memory.

{00121 The persistent main memory may be divided into a plurality of regions.
Each region may be encrypted and decrypted by a different, unigue key. For
exampie, the memory may include unencrypted but digitafly signed data, system
data, user datg, or the like. Using different keys may provide a higher level of

security. A malicious system or user may be unable {0 steal or corrupt data from
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other systems or users because the malicious system or user does not have the
keys 10 access that data. The keys may have different properties associated with
them. Some keys may be migratable and may allow a user under appropriate
circumstances o move the keys and associated data to ancther system or receive
the keys and associated data. Other keys may be non-migratable and may not be
provided 1o the user or other systems.

{00131  Inan example, the keys may be slored in a secure location at the SoC or
cryptographic engine thatis difficult o access or tamper with, However, there may
not be sufficient space in the secure storage to store every key as well as
associated metadata, such as which regions of the persistent main memory are
associated with each key, whether a key 1§ migratable or not, elc. Information
usable to generate each key and metadala associated with each key may be stored
iy the persistent main memory. In an example, the metadsata and key generation
information may be stored as a list, buf searching the list for the metadata and key
generagtion information may be hefficient.  Performance of the cryplographic
engine may be improved by storing the metadata and key generation information
efficiently in the persistent main memory.

{0014] Figure 1 is a block diagram of an exampile system 100 o decrypt data on
a computerreadable medium 120, The system 100 may include the computer-
readable medium 120, which may include a plurality of regions 121, 122. The
computer-readable medium 120 may be a non-fransifory computer-readable
meadium, such as a volatile computerreadable medium {e.g., volatile random
greess memory (volatile RAM), a processor cache, a processor register, elc), a
non-volatile computer-readable medium {(e.g.. a magnetic storage device, an
optical storage device, a paper storage device, flash memory, read-only memory,
non-volatile RAM, sic.), andior the like. The regions 121, 122 may be distinct
locations in the computer-readable medium 120 able to contain data.

{0015] The system 100 may include a cryptographic engine 110 communicatively
coupled with the computer-readable medium 120, As used herein, the term
“‘engine” refers to hardware (e.q., a processor, such as an integrated circuit or other
circuitry} or a combination of software {e.g., programming such as machine- or

processor-execuiable instructions, commands, or code such as firmware, a device
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driver, programming, object code, efc) and hardware. Hardware includes a
hardware element with no software elements such as an apphication gspecific
integrated circuit {ASIC), a Field Programmable Gate Array (FPGA), eic. A
combination of hardware and software includes software hosted at hardware (e.g.,
a software module that is stored at a processor-readable memory such as RAM, a
hard disk or solid-state drive, resistive memory, or optical media such as a digital
versatile disc {(DVD), andior executed or interpreted by a processor), or hardware
and software hosted at hardware.

[0016] The cryplographic engine 110 may store a root key. For example, the
cryptographic engine 110 may store the root key in a secure location where it will

cryptographic engine 110. The oryplographic engine 110 may refveve key
generation information for one of the plurality of regions 121, 122 from a tree stored
on the computer-readable medium 120. As used herein, the term “key gangration
information” refers to information that can be processed to produce a key.
Additional information, such as another key, user credentials, or the fike, may be
needed o produce the key from the key generation information. The term “free”
refers o a data structure including a plurality of logically linked data elements {fe,,
nodes) with at least one data element logically linked to two children. The femm
“child” of a first node refers o a second node referenced by the first node. The
term “parent” of a first node refers 0 8 second nade containing a reference o the
first node, The term “branch” refers to a child, or further descendant, of a parent
that has a plurality of children,

[0017] The oryplographic engine 110 may generate a decryption key for the
region 121, 122 for which the key generation information was refrieved. The
cryptographic engine 110 may generate the decryption key based on the key
generation information and the root key. In an example, the key generation
information may include an encypted copy of the decryption key. The
cryptographic engine 110 may decrypt the encrypted copy of the decryption key
using the root key or a descendant of the root key. Altematively, or in addition, the

decryption key may be derived originally from the root key or a descendant using
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(93]

a random number. The key generation information may include the random
number. The cryplographic engine 110 may rederive the decryption key based on
the root key and the key generation information. The cryptographic engine 110
may decrypt data from the region 121, 122 for which the key generation information
was retrieved using the decryption key. The cryptographic engine 110 may retrieve
the encrypled data from the region 121, 122 and decrypt the data using the
decryplion key.

{0018] Figurs 2 is a block diagram of anotherexample system 200 to decrypt data
on a computerreadable medium 220, The system 200 may include a computer-
readable medium 220 and an SoC 210 communicatively coupled with the
computer-readable medium 220. The compuler-readable medium 220 may
include a plurality of regions 221-225.  For exanmple, the computerreadable
medium 220 may include a region containing meladata 221, a region containing a
second stage boot loader (SSBL) 222, a region containing an operating system
{O8) and a file system (FS) 223 {e.g., file system metadata)}, a region containing
user data 224, and a region containing transient data 225. in the illusirated
exampie, the SoC 210 may include a cryptographic engine 211, persistent storage
212, volatile storage 213, a memory controlier 214, and a first stage boot kader
(FSBL) 215, In other exampies, the cryptographic engine 211, persistent storage
212, volatile storage 213, memory controller 214, or FSBL 215 may not be included
inan 30C 210, The SoC 210 may include a processor, such as a miCroprocessor
{not shown).

{0018] The SoC 210 may store a root key. For example, the root key may be
stored in the persistent storage 212, in the ayptographic engine 211, or the kke,
The persistent storage 212 or oryplographic engine 211 may have profections that
make i difficult for an altacker t© resd or tamper with the root key. The
cryptographic engine 211 may not make the root key available outside of the SoC
210. For example, the cryptographic engine 211 may not save the root key on the
computer-readable medium 220, The root key may be generated and stored during
manufacture, a first boot, or the like. In an example, the persistent storage 212
may include one-time programmable e-fuses to stores the root key.
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{0020] The cryplographic engineg 211 may receive a request for data in a
particular memory location from the memory controller 214, The cryplographic
engine 211 may retrigve key generation information associated with the particular
memory location from a tree in the metadata region 221. The metadata region 221
may indicate which memory locations are associated with each region and which
key generation information is associated with each region. In an example, the key
generation information may be directly associated with memory locations that can
be decrypted using the key gensration information.

[0021] The metadata region 221 may be cleartext. As used herein, the term
“‘cleartext” refers {o data that is unencrypted. The metadata region 221 may be
digitally signed. As used herein, the ferm “digially sign” refers {0 generating
information corresponding to data being signed, that information being difficuit fo
generate without a parlicular key or with different data.  The metadata region 221
may be digitally signed using a message authentication code or an asymmetric
kay. The crypiographic engine 211 may authenticate the metadata region 221 prior
to relying on the information contained therein {e.g., the key generation information,
the relationships between regions and key generation information, efc ). As used
herein, the term “authenticate” refers o determining that a digital signature
corresponds 10 data purporiediy signed by it and that a particular key generated
the digital signature. Authenticating the metadata region 221 may ensure that only
authorized modifications have been made o the meladata region 221. In an
example, the metadata region 221 may be digitally signed and authenticated using
g platform key. Key generation informstion for the platform key may be stored in
the metadata region 221, and the platform Key may be derived based on the root
key and the key generation information.

{00221 The cryptographic engine 211 may generale a decryplion key based on
the root key and the key generation information. The decryption key may be 3
symmetric key or an asymmetic key. in an example, the key gensration
information includes an encrypted copy of the decryption key, and the
cryptographic engine 211 may generate the decryplion key by decrypting the
encrypted copy, for example, using the root key. Alternatively, or in addition, the

key generation information may be a previously generated random number. The
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random number may have been combined, for example, with the root key or a
descendant to produce the key used to encrypt the particular memory location of
the computer-readable medium 220, The cryptographic engine 211 may combine
the key generation information with the root key or the descendant in the same way
to produce the decryption key for the particular memory location.

{00231 The cryptographic engine 211 may store the generated decryption key in
the volatile storage 213, i power is lost, the decryplion key may be erased from
the volatile storage 213, and the Cryplographic enging 211 may have o generate
the decryption key again when power is restored. The cryptographic engine 211
may retrieve the data in the paricular memory location indicated by the memory
controfler 214. The cryptographic engine 211 may decrypt the data from the
particular memory location using the decryption key. The cryptographic engine 211
may ransmi the decrypted datfa {o the memory controller 214. The decryplion key
may be refained in the volatile storage 213 after decryption or may be discarded.
in an exampie, the decryplion key may be discarded a predetermined time after
last use, a predetermined time after first use, when additional space is needed in
the volatile storage 213, or the ke, A decryption key associated with a user-
configured passphrase may be discarded if st any point an incorrect passphrase s
recaived.

[0024] The tree may include a plurality of levels. As used herain, the term Tlevel”
refers a group of nodes that are a same distance from a o0t node {8.g., children
of the root node, grandchildren of the rool node, elc). In an example, only kays
generated from leaf nodes are used o encrypt and decrypt data.  As used herein,
the term “leaf node” refers 1o 8 node that has no children. In aslternale examples,
non-teaf nodes may also, or instead, be used o encrypt and dscrypt dats.
intermediate nodes (Le., nodes that are neither a root nade nor 8 leaf node) may
be used o generate keys for children of the intermediate nodes. For example, an
intermediate key may be generated based on the root key and key generation
generated based on the intermediate key and key gensration information from a
chiid of the infermediate node. All or some of the nodes may include key generation

information. In an example, svery node other than the root node includes key
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generation information.  Alternatively, or in addition, only leaf nodes may include
key generation information.

[0025] In an example, the tree may include a branch that includes information for
generating the platform key, a branch that includes information for generating a
system key, a branch that includes information for generating a user key, and a
branch for generating a volatile key. The crypltographic engine 211 may use
different keys fo sncrypt, decrypt, digitally sign, or authenticate different regions
221-225 of the compuler-readable medium 220, For example, the mestadata
region 221 may be cleartext but may be digitally signed with the platform key. The
Q5 and FS region 223 may be encrypted with the system key or the user kay. The
user data region 224 may be encrypted with the user key. The transient dala region
225 may be encrypted with the volatile key.

{0028] The cryplographic engine 211 may manage the keys differently based on
their use. For example, the cryplographic engine 211 may require that a user
carrectly enfer a passphrase o use the user key. The cryplographic engine 211
may verify the userconfigured passphrase is correct before generating the user
key from the corresponding key generation information.  Allemalively, or in
addition, the cryplographic engine 211 may generate the user key based on the
passphrase in addition to the key generation informatlion, and the correct
passphrase may generate the cormrect user key. In some examples, the
cryptographic engine 211 may generale the sysiem key based on receiving a
correct passphrase.

[0027] Some keys may be migratable or recoverable, and other keys non-
migratable or non-recoverable. As used herein, the term “migratable” refers o keys
allowed {o be moved securely from one device to another. For migratable keys,
the user may be ghie o migrate the encrypied data and the key o another device.
For example, this migration may be done by securely moving a migratable key from
a source device Trusted Platform Module {TPM) 1o a target device TPM. As used
herein, the term “recoverable” refers to keys that can be generated even if the user
forgets a passphrase needed to genearate the key. For example, the user may reset
a forgotten passphrase and be able to generate the key based on the reset
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passphrase. in an example, the system key or the user key may migratable or
recoverable.

[0028] Ths user may move the computer-readable medium 220 to another
computing system (not shown} or may make a block-for-block copy of the
computer-readable medium 220 on the other computing system. The migratable
keys may allow the other computing svstem to access the associated data. Inan
example, the platform key may be non-migralable, so the other computing system
may be unable {o authenticate the metadata region 221, The cther computing
system may need o be paired with the computer-readable medium 220 or copied
data. For example, the other computing system may digitally sign the metadata
region 221 thereby securing # against modification. A user may conirol access o
the computersreadable medium 220 or the copy until the other computing system
has been paired {o prevent unauthorized modification.

{0029] The cryplographic engine 211 may ensure that fransient data {e.g., in the
transient data region 225) is forgoften when the system 200 is shuddown. Since
the computer-readable medium 220 may be non-volatile, the cryptographic engine
211 may ensure that the volatile key used fo decrypt the transient data is forgotten
when the system 200 is shutdown. The encrypled transient data 228 may remain
on the computerreadiable medium 220 but may be unreadable and thus effectively
forgotften without the volatile key. In an example, key generation information for
the volatile key may not be stored in the metadata region 221. The volalile key
may be stored in the volatile storage 213 and thus erased therefrom when power
is removed. if the system 200 enters a sieep sfale, key generation information for
the volalile key may be stored on the computer-readable medium 220, For
example, the key generation information for the volatile key may be saved in the
free. Alterngtively, or in addition, key generation information for the volatile key
may be save separate from the tree. In an example, the volatile key may be
encrypted by the platform key and stored in the meladata region 221 separate from
the tree. The volatile key may be regenerated when waking up from the sleep
state.

[0030] When booting from a shutdown state, boot code may be read from the
FSBL 215 initially. In some examples, the FSBL 215 may be trusted. For example,
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the FSBL 215 may be slored in an immutable read-only memory, in non-volatile
storage on the SoC 210, or the ke and thus may be difficult to modify. Accordingly,
in some examples, the code from the FSBL 215 may be exscuted without
authenticating it. The code from the FSBL 215 may be cleartext. The S8BL. 222
may be digitally signed with a key from a vendor, such as a vendor private key.
The FSBL 215 may include & key for authenticating the digital signature of the
SEBL 222, such as a vendor public key. If the S8SBL 222 is authenticated, code
from the SSBL 222 may be executed. The code from the S8BL 222 may be
cleartext.

[0031] A key or key generation information may be generated during boating. On
a first boot after manufacture or affer a factory reset, the cryptographic engine 211
may generate the platform key or system key and store key generation information
for the generated platform key or system key in the tree in the metadala region 221.
in an exampie, the cryplographic engine 211 may determine whether the platform
kay or system key axisis and generate the plalform key or system key if it does not.
A volatile key may be generated during every boot. Key generation information for
the volatile key may or may not be stored in the tres in the metadata region 221,
{00321 Figure 3 is a block diagram of still another example system 300 to decrypt
data on g computer-regdable medium 320, The sysiaem 300 may nciude s
computer-readable medium 320 and discrete hardware 310 that includes a
cryptographic engine 311, A processor chip 330 may include a memory controfler
331 and an FSBL 332. The discrete hardware 310 may be jocated in the path
betwveen the memory controlier 331 and the computerreadable medium 320, The
cryptographic engine 311 may encrypt or decrypt data transierred between the
memory confrofler 331 and the computer-readable medium 320.

[0033] The discrete hardware 310 may include persistent storage 312 and volatile
storage 313. The ayplographic engine 311 may store keys in the persistent
storage 312 or volatile storage 313. For example, the cryptographic engine 311
may store a root key in the persistent storage 312 and keys generated based on
information in a metadata region 321 in the volatile storage 313. The computer-
readable medium 320 may include a plurality of regions 321-325, which may be



WO 2017/111985 PCT/US2016/023469

11

encrypted or digitally signed by different keys. information for generating each key
may be stored in a tree in the metadata region 321.

[0034] Figure 4 is a schematic diagram of an example tree 400 that may be stored
in a8 metadata region of a computer-readable medium. The number of levels,
branches, and nodes may vary in ather examples. The tree 400 may include a root
node 410, In the illustrated sxample, the root node 410 may not include key
generation information. For example, a root key may be stored elsewhere, such
as in trusted parsistent storage, and may not need 10 be generated. The roat node
410 may include references to a plurality of child nodes 421, 425,

[00358] The child nodes 421, 425 may include a non-migratable key node 421 and
a migratable key node 425. The non-migratable key node 421 may include key
generation information for 8 non-migratable key, and the migratable key node 425
may include key generation information for a migratable key. The non-migratable
key and migratable key may not be stored in the free 400 but instead may be
generated based on the corresponding key generation information and the rogt
key. The non-migratable key or the migratable key may be generated basedon a
random number, based on g key derivation function, by decrypling an encrypted
copy of the non-migratable or migratable key, or the ke, For example, the non-
migratable key and migratable key may be random numbers, and the key
generation information may be copies of the non-migratable key and migratable
kay encrypted with the root key. Allematively, or in addition, a number {s8.g., a
random number} may be used with the key derivation function to derive the non-
migratable key and migratable key from the root Key, and the key generation
information may include the number used with the key derivation function. The key
derivation function may be nop-reversible and non-predictable, so the root Key
cannot be obtgined if the non-migratable key or migratable key is compromised by
an attacker.

{00368} In an example, the non-migratable key and migratable key may not be
used to encrypt or decrypt data but instead o generate keys of ¢hild nodes 431
437 of the non-migratable key node 421 and migratable key node 425, in an
exampie, the child nodss of the non-migratabls key node 421 may include a master

platform key node 431 and a master volatile key node 433. The child nodes of the
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migratable key node 425 may include a master system key node 435 and a master
user key node 437, The master platform key or master volatile key may be
generated based on the non-migratable key and key generation information from
the master platform key node 431 or mastier volatile key node 433 respectively.
The master system key or master ugser key may be generated based on the
migratable key and key generation information from the master system key node
435 or master user key node 437 respectively. Keys associated with ¢hildren,
grandchildren, etc, of the migratable key node 425 or the dala associated with
those keys may be movable to another device. Keys associated with children,
grandchildren, ete. of the non-migratabls key node 421 or the data associated with
those keys may be restricted from being moved {0 another device,

{00371 The master platform key, master volatile key, master system key, and
master user key alsc may not be used o encrypt or decrypt data but instead {o
generate keys of child nodes 441448 of the master key nodes 431-437. For
example, a platform key may be generated based on the master platform key and
key generation information from a platform key node 441. The platform key may
be used o encrypt or decrypt parsistent platform data, {o sign metadata, or the fke.
In some examples, the platform key may be gensrated during a fiest boat of a
computing device after manufacture Or giter g factory reset. I an exampls, the
platform key may be generated without user input {e.g., 8 user passphrase).
[0038] Volatile keys may be generated based on the master volatile key and key
generation information from volatile key nodes 443, 444, The volatile keys may be
used to encrypt or decrypt fransient dala or the ke, In an example, the volatile
keys may be regenerated at svery full boot of a computing device and forgotten
when the computing device enters a shutdown state. The volatile key (8.9, an
ancrypted copy of the volatile key) or key generation information may be siored
when the computing device enters a standby stale to allow for access fo the
transient data durng or after resumption from the standby state.

[0039] System keys may be generated based on the master system key and key
generation information from system key nodes 445, 446, The system keys may be
used to encrypt or decrypt system data (e.g., operating system data, file system

metadata, efc.) or the ke, The system keys may be generated during a first boot
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of a compuling device afler manufaciure, aftera faciory resst, afier an updsate o
the operating system, or the like. In some examples, the system keys may be
generated based on a userconfigured passphrase, or a ussr-configured
passphrase may be required for the system keys {0 be generated. The system
keys or associated data may be migratable or recoverable.

{0040] User keys may be generated based on the master user key and key
generation information from user key nodes 447, 448. The user keys may be used
toencrypt or decrypt user data. In an example, each key may be associated with
a user. User keys may be generated in response o user requests and may
incorporate a user-configured passphrase.  For example, user keys may be
generated based on the user-configured passphrase in adddion {o the master user
key and the key generafion information, or a user-configured passghrase may be
required for the user keys to he generated. The user keys or associated data may
be migratable or recoverable.

[0041] The child nodes 441448 of the master key nodes 431437 may be leaf
nodes of the tree 400. The leaf keys (e.g., the platform key, volatile key, system
key, and user key), the intermadiate keys {(e.q., the non-migratable key, migratable
key, master platform key, master volatile key, master system, and master user key},
of the root kKey may be-symmeltic grasymmetic. in some examples, the raot key
and intermediate keys are only used {o encrypt, decrypt, or derive child keys, and
the leaf keys are only used to encrypt or decrypt data.  Alternafively, or in addition,
some or all of the root key, intermediate keys, or leaf keys may be used to generate
child keys as well as encrypt or decrypt data. In an example, the tree 400 may be
stored in the metadata region 221 of Figure 2.

[0042] Figure 5 is a flow diagram of an example method 500 to gensrate and
store keys on a computer-regdable medium. A processor may perform the method
500. Block 502 may include determining a computing device is being booted for
the first time. The computing device may include a computer-readable medium. in
an example, the computer-readable medium may be non-volatile main memory.
Determining the computing device is being booted for the first time may include
determining that a metadata region of the computerreadable medium is lacking

information. For example, the metadata region may not include a key, an indication
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that the computing device has been booted previously, or the ke, Determining the
computing device is baing booted for the first may be performed while booting the
computing device.

[0043] At block 504, the method may include generating a sysiem key 1o encrypt
a region of the computer-readable medium containing system data and generating
a user key to encrypt a region of the computer-readable medium containing user
data. In an example, the system key or the user key may be generated during
booting. Allemathely, or in addition, the system key or the user key may be
generated based on receiving a user request o generate the system key or user
key. Generating the system key or the user key may include deriving the system
key or the user key or randomiy selecting the system key or the user key.

{0044] Block 506 may include storing information for generating the system key
iy a first branch of a tree on the computer-readable medium and information for
generating the user key in a second branch of the tree different from the first
branch. SBiorng the information may include instructing the computer-readable
medium 1o store the information. The information for generating the system key or
user key may include information usable to derive the system key or user key from
a root key, an encrypled capy of the system key or user key, or the like. The node
from which the first branch and the second branch descend may be g parent,
grandparent, great-grandparent, or the like of the nodes containing the information
for generating the system key or the user key. In an example, the cryplographic
engine 110 of Figure 1 may perform blocks 502-508, and the tree on the computer-
readable medivm may be the tree 400 of Figure 4.

{0048] Figure 6 is a flow diagram of ancther exampile method 600 10 generate
and store keys on g computer-readable medium. At block 802, the method 800
may inciude determining a8 computing device that includes a computerreadable
medium is being booted for the first time. For example, it may be determined that
the computing device is being booted for the first time by analyzing a metadata
region of the computer-readable medium. Block 604 may include generating a
migratable key based on a root key, generating a master system key based on the
migratable key, and generating a system key based on the master system key. For

example, the migratable key may be derived based on the root key, the master
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system key may be derived based on the migratable key; and the system key may
be derived from the master system key. iIn an example, the keys may be derived
using a key derivation function.

[0048] Block 606 may include receiving a user-configured passphrase. For
example, a user may wish o create a new user account with an associated region
of the computer-readable medium o store data for the new user account. A
passphrase for the new user account may be entered by the user and may be
recelved from g userinterface, & processor, or the like. At block 808, the method
600 may include generating a user key based on the user-configured passphrase.
For example, the user key may be derived based on a root key, the user-configured
passphrase, and additional key generation information.

{00471 At block 810, the method 600 may include storing information for
generating the system key i a first branch of a ree on the computer-readable
medium and information for generating the user key in a second branch of the tree
differeni from the first branch. In an example, information for gensrating the
migratable key from a root key may be stored as a child of a root node.  iInformation
for generating the master system key from the migratable key may be stored as g
child of the migratable key node (e.g., 8 grandchild of the root node}.  information
for generating the system key from the master system key may be stored as a child
of the master system key node {e.q., a great-grandchild of the root node). Similarly,
information for genserating the user key may be stored as a grandchild of the
migratable key node and a child of a master user key node.

{0048] Block 612 may include generating a volatile key to encrypt a region of the
computer-readable medium containing fransient data. The volalile key may be
generated during bootling of the compuding device. The volalile key may be derived
from a roct key. For example, the volalile key may be derived from a master volatile
key, which may be derived from a non-migratable key. The non-migratable key
may be derived from a root key. Block 814 may include determining the computing
may decide the computing device should enter the sleep state, or 2 user may
indicate to the processor that the computing device should enter the sleep state.
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An indication that the device is entering the sleep slate may be received from the
PrOCEesSSOr.

[0049] Block 616 may include storing information for generating the volatile key
in a third branch of the tree. The information for generating the volatile key may be
stored in the third branch based on determining the computing device is entering
the sleep state. In an example, information for generating a non-migratable kay
based on a rool key may be stored as a child of a root node.  Information for
generating a masier volatile kay based on the non-migratable key may be stored
as a child of the non-migratable key node {e.g., a grandchild of the root node). The
information for generating the volatile key based on the master volatile key may be
stored as a child of the master volatde key node {a.9., a greal-grandchild of the root
node). Allermnatively, or in addition, the information for generating the volatiie key
may be stored in a locstion separate from the ree. For example, an encrypied
copy of the volatlile key may be stored in the location separate from the tree. Inan
example, the cryptographic engine 211 of Figure 2 may perform blocks 802-616,
and the tree on the computer-readable medium may be the tree 400 of Figure 4.
f0080] Figure 7 is a block diagram of an example computer-readable medium 700
including instructions that, when execuled by a processor 702, cause the processor
702 to determine key generation information for s decryption key. The computer
readable medium 700 may be a non-transitory computer readable medium, such
processor register, etc.), a non-volatile computer readable medium {eg., a
magnetic storage device, an oplical storage device, a paper storage device, flash
memory, read-only memory, non-volatile RAM, etc)), andior the ke, The
as a microprocessor, a digital signal processor, a microcontroller, an ASIC, an
FPGA, a programmable array logic {(PAL), a programmable logic array (PLA), 3
programmabie logic device {(PLD), slc.

[0051] The computer-readable medium 700 may include a memory controfier
interface module 710. As used herein, a "module” (in some examples referred to
as a “soffware module”} is a set of instructions that when executed or interpreted

by a processor or stored at a processoryeadable medium realizes & componeant or
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performs a method. The memory controfier interface module 710 may include
instructions that cause the processor 702 fo receive a request for data. For
example, the request for data may be received from a8 memory controller. The
memory controlier interface module 710 may cause the processor 702 {0 extract
an address for the data from the request.

{00521 The compulerreadable medium 700 may include a region determination
madude 720. The region determination module 720 may cause the processor 702
{o-detaerming g region containing the dala based on metadata. For example, the
metadata may be contained in another computerreadable medium (hot shown),
the computer-readable medium 700, or the liks. The metadata may include a data
structure indicating which data addresses are associated with which regions. The
regions may be regions of the other computer—readable medium, of the computer-
readable medium 700, or the like. The region determination module 720 may
cause the processor 702 fo ook up the address of the regquested datz in the
metadata fo determine which region is associated with the address.

[0053] The compuler-readable medium 700 may include a free traversal module
730, The tree traversal module 730 may cause the processor 702 fo fraverse a
tree in the meladata o determine key generation information relating a decryplion
key for the region 1o a root key. In an example, some regions may be assaciated
with keys. For example, each leaf of the free may include key generation
information for an associated region. Allernatively, or in addition, intermediate
nodes or a ropt node may include key generation information for associated
regions. The key genergtion information may be usable to generate the decryption
key from the root key. The {ree traversal module 730 may cause the processor
702 fo determine the key gensration information by relrisving the key generation
information from the tree. In anexample, the tree traversal module 730 may cause
the processor 702 {0 retrieve key generation information from each node in the tree
that is traversed by the processor 702 afier the root node. In an example, the
memory controller interface module 710, the region determination module 720, or
the tree traversal module 730, when executed by the processor 702, may realize
the cryptographic engine 110 of Figure 1.
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{0054] Figure 8 is a block diagram of an example computer-readable medium 800
including instructions that, when executed by a8 processor 802, cause the processor
802 to determine key generstion information for a decryption key. The computer-
readable mediuim 800 may include a memaory controlier interface module 810 that
causes the processor 802 {o receive a request for data. The computer-readable
medium 800 may also include a region delermination module 820 that causes the
processor 802 {o determine a region containing the data based on metadata.
[0055] In sddifion, the computerweadalie medium 800 may include a8 free
traversal module 830, The free traversal module 830 may cause the processor
802 to traverse a tree in the metadata to determine key generation information
relating a decryplion key for the region 1o a root key. In an example, the tree may
include a branch for migratable keys and a branch for non-migratable keys. The
migratable keys may be keys for which the computer-readable medium 800 will
cause the processor 802 {o provide the key, data decrypted by the key, or the like
{0 g user iy response to & proper request 1o do 30, The non-migratable keys may
be keys for which the computer-readable medium 800 will cause the processor 802
o refuse any request fo output the key, dala decrvpted by the key, or the jike.
{0058] In an sxampie, the tree may include a plurality of branches for a plurality
of system keys and a pluralily of branches for a plurality of user keys. Forexample,
there may be a plurality of operating systems, a plurality of file systems, or the like,
and each operating system or file system may be associated with a system key.
There may also, or instead, be a plurality of users, and each user may be
associated with s user key. Each system and each user may be associated with a
region in another computer-readable medium {not shown), the computerreadable
medium 800, or the ke, When data for g region associated with a particular system
or user is requesied, the region determination module 820 may cause the
processor 802 to determine that region, and the free traversal 830 may cause the
processor 802 o determine key generation information usable to generate a
decryption key to decrypt that region.

[0057] The key generation information may include a random number usable to
compute the decryption key for the data from the root key. For example, the tree

traversal module 830 may cause the processor 802 fo derive the decryption key
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based on a key derfvation funclion laking the random number as an input. The tree
traversal module 830 may cause the processor 802 to retrieve the random number
when traversing the tree. In an example, each node of the free other than a root
node may include g random number usable ¢ denve a key associated with that
node. The free traversal module 830 may cause the processor 802 1o derive the
key for a current node by applying a key derivation function 1o a key associsted
with a parent node using the key generation information for the current node as an
input o the key derivation function. The tree traversal module 830 may cause the
processor 802 to generate the key for each node traversed, other than the root
node, untll it reaches the node associated with the decryption key needed 1o
decrypt the data. In an example, the tree traversal module 830 may cause the
processor B0Z o traverse the free unti it reaches a leaf node. The computer
readable medium 800 may cause the processor 802 to decrypt the data using the
decryption key.

[0088] The compulerreadable medium 800 may hkiude 8 meladals
authentication module 840. The metadata authentication module 840 may cause
the processor 802 fo authenticate the metadata. For example, the metfadals
authenticalion module 840 may cause the processor 802 ko authenticale the
metadats before delermining the region, before fraversing the tree, before
decrypling the requested data with the decryption key, or the like. In an example,
the metadata authentication module 840 may cause the processor 802 to
authenticate the metadata based on a platform key. The tree fraversal madule 830
may cause the processor 802 to fraverse the free to determine key generation
information relating the plgtform key 1o the root key and generate the platform key
based on the key generation information and the root key. Referring to Figure £,
the memaory coniroller interface madule 814, the region determination modute 820,
the tree traversal module 830, or the metadata authentication module 840, when
executed by the processor 802, may realize the cryptographic engine 211, for
example.
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{0059] The above description s iflustrative of various principles and
implementations of the present disclosure. Numerous variations and modifications
will become apparent to those skilled in the art once the above disclosure is fully
appreciated. Accordingly, the scope of the present application should be
determined only by the following claims.



WO 2017/111985 PCT/US2016/023469

21

CLAIMS
What is claimed is:
1. A system, comprising:
a computer-readable medium comprising a plurality of regions: and
a cryptographic engine communicatively coupled to the computer-readable
medium, the cryplographic engine o
store a root key;
retrieve key generation information for one of the plurality of regions
from a free stored on the computer-readable mediuny,
generate a decryption key for the one of the plurality of regions based
on the root key and the key generation information; and
decrypt data from the one of the plurality of regions using the
decryplion key.

2. The system of claim 1, wherein the key generation information includes an
encrypted copy of the decryption key.

3. The system of claim 1, wherain the free includes g branch comprising
information 1o generate a platform key, a branch camprising information
generate a system key, a branch comprising information {o generate a user key,

and a branch comprising information fo generate a volatile key.

4. The system of claim 1, wherein the cryplographic engine includes a volatile
buffer, and wherein the cryptographic engine is {o store the decryption key in the
volatile buffer.

5. The system of claim 1, wherein the computer-readable medium includes an
unencrypted metadata region that indicates locations of the plurality of regions, the
unencrypted metadata region signed by a platform key, the platform key derivable
from the root key.
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8. A method, comprising:

determining a computing device comprising a computer-readable medium
is being booted for a first time;

generating a system key 1o enorypt a region of the computer-readable
medium containing system data and a user key to encrypt a region of the computer-
readable medium containing user data; and

storing information for gensrating the system key in a first branch of a tree
on the computer-readable medium and information for generating the user key in
a second branch of the tree different from the first branch.

7. The method of claim 8, wherein generating the system key comprises
generating a migratable key based on a root key, generating 2 master system key
based on the migratable key, and generaling the system key based on the master
system key.

8. The method of claim 7, further comprising storing information for generating
the migratable key from the rool key in the tree as a child of a root node and
information for generating the master system key from the migratable key as a
grandchild ot the root node benegth the child.

Q. The method of claim 6, wherein generating the user key comprises
generating the user key based on a user-configurad passphrase.

10.  The method of claim 6, further comprising:

generating a volalile key to encrypt a region of the compuleryeadable
medium containing fransient datg;

determining the compuding device is entering a sleep state; and

storing information for generating the volatile key in a third branch of the
free.
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11, A non-transitory computer-readable medium comprising instruchions that,
when exacuted by a processor, cause the processor o

receive a request for dats;

determine a region containing the data based on metadats; and

fraverse a tree in the metadata o determine key generation information
relating a decryption key for the region 1o a root key.

12, The computer-readabte medium of claim 11, whereln the instructions, when
executed by & processor, cause the processor {o:

fraverse the ree fo determine key generation information relating a platform
key to the root key; and

guthenticate the metadatia based on the platform key.

13, The computer-readable medium of claim 11, wherein the tree includes a
branch for migratable keys and a branch for non-migratable keys, and wherein the
instructions, when executed by a processor, cause the processor to provide a key
in the branch for migratable keys 1o a user.

4.  The compulerreadable medium of claim 11, wherein the key generation
information includes a random number to compute the decryption key for the data
from the root key.

15. The computerreadable medium of claim 11, whereln the tree includes a
plurality of branches for a plurality of system keys, and wherein the tree includes a
plurality of branches for a plurality of user keys.
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