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(57) ABSTRACT 

A System and method for preventing fraud. The method 
typically includes identifying one or more fraud indicators 
and examining past transactions and/or a pending transac 
tion associated with the account for the presence of the fraud 
indicators. The method also includes, by Said examining, 
detecting at least one of the fraud indicators. The method 
also includes calculating a cumulative fraud risk level asso 
ciated with the pending transaction based on the detected 
fraud indicators. The method may also include determining 
whether the cumulative fraud risk level meets or exceeds a 
predetermined threshold, and if the cumulative fraud risk 
level meets or exceeds the predetermined threshold, Verify 
ing the request for the transaction with an owner of the 
account. The method may further include assigning a 
weighted value to each of the fraud indicators. The account 
is typically a telephone calling account, Such as a calling 
card account. 
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FRAUD PREVENTION SYSTEM AND METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. This application is a continuation of and claims 
priority to U.S. patent application Ser. No. 09/479,768, filed 
Jan. 7, 2000, entitled “Fraud Prevention System and 
Method,” which will issue Feb. 4, 2003 as U.S. Pat. No. 
6,516,056, the entire disclosure of which is herein incorpo 
rated by reference for all purposes. 

TECHNICAL FIELD 

0002 This invention relates generally to fraud, and more 
particularly to a fraud prevention System and method. 

BACKGROUND OF THE INVENTION 

0.003 Fraud affects nearly every business selling goods 
and Services remotely to customers via communications 
devices Such as the telephone, mail, and Internet. A typical 
transaction involves a customer calling a customer Service 
representative (CSR), ordering goods or Services, and giving 
the CSR a credit card number over the telephone to pay for 
the goods or Services. Because the CSR has no opportunity 
to physically inspect the credit card or a form of personal 
identification Such as a driver's license, this type of trans 
action is referred to as a “card-not-present transaction. 
0004. In a face-to-face transaction, the CSR is able to 
confirm that the customer's appearance matches a form of 
photographic identification, and that the customers signa 
ture on a Sales receipt or charge draft matches the Signature 
on the credit card. In addition, the physical appearance and 
physical mannerisms of the customer may also give the CSR 
important clues that the transaction is fraudulent. In a 
card-not-present transaction, however, the inability to physi 
cally inspect the customer and the customer's personal 
identification, credit card, and Signature leads to a high 
incidence of fraud. 

0005 Prior fraud control efforts in card-not-present trans 
actions have used Such devices as ZIP code Verification, 
wherein the customer is asked to provide the ZIP code of the 
billing address of the credit card. Thieves find these fraud 
control Systems easy to defeat because credit card numbers 
are often Stolen out of the mail boxes and trash cans of 
residential dwellings, and customer ZIP codes are easy to 
obtain from these Sources, and are easy to determine based 
on the location of a dwelling. 
0006. It would be desirable to provide a system and 
method for inhibiting fraud in card-not-present transactions. 

SUMMARY OF THE INVENTION 

0007. A system and method for inhibiting fraud are 
provided. The method typically includes identifying one or 
more fraud indicators and examining past transactions and/ 
or the pending transaction associated with the account for 
the presence of the fraud indicators. The method also 
includes, by Said examining, detecting at least one of the 
fraud indicators. The method also includes calculating a 
cumulative fraud risk level associated with the pending 
transaction based on the detected fraud indicators. The 
method may also include determining whether the cumula 
tive fraud risk level meets or exceeds a predetermined 
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threshold, and if the cumulative fraud risk level meets or 
exceeds the predetermined threshold, Verifying the request 
for the transaction with an owner of the account. The method 
may further include assigning a weighted value to each of 
the fraud indicators. The account is typically a telephone 
calling account, Such as a calling card account. 
0008. In another embodiment of the invention, the 
method includes identifying a fraud indicator and periodi 
cally Scanning past transactions related to the customer 
account for the fraud indicator. The method also includes 
detecting the fraud indicator in a detected past transaction 
related to the account and increasing a risk level for future 
transactions having a parameter in common with the 
detected past transaction. The future transactions having a 
parameter in common with the detected past transactions 
may be future transactions associated with the same cus 
tomer account as the past transactions. 
0009. The system typically includes a computing device, 
and a database linked to the computing device. The database 
is configured to Store information on past transactions asso 
ciated with the customer account. The System also includes 
an order processing program executable on the computing 
device. The order processing program is configured to 
receive a customer order and assess a risk level for the 
customer order based on the past transactions related to the 
customer account Stored in the database. The System further 
includes a fraud queue configured to receive the customer 
order if the risk level of the customer order exceeds a 
predetermined fraud risk threshold and hold the customer 
order pending verification of the order. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010 FIG. 1 is a schematic view of a fraud detection 
System according to one embodiment of the present inven 
tion. 

0011 FIG. 2 is a back view of a calling card according 
to one embodiment of the present invention. 
0012 FIG. 3 is a flowchart of a method for inhibiting 
fraud in a transaction associated with a customer account 
according to one embodiment of the present invention. 
0013 FIG. 4 is a continuation of the flowchart of FIG.3. 
0014 FIG. 5 is a detail flowchart of a portion of the 
method shown in FIG. 4. 

0.015 FIG. 6 is a detail flowchart of a portion of the 
method shown in FIG. 5. 

0016 FIG. 7 is a continuation of the flowchart of FIG. 6. 
0017 FIG. 8 is a continuation of the flowchart of FIG. 7. 
0018 FIG. 9 is a detail flowchart of a portion of the 
method shown in FIG. 4 

0019 FIG. 10 is flowchart of another embodiment of a 
method for inhibiting fraud associated with a customer 
acCOunt. 

0020 FIG. 11 is a view of a customer information screen 
of a fraud prevention System according to one embodiment 
of the present invention. 
0021 FIG. 12 is a view of an order entry screen of a 
fraud prevention System according to one embodiment of the 
present invention. 
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0022 FIG. 13 is a view of an fraud queue screen of a 
fraud prevention System according to one embodiment of the 
present invention. 
0023 FIG. 14 is a view of an fraud ticket screen of a 
fraud prevention System according to one embodiment of the 
present invention. 
0024 FIG. 15 is a view of a customer look-up screen of 
a fraud prevention System according to one embodiment of 
the present invention. 
0.025 FIG. 16 is a another view of the customer look-up 
screen of FIG. 15, where the look-up is performed using 
name and address information for the customer. 

0.026 FIG. 17 is a another view of the customer look-up 
screen of FIG. 15, where the look-up is performed using 
alternative customer information. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0027. Referring initially to FIG. 1, one embodiment of a 
fraud detection System according to the present invention is 
shown generally at 10. Fraud detection system 10 typically 
includes customer 12, who is an owner or authorized user of 
a customer account, and a customer Service center 14 
configured to proceSS transactions related to the customer 
account. The customer Service center 14 is linked via an 
authorization center 16 to a plurality of issuers 18a-18e of 
payment accounts and associated payment cards, Such as 
credit cards. 

0028. In one typical embodiment of the invention, the 
customer account is a telephone calling account with an 
associated calling card 90, shown in FIG. 2. To place a call 
using the calling card 90, the user dials a gateway acceSS 
telephone number 92 from a customer telephone 20, and 
enters a telephone calling account designator 94, followed 
by a destination telephone number 96 that the customer 
wishes to call. Upon dialing the gateway access telephone 
number, customer telephone 20 is connected via a telephone 
network 22 to a gateway access platform 24 in a first leg of 
the telephone call. After the destination telephone number is 
entered, the gateway access platform connects itself to a 
destination telephone 26 at the destination telephone number 
in a Second leg of the telephone call, and links the first leg 
of the telephone call to the Second leg of the telephone call 
to connect the customer telephone 20 and the telephone 26 
of the destination party. Once the call is completed, the 
gateway access platform 24 Subtracts an appropriate number 
of calling units, Such as minutes, from the calling account 
and Stores the result in a calling account database 28 
asSociated with the gateway access platform. 
0029) Typically, telephone network 22 is the Public 
Switched Telephone Network (PSTN), the global public 
telephone network accessible by most public and private 
telephones. Alternatively, telephone network 22 may be any 
other telephone network configured to transmit Voice data, 
including a private telephone network, a local telephone 
network, or a packet-Switched telephone network Such as the 
Internet. 

0030 Examples of such a calling account, calling card, 
and gateway access platform are disclosed in pending appli 
cation Ser. No. 09/436,977, filed Nov. 9, 1999 by Eric L. 
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Hopper et al., and assigned to the assignee of the present 
application. The entire disclosure of this prior application is 
incorporated herein by reference. Alternatively, the cus 
tomer account may be a membership account, merchandise 
account, a bank account, or virtually any other form of 
customer account, and may be unrelated to telephone calling 
acCOuntS. 

0031 Customer service center 14 is a service bureau 
configured to perform transactions related to the customer 
account. For example, periodically, the customer may use up 
the calling units of a telephone calling account, and desire to 
add additional calling units to the calling account for a fee. 
The process of adding calling units to a telephone calling 
account is referred to herein as calling account "recharge”. 
0032 Typically, customer service center 14 is configured 
to receive recharge requests from customer 12, add calling 
units to the telephone calling account, update the balance of 
the account in account database 28, and withdraw an appro 
priate fee from a payment account of the customer. The 
customer Service center also is configured to process 
requests to activate and add calling units to a new calling 
card. The telecommunications System also may be used for 
Virtually any other transaction related to the customer 
acCOunt. 

0033 Customer service center 14 typically includes a 
customer service representative (CSR) who operates a CSR 
telephone 30 and a CSR computer terminal 32. In addition, 
customer Service center 14 typically includes a fraud clerk 
who operates a fraud clerk telephone 34 and a fraud clerk 
computer terminal 36. Each of telephones 30,34 is linked to 
telephone network 22. Each of terminals 32, 36 is connected 
via a computer network Such as intranet 37 to a customer 
service center server 38. Terminals 32, 36 are typically 
personal computers including a central processing unit and 
asSociated memory. Alternatively, the terminals 32, 36 may 
be handheld computers, mainframe computers, or virtually 
any other type of computing device. Terminals 32, 36, and 
Server 38 are typically configured to execute an order 
processing program, described below. While the embodi 
ments of the present invention may be used to process 
Virtually any transaction, the transactions processed are 
typically orders for goods or Services. Therefore, the terms 
order and transaction will be used herein interchangeably. 
0034) Typically, CSR telephone 30 is configured to be 
dialed via a toll-free number, Such as an 800 number. 
Typically, the 800 number is 1-800-PRE-PAID(R), or 1-800 
773-7243. Alternatively, another toll-free number, or a toll 
number may be used. A customer typically calls from 
telephone 20 to a CSR at CSR telephone 30 to request a 
transaction be performed related to the customer account 
owned by the customer. 
0035 Customer service center 14 also typically includes 
a database 40 coupled to the customer Service center Server 
38. Database 40 typically includes a variety of interrelated 
database records corresponding to transactions processed by 
customer service center 14. Database 40 is typically a 
relational database conforming to the Structured Query 
Language (SQL) standard, Such as the SQL Server product 
commercially available from Microsoft(R) Corporation of 
Redmond, Wash. Alternatively, a non-relational, or non-SQL 
database may be used. 
0036) Database 40 contains customer account records 
including information Such as the name, billing address, 
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telephone number, validation period, and date of account 
creation for each customer account. Typically, the customer 
account records include, and are accessible by, a customer 
account number, shown at 370 in FIG. 11. 
0037. The database also contains information on an order 
history related to each customer account. The order history 
for a particular customer account may be accessed by 
selecting order history selector 368 on customer information 
screen 350. Typically the order history includes a plurality of 
order records, including information on fulfilled and unful 
filled orders. The order records include, and are accessible 
by an order identification number, shown at 462 in FIG. 3. 
The order records also typically include information Such as 
the date of order, time of order, product ordered, fee, 
payment account designator, issuer authorization request 
number, etc., for the order. 
0.038. The database also includes historical data on issuer 
requests Sent from the customer Service center 14 to the 
authorization center 16 for each transaction requested by a 
customer. The issuer request records include information 
Such as the amount requested and the corresponding issuer 
response for each transaction, and are typically accessible by 
an issuer request identification number. The issuer response 
typically includes an authorization response and an address 
Verification response, described in detail below. 
0.039 The database also typically includes strike tickets, 
also described below, recorded incidences of fraud, and 
incidences of disputed charges, including chargebacks, 
related to the customer account. The database typically 
includes information on each and every payment account 
used by the customer, including the account number, issuer, 
and issuer telephone number. The database also may include 
CSR and fraud clerk comments regarding the customer 
account. Certain of these comments may be presented to the 
CSR each time the customer calls the customer Service 
center through comment pane 352 of customer information 
screen 350, to guide the CSR in processing orders from the 
customer. Finally, the customer database typically includes 
information on the products purchased by the customer and 
asSociated fees charged by the vendors of the products, Such 
as the name of the product, Vendor of the product, and cost 
of the product, typically expressed in a per-minute telephone 
uSage rate. 

0040. It will be understood that database 40 may be 
queried from server 38 and/or terminals 32 and 36 in the 
SQL language to retrieve Virtually any combination and 
Subset of data Stored therein. The queries may Select, join, 
merge, and perform other operations on various data records 
based on date, amount, customer identification number, 
order identification number, issuer response, payment 
account designator, or virtually any other parameter Stored 
in the database. For example, a list of all customer accounts 
having more than two incidences of fraud Over the past Six 
months may be generated. 
0041 Customer service center server 38 is linked to 
gateway access platform 24 through a computer network 42. 
Computer network 42 is typically a frame relay cloud with 
a guaranteed minimum data transfer rate, but may alterna 
tively be virtually any other computer network type capable 
of transmitting data. 
0.042 Customer service center server 38 is also typically 
linked to a customer interface Server 44, which in turn is 
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linked to a customer computer terminal 46 via computer 
network 48. Customer interface server 44 is configured to 
transfer or "serve' a customer interface to customer com 
puter terminal 46. The customer interface typically is con 
figured to receive requests from the customer for transac 
tions related to the customer account, Such as account 
activation requests and account recharge requests. Typically, 
customer interface Server 44 is a web server capable of 
transmitting web pages in the HyperTextMarkup Language 
via the Hyper Text Transfer Protocol, and the customer 
interface is a web site. Alternatively, customer interface 
Server 44 may be configured to communicate with customer 
computer terminal 46 in another language and/or protocol. 
0043. Typically, computer network 48 is a public, packet 
Switched network Such as the Internet. Alternatively, com 
puter network 48 may be a private Local Area Network 
(LAN), a Wide Area Network (WAN), or virtually any other 
network capable of transmitting data between computers, 
and may not be packet Switched. 
0044) Authorization center 16 includes an authorization 
server 50 linked to customer Service center server 38 of 
customer Service center 14 via a computer network 64. 
Typically computer network 64 is a TCP/IP network, 
although virtually any network capable of transferring data 
may be used. Authorization server 50 is also linked to an 
authorization center database 52, typically via an intranet 
connection. 

004.5 The authorization center server is configured to 
receive a query regarding a particular payment account from 
customer Service center Server 38, and process the query by 
accessing information related to the payment account in 
database 52 and/or from the issuer 18a of the payment 
account. The query is typically initiated by the CSR at 
terminal 32 or the fraud clerk at terminal 36, and may be a 
address verification query, a payment authorization query, a 
payment request, or other payment account related query, as 
described below. 

0046) The authorization center 16 also typically includes 
a voice response unit (VRU) 54 linked to the authorization 
center server 50 and to telephone network 22. The VRU is 
configured to receive a voice query regarding a particular 
payment account from a fraud clerk or customer Service 
representative of the customer Service center, and access 
authorization center server 50 to answer the query. The VRU 
is typically configured to accept queries concerning payment 
authorization, address verification, payment request, etc. 
The CSR and/or fraud clerk of the customer Service center 
14 may also contact the authorization center via a telephone 
connection, by calling an authorization center representative 
at an authorization center representative telephone 56, and 
make Such queries to a live operator. 
0047 Authorization center sever 50 is also typically 
linked to a plurality of issuers 18a-18e of payment accounts. 
Each issuer typically includes a respective issuer Server 
58a-58e connected to the authorization server 50 via a 
network connection 62. Each issuer also typically includes 
a respective issuer representative telephone 60a-60e, con 
nected to telephone network 22, and through which a CSR 
or fraud clerk from customer Service center 14 may contact 
the issuer. 

0048 Typically, the payment accounts are credit card 
accounts. Alternatively, the payment accounts may be debit 
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accounts, bank accounts, deposit accounts, checking 
accounts, electronic wallet accounts, prepaid accounts, or 
virtually any other type of account from which funds may be 
withdrawn or charged to pay for a transaction. Typically 
each of the payment accounts includes a respective payment 
account card, Such as a credit card, imprinted with a respec 
tive payment account designator, Such as a credit card 
number. The payment account designator may be commu 
nicated by the customer 12 to the customer service center 14 
via telephone 20 or computer network 46, to pay for a 
transaction related to the customer account, in a card-not 
present transaction. 
0049. While in a preferred embodiment of the invention 
the fraud detection System includes both a customer tele 
phone 20 and customer terminal 46, thereby enabling a 
customer to easily access the customer Service center either 
via telephone or computer, it will be understood that the 
System may only include one or the other, or may include an 
alternative device configured to facilitate communication 
between the customer and the customer Service center. 

0050. It will also be understood that the present invention 
may be implemented in a computer-based telephony envi 
ronment, and computer network 48 and telephone network 
22 may be a Single network, Such as the Internet, capable of 
transmitting both voice and data. In this embodiment of the 
invention, any of the telephones of the System may be a 
computer terminal that is equipped with Speakers, micro 
phones, and/or a headset and is configured to implement 
software to enable Voice Over Internet Protocol (VOIP) 
telephony. Computer terminals and associated Software for 
enabling VOIP telephony are well known in the art. 
0051) Turning now to FIG. 3-9, a method for detecting 
fraud in a remote or card-not-present transaction is shown 
generally at 100. At 102, the method typically includes 
receiving at the customer Service center a call from a caller. 
Typically, the caller is a customer and owner or authorized 
user of a telephone calling account and associated calling 
card 90 serviced by the customer service center. However, 
the caller may also be a fraudulent actor intending to defraud 
the customer Service center and payment account issuer. 
Hereinafter, for simplicity of explanation the caller will be 
referred to as a customer, even though the caller actually 
may be an imposter. 
0.052 In a typical calling card recharge Scenario, the call 
received at 102 has been placed by customer 12 to a recharge 
telephone number 96, printed on calling card 90. Alterna 
tively, the customer 12 may contact the customer Service 
center 14 via customer terminal 46 and computer network 
48, using, for example, an Internet address imprinted upon 
card 90. 

0.053 At 104, the method typically includes routing the 
call to the telephone 30 of a CSR at customer service center 
14. The method may also include detecting the recharge 
telephone number 96 dialed by the caller, and routing the 
call to a CSR equipped to handle calls for that recharge 
telephone number. Typically, customer Service center 14 is 
configured to proceSS recharge orders for a variety of dif 
ferent vendors of calling cards, each vendor having a dif 
ferent recharge telephone number. The various recharge 
telephone numbers all are routed to customer Service center 
14, and the customer Service center is able to distinguish 
between recharge orders for the various vendors based on 
the recharge telephone number dialed by the caller. 
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0054. At 106, the method includes greeting the caller. At 
108, the method typically includes requesting and receiving 
from the caller the gateway access telephone number 92 
asSociated with the calling account. A Single vendor of 
calling cards may offer a variety of calling card product 
types. The gateway access telephone number 92 enables the 
customer Service center to determine which calling card type 
applies to a given transaction. 
0055. At 110, the method typically includes requesting 
and receiving a customer account designator. Typically the 
customer account designator is a calling account designator 
98 associated with the calling account, and is imprinted upon 
the calling card 90. The calling account designator enables 
the customer Service center to determine the particular 
calling card to which the present transaction should be 
applied. 
0056 Typically, the gateway access telephone number 
and calling account designator are input by the CSR into an 
order processing program configured to run on Server 38 and 
terminals 32, 36. As shown in FIG. 15, the gateway access 
telephone number typically is input into a platform tele 
phone number box 552 of a customer look-up screen 550 of 
the order entry program. The calling account designator is 
typically entered into calling account designator box 554 of 
customer look-up screen 550. Matching customer account 
records are then displayed in customer list pane 558, from 
which the CSR may select the appropriate record corre 
sponding to the caller's account. Once the appropriate 
customer account record is Selected, information regarding 
the account appears in customer account information pane 
560. 

0057 The configuration of customer look-up screen 550 
shown in FIG. 15 corresponds to the card lookup selector 
562. FIG. 16 shows an alternative configuration of the 
customer look-up screen 550 accessible upon selection of 
name and Zip selector 564, which enables the CSR to 
look-up customer account information by entering the cus 
tomer's name and ZIP code in input boxes 568. FIG. 17 
shows another alternative configuration of the customer 
look-up screen 550 accessible upon selection of alternative 
lookup selector 566. The CSR is able to look up customer 
account information in customer Service center database 40 
by inputting a customer identification number, order num 
ber, credit card number, and/or telephone number associated 
with the customer account, into input region 570. 
0058 At 112, the method typically includes determining 
whether the customer account designator corresponds to a 
new customer account or an existing customer account. 
Typically, this is accomplished by the CSR inputting the 
customer account designator into CSR terminal 32 via input 
region 552, and determining if the customer account desig 
nator is stored in the customer Service center database 40. If 
the customer account designator is not found in database 40, 
then the customer account is a new customer account. 

0059. If the customer account is a new customer account, 
the method includes, at 114, requesting and receiving from 
the customer the customer's name, billing address, and 
home, work, and/or current telephone number. The CSR 
typically selects the new customer selector 572 of customer 
information screen 550 and is prompted by the order entry 
program to enter the name, billing address, and telephone 
number of the new customer. This information is Subse 
quently saved to database 40. 
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0060) If the customer account is an existing customer 
account, the method includes, at 116, Verifying the customer 
name associated with the customer account, and, at 118, 
Verifying the billing address associated with the customer 
account. Upon Selection of the appropriate customer indi 
cator in the customer list of pane 558, and selection of the 
OK button 574, the order entry program presents to the CSR 
a customer information Screen 350 containing the customer 
name 360, billing address 362, and telephone numbers 364 
associated with the customer account, as shown in FIG. 11. 

0061 Verification at 116 and 118 is typically accom 
plished by asking the customer to State his or her name and 
present address, and comparing the customer's answers to 
the billing address and name for the account Stored in 
database 40 and displayed on customer information Screen 
350. If the customer cannot provide a billing address and 
name that match records for the customer account in data 
base 40, the order is typically not processed. 

0.062. At 120, the method typically includes presenting a 
menu of product options to customer 12. The CSR typically 
presses the recharge button 366 on the customer information 
screen 350 to access a product options screen 400, shown in 
FIG. 12. Product options screen 400 typically includes 
product information 402, Such as the product description, 
account number, account Status, account balance, and 
account expiration date, and one or more product options 
404. The CSR communicates the product options 404 to the 
customer to aid the customer in Selecting a desired product 
option. 

0.063 At 122, the method includes receiving an order for 
a transaction from the customer. Typically the order is 
received by the CSR and entered into the order entry screen 
400 by selecting one of the product options 404, which 
Selected product option appears in highlight box 406. 

0064. At 124, the method typically includes requesting 
and receiving a payment account designator from the cus 
tomer. Typically, the CSR inputs the payment account des 
ignator and an associated expiration date into the payment 
account number box 410 and expiration date box 408 of 
product options screen 400. Should the CSR, in his or her 
judgment, Suspect the transaction is fraudulent, the CSR 
may select a “hunch” selector 414, which will result in an 
increase in the risk level assigned to the transaction. For 
example, if the CSR recognizes the Voice of a single caller 
who calls repeatedly under different names, the CSR may 
select the hunch selector to indicate that the CSR suspects a 
transaction by that caller is fraudulent. 
0065. As described above, payment account designator is 
typically a credit card number, but may also be a debit card 
number, Stored value card number, electronic wallet number, 
or virtually any other payment designator configured to 
facilitate payment from a payment account. 
0.066. At 126, the method typically includes assessing a 
risk level of the transaction. Assessing the risk level will be 
discussed in more detail below with reference to FIG. 5. 
Typically, the risk level is a cumulative risk level based upon 
attempted detection of a plurality of fraud indicators in a 
pending and/or in past transactions. However, a plurality of 
fraud indicators need not actually be detected. For example, 
the cumulative risk level may be based on Zero, one, or more 
detected fraud indicators. In addition, while the cumulative 
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risk level typically is associated with a pending transaction 
at the customer Service center, it will also be appreciated that 
the cumulative risk level may be associated with the cus 
tomer account, customer name, or other parameter identi 
fying the customer or transaction. In one embodiment of the 
invention, the cumulative risk level is expressed in Strikes, 
which are units of risk. Alternatively, virtually any other 
measure of risk may be used. While the cumulative risk level 
typically is wholly based on the detected fraud indicators, it 
may alternatively be only partially based on the detected 
fraud indicators. 

0067. At 128, the method further includes determining 
whether the assessed risk level meets or exceeds a first 
predetermined threshold, also referred to as a fraud queue 
threshold. Typically, the fraud queue threshold is three 
Strikes. Alternatively, a fraud queue threshold of greater or 
lesser value may be used. If the assessed risk level is leSS 
than the fraud queue threshold, then the method further 
includes, at 130, requesting authorization of payment from 
the authorization center 16 for a predetermined payment 
amount. This is typically accomplished by Sending a request 
from the customer Service center server 38 to the authori 
zation server 50. Authorization server 50, in turn determines 
whether the payment account contains Sufficient funds or 
Sufficient available credit to pay the payment amount. The 
authorization Server typically contacts the issuer of the 
account 18a to verify that the payment account contains 
sufficient funds, or sufficient available credit to pay the 
payment amount. 

0068 Authorization server 50 typically sends a response 
to customer Service center Server 38. The response may 
indicate that the requested authorization is approved, or that 
the requested authorization is denied, for example, because 
(1) the payment account designator is invalid, (2) the pay 
ment amount is invalid, (3) the payment account has reached 
a credit floor, (4) the issuer has requested that the payment 
card be picked up, (5) the payment card has been reported 
as lost or Stolen, (6) the payment card is expired, (7) an 
invalid institution type, expiration date, or transaction type 
has been entered, (10) a restraint has been placed on the card 
by the customer or issuer, or (11) the issuer has generically 
indicated the card is not to be honored. Any of these reasons 
for denial of an authorization may be used as a basis to 
increase the risk level associated with present or future 
transactions related to the customer account. 

0069. At 132, the method typically includes requesting an 
address verification for the billing address of the payment 
account. The CSR typically requests address verification, 
and authorization by selecting the "okay” selector 412 on 
product options screen 400. 

0070 Address verification may be accomplished by 
Sending the billing address associated with the customer 
account and Stored in customer Service center database 40 to 
authorization server 50. Authorization server 50 in turn 
Sends a query to an appropriate issuer 18a, requesting the 
issuer to verify whether the customer address on file with the 
issuer 18a of the payment account matches the customer 
address on record with the customer Service center 14. 
Alternatively, authorization center 16 may acceSS internal 
records Stored in database 52 and compare the name and 
address received from customer Service center 14 to a name 
and address for the payment account Stored in database 52. 
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0071. The authorization server 50 typically sends a 
response to the customer Service center Server 38 indicating 
that there was no match, or only a partial match of the billing 
addresses. The authorization Server may indicate a degree of 
match to the customer Service center Server. For example, 
the authorization server 50 may respond that the ZIP code 
and Street number did not match. 

0.072 While the requests for authorization and address 
Verification are typically Sent in a Single request to a single 
authorization center, it will be appreciated that the requests 
may be separate requests and may be sent to Separate 
organizations for processing. Likewise, while the responses 
form the authorization center 16 typically are included in a 
Single response, there may alternatively be separate 
responses for the authorization query and address Verifica 
tion query. 

0073. The CSR and/or fraud clerk may also instruct the 
order processing program to not conduct address verification 
for a particular customer. This typically occurs where it is 
known by customer Service center 14 that the customer is a 
valid customer, even though the customer's address does not 
match the address on record with the issuer 18a of the 
customer's payment account. This is typically accomplished 
by Selecting an appropriate address verification avoidance 
Selector 356 on customer information screen 350. 

0.074 At 134, the method typically includes determining 
whether there was an authorization failure. Typically, if an 
authorization failure is detected, the method includes can 
celing the order at 146. Alternatively, if there is a failure due 
to no response from authorization center 50 or issuer 18a, or 
due to a credit floor, restraint, invalid amount, or do-not 
honor response, or because issuer 18a is unavailable, or for 
Some other predetermined reason, the method may include 
requesting a new payment account designator from the 
customer. The method may also include re-requesting autho 
rization at 130 using the new payment account designator. In 
addition, if, at 134, there is a failure due to a pick-up or lost 
or Stolen response, then the order may be placed in the fraud 
queue at 140 for later review by a fraud clerk. 
0075. At 136, the method also typically includes deter 
mining whether there was an address match failure. Typi 
cally, this is accomplished by determining whether there was 
a complete address match failure. A partial address match 
failure alternatively may be used to make the determination. 
If an address match failure is detected, the method typically 
includes canceling the order, as shown at 146. Alternatively, 
the method may include asking the customer to Verify or 
resubmit the billing address, and then re-requesting address 
verification of the newly submitted billing address at 132. 

0.076 If neither an authorization failure, nor an address 
mismatch failure is detected at 134 or 136, the method, 
includes fulfilling the order, as shown at 138. Fulfilling the 
order is typically accomplished by crediting time to the 
customer account, and updating a calling unit balance of the 
calling account in the account database 28 associated with 
gateway access platform 24. Alternatively, the order may be 
fulfilled by carrying out Virtually any other transaction 
related to the customer account. For example, the order may 
be fulfilled by Sending a product to the customer. 

0.077) If, at 128, the assessed risk level meets or exceeds 
the predetermined fraud queue threshold, the order typically 
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is placed in a fraud queue for review by a fraud clerk, as 
shown at 140. Placing an order in the fraud queue is referred 
to as “striking out the order, because in one embodiment of 
the invention the risk level of the transaction is expressed in 
“strikes' earned for the presence of fraud indicators. Typi 
cally, the order is placed in the fraud queue automatically by 
the order processing program. 

0078 By placing the order in the fraud queue, fulfillment 
of the order is deferred until the order may be verified by a 
fraud clerk. Alternatively, Subsequent review and Verifica 
tion of the order may be executed by the CSR, or any other 
perSon associated with the customer Service center. 

0079 The fraud queue may be accessed by the fraud 
clerk and CSR through fraud queue console 450, shown in 
FIG. 13. Fraud queue console 450 is also referred to as a 
strike console 450 because it typically contains information 
on Strikes assessed for a particular order. The Strike console 
450 typically contains an unopened ticket queue 452, and 
queues 454 and 456, respectively including tickets assigned 
to each fraud clerk. A fraud clerk may select any of queues 
452-456 by clicking on an associated hyperlink, and may 
view in queue pane 458 each of the queued orders 460 
contained in the Selected fraud queue. 

0080. The CSR or fraud clerk may in turn select one of 
queued orderS 460 to access a detailed View of the queued 
order, referred to as a strike ticket 500, as shown in FIG. 14. 
Strike ticket 500 typically includes account information 502 
Such as the date the Strike ticket was created, the date the 
strike ticket was opened by a fraud clerk, the fraud clerk that 
“owns' or is assigned to the Strike ticket, a contact method 
for the customer placing the order (typically the present 
telephone number of the customer Such as a mobile tele 
phone number), the name of the customer, billing address of 
the customer, payment account designator of the customer 
(typically a credit card number), the expiration date of the 
credit card, the requested purchase amount of the order, the 
telephone number of the customer account, as well as a 
status of the strike ticket 504 and detailed strike list 506 of 
all strikes against the account. Typically the status 504 of the 
Strike ticket may be new, opened, or processed. If the Status 
is opened, the Status may also indicate a particular fraud 
clerk who owns the strike ticket. The fraud clerk may alter 
the Status of the Strike ticket by Selecting the add Status 
selector at 510. The fraud clerk may instruct that the order 
be processed by Selecting a proceSS Selector 512, and may 
cancel the order through cancel selector 514. The order 
history, including all past transactions associated with the 
customer account, as well a list of all other calling accounts 
owned by the same customer, may be viewed by Selecting 
the order history/phone cards selector 516. The fraud clerk 
or CSR may blacklist a particular customer by Selecting 
blacklist selector 508, thereby placing the customer account, 
all related telephone cards, and all related credit cards on a 
blacklist kept on database 40. The CSR may also blacklist a 
customer account by Selecting blacklist Selector 372 on 
customer information screen 350. Alternatively, the blacklist 
may contain only one of the aforementioned data categories, 
or may contain other information related to the customer 
account, Such as customer name, or billing address. 
0081. At 142, the method typically includes attempting to 
verify the order, which will be discussed below in more 
detail with reference to FIG. 9. At 144, the method includes 
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determining whether the order was verified. If the order was 
not verified, then at 146 the method includes canceling the 
order. 

0082 If it is determined at 146 that the order was verified, 
then at 148 the method typically includes validating the 
customer account. Typically, validation of the customer 
account is accomplished by selecting validation button 354 
of customer information Screen 350. Validation of the 
account typically causes customer Service center Server 38 
not to Send Subsequent orders for the validated customer 
account to the fraud queue for a predetermined period of 
time, even if fraud indicators are present in the pending or 
past transactions associated with the account and the risk 
level for the transaction is above the predetermined thresh 
old. 

0.083 Typically, the period of time for validation is based 
on the length of time Since activation of the customer 
account. For most customers, this corresponds to the length 
of time the perSon has been a customer of a particular calling 
card Service. A customer account that has been active for 
between about Zero and three months typically is not vali 
dated at all, while a customer account that has been activated 
for between about three and six months typically is validated 
for between about 5 and 30 days, a customer account that has 
been activated for between about Six and nine months 
typically is validated for about 60 days, a customer account 
that has been activated for between about nine and twelve 
months typically is validated for about 90 days, and a 
customer that has been activated for twelve months or more 
typically is validated for 180 days. In addition, certain 
preferred customer accounts may be validated for a prede 
termined period of time Such as a year. Alternatively, the 
validation period may be uniform for all validated accounts, 
or may be based on Some other predetermined criteria. In 
this manner, Subsequent customer transactions for the Vali 
dated account will not be unnecessarily delayed by place 
ment of the pending order in the fraud queue. After the 
customer account has been validated, at 138 the method 
typically includes fulfilling the order, as described above. 
0084. In one alternative embodiment of the invention, 
after step 126 and before step 128 the method includes 
determining whether the assessed risk level associated with 
the transaction meets or exceeds a predetermined interme 
diate threshold. If So, the method may include documenting 
details regarding the pending transaction by inserting a 
comment in a comment region 352 of customer information 
screen 350. The comments may include (1) an OK TO 
PROCESS comment indicating that the order should be 
processed in Spite of fraud indicators detected in the pending 
or past transactions associated with the account, (2) a 
MATCH comment indicating that customer service center 
14 records for customer information Such as name, billing 
address, and telephone number match payment account 
issuer records, (3) a NO MATCH comment indicating that 
either one or more of the name, address, or telephone 
number on record at customer Service center 14 do not match 
payment account issuer records, (4) a TRANSFER TO 
SPECIALIST comment indicating that the customer is sus 
picious and caution should be used when processing trans 
actions, (5) a DO NOT PROCESS comment indicating that 
future orders from this customer should not be processed, 
but should be placed in the fraud queue, (6) a CHARGE 
BACK comment indicating that the customer currently has 
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a disputed charge with customer Service center 14 and future 
orders should be processed only with the approval of a fraud 
Specialist or virtually any other comment related to the Status 
of the customer account. Alternatively, the comments may 
be placed in the customer Service center database and 
accessible via an order history display, rather than displayed 
in comment region 352 of customer information screen 350. 
In addition, it should be understood that the fraud detection 
System may not employ any comment mechanism at all. 
Typically, the intermediate threshold is two Strikes, although 
Virtually any predetermined level of risk may be used. 
0085 Turning now to FIG. 5, assessing a risk level at 128 
typically includes, at 150, identifying a plurality of fraud 
indicators. The fraud indicators may be determined from 
empirical research, corporate know-how, intuition, etc., and 
are discussed in detail below. The fraud indicators typically 
are identified before the customer calls the customer Service 
center to request a transaction related to the customer 
account. Alternatively, the fraud indicators may be deter 
mined after the customer calls customer Service center 14, or 
at any preselected time during the ordering process. 
0086. At 152, the method may include assigning each of 
the fraud indicators a weighted value. AS described above, 
the weighted value typically is expressed in “strikes', which 
are units of risk. Typically, a fraud indicator may be assigned 
a weighted value of from one to three Strikes, based on the 
accuracy of the fraud indicator in predicting fraud. In 
addition, the predetermined threshold at 128 typically is 
three Strikes. Alternatively, the predetermined threshold may 
have a value greater or less than three strikes, for example, 
four Strikes, or one or more Strikes, and Some of the fraud 
indicators may have a weighted value of more than three 
strikes. In addition, it will be understood that another 
Suitable predetermined weighting Scheme may be used. For 
example, the risk units may be weighted on a Scale of 1 to 
10, and/or may be expressed in decimal or fractional units. 
0087. At 154, the method typically includes detecting 
whether any of the fraud indicators are present in the 
pending or past transactions associated with the account, as 
described in detail below with reference to FIGS. 6-9. 

0088 At 156, the method typically includes determining 
if none of the fraud indicators are present, and if none are 
present, setting the risk level to a minimum value at 158. 
Typically, the minimum value is Zero, although another 
predetermined minimum value may be used. If at least one 
of the fraud indicators is present, then the method at 160 
includes calculating a cumulative risk level based on the 
weighted value of the fraud indicators detected in the 
pending or past transactions associated with the account. 
Typically, this is accomplished by adding the weighted value 
of the fraud indicators together. Alternatively, another Suit 
able calculation mechanism may be used. For example, 
where the fraud indicators are weighted equally, the risk 
level may be accomplished by counting the number of 
Strikes. 

0089 Turning now to FIGS. 6-9, detecting whether any 
fraud indicators are present in the pending or past transac 
tions associated with the customer account at 154 typically 
includes, at 162, beginning detecting whether any fraud 
indicators are present. Typically fraud indicators present in 
past transactions are detected by querying records Stored in 
database 40. 
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0090. At 164, the method typically includes determining 
whether a CSR hunch flag is Set for the pending transaction. 
As described above, the CSR may indicate that he or she 
Suspects a particular transaction is fraudulent by checking a 
CSR hunch check box, shown at 414 in FIG. 12. If the CSR 
hunch check box 414 is checked, and therefore the CSR 
hunch flag is Set, the method includes at 166 increasing a 
cumulative risk level associated with the pending transaction 
by three Strikes, thereby typically forcing the order to Strike 
out. Alternatively, the cumulative risk level may be 
increased by another amount. The method may alternatively 
include detecting whether the CSR hunch flag has been set 
for past transactions associated with the account. 
0.091 At 168, the method typically includes determining 
whether there are any payment authorization failures in past 
transactions associated with the customer account. The 
payment authorization failure may be a credit floor autho 
rization failure, in which the proposed transaction fee would 
put the credit account over a credit limit for the payment 
account. The payment authorization failure may also be a 
pick up authorization failure, in which the issuer has asked 
that merchants pick up the payment card if anyone attempts 
to use it. The payment authorization failure may also be a 
lost or Stolen authorization failure, in which the issuer 
indicates that the payment card has been reported lost or 
Stolen, and should not be honored. Alternatively, the pay 
ment authorization failure may be virtually any other autho 
rization failure reported by the issuer or authorization center 
to the customer Service center. 

0092. As indicated at 170, method typically further 
includes determining whether there are any credit floor 
authorization failures in past transactions associated with the 
account. In a credit floor authorization failure, the issuer 
refused authorization because the proposed transaction 
would have put the credit account over a preestablished 
credit limit for the account. At 172, if a credit floor autho 
rization failure is detected, the method includes increasing 
the cumulative risk level associated with the transaction by 
one or more Strikes. 

0093. At 174, the method typically includes determining 
whether there are any “pick up’ or “lost or stolen” autho 
rization failures associated with past transactions on the 
account. If So, at 176 the method includes increasing the 
cumulative risk level associated with the transaction by three 
Strikes. 

0094. At 178, the method typically includes determining 
whether there are any billing address match failures in past 
transactions associated with the account. Typically, the bill 
ing address is checked via an address verification Service 
offered by the authorization center 16, as described above. 
The billing address match failure is usually a complete 
billing address mismatch between the billing address Stored 
at the customer Service center and a billing address on file 
with the issuer. Alternatively, the billing address match 
failure may be a partial mismatch, Such as a mismatched ZIP 
code or apartment number. At 180, the method typically 
includes increasing the cumulative risk level associated with 
the transaction by adding one or more Strikes. Alternatively, 
the billing address match failures may be detected in the 
pending transaction. 
0.095 At 182, the method typically includes determining 
whether there is an excessive order history associated with 
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the customer account, that is, whether a predetermined 
parameter Such as frequency, amount, or duration of the past 
transactions on the customer account exceeds a predeter 
mined threshold. The excessive order history may, for 
example, be an order history exceeding a predetermined 
monthly threshold, exceeding a predetermined weekly 
threshold, or including Same-day or consecutive-day order 
ing, as described below. 
0096] At 184, the method typically determines whether 
past transactions in the order history associated with the 
account meet or exceed a predetermined monthly threshold. 
Typically, order activity of the past 30 days is compared 
against the monthly threshold. Alternatively, order activity 
of the most recent calendar month may be compared against 
the predetermined monthly threshold. Typically, the prede 
termined monthly threshold is between about $50 and S300 
per month, and is preferably about S150 per month. Alter 
natively, the predetermined monthly threshold may be about 
S200 per month or Some preselected value outside the range 
of S50 to S300 per month. While typically the predetermined 
monthly threshold is a dollar amount, the predetermined 
monthly threshold may also be a number of calling units, 
Such as minutes, or have Some other predetermined units. If 
past transactions in the order history exceed the predeter 
mined monthly threshold, the method, at 186, includes 
increasing the cumulative risk level associated with the 
transaction, adding Strikes (typically three). 
0097. At 188, the method typically includes determining 
whether past transactions in the order history of the account 
meet or exceed a predetermined weekly threshold. Typically, 
transactions occurring within the past 7 days are compared 
to the predetermined weekly threshold. Alternatively, the 
past calendar week, or Some other Seven-day period may be 
used. The predetermined weekly threshold is typically 
between about $50 and S150, and is preferably about S100. 
Alternatively, the predetermined weekly threshold may be 
S75, or Some other predetermined value outside of the range 
of S50 to S150. In addition, the predetermined weekly 
threshold may be expressed in units other than dollars. For 
example, time units Such as minutes may be used. If past 
transactions in the order history exceed the predetermined 
weekly threshold, the method, at 190, includes increasing 
the cumulative risk level associated with the transaction by 
Strikes (typically two). In addition, the predetermined 
monthly and weekly thresholds may be periodically and/or 
arbitrarily changed to thwart prediction by fraud rings. 
0098. The method also typically includes detecting 
whether the frequency of transactions in the order history 
exceeds a predetermined threshold. At 192 and 196, respec 
tively, the method typically includes determining whether 
the order history includes any Same-day order activity, or 
consecutive day order activity. If a plurality of transactions 
have been made on the account on the same day or on 
consecutive days, the method, at 194 and 198, respectively, 
includes increasing the cumulative risk level associated with 
the transaction by adding Strikes (typically three). 
0099. At 200, the method typically includes detecting 
whether there having been any charges disputed and unpaid 
by the customer, referred to in the credit industry as “charge 
backs”. At 202, if a chargeback is detected in the order 
history associated with the customer account, the cumulative 
risk level associated with the transaction is increased by 
adding Strikes (typically three). 
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0100. At 204, the method typically includes determining 
whether the payment account, typically a credit or debit card 
account, has been placed on a list of payment accounts 
known to be fraud risks. This list is referred to herein as a 
payment account blacklist. This payment account may be 
internally generated by the customer Service center, or may 
be purchased from an outside credit agency. At 206, if the 
payment account is determined to be on a blacklist, the 
cumulative fraud level associated with the account is 
increased by three Strikes. Blacklists may also be maintained 
for customer accounts, customer names, billing addresses, or 
Virtually any other parameter indicative of fraudulent activ 
ity. 

0101. At 208, the method typically includes determining 
whether the call received at 102 in the pending transaction 
is being placed from a predefined high risk area. The area 
from which the call is being placed may be determined by 
asking the customer, or by automatically detecting the area 
code in the Automated Number Identification (ANI) asso 
ciated with the call from the customer. Typically, the pre 
defined high risk areas are New York City, Bronx, Brooklyn, 
Miami, and Los Angeles. The high-risk area also may be 
limited to a particular telephone number or group of tele 
phone numbers. For example, if a fraud ring is Suspected to 
operate out of a particular hotel, then the method may 
include assigning three Strikes to the cumulative risk level of 
any transaction requested from telephone numbers from that 
hotel. The predefined high-risk areas may change, as inci 
dences of fraud migrate from area to area. Alternatively, the 
method may include detecting whether calls in past trans 
actions associated with the account were placed from a 
predefined, high-risk area. 
0102 At 212, the method also typically includes deter 
mining whether there are any detected incidences of fraud in 
past transactions associated with the customer account. If So, 
the method further includes increasing the cumulative risk 
level associated with the account by additional Strikes (typi 
cally three). 
0103) At 216, the method typically includes determining 
whether there is no customer telephone number associated 
with the pending transaction. This may occur if the customer 
refuses to give a telephone number to the CSR, if the 
customer indicates that he does not own a telephone and/or 
that he cannot be reached at any telephone, or if the customer 
gives the CSR a telephone number that has been discon 
nected, is no longer in Service, or is otherwise invalid. If 
there is no customer telephone number associated with the 
customer account, the method typically includes, at 218, 
increasing the cumulative risk level associated with the 
transaction by adding Strikes (typically three). 
0104. At 220, the method typically includes determining 
whether there is a forced transfer of the order to the fraud 
queue, also referred to as a “forced Strikeout,' associated 
with the customer account. A forced Strikeout is typically 
assigned to the account by a fraud clerk by Selecting a 
forced-strikeout selector 358 via the customer information 
screen 350. A forced strikeout may be assigned for a variety 
of reasons. For example, a forced Strikeout may be assigned 
by a fraud clerk investigating a periodic fraud report, as 
described below, with reference to FIG. 10. A forced strike 
out may also be assigned for customer accounts that have 
had past fraud activity, or upon customer request, or for 
Virtually any other reason. 
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0105. At 222, if a forced strikeout is detected, the method 
typically includes assigning the predetermined fraud queue 
threshold value by adding Strikes (normally three), to the 
cumulative risk level associated with the transaction. This 
causes the transaction to be placed in the fraud queue at 140, 
thereby forcing the transaction to Strike out. 

0106. At 224, the method typically includes detecting 
whether the customer requesting the pending transaction has 
called from a public telephone. This is typically accom 
plished by detecting the telephone number of the customer 
telephone from ANI associated with the telephone call and 
comparing the detected telephone number with a predeter 
mined list of public telephone numbers. If the telephone call 
is detected as originating from a public telephone, the 
method typically includes, at 226, assigning one or more 
Strikes to the cumulative fraud risk level for the transaction. 
Alternatively, the method may include detecting whether the 
customer is calling from a public telephone in another 

C. 

0107 At 228, the method typically includes determining 
whether the telephone call from the customer in the pending 
transaction originated in an area code outside the area code 
asSociated with the billing address. This may be accom 
plished by detecting the area code of the telephone of the 
customer from the ANI associated with the call, and com 
paring the detected area code with the area code of the 
telephone number associated with the billing address of the 
customer, as recorded at the customer Service center. Alter 
natively, the comparison may be accomplished by compar 
ing the detected area code to a list of area codes associated 
with the ZIP code of the billing address via a lookup table. 
If it is determined that the call originated from outside an 
area code associated with the billing address of the customer, 
the method, at 230, typically includes increasing the cumu 
lative risk level associated with the transaction by adding 
Strikes (normally three). 

0108. In one embodiment of the invention, the customer 
account may be a telephone calling account with the same 
account designator as a preexisting account, Such as a 
mileage account. For example, the customer may be the 
owner of a mileage account with a particular airline, and also 
be the owner of a telephone calling account having the same 
account number as the mileage account. This is convenient 
for the customer because the customer need not carry 
Separate plastic cards for each account. Rather the number 
for both accounts may be on a Single card. In this embodi 
ment of the invention, the method may further include, at 
232, determining whether the customer has a valid preex 
isting account with the same number as the telephone calling 
account. For example, a customer requesting purchase of 
telephone calling time on an account that is typically offered 
only to mileage account owners, but who does not perSon 
ally own Such a mileage account, may be committing fraud. 
Therefore, if no valid preexisting account is detected at 232, 
the method typically includes, at 234, increasing the cumu 
lative risk level associated with the account by adding 
Strikes (typically three). 
0109) Alternatively, any of the aforementioned fraud 
indicators may be selectively turned on and off, either 
arbitrarily or in Some predetermined manner, to thwart 
prediction of the fraud indicators by fraudulent actors. In 



US 2003/0174823 A1 

addition, the degree to which each detected fraud indicator 
affects the cumulative risk level for the pending transaction 
may be altered. 
0110 Turning now to FIG. 9, attempting to verify the 
order at 142 may include, as shown at 236, retrieving an 
order from the fraud queue. To accomplish this the fraud 
clerk typically opens the fraud queue console 450 and 
Selects new order Selector 452, revealing a list of queued 
new orders 460 in queue pane 458. The fraud clerk then 
Selects a particular new queued order from the list, thereby 
opening fraud ticket window 500 with information about the 
Selected new queued order. 
0111. At 238, the method typically includes contacting 
the authorization center and determining the telephone num 
ber of the issuer of the payment account given by the 
customer to the CSR to pay for the transaction. Typically, the 
fraud clerk contacts the authorization center via telephone. 
Alternatively, the fraud clerk may contact the authorization 
center via computer or other device, may obtain the tele 
phone number of the of the issuer in another manner, or may 
not obtain the telephone number at all. 
0112 At 240, the method typically includes contacting 
the issuer 18a of the payment account, typically a bank. The 
contact may be from telephone 34 of the fraud clerk to 
telephone 60a at the issuer 18a, although another suitable 
contact device may be used, Such as connecting computer 32 
or 36 to computer 58a. At 242, the method typically includes 
Verifying the customer name, address and/or telephone num 
ber with the issuer. This is usually accomplished by the fraud 
clerk reading the name, address, and/or telephone number to 
a representative of the issuer over the telephone, although 
facsimile, mail, or computerized verification may also be 
used. At 246, the method includes determining whether there 
is a match between the issuer records and the name, address, 
and/or telephone number for the customer account in the 
customer Service center records. ISSuer 18a will typically 
inform the fraud clerk whether or not the name, address, or 
telephone number given by customer 12 matches the corre 
sponding records for the payment account kept by the issuer 
18a. For security reasons, issuer 18a typically does not 
disclose to the fraud clerk the name, address, or telephone 
number of the customer on record with the issuer 18a. 

0113) If there is a match, the method, at 248, typically 
includes calling the matching telephone number, and at 250, 
verifying the order with the customer or another suitable 
perSon at the matching telephone number. At 252, the 
method includes determining whether the verification at 250 
is acceptable. If the order is not verified, the method at 254 
includes marking the order as not verified. If the order is 
verified, the method at 256 includes marking the order as 
verified. 

0114. At 258, if the customer name, and/or address, 
and/or telephone number on record with customer Service 
center 14 do not match records of issuer 18a, then the 
method may include recording the mismatch in the customer 
Service center database. Typically, the record mismatch is 
recorded by entering a comment in the comment region 352 
of customer information Screen 350 in FIG. 11. Alterna 
tively, the comment may be entered into database 40 in 
another manner. 

0115. At 260, the method typically includes contacting 
customer 12 at a current telephone number. Typically the 
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current telephone number is obtained when the order is first 
placed in the fraud queue at 140. The CSR typically explains 
to the customer that the order will take Some time to process, 
and requests a current telephone number at which the 
customer Service center may call the customer back within 
a short amount of time, Such as an hour. The current 
telephone number is usually recorded in customer informa 
tion 502 in customer information Screen 500. 

0116. At 262, the method typically includes asking the 
customer for additional information to determine why there 
is a mismatch in the name, billing address, and/or telephone 
number on record at issuer 18a and customer Service center 
14. For example, the customer may explain that he or she 
recently moved, and issuer 18a does not have an updated 
billing address on record. The customer may then present the 
fraud clerk with a prior billing address that the customer 
believes may be on record with the issuer 18a. 
0117 The method typically includes, at 264, re-contact 
ing the issuer, and, at 266, determining whether the name, 
address, and/or telephone number of the customer on record 
with issuer 18a match the additional information given by 
the customer at 262. If the records still do not match, at 268, 
the method includes determining whether, in Spite of the lack 
of a match between the additional information given by the 
customer and issuer records, in the judgment of the fraud 
clerk the customer gave a Sufficient explanation to explain 
the mismatch. If so, the order is marked as verified at 256, 
and ultimately fulfilled. If not, the order is marked as not 
verified at 254, and ultimately cancelled. 

0118) If the customer name, telephone number, and bill 
ing address given as additional information at 262 match 
existing issuer records, the method further may include, at 
270, contacting the matching telephone number. At 272, the 
method includes determining whether the customer or 
another perSon related to or associated with the customer is 
at home. If not, at 274, the method includes leaving a 
message that the order will be fulfilled, and that if the order 
is not desired by the customer, the customer should call the 
customer Service center upon receipt of the message. If the 
customer, customer relation, or customer associate is at 
home, the method includes, at 276, verifying the order with 
the customer, customer relation, or customer associate. At 
278, the method includes determining whether the customer, 
customer relation, or customer associate indicates that the 
order is acceptable. If the order is acceptable, the order is 
marked as verified at 256, and ultimately fulfilled. If the 
order is indicated to be unacceptable or invalid, then the 
order is marked as unverified at 254, and ultimately can 
celled. 

0119 FIG. 10 shows an embodiment of the present 
invention including a method 300 for inhibiting fraud asso 
ciated with a customer account by periodically Scanning past 
transactions on the account for fraud indicators. The method 
typically includes, at 302, identifying a fraud indicator. The 
fraud indicator may be (1) one customer using a plurality of 
payment accounts, (2) one payment account being used on 
a plurality of customer accounts, or (3) one payment account 
being used above a predetermined payment account use 
threshold, typically a dollar amount threshold or frequency 
of use threshold, or Some other predetermined fraud indi 
cator determined to indicate a risk of fraud on a customer 
acCOunt. 
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0120) The method may also include, at 302, periodically 
Scanning past transactions related to the customer account 
for the fraud indicator. This is typically accomplished by a 
transaction analysis program executed by Server 38 and 
configured to analyze transaction records Stored on database 
40. 

0121. At 304, the method typically includes detecting the 
fraud indicator in a detected past transaction related to the 
account. The Scanning typically occurs more than about 
once per week, preferably three times a week. Alternatively, 
the Scanning may occur more or leSS frequently, Such as 
nightly, or biweekly. Typically, reports are generated listing 
all detected past transactions containing the identified fraud 
indicator. The reports are typically electronic, but may also 
be generated on paper. 
0122) At 306, the method typically includes increasing a 
risk level for future transactions having a parameter in 
common with the detected past transaction. Typically, a 
fraud clerk evaluates the reports of detected past transactions 
containing the identified fraud indicators, and increases the 
risk level of future transactions associated with customer 
account by forcing all future transactions on the customer 
account to Strike out. This is accomplished by Selecting the 
strikeout selector 358 on the customer information Screen 
350. Alternatively, the fraud clerk may increase the risk level 
asSociated with future transactions associated with the cus 
tomer account by blacklisting a payment account designator, 
customer name, customer account, billing address, or other 
account parameter. The fraud clerk may use his or her 
judgment when Scanning the reports and elect not to increase 
the risk level for certain accounts in which past transactions 
identified fraud indicators are detected. 

0123. While the invention has been disclosed in its pre 
ferred form, the Specific embodiments thereof as disclosed 
and illustrated herein are not to be considered in a limiting 
Sense because numerous variations are possible. The Subject 
matter of the invention includes all novel and non-obvious 
combinations and Subcombinations of the various elements, 
features, functions, and/or properties disclosed herein. No 
Single feature, function, element, or property of the dis 
closed embodiments is essential. The following claims 
define certain combinations and Subcombinations which are 
regarded as novel and non-obvious. Other combinations and 
Subcombinations of features, functions, elements, and/or 
properties may be claimed through amendment of the 
present claims or presentation of new claims in this or a 
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related application. Such claims also are regarded as 
included within the Subject matter of the present invention, 
irrespective of whether they are broader, narrower, or equal 
in Scope to the original claims. 
We claim: 

1. A method for use in inhibiting fraud in a pending 
transaction associated with an account, the method compris 
ing: 

identifying one or more fraud indicators, 
examining past transactions and/or the pending transac 

tion associated with the account for the presence of the 
fraud indicators, 

by Said examining, detecting at least one of the fraud 
indicators, and 

calculating a cumulative fraud risk level associated with 
the pending transaction based on the detected fraud 
indicators. 

2. A fraud queue for use in a telephone calling card 
recharge System, the fraud queue comprising a plurality of 
pending recharge orders, each pending recharge order being 
asSociated with a telephone calling card account, each of the 
pending recharge orders being assignable to a fraud clerk for 
Verification with an owner of the telephone calling account. 

3. The fraud queue of claim 2, the respective telephone 
calling account associated with each of the pending orders 
contains an identified fraud indicator. 

4. A System for inhibiting fraud in a customer order 
associated with a customer account, the System comprising: 

a computing device; 
a database linked to the computing device, the database 

being configured to Store information on past transac 
tions associated with the customer account; 

an order processing program executable on the computing 
device, the order processing program being configured 
to receive a customer order and assess a risk level for 
the customer order based on the past transactions 
related to the customer account Stored in the database; 

a fraud queue configured to receive the customer order if 
the risk level of the customer order exceeds a prede 
termined fraud risk threshold and hold the customer 
order pending verification of the order. 
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