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(57) Abstract: Methods and apparatus in accordance with the present invention are operable to carry out certain functions includ-
ing: receiving an encrypted program at a processing apparatus; transmitting at least some identification information related to the
processing apparatus over a network to an administrator; receiving an encrypted decryption key at the processing apparatus over
the network from the administrator in response to the at least some identification information; decrypting the encrypted decryption
key; decrypting the encrypted program using the decryption key; re-encryping the program using at least some of the identification
information; and storing the identification information and the re-encrypted program in a first storage device.
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DESCRIPTION

METHODS AND APPARATUS FOR SECURE DISTRIBUTION OF PROGRAM
CONTENT

Technical Field
The present invention relates to methods and apparatus for secure distribution of
program content, which are directed to the prevention of unauthorized copying and/or

distribution of the program content.

Background Art

Program content may include application programs, such as video game programs,
word processing programs, spread sheet programs, etc.; and system programs, such as
operating systems, boot programs, etc. Program content, such as computer programs, are
typically distributed to end-users by way of transportable storage media, such as CD-ROMs,
DVD-ROMs, etc., which contain the program content. Program content may also be
distributed to end-users by way of downloading the program content over a network, such as
from a server to the user over the Internet.

The conventional methods for distributing program content are not secure because
unauthorized copies thereof may be made and shared among a plurality of end-users. For
example, if a computer program is distributed to a particular end-user by way of a storage
medium, that user may permit unauthorized copies of the computer program to be distributed
and stored on equipment controlled by other end-users. Typically, these unauthorized
copies are stored on hard disk drives, CD-ROMs, and the like. Similarly, if the computer
program is distributed to the end-user by way of transmission over a network, unauthorized
copies of the computer program may be made and distributed to other users. For example,
once the computer program is stored on the authorized end-user's equipment, he or she may
forward a copy of the computer program to another user by way of a storage medium (e.g., an

optical disk, a magnetic disk, etc.) or by way of an attachment to an electronic mail message.
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Accordingly, there are needs in the art for new methods and apparatus for the secure
distribution of program content to end-users, which ameliorates the problems associated with

the proliferation of unauthorized copies of the program content.

Disclosure of Invention

In accordance with one or more aspects of the present invention, an apparatus is
operable to receive an encrypted program, where the apparatus includes: a network interface
operable to provide communication with a network such that (i) at least some identification
information related to the apparatus may be transmitted over the network to an administrator,
and (ii) an encrypted decryption key may be received over the network from the
administrator in response to the at least some identification information; a decryption device
operable to decrypt the encrypted decryption key, to decrypt the encrypted program using the
decryption key, and to re-encrypt the program using at least some of the identification
information; and a first storage device operable to store the identification information and the
re-encrypted program.

Preferably, the identification information includes a machine ID that is substantially
unique to the apparatus; and the network interface is operable to facilitate transmission of the
machine ID over the network to the administrator such that the encrypted decryption key may
be received over the network from the administrator in response to the machine ID.

The network interface is preferably further operable to facilitate the reception of an
encrypted virtual ID over the network from the administrator, the virtual ID being associated
with the machine ID. Preferably, the decryption device is operable to decrypt the encrypted
virtual ID using the machine ID, to decrypt the encrypted decryption key using the virtual ID,
to decrypt the encrypted program using the decryption key, and to re-encrypt the program
using the virtual ID.

Preferably, the first storage device is further operable to store the machine ID and
the encrypted virtual ID. The first storage device may be removably connectable with the
apparatus.

It is preferred that the decryption device is operable to decrypt the encrypted virtual
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ID using the machine ID, and to decrypt the re-encrypted program using the virtual ID such
that the apparatus is capable of executing the program.

The apparatus preferably further includes a second storage device containing the
machine ID; and a processor operable to compare the machine ID stored in the first storage
device with the machine ID contained in the second storage device, and to proscribe use of
the machine ID contained in either of the storage devices to decrypt the encrypted virtual ID
when they do not match.

The processor is preferably further operable to prompt a user of the apparatus to
select a re-association routine when the machine ID stored in the first storage device does not
match the machine ID contained in the second storage device. The network interface is
preferably operable to facilitate: the transmission of the machine ID contained in the second
storage device, when it does not match the machine ID stored in the first storage device, over
the network to the administrator; and the reception of an new encrypted virtual ID over the
network from the administrator, the virtual ID being associated with the machine ID
contained in the second storage device. Preferably, the first storage device is further
operable to replace the encrypted virtual ID with the new encrypted virtual ID. It is
preferred that the decryption device is operable to decrypt the new encrypted virtual ID using
the machine ID contained in the second storage device, and to decrypt the re-encrypted
program using the virtual ID such that the apparatus is capable of executing the program.

In accordance with one or more further aspects of the present invention, an
apparatus is operable to receive an encrypted program, where the apparatus includes: a
storage medium interface operable to receive an encrypted first decryption key from a storage
medium produced by an administrator; a network interface operable to provide
communication with a network such that (i) at least some identification information related to
the apparatus may be transmitted over the network to the administrator, and (ii) an encrypted
second decryption key may be received over the network from the administrator in response
to the at least some identification information; a decryption device operable to decrypt the
encrypted second decryption key, to decrypt the encrypted first decryption key using the

second decryption key, to decrypt the encrypted program using the first decryption key, and
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to re-encrypt the program using at least some of the identification information; and a first
storage device operable to store the identification information and the re-encrypted program.

In accordance with one or more further aspects of the present invention, an
apparatus includes: a network interface operable to provide communication with a network
such that respective identification information, each being related to a respective processing
apparatus, may be received over the network from the processing apparatus; a database
operable to store respective registration information, each corresponding with a respective
one of the processing apparatus and including the identification information thereof; and a
data processor operable to search the database for registration information containing
identification information matching any received identification information, wherein: the
network interface is further operable to facilitate the transmission of an encrypted decryption
key to the processing apparatus over the network in response to the received identification
information, and the decryption key may be used to decrypt an encrypted program located at
the processing apparatus.

In accordance with one or more further aspects of the present invention, the network
interface is further operable to facilitate the transmission of an encrypted second decryption
key to the processing apparatus over the network in response to the received identification
information, and the second decryption key may be used to decrypt an encrypted first
decryption key, which may be used to decrypt an encrypted program located at the processing
apparatus.

In accordance with one or more further aspects of the present invention, a method
includes receiving an encrypted program at a processing apparatus; transmitting at least some
identification information related to the processing apparatus over a network to an
administrator; receiving an encrypted decryption key at the processing apparatus over the
network from the administrator in response to the at least some identification information;
decrypting the encrypted decryption key; decrypting the encrypted program using the
decryption key; re-encrypting the program using at least some of the identification
information; and storing the identification information and the re-encrypted program in a first

storage device.
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In accordance with one or more further aspects of the present invention, a method
includes receiving an encrypted program at a processing apparatus; receiving an encrypted
first decryption key at the processing apparatus; transmitting at least some identification
information related to the processing apparatus over a network to an administrator; receiving
an encrypted second decryption key at the processing apparatus over the network from the
administrator in response to the at least some identification information; decrypting the
encrypted second decryption key; decrypting the encrypted first decryption key using the
second decryption key; decrypting the encrypted program using the first decryption key; re-
encrypting the program using at least some of the identification information; and storing the
identification information and the re-encrypted program in a first storage device.

In accordance with one or more further aspects of the present invention, a method
includes receiving respective identification information, each being related to a respective
processing apiaa:ratus, over a network from the processing apparatus; storing in a database
respective registration information, each corresponding with a respective one of the
processing apparatus and including the identification information thereof; searching the
database for registration information containing identification information matching any
received identification information; transmitting an encrypted decryption key over the
network to the processing apparatus in response to the received identification information,
where the decryption key may be used to decrypt an encrypted program located at the
processing apparatus.

In accordance with one or more further aspects of the present invention, a method
includes receiving respective identification information, each being related to a respective
processing apparatus, over a network from the processing apparatus; storing in a database
respective registration information, each corresponding with a respective one of the
processing apparatus and including the identification information thereof; searching the
database for registration information containing identification information matching any
received identification information; transmitting an encrypted second decryption key over the
network to the processing apparatus in response to the received identification information,

where the second decryption key may be used to decrypt and encrypted first decryption key,
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which may be used to decrypt an encrypted program located at the processing apparatus.
Further aspects, features, advantages, etc. of the invention will become apparent to
one skilled in the art in view of the description herein taken in conjunction with the

accompanying drawings.

Brief Description of Drawings

For the purposes of illustrating the invention, there are shown in the drawings forms
that are presently preferred, it being understood, however, that the invention is not limited to
the precise arrangements and instrumentalities shown.

FIG. 1 is a block diagram of a system for distributing program content to one or
more users in accordance with one or more aspects of the present invention;

FIG. 2 is a conceptual block diagram and flow ‘diagram illustrating certain process
steps that are carried out by certain portions of the system of FIG. 1;

FIG. 3 is a further conceptual block diagram and flow diagram illustrating further
steps that are carried out by certain portions of the system of FIG. 1;

FIG. 4 is a flow diagram showing certain process steps carried out in accordance
with the invention as illustrated in FIG. 3;

FIG. 5 is a further flow diagram illustrating certain process steps carried out by, for
example, the administrative server 1 of FIG. 1;

FIG. 6 is a block diagram illustrating certain database content in accordance with the
present invention;

FIG. 7 is a further conceptual block diagram and flow diagram illustrating certain
process steps carried out by portions of the system of FIG. 1;

FIG. 8 is a flow diagram illustrating further process steps carried out in accordance
with FIG. 7;

FIG. 9 is a further conceptual block diagram and flow diagram illustrating one or
more further process steps carried out by, for example, the client terminal apparatus 4 of FIG.
1

FIG. 10 is a flow diagram illustrating further process steps carried out in accordance
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FIG. 11 is a conceptual block diagram and flow diagram illustrating further process
steps carried out in accordance with certain aspects of the present invention;

FIG. 12 is a flow diagram illustrating further details concerning the process steps of
FIG. 11;

FIG. 13 is a conceptual block diagram and flow diagram illustrating alternative
process steps that may be carried out in accordance with one or more aspects of the present
invention;

FIG. 14 is a flow diagram illustrating further details concerning the process steps of
FIG. 13;

FIG. 15 is a conceptual block diagram and flow diagram illustrating further process
steps in accordance with the alternative concept of FIG. 13;

FIG. 16 is a flow diagram illustrating further details concerning the process steps of
FIG. 15;

FIG. 17 is a conceptual block diagram and flow diagram illustrating further aspects
of the present invention;

FIG. 18 is a block diagram of certain database content in accordance with one or
more aspects of the present invention;

FIG. 19 is a block diagram illustrating further features of the database content of
FIG. 18;

FIG. 20 is a flow diagram illustrating further details of the process steps of FIG. 17;

FIG. 21 is a flow diagram illustrating one or more further aspects of the present
invention;

FIG. 22 is a flow diagram illustrating further process steps of the invention of FIG.
21;

FIG. 23 is a flow diagram illustrating further process steps of the invention of FIG
22; and

FIG. 24 is a flow diagram illustrating further process steps of the invention of FIG
23.
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Best Mode for Carrying Out the Invention

With reference to the drawings, wherein like numerals indicate like elements, there
is shown in FIG. 1 a system 10 that is operable to distribute program content to a plurality of
end-users in a secure manner, e.g., such that unauthorized copies of the program content are
either prevented or rendered useless. The system 10 preferably includes an administrative
server 1, a third party server 2, an encryption server 3, and a plurality of client terminal
apparatus 4, all coupled to a network 5, such as the Internet. It is noted that the system 10
may include a plurality of administrative servers 1, a plurality of third party servers 2, and a
plurality of encryption servers 3 without departing from the scope of the invention. For
brevity and clarity, only one of each such servers will be described in detail herein.

Each of the servers 1, 2, 3 is preferably maintained by, controlled by, and/or
otherwise associated with an entity or person. It is noted that reference may be made herein
to the server and the entity associated therewith interchangeably.

The administrative server 1, which is preferably operably coupled to a personalizing
database 6, is preferably maintained by, controlled by, and/or otherwise associated with an
entity charged with performing certain administration functions (which will be discussed in
greater detail later in this description). The administrative server 1 and personalizing
database 6 may be implemented utilizing any of the known (or hereinafter developed)
hardware suitable for carrying out network server functions and database functions.

The third party server 2 is preferably controlled by, maintained by, and/or otherwise
associated with an entity other than that of the administrative server 1, such as a developer of
program content. By way of example, the third party server 2 may be a developer of
computer application programs, computer system programs, etc. It is noted, however, that
the entity associated with the third party server 2 need not be different than that of the
administrative server 1, indeed they may be the same. For example, the functions carried
out by the third party server 2 (which will be discussed in more detail later in this
description), may be carried out by the administrative server 1. The third party server 2 may

be implemented utilizing any of the known (or hereinafter developed) hardware for carrying
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The encryption server 3 is preferably controlled by, maintained by, and/or otherwise
associated with the same entity as that of the administrative server 1. It is noted, however,
that the encryption server 3 may be associated with another entity without departing from the
scope of the invention. The encryption server 3 may be implemented utilizing any of the
known (or hereinafter developed) hardware for carrying out server related functions. As
will become evident from the description herein, the respective functions carried out by the
administrative server 1, the third party server 2, and the encryption server 3 may be
distributed among one or more servers and/or one or more entities controlling, maintaining,
and/or being otherwise associated with those servers, although such distribution is preferably
consistent with that illustrated in FIG. 1.

Generally, each of the client terminal apparatus 4 is preferably operably coupled to a
hard disk drive 7, such as any of the known hard disk drive hardware, and a memory card 8,
such as the Sony Memorystick. While the hard disk drive 7 and memory card 8 (which is
preferably removably coupled to the client terminal apparatus 4) are shown as separate items
from the apparatus 4, it is understood that they may be integrally located with the apparatus 4
without departing from the spirit and scope of the invention. The client terminal apparatus 4
may be implemented utilizing any of the known hardware, such as a personal computer, the
Sony PlayStation 2, etc.

In accordance with one or more aspects of the present invention, the client terminal
apparatus 4 is preferably operable to receive a source encrypted program, such as a computer
application program, by way of a storage media, such as a CD-ROM, DVD-ROM, electronic
memory, etc., or by way of downloading the program content over the network 5. While the
source encrypted computer program may be obtained from any authorized entity without
departing from the spirit and scope of the invention, it is preferred that the client terminal
apparatus 4 receives the source encrypted computer program from the third party server 2
(e.g., by way of downloading over the network 5) or from a brick-and-mortar distributor
working in direct and/or indirect association with the software developer and/or the third

party server 2. Again, it is not required that the client terminal apparatus 4 receive the
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source encrypted computer program from a particular entity; indeed, it may be received from
the administrative server 3 or another entity.

Advantageously, the end-user receives the computer program in a form (i.e., source
encrypted) in which he or she cannot execute the program on the client terminal apparatus 4
without first obtaining a decryption key and decrypting the source encrypted computer
program. Further, if the source encrypted computer program is obtained by way of an
authorized copy thereof, the offending end-user would be incapable of executing the program
without first obtaining the decryption key. As will be discussed in more detail below, the
decryption key may only be obtained by an authorized client terminal apparatus 4.

Reference is now made to FIG. 2, which is a conceptual block diagram and flow
diagram illustrating certain process steps performed by the encryption server 3 and the third
party server 2. This figure provides an example of how the source encrypted computer
program is generated. In this example, the third party server 2 is associated with a software
developer, that either itself or in conjunction with another entity obtains program content,
such as a computer system program, a computer application program, etc. As shown in FIG.
2, the third party server 2 contains at least one system program and at least one application
program. One. or more of these programs are transmitted to the encryption server 3 over the
network 5. It is noted, however, that the program content may be manually provided to the
encryption server 3, e.g., by way of storage media.

The encryption server 3 preferably encrypts the program content and returns the
encrypted program content to the third party server 2. The encryption process may employ
any of the known encryption techniques, such as public key encryption, symmetric key
encryption, etc., in order to produce the encrypted program content. In this example, the
encryption server 3 has returned an encrypted system program (a source encrypted system
program) and an encrypted application program (a source encrypted application program) to
the third party server 2.  Although it is not required to practice the invention, the encryption
server 3 may provide the decryption key, which is capable of decrypting the encrypted
program content, to the third party server 2. As will be discussed hereinbelow, the third

party server 2 may distribute the encrypted program content to the client terminal apparatus 4
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manually by way of storage media, or by way of an electronic download over the network 5.
Irrespective of how the source encrypted program content is distributed, the end-user
preferably cannot execute the program content without performing certain registration steps,
which will be discussed hereinbelow.

Reference is now made to FIG. 3, which is a conceptual block diagram and flow
diagram illustrating certain process steps that are preferably carried out in order to process
the source encrypted computer program. As shown in FIG. 3, the client terminal apparatus
4 has preferably received the source encrypted computer program either by way of a
downloading operation over the network 5 or by way of a storage medium, such as a CD-
ROM 9. In order to execute the source encrypted computer program, however, the client
terminal apparatus 4 must register the source encrypted computer program, preferably with
the administrative server 1 over the network 5.

At least some of the steps in the registration process are illustrated in the flow
diagram of FIG. 4. At step S20, the client terminal apparatus 4 receives the source
encrypted computer program and stores same as discussed hereinabove. At step S22, the
user preferably provides an instruction indicating that he or she wishes to install the computer
program and make it ready for execution. In this regard, the client terminal apparatus 4
preferably includes a computer program that is invoked in response to the user's installation
instruction. This program prompts the user to register the source encrypted computer
program and invokes a communication feature (step S24).

It is noted that the client terminal apparatus 4 preferably includes a network interface,
which is operable to provide communications over the network 5 as is known in the art;
indeed, any of the known network interface hardware may be employed for this purpose. At
step S26, a channel of communication is preferably initiated by the client terminal apparatus
4 and established between the apparatus 4 and the administrative server 1. The network
interface of the client terminal apparatus 4 is preferably operable to facilitate the transmission
of at least some identification information related to the apparatus 4 to the administrative
server 1 over the network 5. In particular, the identification information preferably includes

a machine ID that is substantially unique to the client terminal apparatus 4. The
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identification information may also include a medium ID, which indicates a type of memory
employed by the client terminal apparatus 4 to store the source encrypted computer program.

It is most preferred that the client terminal apparatus 4 include a first storage device,
such as the hard disk drive 7, the memory card 8, etc. operable to store the source encrypted
computer program and certain other information that will be discussed hereinbelow, and a
second storage device, such as a read only memory (ROM) that is operable to store the
machine ID. The network interface of the client terminal apparatus 4 is preferably further
operable to transmit the machine ID (from the ROM) over the network 5 to the administrative
server 1 (action S28). The medium ID may also be transmitted from the client terminal
apparatus 4 to the administrative server 1.

With reference to FIG. 5, the administrative server 1 receives the identification
information, e.g., the machine ID (and possibly the medium ID) from the client terminal
apparatus 4 over the network 5 (step S30). In this regard, the administrative server 1
preferably includes a network interface operable to facilitate communication with the
network 5 such that the identification information may be received over the network 5 from
the client terminal apparatus 4. At step S32, the administrative server 1 assigns another ID,
called a virtual ID herein, that corresponds with the machine ID received from the client
terminal apparatus 4. It is noted that the virtual ID may be selected from a plurality of
preexisting IDs, the virtual ID may be derived through numeric operations performed on the
machine ID or some other operand, or any other known or hereinafter developed technique
may be employed to generate the virtual ID.

At step S34, the administrative server 1 searches the personalizing database 6 for an
existing machine ID that matches the machine ID received from the client terminal apparatus
4 (i.e., the machine ID stored in the second storage device (ROM) thereof). With reference
to FIG. 6, the personalizing database 6 is preferably operable to store respective registration
information, each set of registration information corresponding with a respective one of the
client terminal apparatus 4. At least some identification information of the client terminal
apparatus 4 is included in the registration information, such as the machine ID. As

illustrated in FIG. 6, a plurality of machine IDs are pre-stored in the personalizing database 6,
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as shown in the left column of FIG. 6. It is preferred that each of these machine IDs
corresponds with a given one of the client terminal apparatus 4 and that such machine IDs are
substantially unique to the respective client terminal apparatus 4. The administrative server
1 also preferably includes a data processor operable to search the personalizing database 6 for
the registration information (e.g., the machine ID) that matches the machine ID received from
the client terminal apparatus 4 over the network 5. Any of the known or hereinafter
developed data processing hardware may be employed for this purpose.

Turning again to FIG. 5, at step S36, the virtual ID is associated with the machine ID
stored in the personalizing database 6, which is to say that the virtual ID is associated with
the particular client terminal apparatus 4 that transmitted the received machine ID to the
administrative server 1. This association is preferably achieved by storing the virtual ID
within the personalizing database 6 in a manner such that it corresponds with the stored
machine ID. For example, if the received machine ID from the client terminal apparatus 4
were K2345 and the generated virtual ID were B5678, then the association of the virtual ID
B5678 with the machine ID K2345 may be achieved by storing the virtual ID B5678 in a
position within the personalizing database 6 that corresponds with (or is linked to) the stored
machine ID K2345. Similarly, if the received machine ID were K6789 and the generated
virtual ID were B9012, then the association of the virtual ID B9012 with the machine ID
K6789 may be achieved by storing the virtual ID B9012 in a position within the
personalizing database 6 that is associated with the machine ID K6789.

As noted above, the identification information transmitted from the client terminal
apparatus 4 to the administrative server 1 over the network 5 (step S28, FIG. 4) may include
the transmission of a medium ID (or media ID) that corresponds with the type of storage
device employed by the client terminal apparatus 4 to store the source encrypted computer
program. For example, the medium ID may indicate that the client terminal apparatus 4
stores the source encrypted computer program in a hard disk drive 7, in a memory card 8, or
in some other type of storage medium. In response, the administrative server 1 may
associate the virtual ID with the stored machine ID and the received medium ID by storing

the received medium ID in the personalizing database 6 at a position that corresponds with
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the stored machine ID. By way of example, the stored machine ID K2345 is associated with
the virtual ID B5678 and with a received medium ID of M6980. Similarly, the machine ID
K6789 is associated with the virtual ID B9012 and the medium ID M2468. It is noted that
the "--" in the virtual ID and medium ID positions opposite machine ID K1234 and K0987
indicate that the corresponding client terminal apparatus 4 have not yet been purchased by
end-users or that such end-users have not yet registered computer programs with the
administrative server 1.

With reference to FIGS. 7 and 8, the administrative server 1 is preferably operable to
produce an encrypted decryption key and an encrypted virtual ID, where the decryption key
is operable for use in decrypting the source encrypted computer program at the client
terminal apparatus 4. It is noted that the administrative server 1 may have access to any
number of decryption keys that may be used to decrypt respective source encrypted computer
programs produced by the encryption server 3 (FIGS. 1-2). These decryption keys may be
provided to the administrative server 1 by the encryption server 3 and/or by the third party
server 2. Furthermore, these decryption keys may be transmitted to the administrative
server 1 by way of the network 5, by way of another network, or may be manually provided
by way of storage media, etc.

At step S40, the administrative server 1 preferably encrypts the decryption key using
the virtual ID associated with the client terminal apparatus 4. Further, the administrative
server 1 preferably encrypts the virtual ID using the associated machine ID of the client
terminal apparatus 4, each of which is preferably obtained from the personalizing database 6
(step S42).

The network interface of the administrative server 1 is preferably further operable to
facilitate the transmission of the encrypted decryption key and the encrypted virtual ID to the
client terminal apparatus 4 over the network 5 (step S44). At step S46, the client terminal
apparatus 4 preferably receives the encrypted decryption key and the encrypted virtual ID
over the network 5 and stores same in the first storage device (e.g., the hard disk drive 7, the
memory card 8, etc.).

Advantageously, the encrypted decryption key is only provided to an authorized
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client terminal apparatus 4, e.g., a client terminal apparatus 4 that has provided a valid
machine ID and has registered such machine ID in association with a virtual ID used to
encrypt the decryption key. Furthermore, any interception of the encrypted decryption key,
such as by way of network piracy or unauthorized duplication, will fail to provide the
necessary information (ie., a usable decryption key) to decrypt the source encrypted
computer program. Indeed, such decryption key is encrypted with a substantially unique
virtual ID.  Similarly, the encrypted virtual ID is provided to the client terminal apparatus 4
only after the registration process has been completed and the client terminal apparatus 4 has
been deemed authorized. ~ As the virtual ID is transmitted from the administrative server 1 to
the client terminal apparatus 4 in an encrypted manner (i.e., encrypted using the machine ID
of thé client terminal apparatus 4), any unauthorized acquisition of the encrypted virtual ID
will not yield the necessary information to decrypt the encrypted decryption key.

Reference is now made to FIGS. 9 and 10, which illustrate certain processes that are
carried out in order to load/install the source encrypted computer program within the client
terminal apparatus 4.  FIG. 9 illustrates that the client terminal apparatus 4 is separate from
the first storage device, e.g., the hard disk drive 7, the memory card 8, etc. As discussed
above, however, these elements may be integrated or semi-integrated without departing from
the spirit and scope of the invention as claimed. It is noted that at this stage of the process,
the client terminal apparatus 4 includes the machine ID stored in the second storage device,
e.g., the ROM, and the first storage device 7, 8 contains the following items: the machine ID,
the encrypted virtual ID, the encrypted decryption key, and the source encrypted computer
program.

At step S50, the user may provide an instruction to the client terminal apparatus 4 to
load/install the source encrypted computer program for future use. In response, the client
terminal apparatus 4, using appropriate hardware and software processes, reads the machine
ID from the first storage device 7, 8 and reads the machine ID from the second storage device,
e.g., the ROM (step S52). At step S54, a determination is made as to whether these machine
IDs match. If they do not, then the process terminates and/or enters an alternative process.

If they match, however, the process flow advances to step S56, where the encrypted virtual
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ID is decrypted using the machine ID (preferably the machine ID that was stored in the
ROM). Once the virtual ID is obtained, the encrypted decryption key is decrypted using the
virtual ID (step S58). Next, the source encrypted computer program is decrypted using the
decryption key (step S60). At step S62, the computer program is re-encrypted using the
virtual ID obtained at step S56 to obtain a client encrypted computer program. The client
encrypted computer program is stored in the first storage device 7, 8 (step S64). At this
stage, neither the encrypted decryption key nor the source encrypted computer program need
be retained in the first storage device 7, 8.

The client terminal apparatus 4 preferably includes a decryption device and an

encryption device in order to execute the encryption and decryption functions discussed

hereinabove. The decryption device and the encryption device may be integrated together

and, for simplicity referred to as a decryption device. Any of the known or hereinafter
developed hardware and/or software for performing such encryption and decryption may be
employed in accordance with the invention. For example, a decryption library, an
encryption library, etc., may be employed.

Advantageously, the client encrypted computer program is secure because (as will
be explained hereinbelow) unauthorized copies thereof cannot be executed by unauthorized
end-users on different client terminal apparatus 4. Indeed, the client encrypted computer
program must first be decrypted, which as will be explained hereinbelow cannot be
performed on any other client terminal apparatus 4 other than the one that registered the
computer program with the administrative server 1.

With reference to FIGS. 11 and 12, the process by which the computer program is
executed by the client terminal apparatus 4 will now be discussed. At this stage in the
process, the client terminal apparatus 4 includes the second storage device, €.g., the ROM,
containing the machine ID and the first storage device 7, 8 containing the machine ID, the
encrypted virtual ID, and the client encrypted computer program.

At step S70, the user may provide an instruction to the client terminal apparatus 4 to
execute the computer program. In response, the client terminal apparatus, operating under

the control of an appropriate computer program, reads the machine ID from the first storage
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device 7, 8 and reads the machine ID from the second storage device (ROM) (step S72). At
step S74 a determination is made as to whether the machine IDs match one another. If not,
the process flow advances to a re-registration process that will be discussed in more detail
hereinbelow with respect to FIGS. 17-20. If the machine IDs match, the process flow
advances to step S76, where the decryption device of the client terminal apparatus 4 decrypts
the encrypted virtual ID using the machine ID (preferably the machine ID that is contained in
the ROM). At step S78, the decryption device of the client terminal apparatus 4 decrypts
the client encrypted computer program using the virtual ID obtained at step S76. At this
point, the client terminal apparatus 4 may execute the computer program, which is resident in
RAM.

Advantageously, the client encrypted computer program may only be decrypted
using the client terminal apparatus 4 that is associated with the virtual ID used to encrypt the
client encrypted computer program. Thus, if unauthorized copies of the client encrypted
computer program are provided to non-authorized end-users, the apparatus on which such
unauthorized end-users would attempt to execute the computer program would not be capable
of decrypting the client encrypted computer program. Further, if the first storage device 7, 8
were provided to an unauthorized end-user (e.g., such that the storage device 7, 8 were
coupled to a different client terminal apparatus 4), the encrypted virtual ID could not be
decrypted inasmuch as any machine ID stored in ROM would not match the machine ID
contained in the first storage device 7, 8. Thus, the client encrypted computer program
could not be decrypted. This novel approach to the secure distribution of computer
programs ensures that unauthorized copies of the computer program are rendered useless and
that only a particular client terminal apparatus 4 is capable of executing the computer
programs.

As discussed above, the computer program may be an application program, such as a
video game, a word processing program, a spread sheet, etc. or the computer program may be
a system program, such as an operating system (OS), boot program, etc.

While the aspects of the invention discussed above contemplate that the decryption

key is provided to the client terminal apparatus 4 over the network 5, alternative aspects of
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the invention contemplate that the decryption key may be provided to the client terminal
apparatus 4 by way of a storage medium (e.g., a CD-ROM, etc.) for manual distribution.
These aspects of the present invention will now be described with reference to FIGS. 13 and
14.  As shown in FIG. 13, the client terminal apparatus 4 receives an encrypted first
decryption key by way of a storage medium 9A. The first decryption key is preferably
operable for use in decrypting the source encrypted computer program at the client terminal
apparatus 4. The administrative server 1 is preferably operable to produce an encrypted
second decryption key and an encrypted virtual ID, where the second decryption key is
operable for use in decrypting the encrypted first decryption key. It is noted that the
administrative server 1 may have access to any number of second decryption keys that may
be used to decrypt respective encrypted first decryption keys. These second decryption keys
may be provided to the administrative server 1 by the encryption server 3 and/or by the third
party server 2. Furthermore, these second decryption keys may be transmitted to the
administrative server 1 by way of the network 5, by way of another network, or may be
manually provided by way of storage media, etc.

At step S40A, the administrative server 1 preferably encrypts the second decryption
key using the virtual ID associated with the client terminal apparatus 4. Further, the
administrative server 1 preferably encrypts the virtual ID using the associated machine ID of
the client terminal apparatus 4, each of which is preferably obtained from the personalizing
database 6 (step S42). The network interface of the administrative server 1 is preferably
further operable to facilitate the transmission of the encrypted second decryption key and the
encrypted virtual ID to the client terminal apparatus 4 over the network 5 (step S44A). At
step S46A, the client terminal apparatus 4 preferably receives the encrypted second
decryption key and the encrypted virtual ID over the network 5 and stores same in the first
storage device (e.g., the hard disk drive 7, the memory card 8, etc.).

Advantageously, the encrypted second decryption key is only provided to an
authorized client terminal apparatus 4, e.g., a client terminal apparatus 4 that has provided a
valid machine ID and has registered such machine ID in association with a virtual ID used to

encrypt the second decryption key. Any interception of the encrypted second decryption
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key, such as by way of network piracy or unauthorized duplication, will fail to provide the
necessary information (i.e., a usable second decryption key) to decrypt the encrypted first
decryption key. Indeed, such second decryption key is encrypted with a substantially unique
virtual ID. Similarly, the encrypted virtual ID is provided to the client terminal apparatus 4
only after the registration process has been completed and the client terminal apparatus 4 has
been deemed authorized. As the virtual ID is transmitted from the administrative server 1 to
the client terminal apparatus 4 in an encrypted manner (i.e., encrypted using the machine ID
of the client terminal apparatus 4), any unauthorized acquisition of the encrypted virtual ID
will not yield the necessary information to decrypt the encrypted second decryption key.

Reference is now made to FIGS. 15 and 16, which illustrate certain processes that
are carried out in order to load/install the source encrypted computer program within the
client terminal apparatus 4. FIG. 15 illustrates that at this stage of the process, the client
terminal apparatus 4 includes the machine ID stored in the second storage device (ROM), and
the first storage device 7, 8 contains the following items: the machine ID, the encrypted
virtual ID, the encrypted second decryption key, the encrypted first decryption key, and the
source encrypted computer program. |

At step S50, the user may provide an instruction to the client terminal apparatus 4 to
load/install the source encrypted computer program for future use. In response, the client
terminal apparatus 4, using appropriate hardware and software processes, reads the machine
ID from the first storage device 7, 8 and reads the machine ID from the second storage device,
e.g., the ROM (step S52). At step S54, a determination is made as to whether these machine
IDs match. If they do not, then the process terminates and/or enters an alternative process.
If they match, however, the process flow advances to step S56, where the encrypted virtual
ID is decrypted using the machine ID (preferably the machine ID that was stored in the
ROM). Once the virtual ID is obtained, the encrypted second decryption key is decrypted
using the virtual ID and the encrypted first decryption key is decrypted using the second
decryption key (step S58A). Next, the source encrypted computer program is decrypted
using the first decryption key (step S60A). At step S62, the computer program is re-

encrypted using the virtual ID obtained at step S56 to obtain a client encrypted computer
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program. The client encrypted computer program is stored in the first storage device 7, 8
(step S64). At this stage, neither the encrypted first decryption key, the encrypted second
decryption key, nor the sourced encrypted computer program need be retained in the first
storage device 7, 8.

Once the client encrypted computer program is obtained and stored in the first
storage device 7, 8, the process discussed hereinabove with respect to FIGS. 11 and 12 may
be utilized to execute the computer program.

As discussed hereinabove with respect to FIGS. 11 and 12, when the user desires to
execute the client encrypted computer program, a determination is made at step S74 as to
whether the machine ID contained in the first storage device 7, 8 matches the machine ID
stored in the second storage device (ROM) of the client terminal apparatus 4. If the
machine IDs do not match, then the process flow branches to a re-registration process that
will now be described with reference to FIG. 17.

It is noted that these machine IDs would not match if the client terminal apparatus 4
were improperly modified to connect with the storage device 7, 8 of a different client
terminal apparatus 4. Alternatively, the machine IDs would be different if the client
terminal apparatus 4 were repaired and the machine ID stored in the second storage device
ROM were changed in accordance with the repair. ~ Still further, these machine IDs would be
different if a user were to replace his or her client terminal apparatus 4 with a new client
terminal apparatus 4 for one reason or another and to retain the first storage device 7, 8, for
example, because it contained one or more client encrypted computer programs. In any
event, a re-registration (or updated registration) process is contemplated in accordance with
the present invention because if the machine IDs do not match, the user would not be capable
of executing the computer programs contained on the first storage device 7, 8 even if such
computer programs were obtained in an authorized manner. Of course, the user could re-
install the computer programs (assuming that they were readily availabie in their initial
source encrypted form), however, this relatively difficult process can be avoided in
accordance with the present invention.

Before discussing the core details of FIG. 17, it is noted that the first storage device
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7, 8 is shown as containing computer programs and data that are labeled slightly differently
than in previous figures. In particular, the first storage device 7, 8 contains a personalized
system program, a personalized application program, and personalizing information. It is
noted that the personalized system program and personalized application program
corresponds with the client encrypted computer program discussed hereinabove with respect
to, for example, FIGS. 9, 11, and 15. The personalizing information corresponds with one
or more of the machine ID, medium ID, encrypted virtual ID, etc.

Turning now to further details of FIG. 17, a process is illustrated in which an old or
failed client terminal apparatus 4F is provided to a support center 11, where repairs or
replacement is made and a new client terminal apparatus 4N is provided to the user
Preferably, the support center 11 transmits the old machine ID from the failed terminal
apparatus 4F as well as the new machine ID from the new client terminal apparatus 4N to the
administrative server 1.

With further reference to FIGS. 18 and 19, the administrative server 1 preferably
receives the old machine ID from the failed terminal apparatus 4F as well as the new machine
ID from the new client terminal apparatus 4N. The administrative server 1 then accesses the
personalizing database 6 and searches for the machine ID of the old client terminal apparatus
4N, e.g., machine ID K6789 in order to obtain the associated virtual ID B9012 (and possibly
the medium ID M2468). Next, the machine IDs stored in the personalizing database 6 are
searched to find the new machine ID K1143 of the new client terminal apparatus 4N. Next,
the virtual ID B9012 associated with the old machine ID K6789 is associated with the new
machine ID K1143 (and the old medium ID may also be associated therewith). A this stage
in the process, the administrative server 1 is ready for the user to update his or her
registration information.

Recall that when a user instructs the client terminal apparatus 4N to execute a
computer program residing in the first storage device 7, 8, a determination is made as to
whether the respective machine IDs stored in the first storage device 7, 8 and the second
storage device (ROM) match (steps S70-S74, FIG. 12). With further reference to FIG. 20,

when it is determined that the machine IDs do not match (step S74, FIG. 12) the user is
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preferably prompted to update his or her registration information with the administrative
server 1 (step S1). At step S2, a determination is made as to whether the user has instructed
the client terminal apparatus 4 to execute the registration update process. If such
instructions have not been received, then the process flow preferably loops back to step S1,
where the user is again prompted to update the registration information. Once the user has
provided instructions to update the registration information, the process preferably advances
from step S2 to step S3, where the machine ID contained in the second storage device (ROM)
of the new client terminal apparatus 4N is transmitted (by way of the network interface
thereof) to the administrative server 1 over the network 5. At step S4, the administrative
server confirms this information by way of accessing the personalizing database 6.
Thereafter, the old virtual ID (which was originally associated with the old client terminal
apparatus 4F) is encrypted utilizing the new machine ID (K1143) and transmitted (e.g., by
way of the network interface of the administrative server 1) to the new client terminal
apparatus 4N over the network 5.

At step S6, the new client terminal apparatus 4N receives the new encrypted virtual
ID (personalizing information data) and stores same in the first storage device 7, 8, preferably
in a way that replaces the encrypted old virtual ID. This completes the registration update
process.

Advantageously, the client encrypted computer program, which was originally
utilized by way of the failed client terminal apparatus 4F may be decrypted utilizing the new
encrypted virtual ID because the new encrypted virtual ID contains the same virtual ID as the
old encrypted virtual ID. Stated another way, the only difference between the old encrypted
virtual ID and the new encrypted virtual ID is the machine ID used to encrypt the virtual ID.
In order for the user to execute the client encrypted computer program on the new client
terminal apparatus 4N, the process steps discussed hereinabove with respect to FIGS. 11 and
12 may be performed.

Reference is now made to FIG. 21, which is a process flow diagram illustrating one
or more aspects of another embodiment of the present invention. This embodiment of the

present invention contemplates the secure distribution of program content from a distributor
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of rental program content. The distributor of rental program content may be the
administrative server 1, the third party server 2, or some other server (not shown). When a
user of the client terminal apparatus 4 desires to rent program content, the user is preferably
required to become a member of the rental system. In this regard, at step S70, the user
indicates that he or she wishes to become a member of the system, for example, by way of
activating mechanisms of the client terminal apparatus 4. By way of example, the client
terminal apparatus 4 may contain and execute a suitable computer program that facilitates the
membership process.

At step S72, the client terminal apparatus 4 establishes a communication link with
the administrative server 1, preferably over the network 5. At step S74, a request by the
client terminal apparatus 4 to become a member of the rental system is preferably made in
which the client terminal apparatus 4 transmits the machine ID to the administrative server 1
over the network 5. In response, the administrative server 1 produces an electronic
membership certificate, which is preferably substantially unique to the client terminal
apparatus 4. The administrative server 1 may also associate the machine ID of the client
terminal apparatus 4 with the electronic membership certificate, for example, using the
database association techniques described hereinabove with respect to previous embodiments
of the invention. At step S80, the administrative server 1 preferably transmits the electronic
membership certificate to the client terminal apparatus 4 over the network 5. As will be
described below, the electronic membership certificate is used in the rental process.

Once the client terminal apparatus 4 has become a member of the rental system, the
user is preferably permitted to rent program content, such as application programs, and
system programs. In a preferred embodiment, the program content is preferably a video
game computer program. With reference to FIG. 22, the computer software running on the
client terminal apparatus 4 preferably permits the user to indicate that he or she wishes to rent
a computer program. In response to an indication from the user in this regard (step 82), the
client terminal apparatus 4 preferably establishes a communication link with the distributor
(step S84)over which a rental request by the user is transmitted to the distributor. At step

S86, the distributor preferably authenticates the client terminal apparatus 4, for example, by
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analyzing the machine ID of the client terminal apparatus 4 or by analyzing the electronic
membership certificate thereof. This is accomplished by requiring that the client terminal
apparatus 4 provide the machine ID and/or the electronic membership certificate to the
distributor and that the distributor has access to a database where this information may be
verified.

Assuming that the client terminal apparatus 4 has been authenticated, the distributor
preferably provides a list or a menu of available titles for rental to the client terminal
apparatus 4 over the network 5 (step S88). The computer software running on the client
terminal apparatus 4 preferably facilitates the display of the list or menu of titles to the user
so that the user may select a title and specify a rental time (step S90). The user's selection
and specified rental time are preferably transmitted to the distributor over the network 5.

At step S92, the distributor preferably requires that the client terminal apparatus 4
provide remittance to cover the rental cost of the computer program for the specified time.
This may be accomplished utilizing any of the known techniques, for example, by
transmitting a credit card number, a demand deposit account number, by way of invoice, etc.
Once remittance has been made, the distributor preferably produces an electronic payment
ticket indicating that remittance has been made for the indicated title and rental time (step
S94). At step S96, the distributor preferably transmits the electronic payment ticket to the
client terminal apparatus 4 over the network 5.

In accordance with the present invention, the electronic payment ticket preferably
provides the user (or client terminal apparatus 4) with a certain level of rental rights in
exchange for the remittance provided to the distributor. For example, these rental rights
may specify the title of the computer program, the rental time, the remittance value, etc. In
addition, the electronic payment ticket may include additional information, such as a
description key that is capable of decrypting the computer program. While it is not required
that the electronic payment ticket include the decryption key, indeed the inclusion thereof is
given by way of example only. It is also contemplated that the electronic payment ticket
may include the decryption key in an encrypted form, for example, by encrypting it using the

machine ID or utilizing other information that may be part of the electronic membership
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certificate (such as a virtual ID or the like). In any case, at this point in the process, the user
has preferably received a certain level of rental rights, but has not yet received the computer
program or an encrypted version of the computer program.

At this stage in the process, the client terminal apparatus 4 has possession of its
machine ID, the electronic membership certificate, and an electronic payment ticket
indicating that remittance has been made for a title for a given period of time. With
reference to FIG. 23, the client terminal apparatus 4 preferably establishes a communication
link with the administrative server 1 over the network 5 (step S98). At step S100, the
administrative server 1 preferably authenticates the client terminal apparatus 4 by way of the
machine ID or electronic membership certificate. It is noted that this may be achieved by
accessing an appropriate database, such as the personalizing database 6, which preferably
contains the association of the machine ID of the client terminal apparatus 4 with the
electronic membership certificate that was previously provided. At step S102, the client
terminal apparatus 4 preferably transmits the electronic payment ticket to the administrative
server 1 over the network 5. In response, the administrative server 1 preferably produces an
electronic rental ticket (step 104) and transmits the electronic rental ticket to the client
terminal apparatus 4 over the network 5 (step S106).

In accordance with the present invention, the electronic rental ticket preferably
provides the user (or the client terminal apparatus 4) with a level of rental rights that may be
the same as, or greater than, the rental rights provided by the electronic payment ticket. For
example, the electronic rental ticket may specify the computer program title, the rental time,
the remittance value, and may also include additional information, such as a decryption key
that is capable of decrypting the encrypted computer program (assuming that the decryption
key is not contained in the electronic payment ticket). While it is not required that the
electronic rental ticket include the decryption key, indeed the inclusion thereof is given by
way of example only. It is also contemplated that the electronic rental ticket may include
the decryption key in an encrypted form, for example, by encrypting it using the machine ID
or utilizing other information that may be part of the electronic membership certificate (such

as a virtual ID or the like). In any case, at this point in the process, the user has preferably
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received a certain level of rental rights, but has not yet received the computer program or an
encrypted version of the computer program.

With reference to FIG. 24, the client terminal apparatus 4 preferably establishes a
communication link with the distributor over the network 5 (step S108). In response, the
distributor may authenticate the client terminal apparatus 4, for example, by way of analysis
of the machine ID or the electronic membership certificate as discussed hereinabove (step
S$110). Next, the client terminal apparatus 4 preferably transmits the electronic rental ticket
(or at least a portion thereof) to the distributor over the network 5 (step S112). Preferably,
this indicates to the distributor that the client terminal apparatus 4 has complete all previous
necessary steps and is authorized to receive an encrypted version of the computer program
for rental (step S114). At this point in the process, the client terminal apparatus 4 preferably
has possession of the machine ID, the electronic membership certificate (including virtual ID
if any), the electronic payment ticket, the electronic rental ticket, the encrypted decryption
key, and the encrypted computer program.

In accordance with the present invention, it is contemplated that the user may load,
install, and execute the computer program utilizing the processes described hereinabove with
respect to previous embodiments of the invention. Advantageously, the rental system
embodiment of the present invention enables the secure distribution of rental program content
to any number of client terminal apparatus 4 over the network 5.

Although the invention herein has been described with reference to particular
embodiments, it is to be understood that these embodiments are merely illustrative of the
principles and applications of the present invention. It is therefore to be understood that
numerous modifications may be made to the illustrative embodiments and that other
arrangements may be devised without departing from the spirit and scope of the present

invention as defined by the appended claims.
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CLAIMS

1. An apparatus operable to receive an encrypted program, comprising:

a network interface operable to provide communication with a network such that (i)
at least some identification information related to the apparatus may be transmitted over the
network to an administrator, and (ii) an encrypted decryption key may be received over the
network from the administrator in response to the at least some identification information;

a decryption device operable to decrypt the encrypted decryption key, to decrypt the
encrypted program using the decryption key, and to re-encrypt the program using at least
some of the identification information; and

a first storage device operable to store the identification information and the re-

encrypted program.

2. The apparatus of claim 1, wherein:

the identification information includes a machine ID that is substantially unique to
the apparatus; and

the network interface is operable to facilitate transmission of the machine ID over
the network to the administrator such that the encrypted decryption key may be received over

the network from the administrator in response to the machine ID.

3. The apparatus of claim 2, wherein the identification information includes a

media ID that corresponds with a type of the first storage device.

4. The apparatus of claim 2, wherein the network interface is further operable
to facilitate the reception of an encrypted virtual ID over the network from the administrator,

the virtual ID being associated with the machine ID.

5. The apparatus of claim 4, wherein the decryption device is operable to

decrypt the encrypted virtual ID using the machine ID, to decrypt the encrypted decryption
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key using the virtual ID, to decrypt the encrypted program using the decryption key, and to

re-encrypt the program using the virtual ID.

6. The apparatus of claim 5, wherein the first storage device is further

operable to store the machine ID and the encrypted virtual ID.

7. The apparatus of claim 6, wherein the decryption device is operable to
decrypt the encrypted virtual ID using the machine ID, and to decrypt the re-encrypted

program using the virtual ID such that the apparatus is capable of executing the program.

8. The apparatus of claim 6, wherein the first storage device is removably

connectable with the apparatus.

9. The apparatus of claim 6, further comprising:

a second storage device containing the machine ID; and

a processor operable to compare the machine ID stored in the first storage device
with the machine ID contained in the second storage device, and to proscribe use of the
machine ID contained in either of the storage devices to decrypt the encrypted virtual ID

when they do not match.

10. The apparatus of claim 9, wherein the processor is further operable to
prompt a user of the apparatus to select a re-association routine when the machine ID stored
in the first storage device does not match the machine ID contained in the second storage

device.

11. The apparatus of claim 9, wherein the network interface is further operable
to facilitate:
the transmission of the machine ID contained in the second storage device, when it

does do not match the machine ID stored in the first storage device, over the network to the
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administrator; and
the reception of a new encrypted virtual ID over the network from the administrator,
the virtual ID of the new encrypted virtual ID being associated with the machine ID

contained in the second storage device.

12. The apparatus of claim 11, wherein the first storage device is further

operable to replace the encrypted virtual ID with the new encrypted virtual ID.

13. The apparatus of claim 12, wherein the decryption device is operable to
decrypt the new encrypted virtual ID using the machine ID contained in the second storage
device, and to decrypt the re-encrypted program using the virtual ID such that the apparatus

is capable of executing the program.

14. The apparatus of claim 1, wherein the network interface is further operable

to facilitate the reception of the encrypted program over the network from the administrator.

15. The apparatus of claim 1, wherein the program is one of an application

program and a system program.

16. A method, comprising:

receiving an encrypted program at a processing apparatus;

transmitting at least some identification information related to the processing
apparatus over a network to an administrator;

receiving an encrypted decryption key at the processing apparatus over the network
from the administrator in response to the at least some identification information;

decrypting the encrypted decryption key;

decrypting the encrypted program using the dccryption key;

re-encrypting the program using at least some of the identification information; and

storing the identification information and the re-encrypted program in a first storage
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device.

17. The method of claim 16, wherein:

the identification information includes a machine ID that is substantially unique to
the processing apparatus; and

the machine ID is transmitted over the network to the administrator such that the
encrypted decryption key may be received over the network from the administrator in

response to the machine ID.

18. The method of claim 17, wherein the identification information includes a

media ID that corresponds with a type of the first storage device.

19. The method of claim 17, further comprising receiving an encrypted virtual
ID at the processing apparatus over the network from the administrator, the virtual ID being

associated with the machine ID.

20. The method of claim 19, further comprising: decrypting the encrypted
virtual ID using the machine ID; decrypting the encrypted decryption key using the virtual
ID; decrypting the encrypted program using the decryption key; and re-encrypting the

program using the virtual ID.

21. The method of claim 20, further comprising storing the machine ID and the

encrypted virtual ID in the first storage device.
22. The method of claim 21, further comprising: decrypting the encrypted
virtual ID using the machine ID, and decrypting the re-encrypted program using the virtual

ID such that the processing apparatus is capable of executing the program.

23. The method of claim 21, wherein the first storage device is removably
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connectable with the processing apparatus.

24. The method of claim 21, wherein the processing apparatus includes a
second storage device containing the machine ID, the method further comprising: comparing
the machine ID stored in the first storage device with the machine ID contained in the second
storage device, and proscribing use of the machine ID contained in either of the storage

devices to decrypt the encrypted virtual ID when they do not match.

25. The method of claim 24, further comprising prompting a user of the
processing apparatus to select a re-association routine when the machine ID stored in the first

storage device does not match the machine ID contained in the second storage device.

26. The method of claim 24, further comprising:

transmitting the machine ID contained in the second storage device, when it does not
match the machine ID stored in the first storage device, over the network to the administrator;
and

receiving a new encrypted virtual ID over the network from the administrator, the
virtual ID of the new encrypted virtual ID being associated with the machine ID contained in

the second storage device.

27. The method of claim 26, further comprising replacing the encrypted virtual

ID with the new encrypted virtual ID in the first storage device.

28. The method of claim 27, further comprising:

decrypting the new encrypted virtual ID using the machine ID contained in the
second storage device; and

decrypting the re-encrypted program using the virtual ID such that the processing

apparatus is capable of executing the program.
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29. The method of claim 16, further comprising receiving the encrypted

program over the network from the administrator.

30. The method of claim 16, wherein the program is one of an application

program and a system program.

31. An apparatus, comprising:

a network interface operable to provide communication with a network such that
respective identification information, each being related to a respective processing apparatus,
may be received over the network from the processing apparatus;

a database operable to store respective registration information, each corresponding
with a respective one of the processing apparatus and including the identification information
thereof; and

a data processor operable to search the database for registration information
containing identification information matching any received identification information,
wherein:

the network interface is further operable to facilitate the transmission of an
encrypted decryption key to the processing apparatus over the network in response to the
received identification information, and

the decryption key may be used to decrypt an encrypted program located at the

processing apparatus.

32. The apparatus of claim 31, wherein:

the identification information includes a machine ID that is substantially unique to
the corresponding processing apparatus; and

the data processor is operable to produce the encrypted decryption key in response to

the machine ID.

33. The apparatus of claim 32, wherein the identification information includes a
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media ID that corresponds with a type of first storage device employed by the processing

apparatus to store the encrypted program.

34. The apparatus of claim 33, wherein:

the data processor is further operable to produce a virtual ID as a function of the
machine ID such that the virtual ID is associated with the machine ID, to encrypt the
decryption key using the virtual ID, and to encrypt the virtual ID using the machine ID; and

the network interface is further operable to facilitate the transmission of the

encrypted virtual ID over the network to the processing apparatus.

35. The apparatus of claim 34, wherein:

the processing apparatus includes a second storage device containing the machine
ID;

the processing apparatus is operable to request an identification re-assignment when
the machine ID stored in the first storage device does not match with the machine ID
contained in the second storage device;

the network interface is further operable to receive the machine ID (an old machine
ID) stored in the first storage device and the machine ID (a new machine ID) contained in the
second storage device of the processing apparatus over the network;

the data processor is further operable to (i) search the database for registration
information containing the old machine ID, (ii) obtain the virtual ID of that registration
information associated with the old machine ID, (iii) associate the virtual ID with the new
machine ID, and (iv) encrypt the virtual ID using the new machine ID; and

the network interface is further operable to facilitate the transmission of the new

encrypted virtual ID over the network to the processing apparatus.

36. The apparatus of claim 31, wherein the network interface is further
operable to facilitate the transmission of the encrypted program over the network to the

processing apparatus.
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37. The apparatus of claim 31, wherein the program is one of an application

program and a system program.

38. A method, comprising:

receiving respective identification information, each being related to a respective
processing apparatus, over a network from the processing apparatus;

storing in a database respective registration information, each corresponding with a
respective one of the processing apparatus and including the identification information
thereof;

searching the database for registration information containing identification
information matching any received identification information;

transmitting an encrypted decryption key over the network to the processing
apparatus in response to the received identification information, where the decryption key

may be used to decrypt an encrypted program located at the processing apparatus.

39. The method of claim 38, wherein:
the identification information includes a machine ID that is substantially unique to
the corresponding processing apparatus; and

the encrypted decryption key is produced and transmitted in response to the machine

ID.

40. The method of claim 39, wherein the identification information includes a
media ID that corresponds with a type of first storage device employed by the processing

method to store the encrypted program.

41. The method of claim 40, further comprising:
producing a virtual ID as a function of the machine ID such that the virtual ID is

associated with the machine ID;
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encrypting the decryption key using the virtual ID;
encrypting the virtual ID using the machine ID; and
transmitting the encrypted decryption key and the encrypted virtual ID over the

network to the processing apparatus.

42. The method of claim 41, wherein the processing apparatus includes a
second storage device containing the machine ID (a new machine ID), and the processing
apparatus is operable to request an identification re-assignment when the machine ID (an old
machine ID) stored in the first storage device does not match with the new machine ID, the
method further comprising:

receiving the old machine ID and the new machine ID;

searching the database for registration information containing the old machine ID;

obtaining the virtual ID of the registration information that is associated with the old
machine ID;

associating the virtual ID with the new machine ID;

encrypting the virtual ID using the new machine ID; and

transmitting the new encrypted virtual ID to the processing apparatus.

43. The method of claim 38, further comprising transmitting the encrypted

program over the network to the processing apparatus.

44. The method of claim 38, wherein the program is one of an application

program and a system program.
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