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1
ENHANCED HIERARCHICAL NETWORK
AUTOMATION

BACKGROUND

Managing network functions, such as virtual machines
(VM) and containers, can be challenging. For example,
consider a scenario involving an upgrade on a system that
provides containers that run on Kubernetes clusters. An
upgrade can generally be performed in two ways. In one
example, if an upgrade is just a change to a helm chart, then
the upgrade can be achieved with a helm update. However,
in another example, if the underlying infrastructure needs to
change, such as an upgrade of the underlying cluster, then a
manual “replace and delete” process is required. That pro-
cess can include a number of tedious, manual, steps, such as
deploying new uplevel cluster, installing a new uplevel
application on the cluster, performing a health check on the
uplevel application, changing the DNS record such that
traffic is redirected to the uplevel application. Then the
process requires a user to wait for several days. This wait can
last up to a week to allow proper diagnostics in a situation
where a database is used in a downlevel application cluster.
Although a system can confirm that an uplevel application
cluster is working as soon as it is spun up, and at that point
all new diagnostic traffic gets sent to the uplevel application,
the downlevel application still needs to be in place so that
searches can be conducted over old data. Only after that
time, an administrator can manually delete the down-level
application and corresponding cluster. With such a long,
manual process, a number of errors and inefficiencies are
introduced.

In another example, consider a scenario where a system
utilizes ARM templates. ARM templates can include JSON
files that define details of a deployment of an infrastructure-
as-code solution on a system. When a system relies on ARM
templates, the system is limited to simple updates. The issue
is that there are many types of updates and deployments that
are required for network functions that are not possible to do
with ARM templates. Therefore, in more complex updates,
some existing systems are required to delete an entire
deployment, an action that causes an outage, and then
redeploy a new set of network functions. This is not a
scenario that can be done for certain systems, such as
systems that are part of a national infrastructure, like tele-
com systems. Outages are simply not an option, and more
particularly for national infrastructure systems, prolonged
outages.

In yet another example, when it comes to telecom com-
panies managing a Public Switched Telephone Network
(PSTN), the above-described issues present additional com-
plications. For illustrative purposes, consider a scenario
where an infrastructure provider, such as a telecom company
like AT&T, wants to build a new network that includes
several different groups of network functions that are from
different product vendors, such as Microsoft, Ericsson,
Nokia, etc. In this scenario, each product vendor provides
their own version of network functions. If an infrastructure
provider has to create manual processes to manage network
functions from a number of different product vendors, they
would have to spend a considerable amount of time and
resources developing and maintaining those procedures.
This can lead to a number of design errors and inadvertent
inputs caused by human error. These errors can ultimately
lead to security and reliability issues. Further, given the
development costs for writing manual procedures for each
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new network function and for each product vendor, the
traditional manual configuration methods are also not scal-
able.

The traditional manual configuration methods may also
impact the efficiency of a system. If an infrastructure pro-
vider were to use a manual approach to writing the logic for
managing network functions, this scenario may influence an
infrastructure provider to only select network functions from
a single product vendor or use a reduced set of product
vendors. Although this approach may lead to more efficient
processes for writing and managing the procedures, this
approach may lead to a design paradigm that limits the
diversity of available network functions and product ven-
dors.

It is with respect to these and other technical challenges
that the disclosure made herein is presented.

SUMMARY

The techniques disclosed herein provide enhanced hier-
archical network automation. The disclosed techniques can
deploy, configure, and upgrade complicated systems that are
made-up of different network functions, such as virtual
machines, containers running on a Kubernetes cluster, plus
all of the infrastructure structure that ties those functions
together. By the use of hierarchical site network services
(SNS), also referred to herein as “network services” or
“services,” the disclosed techniques provide an approach to
building a hierarchy with small, more simplistic service
structures in the middle and then being able to put several of
those service structures inside a more complicated service,
and then build up layers of more complicated components,
such as SNS components. When an inner SNS object is to be
replaced, the system can generate a new SNS object that
concurrently operates in parallel with the original inner SNS
object. As described in more detail below, this coordination
between the original SNS and a new SNS objects can
increase the reliability of a system while minimizing or
eliminating system outages. The disclosed techniques also
provide automated health checks. As described in more
detail below, a system is configured in a way that can
determine if each of the services are healthy, determine if
each of the layers are healthy, and also determine if a group
of services is healthy. This enables a layered approach to
determining if an entire deployment is healthy. In addition,
the disclosed techniques introduce logic in each of the
layers. The logic can interpret parameters defining a desired
state of where a system should be, and the logic can provide
an automated method of determining a current state, e.g., an
initial state, of the system. The logic can also generate
instructions that enable each layer to transition from the
current state to the desired state.

In one illustrative example, the system starts with an
original set of network functions and the system is config-
ured in a way that those network functions can be changed
in whatever way a network function provider wants. The
network function provider can either (1) invoke a simple
update or (2) replace individual resources within that net-
work function. The first type of modification involves rela-
tively straightforward modifications to parameters, such as a
helm update. The second type of modification can involve
replacing a VM or a container, or replacing the entire
network function with something else. The disclosed tech-
niques allow the system, or the network function provider,
to determine how each of those changes are done. The
system can determine if a simplistic method is to be used,
e.g., a helm update, or if a more complex method using logic
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of a hierarchical structure is to be used. In one example, the
hierarchical structure has an outer level and an inner level.
The logic of the outer level can make a number of deter-
minations including determining a category of modifica-
tions, e.g., is a modification a major modification or a minor
modification. The logic of the outer level can also determine
the health of the network functions. The logic of the outer
level can also cause the inner level of the system to transition
from a current state to a desired state.

The system also provides abstraction at each of the layers.
This abstraction and other supporting functionality enable an
infrastructure provider, such as a telecom company, to make
major modifications to a system without having to develop
the logic for each of the network functions supported by
different providers. This is achieved by a system that is
configured to receive vendor logic having imperative code
from one party, e.g., a product vendor supporting specific
network functions; and more general instructions, such as
declarative code, from another party, e.g., an infrastructure
provider. This allows the infrastructure provider to use
simplified instructions that focus on the result of what is
needed, while leveraging the imperative logic having the
explicit sequence of commands that is provided by the
product vendor that already has knowledge of each function.

For illustrative purposes, consider a scenario where an
infrastructure provider, such as a telecom company like
AT&T, wants to build a new network that includes several
different groups of network functions that are from different
product vendors, such as Microsoft, Ericsson, Nokia, etc. If
the infrastructure provider uses traditional methods, they
would have to know details of how to code each of the
network functions from each of the product vendors. How-
ever, by the use of the disclosed system, the system can
receive logic, e.g., the imperative code, from each of the
product vendors, and allow the infrastructure provider to use
simplified parameters, e.g., declarative code, defining a
desired state of a system. This is greatly beneficial to the
infrastructure provider since the system allows them to
leverage the detailed knowledge of the respective network
functions from each product vendor (also referred to herein
as a “network function provider” or “network function
vendor”).

The vendor logic (also referred to herein as “logic”) is the
set instructions for a particular network function (NF). The
vendor logic can have instructions that can bring a system
from a current state (also referred to herein as an “original
state” or an “initial state”) to a desired state. The logic can
include, but is not limited to, operations for moditying,
upgrading, downgrading, installing, or removing network
functions. The vendor logic can also have the operations
necessary for interpreting a current state of a system and
desired state of the system. The logic can also perform the
operations necessary, or generate additional code or instruc-
tions, for transitioning the system from the current state to
the desired state.

The logic can be written by the network function vendor.
This is helpful because the team that produced the cluster
already has knowledge of the right way to conduct an
upgrade, the parameters and timing of health checks, the
timing and parameters to change DNS records, etc. For
example, some network functions need to change the DNS
record, while other network functions may not need to
change the DNS record. In another example, a particular
network function may require a system reboot, while other
particular network functions may not require a system
reboot. Ultimately, the logic for upgrading or configuring
particular network functions might be an entirely different
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set of actions when compared to network functions for
another vendor, thus it is difficult for one party to write the
logic for network functions that are managed and designed
by another party. The system enables each vendor to provide
logic for their respective products.

Since the system empowers each product vendor to pro-
vide the logic with their own network function modules,
each vendor control specific customizations and updates.
This helps with reliability and efficiency as they do not have
to rely on another party, e.g., the infrastructure provider, to
manage code that controls the performance of their network
functions. Additional efficiency and reliability are achieved
since the infrastructure provider designing their network
does not need to understand the detailed aspects of each
network function, provided by each product vendor. For
example, a network service design (NSD) that’s supplied by
Ericsson can include all of that logic built into it. In general,
an NSD can define a desired deployment and that design is
parameterized by config group values. For example, an NSD
can define parameters for a virtual machine or a container
having a particular type of function. This allows the infra-
structure provider, such as AT&T, to have the ability to
provide simplified instructions, such as upgrade the Erick-
son NF by one version level, add a database, increase the
capacity of a database by particular quantity, etc.

Features and technical benefits other than those explicitly
described above will be apparent from a reading of the
following Detailed Description and a review of the associ-
ated drawings. This Summary is provided to introduce a
selection of concepts in a simplified form that are further
described below in the Detailed Description. This Summary
is not intended to identify key or essential features of the
claimed subject matter, nor is it intended to be used as an aid
in determining the scope of the claimed subject matter. The
term “techniques,” for instance, may refer to system(s),
method(s), computer-readable instructions, module(s), algo-
rithms, hardware logic, and/or operation(s) as permitted by
the context described above and throughout the document.

BRIEF DESCRIPTION OF THE DRAWINGS

The Detailed Description is described with reference to
the accompanying figures. In the figures, the left-most
digit(s) of a reference number identifies the figure in which
the reference number first appears. The same reference
numbers in different figures indicate similar or identical
items.

FIG. 1A illustrates a first phase of a system having a
hierarchical structure to scale network resources based on
third party vendor logic.

FIG. 1B illustrates a second phase of a system having a
hierarchical structure to scale network resources based on
third party vendor logic.

FIG. 2 illustrates an example of a system that can use
third-party vendor logic to upgrade a system.

FIG. 3A illustrates a first phase of a system having a
hierarchical structure to upgrade network resources based on
third party vendor logic.

FIG. 3B illustrates a second phase of a system having a
hierarchical structure to upgrade network resources based on
third party vendor logic.

FIG. 3C illustrates a third phase of a system having a
hierarchical structure to upgrade network resources based on
third party vendor logic.

FIG. 3D illustrates a fourth phase of a system having a
hierarchical structure to upgrade network resources based on
third party vendor logic.
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FIG. 4 illustrates an example of a system having embed-
ded SNS layers that can use third-party vendor logic to
upgrade and scale a system.

FIG. 5A illustrates a first phase of a system having an
embedded hierarchical structure to scale network resources
based on third party vendor logic.

FIG. 5B illustrates a second phase of a system having an
embedded hierarchical structure to scale network resources
based on third party vendor logic.

FIG. 5C illustrates a third phase of a system having an
embedded hierarchical structure to upgrade network
resources that have been scaled based on third party vendor
logic.

FIG. 5D illustrates a fourth phase of a system having an
embedded hierarchical structure to upgrade network
resources that have been scaled based on third party vendor
logic.

FIG. 6 is an example flow diagram showing aspects of a
method implementing hierarchical SNS to simplify upgrad-
ing and scaling network resources within a system.

FIG. 7 is a computer architecture diagram showing an
illustrative computer hardware and software architecture for
a computing system capable of implementing aspects of the
techniques and technologies presented herein.

DETAILED DESCRIPTION

The techniques described herein implement a method for
deploying, managing, scaling, configuring, upgrading, and
modifying large complicated systems comprising different
network resources. These network resources may be virtual
machines or containers. The system includes a hierarchical
SNS structure that includes inner SNS modules that are part
of an outer SNS structure. The system also runs health
checks at each layer to ensure the system is functioning
properly during the transition from an initial state to a
desired state. The system can also use third-party vendor
input logic to interpret a configuration change to identify a
desired state, query data to determine a current state, and
cause a transition from the current state to the desired state.
This can allow a party, such as an infrastructure provider, to
provide simplified instructions, such as system parameters,
to modify the state of a system. This system simplifies, adds
efficiency, and increases security when deploying, scaling,
configuring, upgrading, or modifying network functions of
the system.

As shown in FIGURES, the system includes a hierarchy
that includes an outer SNS 120 that contains multiple inner
SNS 121 modules. The inner SNS, for example, can deploy
a single network function (NF). The system also includes
network service design (NSD). An NSD can define a desired
deployment, and that design is parameterized by config
group values (CGV). An NSD is similar to an ARM template
and its corresponding parameters or a helm chart and the
parameters for a helm chart. In this example, there is an
inner NSD 102, which can define deploying, for example, a
single NF. The system is configured such that the outer NSD
101 contains and manages the vendor logic 104. In addition,
there is an outer NSD 101, which can deploy the inner SNS
corresponding to the inner NSD. The outer NSD 101 can
also deploy additional infrastructure around the inner SNS
121. Also shown, the system 100 can receive input param-
eters 103 from a first party, such as an infrastructure pro-
vider. The input parameters 103 define a desired state of the
system, and the system leverages vendor logic 104 provided
by a product vendor to transition the system from a current
state to the desired state.
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For illustrative purposes, the following examples show
two different types of upgrades that might need to be done:
(1) a first type of modification involves a simple adjustment
to a helm chart, and (2) a second type of modification
involves an infrastructure change. A first process that is used
for the first type of modification is shown in FIGS. 1A-1B,
and a second process that is used for the second type of
modification is shown in FIGS. 2 and 3A-3D. In some
embodiments, the system can analyze the input parameters
103 to determine which process should be used to transition
the system from the current state to the desired state. As
described in the examples below, the first type of modifi-
cation is used when the input parameters 103 indicate a need
for a simple update, such as a helm chart change; and the
second type of modification is used when the input param-
eters 103 indicate a need for a more complex modification,
such as, but not limited to, new network function or a major
version change of a network function.

In the first example, an adjustment to a helm chart is
made. In this case, a change is made to the parameters in the
outer configuration group value. That then gets applied to
the SNS. In doing that, it changes the config group values for
the inner SNS. Then those get applied to ultimately to the
helm charts for the containers running on their cluster.

The second example involves an infrastructure change.
Consider a scenario where a change is needed for a database
schema that is being used. In this situation, an entirely new
database is needed, and the old one needs to be removed
from the system. In doing so, a major change is made to a
version of a network function, e.g., by a major version bump
in the outer config group values. Then that gets applied to the
outer site network service (outer SNS).

The logic in that outer SNS then identifies that the
upgrade is a major upgrade. In response to the identification
of the major upgrade, instead of just applying some changes
to the containers that are running on the existing cluster, they
spin up an entirely parallel cluster with new containers. The
DNS records are then changed so that traffic starts going to
that new cluster instead of the old cluster. Health checks are
then conducted to ensure proper management of the traffic to
the new cluster.

Once the data on the old cluster ages out and/or when the
health checks are passed, the original containers are then
deleted. If the health check does not meet one or more
criteria, the original containers are not deleted and further
adjustments or another container on a new cluster can be
generated.

Referring now to FIGS. 1A and 1, a more detailed
example of a minor modification is shown and described
below. A minor modification, for example, can involve the
addition or deletion of a single network resource, such as a
VM. This example also shows an example where a party,
e.g., an infrastructure provider, initiates a modification to the
system that leverages vendor logic provided by a product
vendor managing the desired network functions. As shown,
the system 100 includes a hierarchy comprising an outer
NSD 101 and an inner NSD 102. For illustrative purposes,
the outer NSD 101 is also referred to herein as the “outer
layer 101” and the inner NSD 102 is also referred to herein
as the “inner layer 102.”

With reference to FIG. 1A, consider a scenario where the
inner NSD 102 is written by a product vendor, such as
Ericsson. The inner NSD 102 can define, for example, the
parameters for a virtual machine having a particular type of
function. Generally, a product vendor can be any entity
managing NSDs and supporting code for specific network
functions they provide. On the other hand, the outer NSD
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101 is written by another entity functioning as an infrastruc-
ture provider, AT&T. The outer NSD 102 can define, for
example, a number of VMs they want to use in the system.
The infrastructure provider can be an entity managing the
system, e.g., infrastructure systems, such as a PSTN.

For a first deployment, the infrastructure provider can
choose the NSD they want to use. The infrastructure pro-
vider can put the desired state into the outer config group
values (“CGV 106”) and that will cause the system to deploy
the corresponding SNS modules that are based on the outer
config group values. For example, these SNS modules can
include containers, VMs, networking, and everything else
that is needed for operation of the desired network functions.

Then later, when the infrastructure provider wants to
make a change, the infrastructure provider will change the
outer CGV 106. This change can be a situation where, for
example, the infrastructure provider may want to have five
VMs instead of four VMs. That change will be applied to the
outer SNS. The outer SNS will then use its logic to deter-
mine that it is to transition from a current state of four VMs
to a desired state of five VMs. The outer SNS will then
deploy another inner SNS, which will bring up another VM,
in accordance with the updated outer config group values.

The modification to the outer CGV can be initiated by an
input at the outer layer. The input can include input param-
eters 103. In this example, the parameters 103 can simply
state five VMs are desired. The parameters 103 are then
processed by vendor logic 104. The vendor logic 104 will
then generate a set of instructions 105 that are configured to
transition the system from the current state to the desired
state. Thus, in this example, the vendor logic 104 can
perform a query to the system to identify the current state,
e.g., there are four VMs, and based on that information, the
vendor logic 104 can generate the set of instructions 105 to
bring the system to the desired state. These operations may
include actions, in this example, deploy one more VM. The
operations may also identify parameters of existing VMs
and then using those parameters of existing VMs to generate
anew VM. So that the logic takes in two things: the desired
state of five VMs and it also takes in the current state which
indicates that there are four VMs.

Then, as shown in FIG. 1B, the logic then causes the
needed actions, which is to deploy one more VM. In this
example, the logic would cause the outer SNS 120 to
generate an additional inner SNS module 123E for the
additional VM. So in this case, before the receipt of the input
parameters 103, the outer SNS module contains four inner
SNS modules 121A-121D each associated with a VM, and
after the processing of the input parameters 103, the outer
SNS module would contain five inner SNS modules 121A-
121E each associated with one VM. As shown, this process
creates a new SNS module 121E and parameters for that new
inner SNS, e.g., new inner configuration group values 123E,
which are then used to deploy the new VM.

Referring now to FIGS. 2, 3A-3D, a more detailed
example of a major modification is shown and described
below. An example of a major modification can include a
change to the outer CGV 106 indicating a different NSD or
an NSD from a different vendor. This can involve input data
indicating a change of a pointer in the outer CGV 106 from
an old NSD (“inner NSD downlevel 102”) to a new NSD
(“inner NSD uplevel 107”). In this example, the input data
also indicates a new version of a network function, e.g., an
upgrade to version 5.

In response to receiving this type of modification to the
outer CGV 106, the outer SNS 120 determines that it has
version 4 but also acknowledges that it needs version 5. This
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determination initiates a process where the system generates
a new inner SNS (“inner SNS uplevel 122”), version 5 of the
network function, and a new inner CGV 124 (“inner CGV
downlevel 123”). The system generates these new items
such that they run in parallel with the previously existing
items, the old inner SNS (“inner SNS downlevel 1217),
version 4 of the old network function, and an old inner CGV
(“inner CGV downlevel 123”).

Similar to the example of FIGS. 1A-1, this embodiment
can also utilize logic provided by the product vendor and the
input parameters can be provided by another party such as
an infrastructure provider. The logic can be used to generate
operations to carry out the modification. However, in this
embodiment, the logic also includes operations, or causes
the generation of operations, that cause all new items, e.g.,
all uplevel items, to exist in parallel with all downlevel
items. This parallel existence enables health checks to be
performed while minimizing or eliminating downtime.

The state changes of this process are shown in FIGS.
3A-3D. As shown in FIG. 3A, prior to any input data
indicating a modification, the system includes an existing
NSD (“inner NSD downlevel 102”), an existing inner CGV
(“inner CGV downlevel 123”), and an existing inner SNS
(“inner SNS downlevel 121”). As shown in FIG. 3B, input
parameters 103 are received at the outer CGV 106 and that
is processed by the vendor logic 104 to generate a set of
instructions 105. The vendor logic 104 is configured to
determine the current state and generate the set of instruc-
tions 105 to transition the system from the current state
shown in FIG. 3A to a desired state shown in FIG. 3D.

During execution of the set of instructions 105, the system
transitions to the state shown in FIG. 3C, where the new
NSD (“inner NSD uplevel 107”), the new inner SNS (“inner
SNS uplevel 122”) and the new inner CGV 124 (“inner CGV
downlevel 123”) are generated. These items are to exist and
configured to be in operation in parallel with the existing
NSD (“inner NSD downlevel 102”), the existing inner CGV
(“inner CGV downlevel 123”), and the existing inner SNS
(“inner SNS downlevel 1217). Health checks are performed
on the system and if the health checks results meet one or
more criteria, the system transitions to the state shown in
FIG. 3D, where the system has removed the existing NSD
(“inner NSD downlevel 1027), the existing inner CGV
(“inner CGV downlevel 123”), and the existing inner SNS
(“inner SNS downlevel 1217).

The examples described above have covered different
scenarios that have two different sets of operations that are
handled separately: one is an upgrade, e.g., replacing a VM
with a new one VM, and another one is a scaling process,
e.g., a going from 4 VMs to 5 VMs. In the above-described
embodiments, an outer SNS contains the logic to go from
downlevel to uplevel; and another outer SNS contains the
logic to scale network functions. This arrangement works
well when updated config group values initiate the automa-
tion of individual categories of modifications, e.g., when a
system only needs an upgrade, or when a system only needs
a scaling process.

However, if the updated config group values initiate the
automation of multiple categories of modifications, as
shown in FIG. 4, the system can include multiple layers of
an outer SNS, where each layer can be dedicated to an
individual modification category. As shown, this technique
uses an embedded hierarchy that can process multiple types
of modifications, e.g., a scaling and upgrade process.

For illustrative purposes, consider a scenario where
updated CGV includes parameters for initiating an upgrade
process and a scaling process. An input can be as simple as,
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a desired state of the system includes two VMs (two network
function instances) at version 5. If the current state has one
VM at version 4, the system would determine that it would
have to carry out both modifications: an upgrade process and
a scaling process. If the system is already running two VMs,
the system, using the logic, would determine that it would
only have to run the upgrade process, and the system would
not need to use the embedded layers. In such a situation, the
previously described examples shown in FIGS. 1A-3D can
be used.

In response to identifying two or more modification
categories in the updated CGYV, instead of putting all of that
logic in one layer, the system generates a separate SNS layer
for each modification category. In this case, the system
creates embedded outer SNS layers: an outer SNS 120 and
an outer-outer SNS 130. Each SNS layer can be configured
to only manage one modification category. In this example,
given that the CGV indicates two separate types of modi-
fications, both a scaling process and an upgrading process,
the system is configured with an (1) outer layer 120 (“outer
SNS 120”) that only handles the upgrade process; and (2) an
outer-outer layer 130 (“outer-outer SNS 130") that only
handles the scaling process.

Similar to other examples described herein, the system
can utilize vendor logic 104 to process modified parameters
provided to the outer CGV at the outer NSD 101. In response
to receiving parameters indicating an upgrade process and a
scaling process, the system uses each of the SNS layers to
process each modification category. FIGS. SA-5E shows the
stages of the system in this process.

As shown in FIG. 5A, the system starts with the original
inner SNS downlevel 121 and inner CGV downlevel 123 at
the outer SNS 120. In response to an input indicating the
modified parameters provided to the outer CGV, the system
would transition to a state shown in FIG. 5B, where the logic
of'the outer-outer SNS 130 generates a second instance of an
outer SNS 120. As shown, the outer-outer SNS 130 com-
prises a first outer SNS 120A and a second outer SNS 120B.
This is invoked in response to parameters indicating that the
desired state is to include two instances of the network
function, and other data showing that the initial state only
included one instance of the network function. Since the
outer-outer SNS 130 is dedicated to scaling, there are no
upgrades at this stage. Each outer SNS 120 comprises an
inner SNS downlevel 121 and a corresponding CGV down-
level 123.

Next, as shown in FIG. 5C, each outer SNS 120 performs
the desired upgrade. In this state, each outer SNS 120
generates an inner SNS uplevel 122 and an inner CGV
uplevel 124, each generated in accordance with the param-
eters of the CGV. These uplevel components can include, for
instance, a new version of a network function, e.g., version
5. These uplevel components are also configured to coexist
with the downlevel components for a period of time. Using
the vendor logic, the system can then run one or more health
checks on the uplevel components, e.g., each inner SNS
uplevel 122. When the health checks meet one or more
criteria, the system can transition to the state shown in FIG.
5D, where the system can redirect all traffic to the uplevel
components and the downlevel components are removed.

An example of a health check meeting one or more
criteria can include a determination that one or more per-
formance metrics defined in the vendor logic has been
satisfied. This can include performance metrics pertaining to
bandwidth, response time, etc. When the performance met-
rics defined in the vendor logic are satisfied, the outer SNS
modules can transition to the state shown in FIG. 5D.
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A system having multiple inner SNS layers allows the
system to build up the complexity of the automation without
the need to require complex instruction sets in one place.
This can also simplify the vendor logic that is required as the
vendor logic can be more simplistic and modularized for
specific modification categories. In the example of FIGS.
5A-5D, the other components, such as the inner NSD
uplevel, inner NSD downlevel, outer NSD, and the other
components can function in the same manner as the other
examples described above.

FIG. 6 is an example flow diagram showing aspects of a
method implementing the techniques that are disclosed
herein. For ease of understanding, the method discussed in
this disclosure are delineated as separate operations repre-
sented as independent blocks. However, these separately
delineated operations should not be construed as necessarily
order dependent in their performance. The order in which
the method is described is not intended to be construed as a
limitation, and any number of the described blocks may be
combined in any order to implement the method or an
alternate method. Moreover, it is also possible that one or
more of the provided operations is modified or omitted.

The particular implementation of the technologies dis-
closed herein is a matter of choice dependent on the per-
formance and other requirements of a computing device.
Accordingly, the logical operations described herein may be
referred to variously as states, operations, structural devices,
acts, or modules. These states, operations, structural devices,
acts, and modules can be implemented in hardware, soft-
ware, firmware, in special-purpose digital logic, and any
combination thereof. It should be appreciated that more or
fewer operations can be performed than shown in the figures
and described herein. These operations can also be per-
formed in a different order than those described herein.

It also should be understood that the illustrated method
can end at any time and need not be performed in its entirety.
Some or all operations of the method, and/or substantially
equivalent operations, can be performed by execution of
computer-readable instructions included on a computer-
storage media, as defined below. The term “computer-
readable instructions,” and variants thereof, as used in the
description and claims, is used expansively herein to include
routines, applications, application modules, program mod-
ules, programs, components, data structures, algorithms, and
the like. Computer-readable instructions can be imple-
mented on various system configurations, including single-
processor or multiprocessor systems, minicomputers, main-
frame computers, personal computers, hand-held computing
devices, microprocessor-based, programmable consumer
electronics, combinations thereof, and the like.

Thus, it should be appreciated that the logical operations
described herein are implemented (1) as a sequence of
computer implemented acts or program modules running on
a computing system and/or (2) as interconnected machine
logic circuits or circuit modules within the computing sys-
tem. The implementation is a matter of choice dependent on
the performance and other requirements of the computing
system.

As shown in FIG. 6, the routine 600 starts at operation
602, where the system receives parameters 103 defining a
modification to the one or more inner SNS objects 121. The
one or more inner SNS objects 121 are also referred to
herein as “downlevel inner SNS objects 121.” The param-
eters 103 are used to modify an outer CGV that is stored in
association with the outer NSD 101. The parameters 103
define a desired state of the one or more inner SNS objects
121.
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At operation 604, the system determines if the parameters
defining the modification to the one or more inner SNS
objects pertain to a minor modification or a major modifi-
cation. A minor modification can include the addition to a
new VM or the addition of a new container. A major
modification can include a replacement of a network func-
tion such as a deployment of a new version of a VM that
replaces an older version of a VM, or a deployment of a new
version of a container that replaces an older version of a
container.

At operation 604, if the system determines that the
parameters defining the modification to the one or more
inner SNS objects pertain to a minor modification, the
routine 600 proceeds to block 606 where the system updates
the helm chart for the inner SNS objects according to
parameters of the input data. At operation 608, the updated
helm charts cause the inner SNS objects to be updated such
that they operate in accordance with the desired state. Based
on the type of modification, e.g., a minor modification, the
process uses a simple update to the helm chart to the existing
inner SNS objects. This bypasses the complex steps of
generating a concurrent uplevel inner SNS object and the
corresponding health checks.

At operation 604, if the system determines that the
parameters defining the modification to the one or more
inner SNS objects pertain to a major modification, the
routine 600 proceeds to block 610 where the system updates
the inner NSD using the parameters defining the modifica-
tion to the one or more inner SNS objects. The inner NSD
is configured to change the one or more inner SNS objects
in accordance with the parameters.

At operation 606, the system causes the outer NSD 101 to
execute vendor logic using the parameters 103 defining the
modification to the one or more inner SNS objects 121. The
vendor logic uses the parameters 103 defining a desired state
of the one or more inner SNS objects 121 to generate a set
of instructions 105 that cause the system to transition from
the initial state having the one or more inner SNS objects
121, e.g., the downlevel SNS objects, to a desired state
having uplevel inner SNS objects 122 configured in accor-
dance with the parameters 103. The set of instructions 105
are configured to cause the uplevel inner SNS 122 to
concurrently exist with the one or more inner SNS objects
121 configured for the initial state of the system. As shown
in FIG. 3B, the vendor logic is used to generate instructions
to produce the desired state from a current state “initial
state”. In this process, the system identifies the current state
and builds instructions to get the system to the desired state.

In some embodiments, to generate the instructions, the
logic generates a query for the outer NSD to retrieve the
current state of the system. This can include a call to one or
more modules that provides a current state of the system,
such as a database. In response to the query, the outer NSD
can receive the current state of the system. The outer NSD
can then generate the instructions to perform the transition
to the desired state using parameters of the current state.

In some embodiments, the outer NSD queries the system
to determine the current state. This can be caused by the
vendor logic, which generates instructions to retrieve to the
desired state. Then the instructions bring the system from the
current state, e.g., the initial state, to the desired state. For
example, if the desired state is 5 VMs, and there are 4 VMs
in the system, the system only adds one VM based on
determining that the initial state has 4 VMs. Thus, the
routine can also include using the logic to generate a query
for the outer NSD to retrieve the current state of the system,
receiving the current state of the system, in response to the
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query for the outer NSD to retrieve the current state; and
generating the instructions to perform the transition to the
desired state using parameters of the current state.

At operation 612, the system causes execution of the set
of instructions 105 to generate a uplevel inner NSD 107 that
concurrently exists with a downlevel inner NSD 102,
wherein the uplevel inner NSD 107 defines properties and
requirements for deployment and management of for the
uplevel inner SNS 122, and the downlevel inner NSD 102
defines properties and requirements for deployment and
management of the one or more inner SNS objects 121
configured for the initial state of the system. An example of
this process state is shown in FIG. 3C, where the execution
of the set of instructions generated by the vendor logic
creates an uplevel inner NSD, where the ove