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(57) Abrége/Abstract:

The Invention provides an image data illegal use prevention system which prevents illegal use of digital image data without
deterioration of the picture quality. The image data illegal use prevention system includes an image data fetching unit for
fetching digital image data in which electronic watermark data may be embedded, and an electronic watermark data detection
unit for detecting electronic watermark data from the image data fetched by the image data fetching unit. If electronic watermark
data are detected by the electronic watermark data detection unit, then an image data recording unit does not record the image
data fetched by the image data fetching unit onto a recording medium, thereby preventing illegal duplication. The electronic
watermark data are calculated, for example, In accordance with an expression determined In advance for frequency
components of discrete cosine transformed digital Image data.
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ABSTRACT OF THE DISCLOSURE

The invention provides an image data illegal use
prevention system which prevents illegal use of digital
image data without deterioration of the picture quality.
The image data illegal use prevention system includes an
image data fetching unit for fetching digital image data
in which electronic watermark data may be embedded, and
an electronic watermark data detection unit for

detecting electronic watermark data from the image data

fetched by the image data fetching unit. If electronic
watermark data are detected by the electronic watermark
data detection unit, then an image data recording unit
does not record the image data fetched by the 1mage data
fetching unit onto a recording medium, thereby
preventing illegal duplication. The electronic
watermark data are calculated, for example, 1n
accordance with an expression determined in advance for

frequency components of discrete cosine transformed

digital image data.
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Image Data Illegal Use Prevention System

BACKGROUND OF THE INVENTION
1. Field of the Invention

This invention relates to diglital 1image
processing, and more particularly to a system for
preventing illegal use of digital image data.

2. Description of the Preferred Embodiment

In recent vears, 1llegal duplication of a
digital image has become & problem.

In order to prevent illegal duplication, a
system has been proposed whereln digital image data are
ciphered such that only a reproduction system having a
legal decipherment Key can reproduce the clphered
digital image data. However, once the cipher 1s
deciphered, later dupllication cannot be prevented.

Thus., a system wherein a unique ildentification

code ie recorded on a recording medium to indicate

permission or inhibition of duplication (refer to
Japanese Patent Lald-Open Application No. Heisel 8-
89419)., another system whereln decoders for subscription

television broadcasting have different identification

codes from one another recorded therein such that only

those decoders which have contracted identification
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codes can effect correct decoding (refer to Japanese

Patent Laid-Open Application No. Helsel 5-260468) and so

forth have been proposed.

Further, in order to prevent illegal use and
duplication of a digital image, also a method has been
proposed wherein specilal information, that 1s,
electronic watermark data, is embedded into the digital
image itself. As such electronic watermark data for a
digital image as described above, two kinds of

electronic watermark data of visible electronic

watermark data and invisible electronlic watermark data
are available.

The visible electronic watermark data are used
such that & special character or symbol or the like 1s
combined with an image so that it may be visually
recognized. While the visible electronlic watermark data
deteriorate the picture quality, they have an effect of
visually appealing to a user of a digital image for
prevention of 1llegal use of the digltal 1mage.

An example of embedding of visible electronic
watermark data is disclosed in Japanese Patent Laid-Open
Application No. Helsel 8-241403. According to the
method disclosed in the document Jjust mentioned, when

visible electronic watermark data are combined with an

CA 02226719 1998-01-16
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original image, only the brightness components of those
pixels which correspond to opaque ones of the electronic
watermark data are varied while color components of the
pixels are not varied. In this instance, the scaling
factor by which the brightness components of piXxels are
varied is determined based on color components, random

numbers, values of pixels of the electronic watermark

data and so forth.

On the other hand, the invisible electronlc
watermark data are electronic watermark data embedded in
an image so that the plcture quallty may not be
deteriorated. Since the invisible electronic watermark

data little deterlorate the plcture quality, they are

characterized in that they cannot be recognlzed
visually.

However, 1f special information which allows
jdentification of an author is embedded as the
electronic watermark data, then even after illegal
duplication is performed, the author can be specified Dby
detecting the electronic watermark data. On the other

hand, if duplication inhibition Information 1s embedded,
then, for example, when a reproductlon apparatus detects

the duplication inhibition information, 1t 1s possible

to notify the user that duplication of the data is

CA 02226719 1998-01-16
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inhibited or to render a duplication preventlon

mechanism in the reproduction apparatus operatlve to

limit duplication of the data by a video tape recorder

(VTR) or the like.

Oone of avallable methods of embedding invisible
electronic watermark data into a digital 1lmage 1s to

embed speclial information as electronic watermark data

into a portion of pixel data such as the LSB (least
significant bit) which has a comparatively little
influence on the picture quality. In other words, this
method can be regarded as a method which l1lnserts
electronic watermark data into a waveform with respect
to time of an image signal. However, where this method
is applied, electronic watermark data can be removed
readily from an lmage. For example, 1f a low-pass
fi1ter is used. then information of the LSB of a plxel
is lost. Further, electronic watermark data are lost
also by image compression processing since the 1lmage

compression processing reduces the data amount by

removing information at such a portion which has a
comparatively little influence on the picture quality as
mentioned above. Consequently. the method described

above is disadvantageous in that it 1s difficult to re-

detect the electronic watermark data.

CA 02226719 1998-01-16
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Thus, another method has been proposed wherein
an image is frequency converted and electronic watermark
data are embedded into a resulting frequency spectrum
(Nikkei Electronics, Aprll 22, 1996, No. 660, p.13). In
this methed, since electronic watermark data are
embedded into frequency components, the electronic
watermark data are not lost even by image processing
such as compression processing or filtering. Further,
random numbers which exhibit a normal distributlon are
adopted as the electronic watermark data in order to
prevent interference between electronic watermark data
and make it difficult to destroy electronic watermark

data without having a significant influence on the

entlire image.

In a method of embedding electronic watermark
data, an original image D 1s divided into blocks of 8
pixels x 8 pixels, and electronlc watermark data are
embedded regarding each block as a processing unit.
Also extraction processing of the electronic watermark

data is performed in units of a block.

In electronic watermark data embedding
processing, data are first set successively as (1),
£(2), ..., f(n) in the ascending order of the frequency

component of an AC component in a frequency reglon after

CA 02226719 1998-01-16
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discrete cosine transform (DCT) in MPEG (Moving Picture
Experts Group) coding processing 1s completed, and
electronic watermark data w(l), w(2), ..., w(n) are
selected from within a normal distributlion whose average
is 0 and whose dispersion is 1, and then

F(1) = f(1) + a = avg(f(i)) &« w(i)
is calculated for the individual values of i, where «a 1s

a scaling factor, and aveg(f(1)) 1s a partial sverage

which is an average of absolute values of three
neighboring points to the point f(i). Then, succeedlng
processing of MPEG coding processing is performed
replacing £(1i) with F(1i).

Detection of electronic watermark data 1is
performed in accordance with a method described below.
In the detection method, an original image is not
required, but only 1t 1s required that electronic
watermark data candidates w(i) (where i =1, 2, ..., n)
be known.

In a fregquency region of-each block after
dequantization of MPEG decompression processing 1s
completed, dsta are represented as F(1), F(2), ..., F(n)
in the ascending order of the frequency component.
Average values of absolute values of three nelghboring

points to each point F(1) are represented as partial

. Vs wrn e e 1 et A ALY CHE LA R P PO N 3a 20 femts 1Bt et e s
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averages avg(F(1)), and electronic watermark data W(1)
are calculated in accordance with

W(l) = F(1)/aveg(F(1)).

Further, sum totals WF(1) of W(1) for one image are
calculated for the individual 1.

Thereafter, making use of an inner product of
vectors, a statistical similarity between the electronic
watermark data w(l) and the sum totals WF(1) 1s
calculated in accordance with

C = WF » w/(WFD » wD)
where W = (WF(1), WF(2), ..., WF(n)), w = (w(l), w(2),
w(n)), WFD = absolute value of the vector WF, and

absolute value of the vector w. When the

wD

statistical similarity C has a value higher than a
particular value, 1t is discriminated that the
electronlc watermark data are embedded.

However, where the method described above is
employved, if image data are regarded as a mere single
block of digital data on & personal computer, they can
be duplicated by a desired number of times using a copy
command of operation system software of the Windows,
MS-DOS (both trade marks of Microsoft) or the lilke.

Further, with a system which handles a digiltal

image such as a digital video recorder, a copyilng
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machine or a facsimile, since a copy of data can be
produced simply. it 1tself cannot be prevented that
digital image data including electronic watermark data

are duplicated as they are.

SUMMARY OF THE INVENTION

It is an object of the present lnvention to
provide an image data 1llegal use prevention system.
which can prevent illegal use of digital image data
without deterioration of the plcture quality and allows,
even if digital image data are duplicated,
identification of the ownership from the duplicate.

In order to attain the object described above,
according to an aspect of the present invention, there
is provided an Iimage data illegal use prevention system,
comprising lmage data fetching means for fetching
digital image data in which electronic watermark data
may be embedded, electronic watermark data detection
means for detecting electronic watermark data from the
image data fetched by the image data fetching means, and
transfer inhibition means for inhiblting, if electronic

watermark data are detected by the electronic watermark

data detection means, transfer of the image data fetched

by the image data fetching means to a transfer

CA 02226719 1998-01-16
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destlination.

According to another aspect of the present
invention, there is provided an image data illegal use
prevention system, comprising image data fetchlng means
for fetching digltal 1mage data in which electronlic
watermark data may be embedded, electronic watermark
data detection means for detecting electronic watermark
data from the i1mage data fetched by the image data
fetching means. and transfer means for transferring. 1f
electronic water mark data are detected by the
electronic watermark data detection means, data
different from the lmage data fetched by the image data
fetching means to a transfer destination. Preferably,
the different data are data obtained by superposing data
obtained by multiplying the electronic watermark data by
a constant on the image data fetched by the 1image data
fetching means.

According to a further aspect of the present
invention, there is provided an image data illegal use
prevention system, comprising image data fetching means
for fetching digital image data in which electronic
watermark data may be embedded, electronic watermark
data detection means for detecting the electronlc

watermark data from the image data fetched by the image

CA 02226719 1998-01-16
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data fetching means, and transfer inhibition means for
discriminating whether the detected elecfronic watermark
data indicate transfer permission or inhibition and
inhibiting, when the detected electronic water mark data
indicate transfer inhibition, a transferring operation

of the fetched image data to a transfer destination.

Preferably, the transfer inhibition means discriminates,
when the detected electronic watermark data include a
value representing that the transfer permission time
number 1s zero, that the detected electronic watermark
data are electronlic watermark data indicating transfer
inhibition.

According to a stlll further aspect of the
present invention, there 1s provided an 1image data
illegal use inhibition system., comprising image data
fetching means for fetchlng digltal image data in which
electronic watermark data including a value indicating
that the transfer permilission time number 1s m may be
embedded, watermark data embedding means for embedding,
into the fetched image data, new electronlic watermark
data which includes a value indicating that the transfer
permission time number is smaller by one than the
preceding value of m, and transfer means for

transferring the image data 1n which the new electronlc

-10~
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watermark data are embedded to a transfer destinatlon.
In the image data i1llegal use inhibition

systems, the electronic watermark data may be calculated

in accordance with a predetermined expression using

frequency components of the digital image data obtained

by discrete cosine transform. Otherwise, any of the
image data illegal use inhibition system may be
constructed such that the lmage data fetching means
fetches digital image data from a recording medium on

which the digital image data are recorded, and the

+ransfer destination is a recording medium different

from the recording medium on which the digital image

data are recorded.

It is to be noted that, 1n the present

specification, the word "transfer"” 1ncludes transmission

of digital image data from a source by or in which the
digital 1mage data are produced or stored to another
element, storage of such digital image data into or onto
another medium, duplication of digital image data from a
recording medium in which the digital image data are
recorded to another recording medium, duplication of a
file by a computer and so forth and should be
interpreted widely as any operation which makes digital

image data in such a form as allows use of the digital

_ll_
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image data.

With the image data illegal use prevention
systems described above, dupllication of image data can
be prevented without deterioration of the picture
quality using an electronic watermark technique.
Consequently. the image data illegal use prevention
systems can be applied to various image processing
systems.

Further, illegal copylng can be prevented
without any limitation to a medium of copying source
data and to a medium of a copying destination, and even
$f data are copied illegally, if copyright data are
embedded as watermark data in the data, then a person
who has the ownershlip of the image data can be
identified by investigating the watermark data and a
person who has performed 1llegal duplication can be
speciflied.

The above and other objects, features and
advantages of the present invention will become apparent
from the following description and the appended clalms,
taken in conjunction with the accompanying drawings 1n
which 1ike parts or elements are denoted by like

reference characters.

CA 02226719 1998-01-16
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram showing a basic
construction of an image data illegal use prevention
system according to the present lnvention;

FIG. 2 is a block diagram showing an exemplary
construction of a watermark data embedding unit shown 1n
FIG. 1;

FIG. 3 is a block diagram showing an exemplary

construction of a watermark data detection unit shown in

FIG. 1;
FIG. 4 1s a8 block diagram of a digltal video

system to which the image data 1llegal use prevention

system of FIG. 1 is applied;

FIG. 5 is a block diagram of a digital copylng

system to which the image data 1llegal use prevention

system of FIG. 1 is applied;

FIG. 6 is a block diagram of a form of an image

production and recording apparatus shown in FIG. 1 where

it is formed as a printer system;

FIG. 7 1s a block dilagram of a form of an 1mage

duplication apparatus shown in FIG. 1 where 1t 1s formed

as a facsimile system,;

FIG. 8 1s 8 block diagram of another form of the

image duplication apparatus shown In FIG. 1 where 1t 1s

_13_
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formed as a capture board system,

FIG. 9 is a block diagram of a data transfer
system to which an image data 1llegal use prevention
system according to the present invention 1s applied;

FIG. 10 is a flow chart illustrating operation
of the data transfer system of FIG. 9; and

FIG. 11 is a block diagram showing an exemplary

construction of a watermark data detectlion/embedding

unit shown in FIG. 8.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

FIG. 1 shows a basic construction of an image
data illegal use prevention systém to which the present
invention 1s applied. The image data illegal use
prevention system includes two principal components of
an image production and recording apparatus 100 and an
image duplication apparatus 101. The image productlon
and recording apparatus 100 is composed of an image data
production unit 1, a watermark data embedding unit 2, a
watermark data table 3 and an image recording unit 4.
Meanwhile, the image duplication apparatus 101 1s
composed of an image data fetching unit 5, an 1mage data
recording unit 7 and a watermark data detection unit 8.

In the image production and recording apparatus

-14-
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100, digital image data produced by the image data
production unlt 1 are sent to the watermark data
embedding unit 2. The watermark data embedding unit 2
inserts electronic watermark dats of the watermark data
table 3 into the digital image data 1ln such a manner as
hereinafter described. The image data recording unit 4
records the digital image data, in which the electronic
watermark data are embedded. onto & recording medium S.

In the image duplication apparatus 101, the
image data fetching unit 6 fetches the digital image
data recorded on the recording medium 5. The watermark
data detection unit 8 detects the electronlc watermark
data in the digital image data fetched by the 1lmage data
fetching unit 6 in such a manner as hereinafter
described. The image data recording unit 7 records, 1f
the image data fetching unit 6 does not detect
electronlic watermark data, the digital image data onto
another recording medium 9 to produce a duplicate, but
does not perform, if electronic watermark data are

detected, recording of the digital image data onto the

recording medium 9.

FIG. 2 shows an exemplary construction of the

watermark data embedding unlt 2. Digital image data

from the image data production unit 1 of FIG. 1, that

-15~-
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is, dilscrete cosine transformed MPEG image data, are
inputted to a partial average calculation sectlon 111
and an adder 114. The digital lmage data are
represented as f(i) (1 =1, 2, ..., n) for the
convenience of description.

The partial average calculation section 111
calculates partisl averages described herelnabove in
accordance with arg(f£(1)) = (|f(i-1)| + [£(1)] +
|£(1+1)])/3 and supplies a result of the calculation to
one of input terminals of a multipllier 112.

To the other input terminal of the multiplier
112, electronic watermark data w(l) are supplied from
the watermark data table 3. An output of the multipller

112 is multiplied by a scaling factor a by a multipller

113, and a result of the multiplication is added to the
digital image data by the adder 114. A result of the
addition, that is, image data (f(1l) + a » arg(f(1i)) =
w(i)) in which the electronlic watermark data are
embedded, are obtained from the adder 114 and suppliled
to the image data recording unit 4 of FIG. 1.

FIG. 3 shows an example of a construction of the
watermark data detection unit 8. Data F(1i) fetched by

the image data fetching unit 8 of FIG. 1 are supplied to

a partial average calculation sectlon 115 and a divider

-18-

CA 02226719 1998-01-16

JAN 13 1998 03:46 81335687856 PRGE. 18



’SB-g1-13 17:48 HARADA PATENT FAX(B3)3568-72356 F.1S

118. The partial average calculation section 115

calculates partial averages avg(F(i)) mentioned
hereinabove. This calculation 1s performed, for
example, in accordance with avg(F(1l)) = (|F(i-1)]| +

IF(i)!| + [F(1+1)]|)/3. The divider 118 performs

calculation of W(1) F(1)/avg(F(1)).

Then, an adder 117 calculates, for the
individual values of 1, sum totals WF(1) of the thus
calculated values W(i) for one image. Then, the sum

totals WF(1) are supplied to an inner product

calculation section 118, by which inner products thereof
with electronic watermark data w(l) of an object of
detection are calculated. The calculation of the 1inner

product calculation section 118 is represented 1n the

following manner.
C = WF « w/(WFD =« wD)
where WF is a vector whose elements are WF(1l), WF(2),
., WF(n), w is a vector whose elements are w(l), w(2),
., w(n), WFD is an absolute value of the vector Wk,
and wD is an absolute value of the vector w.
The inner product calculation section 118

calculates inner products C for all of possible ones of
electronic watermark data and suppllies the 1nner

products C to a similarity dlscrimination section 119.

-117-
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The similarity discrimination section 119
detects those electronic watermark data which maximize
the inner products C, and sends out 8 result of the
detection to the image data recording unit 7 of FIG. 1.

FIG. 4 shows a digital video system to which the
image data 1llegal use prevention system of FIG. 1 1is
applied. Referring to FIG. 4, in the digital video
system shown, the image production and recording
apparatus 100 shown in FIG. 1 1s formed as a video
camera 100A and the image duplication apparatus 101 1s

formed as a video recorder 101A.

In the video camera 100A, an image 1maged by an
imaging section 11 is sent as digital image data to a
watermark data embedding section 12. Meanwhile,
electronic watermark data to be embedded into digital
image data are stored in a watermark data table 13.
Thus, the electronlic watermark data are read out from
the watermark data table 13 and sent to the electronic
watermark data embedding section 12. The watermark data
embedding section 12 inserts the electronic watermark
data into the digital 1mage data sent thereto in such a
manner as described above. The digital image data in
which the electronic watermark data are inserted are

stored onto a recording medium 15 such as a magnetilc

-18-
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tape or an optical dlisk by a recording section 14.

When a3 duplicate 1s to be produced, the digital
lmage data stored on the recording medium 15 are
reproduced by a reproduction section 16 of the video
recorder 101A. Normally, the digital Image data are
stored onto a recording medium 19 agaln by a recording
section 17 to produce a duplicate. However, if
electronic watermark data are ilnserted in the digital
image data reproduced by the reproduction section 16,
that is, 1f electronic watermark data are detected by a
watermark data detection section 18, then such detection
is reported to the recording section 17. When the
detection of electronic watermark data 1s reported, the

recording section 17 does not perform storage of the
digital image data onto the recording medium 19, thereby
preventing 1llegal duplication.

Alternatively, when electronic watermark data
are detected, dummy data may be supplied to the

recording section 17 or data obtained by multiplying the

watermark data stored in the watermark data detectlon
section 18 by a constant so that the data may have a
maximum magnitude substantlally equivalent to the
dynamic range of the image data may be added to

reproduced image data and sent to the recording section

-19-~-
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17. If such data are suppllied to the recording sectlon
17, then an image qulite different from the original
image is outputted from the recordling section 17, and
consequently, 1llegal duplication can be prevented even
1f a duplication operation is not inhibited.

FIG. 5 shows a digltal copylng system to which
the image data illegal use prevention systeﬁ shown in
FIG. 1 is applled. Referring to FIG. 5, 1n the digital
copying system shown, the image production and recording
apparatus 100 shown in FIG. 1 is formed as a first
copying machine 100B and the image duplication apparatus
101 is formed as a second copying machine 101B.

An original image 20 fetched by a scanning
section 21 of the first copying machlne 100B is sent as
digital 1mage data to a watermark data embedding section
22. Meanwhlile, electronic watermark data to be embedded
into digital image data are stored in a watermark data
table 28, and they are read out from the watermark data
table 23 and sent to the watermark data embedding

section 22. The watermark data embedding section 22

inserts the electronic watermark data into the digilital
image data sent thereto. The dlgital 1image data in
which the electronic watermark data are inserted are

printed on copy paper 25 by a printing section 24.
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In the second copying machine 101B, the 1mage
printed on the copy paper 25 1is fetched and converted
back into digital image data by a scanning section 286.
Normally, the digital image data are printed on copy
paper 29 again by a printing section 27 to produce a
duplicate. However, if electronic watermark data are
inserted in the diglital 1mage data fetched by the
scanning section 26, that is, 1f electronic watermark
data are detected by a watermark data detection section
28, then such detection 1s reported to the printing
section 27. The printing sectlon 27 does not perform,
when the detection of electronic watermark data 1s
reported, printing of the digital image data onto the
copy paper 29, thereby preventing lllegal copying.

Alternatlively, when the electronic watermark
data are detected, dummy data may be supplied to the

printing sectlion 27 or data obtalned by multiplying the
watermark data stored in the watermark data detection
section 28 by a constant so that they may have a maxlimum
magnitude substantially equal to the dynamic range of

the image data may be added to (superposed on) the
reproduced image data and sent to the printing section

27. If such data are supplied to the printing section,

then an image quite different from the original 1mage is

-921 -
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outputted from the printing section 27. Consequently,
illegal copying can be prevented even if a copying
operation is not inhibited.

FIG. 6 shows a printer system which makes use of
a personal computer. Referring to FIG. 6, the printer
system 100C shown operates as the image production and
recording apparatus 100 described hereinabove with
reference to FIG. 1. In the printer system 100C,
electronic watermark data to be embedded into digital
image dats are stored in a watermark data table 33. A
watermark data embedding section 32 inserts the
electronic watermark data from the watermark data table

33 into digital 1mage data sent thereto from a personal

computer 31 and sends resulting data to a printing
section 34. The printing section 34 prints the digital
image data, in which the electronic watermark data are
inserted, on print paper 35. Consequently, even 1f 1t
is tried to duplicate the diglital image data using, for
example, the copying machine 101B of FIG. 5., since thé

electronic watermark data are detected by the watermark

data detection section 28, 1llegal copying can be

prevented.

FIG. 7 shows a facsimile system. Referring to

FIG. 7, the facsimile system 101C shown operates as the

_22_
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the image duplication apparatus 101 described
hereinabove with reference to FIG. 1. In the facsimile
system 101C, when 1lmage data transmitted through a
telephone line are received by a modem 41, the image
data are normally sent to a printing section 42, by
which they are printed on facsimlle paper 44. Where the
recelved lmage data are digital image representing an
image in which electronic watermark data are inserted
like an image printed, for example, by the printer
system 100C of FIG. 6, it is checked by a watermark data
detection section 43 whether or not electronic watermark
data are inserted in the digital image data. If

electronic watermark data are detected. then such

detection is reported to the printing sectlon 42. When
the detection of electronlc watermark data 1s reported,
the printing section 42 does not perform a printing
operation, thereby preventing l1llegal duplication.
Alternatively, if electronic watermark data are
detected, then dummy data may be supplied to the
printing section 42 or data cbtained by multiplying the
watermark data stored in the watermark data detectlon
section 43 by a constant so that they may have a maximum
magnitude substantially equal to the dynamic range of

the image data may be added to (superposed on) the

-23-
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restored image data and sent to the printing section 42.
If such data are receilved by the printing section 42,
then an image quite different from the original image 1s
outputted from the printing section 42. Consequently,
1llegal printing can be prevented even 1f a printing
operation is not 1inhibited.

FIG. 8 shows a capture board system. Referring
to FIG. 8, the capture board system 101D shown operates
as the the image duplication apparatus 101 described
hereinabove with reference to FIG. 1. In the capture
board system 101D, image data fetched by 1mage data
fetching unit 51 are normally sent to a capture
apparatus 52, by which they are stored into an external
storage apparatus 54. If the image data are digital
image data in which electronlic watermark data are
inserted like an 1image stored, for example, by the video
camera 100A of FIG. 4, then it is checked by an
electronic watermark data detection apparatus 53 whether
or not electronic watermark data are inserted 1in the
digital image data. If electronic watermark data are
detected, then such detection is reported to the capture
apparatus 52. The capture apparatus 52 does not

perform, when such detection of electronic watermark

data is reported, a storing operation of data, thereby
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preventing 1llegal duplication.

Alternatively, if electronic watermark data are
detected, then dummy data may be supplied to the capture
apparatus 52 or data obtained by multiplyling the
watermark data stored in the watermark data detection
apparatus 53 by a constant so that they may have a
maximum magnitude substantiaily equal to the dynamic
range of the image data may be added to (superposed on)
the restored image data and sent to the capture
apparatus 52. If such data are received by the capture
apparatus, then an image quite different from the
original 1lmage 1is outputted from the capture apparatus
52. Consequently, 1llegal storage can be prevented even
if a storing operation is not inhibilted.

FIG. 9 shows a data transfer system to which an
1lmage data illegal use prevention system according fto
the present invention 1s applied. In the data transfer
system, data are transferred from a storage unit of a
transfer source to a storage unit of a transfer
destination so that they may be copled. Referring to
FIG. 9, an inputting unlit 81 checks whether or not there

is a command inputted thereto. If an inputted command

is present, then it 1s analyzed by a copy command

analysis unit 62 what the inputted command is. If it is
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discriminated, as a result of the analysls, that the
inputted command is a command to copy transfer source
data 69 of a storage medium 66 of a transfer source to a
transfer destination data area 70 of a storage medium 67
of a transfer designation, then a command 1s sent to a
copylng processing execution unit 83 so that copying

processing may be executed. The copying processing
execution unit 63 transfers the transfer source data 69

stored 1n the storage medium 86 of the transfer
destination to temporary storage unit 65 and then causes
the thus transferred data 89 to be checked by a
watermark data detection/embedding unit 64. The
watermark data detection/embedding unit 64 detects
presence or absence of watermark data in the data 68 and
discriminates, if watermark data are detected, which one
of permission and inhibition of copying the watermark
data Indicate.

If a result of detection of watermark data
indicates permission of copying. then the transfer
source data 89 stored in the temporary storage unit 65
are copled into the transfer destination data area 70 of
the storage medium 67. However, 1f the detected
watermark data indicates permission of copying by m

times, than dequantized data in which new watermark data

~26 -
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are embedded are sent from the watermark data
detection/embedding unit 64 to the copying processing
execution unit 63 and stored into the transfer
destination data area 70 of the storage medium 87 of the
transfer destination, and copying 1s executed. Then,
information representing what coping has been performed
by the copying processing execution unit 63 is sent to
and displayed by display unit 68, thereby ending the
copying processing. If the detected watermark data
indicate inhibition of copyling, then no copylng is
performed.

Subsequently, operation of copying processing by
the data transfer system of FIG. 9 1s described with
reference to a flow chart of FIG. 10.

The copying processing execution unlt 63 reads
out the transfer source data 68 from the storage medium
866 of the transfer source in step Al. In step A2, the
transfer source data 69 are inputted to the copy command
analysis unit 62, by which a header of MPEG data 1s
analyzed to discriminate whether or not the data are
MPEG image data.

I the transfer source data 69 are MPEG image
data, then varlable length decoding processing for

dequantlized data is performed in step A3, and the

-0 -
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variable length coded data are dequantized in step A4.
The dequantized data are supplied to the watermark data
detection/embedding unit 64, by which watermark data are
detected. In step A6, discrimination of the detected
watermark data 1s performed,

If the watermark data detected in step A5
indicate inhibition of copying, then the control Jjumps
wlthout doing anything to step Al3, 1in which the
processing is ended.

If the watermark data detected in step Abd
indicate that there is no limitation to the number of
times in copyling, the control jumps to step Al2, in
which the transfer source data 69 are copied into the
transfer destination data area 70, whereafter the
control jumps to step Al3, in which the processing 1s
ended.

If the watermark data detected in step AS
indicate permission of copyling by m (m = 1 to k) times,
m is updated to m = m-1 in step A7. Then, in step ASB,
watermark data indicating permission of copying by m
times are embedded into the data dequantized in step A4.

Then, if m 2 0 in step A9, then the data into
which the watermark data indicating permission of

copying by m times have been embedded in step A8 are
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quantized iIn step A10. The quantized data are variable
length coded 1in step All. The data variable length
coded and converted Into MPEG image data are inputted in
step Al2 to the copying processing execution unit 63, by
which copying processing of them is performed.

If m < 0 in step A8, then since thls signifiles
that copying is inhibited, the processing is ended.

Subsequently, an exemplary construction of the
watermark data detection/embedding unit 64 is described
with reference to FIG. 11. The watermark data
detection/embedding unit 64 1s formed from an electronic
watermark data embedding section 64A and an electronic
watermark data detection section 64B.

The electronic watermark data detection sectlon
B4B has a construction same as that of the watermark
data detection unit 8 shown in FIG. 3, and the MPEG data
F(1) decoded in step A3 of FIG. 10 are supplied to the
partlal average calculation section 111 and the
multiplier 112. The partial average calculation section
111 calculates partial averages avg(F(1i)) mentioned

hereinabove. The divider 116 performs calculation of

W(1)

F(i)/avg(F(1)).
Then, the adder 117 calculates, for the

individual 1, sum totals WF(i) of the calculated values
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W(i) for one Image. Then, the sum totals WF(1l) are
supplied to the inner product calculation sectlon 118,
by which inner product calculation with the watermark
data w(i) 1s performed.

The inner product calculation section 118
calculates inner products C for all of possible
watermark data and supplieslthe thus calculated inner
products C to the similarlity discrimination section 119,

The simllarity discrimination section 119
detects that watermark data with which the inner product
C exhibits a maximum value, and sends out a result of

the detection to the copying processing execution unit

863 of FIG. 9.

The electronic watermark data embedding sectlion
64A has a construction same as that of the watermark
data embedding unit 2 shown 1n FIG. 2, and the transfer
source data from which the original watermark data have
been removed in step A5 of FIG. 10 are inputted to the
partial average calculation sectlon 111 and the adder

114.

The partial average calculation section 111
calculates a partial average described hereinabove and
suppllies a result of the calculation to one of 1input

terminals of the multiplier 112.
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To the other input terminal of the multiplier
112, the watermark data w(i) which indicate the value of
m determined in step A7 of FIG. 10 are supplied. An
output of the multiplier 112 1s multiplied by a scaling
factor a by the multiplier 113, and a result of the
multiplication is added to the digltal image data by the
adder 114. A result of the addition, that is, 1lmage
data (F(1) + a #» arg(f(1)) « w(i)) in which the new
watermark data are embedded, are obtained from the adder

114 and supplied to the copylng processing execution

unit 63 of FIG. 9.

Having now fully described the invention, 1t
will be apparent to one of ordinary skill in the art

that many changes and modifications can be made thereto
without departing from the spirit and scope of the

invention as set forth herein.
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What Is Claimed Is:

1. An image data illegal use prevention system,
comprising:

image data fetching means for fetching digital
image data in which electronic watermark data may be
embedded;

electronic watermark data detection means for
detecting electronic watermark data from the 1mage data
fetched by said image data fetching means; and

transfer inhibition means for inhibiting, 1if
electronic watermark data are detected by said
electronic watermark data detection means, transfer of
the image data fetched by said image data fetching means
to a transfer destination.

2. An 1mage data 1illegal use prevention system,
comprising:

image data fetching means for fetching digital
image data in which electronic watermark data may be
embedded;

electronic watermark data detection means for
detecting electronic watermark data from the image data
fetched by said image data fetching means:; and

transfer means for transferring, if electronic

water mark data are detected by said electronic
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watermark data detection means, data different from the
image data fetched by said image data fetching means to
a transfer destination.

3. An image data illegal use inhibition system
as claimed in claim 2, wherein the different data are
data obtained by superposing data obtained by
multiplying the electronic watermark data by a constant
on the image data fetched by said image data fetching
means.

4, An 1image data illegal use prevention system,
comprising:

image data fetching means for fetching digital
image data in which electronic watermark data may be
embedded;

electronic watermark data detection means for
detecting the electronic watermark data from the image
data fetched by said image data fetching means; and

transfer inhibition means for discriminating
whether the detected electronic watermark data indicate
transfer permission or inhibition and inhibiting, when
the detected electronic water mark data indicate
transfer inhibition, a transferring operation of the
fetched image data to a transfer destination.

5. An image data 1llegal use inhibition system

-383-
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as claimed in clalm 4, whereln sald transfer inhibition
means discriminates, when the detected electronic
watermark data include a value representing that a
transfer permission time number 1s zero, that the
detected electronic watermark data are electronic
watermark data indiceting transfer lnhibition.

6. An image data lllegal use inhibition system,
comprising:

image data fetching means for fetching digital
image data in which electronic watermark data including
a value indicating that a transfer permission time

number is m may be embedded;

watermark data embedding means for embedding,
into the fetched image data, new electronic watermark

data which includes a value indicating that the transfer
rermission time number is smaller by one than the

preceding value of m; and

transfer means for transferring the lmage datsa
in which the new electronlc watermark data are embedded

to & transfer destination.

7. An image data jillegal use inhibition system

as claimed in claim 6 wherein the

electronic watermark data are calculated in accordance

with a predetermined expression using freguency
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components of the digltal image data obtained by

discrete cosine transform.

8. An lmage data 1llegal use inhibltion system
as claimed in claim 6 wherein said
image data fetching means fetches digital 1lmage data
from a recording medium on which the digital image data
are recorded, and the transfer destination 1s &
recording medium different from the recording medium on

which the digital image data are recorded.
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