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INFERRED DISCOVERY OF A DATA COMMUNICATIONS DEVICE

BACKGROUND OF THE INVENTION

Field of the Invention

The field of the invention is data processing, or, more specifically, methods, apparatus, and

products for inferred discovery of a data communications device.

Description Of Related Art

The development of the EDVAC computer system of 1948 is often cited as the beginning of
the computer era. Since that time, computer systems have evolved into extremely
complicated devices. Today's computers are much more sophisticated than early systems
such as the EDVAC. Computer systems typically include a combination of hardware and
software components, application programs, operating systems, processors, buses, memory,
input/output devices, and so on. As advances in semiconductor processing and computer
architecture push the performance of the computer higher and higher, more sophisticated
computer software has evolved to take advantage of the higher performance of the hardware,

resulting in computer systems today that are much more powerful than just a few years ago.

One of the areas in which progress has been made is in inferred discovery of a data
communications device. In multiprotocol label switching, layer 3, virtual private networks
(‘L3VPN’), a data communications device, such as a customer edge router is only reachable
from a management module for the purpose of discovery if that management module and the
customer edge router are members of the same VPN. Because it is inefficient to create a
new management module for each VPN that is managed by a single entity, management
modules are often members of multiple VPNs. A management module that is a member of
multiple VPNS is a security risk. Another problem created by having a management module
be a member of multiple VPN is that customer edge routers in different VPNs may use the

same IP address. A management module that is a member of multiple VPNs may encounter
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difficulty in distinguishing between data communications from two customer edge routers

having the same IP address.

In addition to customer edge routers in L3VPNs, other data communications devices are
unreachable by a management module, such as, External Border Gateway Protocol (‘EBGP’)
speakers in networks belonging to other providers. An EBGP speaker exchanges routing
information between autonomous systems. An autonomous system is a collection of Internet
Protocol networks and routers, typically under the control of a single entity, that presents a
common routing policy to the internet. Attempts to discover an EGBP speaker outside of the
autonomous system managed by the management module, by Internet Control Message
Protocol (‘ICMP’) echo requests, for example, may be viewed by the owner of the EGBP

speaker as a hostile act or a denial of service attack.

SUMMARY OF THE INVENTION

According to a first aspect, there is provided a method of inferred discovery of a data
communications device connected to a router, unreachable by a management module, and
characterized by a device address, the method comprising: querying, by the management
module, the router for connection data; and identifying, by the management module in

dependence upon the connection data, the device address.

According to a second aspect, there is provided an apparatus for inferred discovery of a data
communications device data communications device connected to a router, unreachable by a
management module, and characterized by a device address, the apparatus comprising a
computer processor, a computer memory operatively coupled to the computer processor, the
computer memory having disposed within it computer program instructions capable of:
querying, by the management module, the router for connection data; and identifying, by the

management module in dependence upon the connection data, the device address.

According to a third aspect, there is provided a computer program product for inferred
discovery of a data communications device connected to a router, unreachable by a

management module, and characterized by a device address, the computer program product
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disposed in a computer readable, signal bearing medium, the computer program product
comprising computer program instructions capable of: querying, by the management
module, the router for connection data; and identifying, by the management module in

dependence upon the connection data, the device address.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the present invention will now be described, by way of example
only, and with reference to the following drawings:

Figure 1 sets forth a network diagram of a system for inferred discovery of a data
communications device according to embodiments of the present invention.

Figure 2 sets forth a block diagram of automated computing machinery comprising
an exemplary computer useful in inferred discovery of a data communications device
according to embodiments of the present invention.

Figure 3 sets forth a flow chart illustrating an exemplary method for inferred discovery
of a data communications device according to embodiments of the present invention.

Figure 4 sets forth a flow chart illustrating a further exemplary method for inferred

discovery of a data communications device according to embodiments of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

Exemplary methods, apparatus, and products for inferred discovery of a data
communications device in accordance with the present invention are described with
reference to the accompanying drawings, beginning with Figure 1. Figure 1 sets forth a
network diagram of a system for inferred discovery of a data communications device
according to embodiments of the present invention. The system of Figure 1 includes data
communications device (106, 108, 116). Each data communications device is connected to a
router (102, 104, 114) and each data communications device is characterized by a device
address (306). A device address is an address that can be used by a management module to
identify and monitor a data communications device, such as for example, an IP address.
Data communications devices capable of inferred discovery in accordance with

embodiments of the present invention may be implemented as any device capable of data
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communications with a router, such as, for example another router. In the system of Figure
1, cach data communications device (106, 108, and 116) is unreachable by a management

module.

The data communications devices (106, 108) are part of a virtual private network (“VPN’)
(110) connected to network (101). A VPN is a private communications network used to
communicate confidentially over a public network. Each data communications device (106,
108) may be implemented as a customer edge router. A customer edge router is the router
located at a customer site that is connected to a provider’s core network. Each router (102,
104) connected to the data communications devices may be implemented as a provider edge
router. A provider edge router is a router located in the core of the provider network that

connects to a provider edge router.

The data communications device (116) is part of an autonomous system (105). An
autonomous system is a collection of Internet Protocol networks and routers, typically under
the control of a single entity, that presents a common routing policy to the internet.
Autonomous systems may exchange routing information between one another through the
use of the external border gateway protocol (‘EBGP’). Routers that exchange such routing
information between autonomous systems are EBGP speakers. The data communications
device (116) and the router (114) in the system of Figure 1 may be implemented as EBGP

speakers.

The system of Figure 1 also includes management modules (307, 309) that implement
inferred discovery of a data communications device in accordance with embodiments of the
present invention. Management module (307) is part of the provider network (101).
Management module (307) may be configured to manage any devices within the provider
network (101). Management module (309) is located within autonomous system (103).
Management module (309) may be configured to manage the network connectivity of any
device within the autonomous system (103). Each management module (307, 309)
implements inferred discovery of a data communications device by querying a router (102,
114) for connection data (312) and identifying, in dependence upon the connection data

(312), the device address. Connection data may be implemented as a forwarding table that
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includes an interface address of an interface of a router or as a management information base
containing information describing devices in an autonomous system that is not managed by

the management module.

The arrangement of routers, management modules, and other data communications devices
making up the exemplary system illustrated in Figure 1 are for explanation, not for
limitation. Data processing systems useful according to various embodiments of the present
invention may include additional servers, routers, other devices, and peer-to-peer
architectures, not shown in Figure 1, as will occur to those of skill in the art. Networks in
such data processing systems may support many data communications protocols, including
for example TCP (Transmission Control Protocol), IP (Internet Protocol), HTTP (HyperText
Transfer Protocol), WAP (Wireless Access Protocol), HDTP (Handheld Device Transport
Protocol), and others as will occur to those of skill in the art. Various embodiments of the
present invention may be implemented on a variety of hardware platforms in addition to

those illustrated in Figure 1.

Inferred discovery of a data communications device in accordance with the present invention
is generally implemented with computers, that is, with automated computing machinery. In
the system of Figure 1, for example, the management module is implemented to some extent
as a computer. For further explanation, therefore, Figure 2 sets forth a block diagram of
automated computing machinery comprising an exemplary computer (152) useful in inferred
discovery of a data communications device according to embodiments of the present
invention. The computer (152) of Figure 2 includes at least one computer processor (156) or
‘CPU’ as well as random access memory (168) (‘RAM’) which is connected through a

system bus (160) to processor (156) and to other components of the computer.

Stored in RAM (168) is a management module (308), a module of computer program
instructions for inferred discovery of a data communications device according to
embodiments of the present invention. The data communications device (304) of Figure 2 is
connected to the router (302), is characterized by a device address (306), and is unreachable

by the management module (308). The exemplary management module (308) of Figure 2
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queries the router (302) for connection data (312). The management module (308) also

identifies, in dependence upon the connection data (312), the device address (306).

Also stored in RAM (168) is an operating system (154). Operating systems useful in
computers according to embodiments of the present invention include UNIX®, Linux®,
Microsoft® Windows® Vista, Microsoft Windows XP, AIX®, IBM’s 15/0S®, and others as
will occur to those of skill in the art. Operating system (154), management module (308),
connection data (312), and device address (306) in the example of Figure 2 are shown in
RAM (168), but many components of such software typically are stored in non-volatile
memory also, for example, on a disk drive (170). (UNIX is a registered trademark of The
Open Group in the United States and other countries; Linux is a registered trademark of
Linus Torvalds in the United States, other countries, or both; Microsoft and Windows are
trademarks of Microsoft Corporation in the United States, other countries, or both; and IBM,
AIX and 15/0S are trademarks of International Business Machines Corporation in the United

States, other countries, or both.)

The computer (152) of Figure 2 includes a bus adapter (158), a computer hardware
component that contains drive electronics for the high speed buses, the front side bus (162),
the video bus (164), and the memory bus (166), as well as drive electronics for the slower
expansion bus (160). Examples of bus adapters useful for inferred discovery of a data
communications device according to embodiments of the present invention include the
Intel® Northbridge, the Intel Memory Controller Hub, the Intel Southbridge, and the Intel
I/O Controller Hub. Examples of expansion buses useful for inferred discovery of a data
communications device according to embodiments of the present invention include Industry
Standard Architecture (‘ISA’) buses and Peripheral Component Interconnect (‘PCI”) buses.
(Intel is a registered trademark of Intel Corporation or its subsidiaries in the United States

and other countries.)

The computer (152) of Figure 2 includes disk drive adapter (172) coupled through expansion
bus (160) and bus adapter (158) to processor (156) and other components of the computer
(152). Disk drive adapter (172) connects non-volatile data storage to the computer (152) in

the form of disk drive (170). Disk drive adapters useful in computers include Integrated
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Drive Electronics (‘IDE’) adapters, Small Computer System Interface (‘SCSI’) adapters, and
others as will occur to those of skill in the art. In addition, non-volatile computer memory
may be implemented for a computer as an optical disk drive, electrically erasable
programmable read-only memory (so-called ‘EEPROM’ or ‘Flash” memory), RAM drives,

and so on, as will occur to those of skill in the art.

The example computer (152) of Figure 2 includes one or more input/output (‘1/0’) adapters
(178). /O adapters in computers implement user-oriented input/output through, for
example, software drivers and computer hardware for controlling output to display devices
such as computer display screens, as well as user input from user input devices (181) such as
keyboards and mice. The example computer (152) of Figure 2 includes a video adapter
(209), which is an example of an 1/O adapter specially designed for graphic output to a
display device (180) such as a display screen or computer monitor. Video adapter (209) is
connected to processor (156) through a high speed video bus (164), bus adapter (158), and
the front side bus (162), which is also a high speed bus.

The exemplary computer (152) of Figure 2 includes a communications adapter (167) for data
communications with other computers (182) and for data communications with a data
communications network (100). Such data communications may be carried out serially
through RS-232 connections, through external buses such as a Universal Serial Bus (‘USB’),
through data communications data communications networks such as IP data
communications networks, and in other ways as will occur to those of skill in the art.
Communications adapters implement the hardware level of data communications through
which one computer sends data communications to another computer, directly or through a
data communications network. Examples of communications adapters useful for inferred
discovery of a data communications device according to embodiments of the present
invention include modems for wired dial-up communications, Ethernet (IEEE 802.3)
adapters for wired data communications network communications, and 802.11 adapters for

wireless data communications network communications.

For further explanation, Figure 3 sets forth a flow chart illustrating an exemplary method for

inferred discovery of a data communications device according to embodiments of the present
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invention. In the method of Figure 3, the data communications device (304) is connected to
a router (302) and is characterized by a device address (306). Data communications devices
capable of inferred discovery may be implemented as any device capable of data
communications with router (302), such as, for example another router. In the method of

Figure 3, the data communications device (304) is unreachable by a management module
(308).

In the method of Figure 3, the router (302) includes a forwarding table (320). The
forwarding table (320) is an instance of virtual routing and forwarding (‘VRF’). A VRF
instance includes information describing the topology of a network. The router (302) uses
the forwarding table (320) to forward data communications packets by matching a
destination address to the network paths used to reach the destination address. In
multiprotocol label switching, layer 3, virtual private networks (‘L3VPN’), for example, the
router (302) supports multiple forwarding tables. Each forwarding table is associated with a

single VPN.

In the method of Figure 3, the router (302) is characterized by an interface (316) associated
with the forwarding table. An interface is a connection point between a data
communications device and a router. Examples of interfaces include Ethernet, Fast Ethernet,
Gigabit Ethernet, optical fiber, and others will occur to those of skill in the art. The interface
(316) in Figure 3 is characterized by an interface address (318) having a /30 subnet mask.
Am interface address may be implemented as a logical address, such as an internet protocol
(‘IP’) address. An IP address has two components, the network address and the host
address. A subnet mask is a mask used to determine the subnet, the network address, to
which an IP address belongs. A subnet mask consists of a series of 1s in binary followed by
a series of 0s. The 1s designate the part of the IP address that is the host address, and the Os
designate the part of the IP address that is the network address. The subnet mask is used in
conjunction with the IP address to determine which part of the IP address is the network
address and which part is the host address. A subnet masks may be expressed in various
ways such as, for example, in dot-decimal form, binary, or classless inter-domain routing
(‘CIDR’) notation. A /30 subnet mask is the CIDR notation equivalent to 225.255.255.252,
in dot-decimal form, or 11111111.11111111.11111111.11111100, in binary. Each subnet
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includes two IP addresses that are reserved, the network identification address and the
broadcast address. In a subnet having a /30 subnet mask, there are four host addresses, with
two addresses being reserved, leaving only two available host addresses. The reserved

addresses, in binary, end in 11, and 00 and the available address end in 10 and 01.

The method of Figure 3 includes querying (310), by the management module (308), the
router (302) for connection data (312). In the method of Figure 3 querying (310) the router
(302) for connection data (312) is carried out by retrieving (322), by the management
module (308) from the router (302), the interface address (318) as part of the connection data
(318). The management module (308) may retrieve the interface address (318) by retrieving
the interface address from a memory location, that is, the management module may be
configured with the interface address. Other ways of retrieving the interface address may
include pinging the router for the interface address, running a traceroute on the router, or

other ways as will occur to those of skill in art.

The method of Figure 3 also includes identifying (314), by the management module (308) in
dependence upon the connection data (322), the device address (306). In the method of
Figure 3, identifying (314) the device address (306) is carried out by determining (324), by
the management module (308) in dependence upon the interface address (318), the device
address (306). As explained above, in a /30 subnet, only two host addresses are available.
The management module (308) may determine the device address (306) by inverting the last
two bits of the binary interface address. If the last two bits of the interface address, in
binary, are 10, then the device address ends in 01. Consider as an example, the interface
address 192.168.1.2 having a /30 subnet mask. The reserved network identification address
is 192.168.1.0, and the reserved broadcast address is 192.168.1.3. The interface address
192.168.1.2 in binary ends in 10. Inverting the last two bits of the interface address results
in a device address ending 01. That is, the device address for a /30 subnet, with an interface
address of 192.168.1.2, is 192.168.1.1. The management module (308) may also determine
the device address by finding in a lookup table, the only address that is unknown, that is,
eliminating the three known addresses, the broadcast address, the network identification

address, and the interface address. Readers of skill in the art will immediately recognize
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other ways of determining device address in accordance with embodiments of the present

invention.

The method of Figure 3 also includes creating (326), in a network model (328) by the
management module (308), a representation (305) of the data communications device (304).
A network model is a representation of network topology. Network models useful for
inferred discovery of data communications devices may be used to collect and distribute data
communications and build and maintain knowledge about physical and logical network
connectivity. The management module (308) may create, in the network model, a
representation of the data communications device by defining in the network model the

device address and a connection between the data communications device and the interface.

The method of Figure 3 also includes monitoring (330), by the management module (308),
the data communications device (304). The management module may monitor the data
communication device by, for example, using the network model to collect and distribute
data communications between the router and the data communications device, and other

ways as will occur to those of skill in the art.

For further explanation, Figure 4 sets forth a flow chart illustrating a further exemplary
method for inferred discovery of a data communications device according to embodiments
of the present invention. The method of Figure 4 is similar to the method of Figure 3
including as it does the management module’s (308) querying (310) the router (302) for
connection data (312) and the management module’s (308) identifying (314) the device
address (306). In the method of Figure 4, however, the router (302) is part of an autonomous
system (404) that is managed by the management module (308) and the data
communications device (304) is part of an autonomous system (402) that is not managed by
the management module (302). An autonomous system is a collection of Internet Protocol
networks and routers, typically under the control of a single entity, that presents a common
routing policy to the internet. Autonomous systems may exchange routing information
between one another through the use of the external border gateway protocol (‘EBGP”).

Routers that exchange such routing information between autonomous systems are EBGP
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speakers. Data communications devices and the routers useful in inferred discovery of a

data communications device may be implemented as EBGP speakers.

In the method of Figure 4 the exemplary router also includes a management information
base (406) that includes information (408) describing devices in the autonomous system
(402) that is not managed by the management module. A management information base
(‘MIB’) is a collection of managed objects residing in a virtual information store.
Information (408) describing devices in the autonomous system (402) that is not managed by
the management module may include the device address (406) as well as other information
as will occur to those of skill in the art. In the method of Figure 4, querying (310) the router
(302) for connection data (312) is carried out by retrieving (410), by the management
module (308) from the management information base (406) as part of the connection data
(312), information (408) describing devices in the autonomous system that is not managed

by the management module.

Exemplary embodiments of the present invention are described largely in the context of a
fully functional computer system for inferred discovery of a data communications device.
Readers of skill in the art will recognize, however, that the present invention also may be
embodied in a computer program product disposed on signal bearing media for use with any
suitable data processing system. Such signal bearing media may be transmission media or
recordable media for machine-readable information, including magnetic media, optical
media, or other suitable media. Examples of recordable media include magnetic disks in
hard drives or diskettes, compact disks for optical drives, magnetic tape, and others as will
occur to those of skill in the art. Examples of transmission media include telephone
networks for voice communications and digital data communications networks such as, for
example, Ethernetsty and networks that communicate with the Internet Protocol and the
World Wide Web as well as wireless transmission media such as, for example, networks
implemented according to the IEEE 802.11 family of specifications. Persons skilled in the
art will immediately recognize that any computer system having suitable programming
means will be capable of executing the steps of the method of the invention as embodied in a
program product. Persons skilled in the art will recognize immediately that, although some

of the exemplary embodiments described in this specification are oriented to software
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installed and executing on computer hardware, nevertheless, alternative embodiments

implemented as firmware or as hardware are well within the scope of the present invention.

It will be understood from the foregoing description that modifications and changes may be
made in various embodiments of the present invention without departing from its true spirit.
The descriptions in this specification are for purposes of illustration only and are not to be
construed in a limiting sense. The scope of the present invention is limited only by the

language of the following claims.
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CLAIMS

1. A method of inferred discovery of a data communications device connected to a
router, unreachable by a management module, and characterized by a device address, the
method comprising:
querying, by the management module, the router for connection data; and
identifying, by the management module in dependence upon the connection data, the

device address.

2. The method of claim 1 wherein:

the router comprises a forwarding table and an interface associated with the
forwarding table, the interface characterized by an interface address, the interface address
characterized by a /30 subnet mask;

querying the router for connection data further comprises retrieving, by the
management module from the router, the interface address as part of the connection data;
and

identifying, in dependence upon the connection data, the device address further
comprises determining, by the management module in dependence upon the interface

address, the device address.

3. The method of claim 2 wherein the router is a provider edge router and the data

communications device is a customer edge router.

4. The method of claim 1 wherein the router is part of an autonomous system that is
managed by the management module, the data communications device is part of an
autonomous system that is not managed by the management module, the router further
comprises a management information base that includes information describing devices in
the autonomous system that is not managed by the management module; and

querying the router for connection data further comprises:
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retrieving, by the management module from the management information base as
part of the connection data, information describing devices in the autonomous system that is

not managed by the management module.

5. The method of claim 4 wherein the router is an EBGP speaker and the data

communications device is an EBGP speaker.

6. The method of claim 1, 2 or 3 further comprises:
creating, in a network model by the management module, a representation of the data
communications device; and

monitoring, by the management module, the data communications device.

7. Apparatus for inferred discovery of a data communications device data
communications device connected to a router, unreachable by a management module, and
characterized by a device address, the apparatus comprising a computer processor, a
computer memory operatively coupled to the computer processor, the computer memory
having disposed within it computer program instructions capable of:
querying, by the management module, the router for connection data; and
identifying, by the management module in dependence upon the connection data, the

device address.

8. The apparatus of claim 7 wherein:

the router comprises a forwarding table and an interface associated with the
forwarding table, the interface characterized by an interface address, the interface address
characterized by a /30 subnet mask;

querying the router for connection data further comprises retrieving, by the
management module from the router, the interface address as part of the connection data;
and

identifying, in dependence upon the connection data, the device address further
comprises determining, by the management module in dependence upon the interface

address, the device address.
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9. The apparatus of claim 8 wherein the router is a provider edge router and the data

communications device is a customer edge router.

10.  The apparatus of claim 7 wherein the router is part of an autonomous system that is
managed by the management module, the data communications device is part of an
autonomous system that is not managed by the management module, the router further
comprises a management information base that includes information describing devices in
the autonomous system that is not managed by the management module; and

querying the router for connection data further comprises:

retrieving, by the management module from the management information base as
part of the connection data, information describing devices in the autonomous system that is

not managed by the management module.

11. The apparatus of claim 10 wherein the router is an EBGP speaker and the data

communications device is an EBGP speaker.

12.  The apparatus of claim 7, 8 or 9 further comprises computer program instructions
capable of:

creating, in a network model by the management module, a representation of the data
communications device; and

monitoring, by the management module, the data communications device.

13. A computer program product for inferred discovery of a data communications device
connected to a router, unreachable by a management module, and characterized by a device
address, the computer program product disposed in a computer readable, signal bearing
medium, the computer program product comprising computer program instructions capable
of:
querying, by the management module, the router for connection data; and
identifying, by the management module in dependence upon the connection data, the

device address.
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14. The computer program product of claim 13 wherein the signal bearing medium

comprises a recordable medium.

15.  The computer program product of claim 13 wherein the signal bearing medium

comprises a transmission medium.

16.  The computer program product of claim 13 wherein:

the router comprises a forwarding table and an interface associated with the
forwarding table, the interface characterized by an interface address, the interface address
characterized by a /30 subnet mask;

querying the router for connection data further comprises retrieving, by the
management module from the router, the interface address as part of the connection data;
and

identifying, in dependence upon the connection data, the device address further
comprises determining, by the management module in dependence upon the interface

address, the device address.

17.  The computer program product of claim 16 wherein the router is a provider edge

router and the data communications device is a customer edge router.

18. The computer program product of claim 13 wherein the router is part of an
autonomous system that is managed by the management module, the data communications
device is part of an autonomous system that is not managed by the management module, the
router further comprises a management information base that includes information
describing devices in the autonomous system that is not managed by the management
module; and

querying the router for connection data further comprises:

retrieving, by the management module from the management information base as
part of the connection data, information describing devices in the autonomous system that is

not managed by the management module.

19. The computer program product of claim 18 wherein the router is an EBGP speaker
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and the data communications device is an EBGP speaker.

20.  The computer program product of any of claims 13 to 17 further comprises computer

program instructions capable of:

creating, in a network model by the management module, a representation of the data

communications device; and

monitoring, by the management module, the data communications device

21. A computer program comprising program code means adapted to perform the method

of any of claims 1 to 6 when said program is run on a computer.



WO 2008/151953 PCT/EP2008/056736

114

Connection
Data 312

Provider Network
101

Management

Router 102 Module 307 { Router 104
Device
Address
-~ T T 306
Data Data |
Communications Communications (2™
Device Device I
106 108
VPN 110 )
¥ ————

Connection
Data 312

Device
Address

Management §
Module |
309 ¢

Autohomous
System 105

Autonomous
System 103

Communications
Device

116

114

FIG. 1



WO 2008/151953 PCT/EP2008/056736

2/4
Computer 152
RAM 168
Management Module 308
Video
Adapter .
209 Connection Data 312
Processor
156 Memory Device Address 306
Bus 166
Front Video —_—
Side Bus Operating System 154
Bus 164
162
Bus Adapter
158
Expansion Bus 160
Communications I/O Adapter Disk Drive
Adapter 167 178 Adapter 172

U — L U

NV
Network Coglt;r::tr ore Router 302 User Input Disk Drive
100 182 ﬁ Device 181 170
Data
Communications
Device 304 FIG. 2




WO 2008/151953 PCT/EP2008/056736

3/4
Router 302
Interface 316 Forwarding Data gommug(i)c;ations
Table 320 evice 5u4
Interface Address
318 Device Address 306

Management Module 308 v

Query The Router For Connection Data 310

Retrieve, From The Router, The Interface Address As Part Of The
Connection Data 322

Connection Data 312

/ / Interface Address 318 /

Identify, In Dependence Upon The Connection Data, The Device Address 314
1 | Determine, In Dependence Upon The Interface Address, The Device Address 324

7/ Device Address 306 /A

Create, In A Network Model, A Representation Of The
Data Communications Device 326

Network Model 328
/ Representation of Device
305

——p»{ Monitor The Data Communications Device 330

FIG. 3



WO 2008/151953 PCT/EP2008/056736

4/4

Router 302

Management information Base 406

Information Describing Devices 408

Management Module 308 ‘

Query The Router For Connection Data 310

~ Retrieve, From The Management Information Base As Part Of The
Connection Data, Information Describing Devices In The Autonomous
System That Is Not Managed By The Management Module 410

/ Connectlon Data 312
/ Information Describing Devices 408/

Identify, In Dependence Upon The Connection Data,
The Device Address 314

Y
/ Device Address 306 /




INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2008/056736

A. CLASSIFICATION O 5S6UBJECT MATTER

INV. HO4L12

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HO4L

Minimum documentation searched (classification system followed by classification symbois)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal

Electronic data base consulted during the international search (name of data base and, wheré practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant {0 claim No.

abstract

figures 1-10
paragraph [0003]
paragraph [0023]

abstract

figures 1-10
paragraph [0003]
paragraph [0010] -
paragraph [0040] -

pafagraph'[OOlO]
paragraph [0070]

paragraph [0008]
paragraph [0013]
- paragraph

X US 2003/043820 Al (GORINGE CHRISTOPHER M \ 1-21
[AU] ET AL) 6 March 2003 (2003 03-06) '

A US 2003/046427 Al (GORINGE CHRISTOPHER M " 1-21
[AU] ET AL) 6 March 2003 (2003-03-06)

[0045]
)

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

*A' document defining the general state of the art which is not
- considered to be of particular relevance

‘E* earlier document but published on or after the |nternat|onal
filing date

*L" document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

*O" document referring to an orai disclosure, use, exhibition or
other means

*P* document published prior to the international filing date but
later than the priority date claimed

*T' later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"X*' documenti of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
invoive an inventive step when the document is taken alone

“Y* document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu—
menis, such combination being obvious to a person skilled
inthe art.

*&"' document member of the same patent family

Date of the actual completion of the international search

30 July 2008

Date of mailing of the intemational search report

11/08/2008

Name and mailing address of the ISA/
European Palent Office, P.B. 5818 Patentiaan 2
NL - 2280 HV Rijswijk
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,
Fax: (+31-70) 340-3016

Authorized officer

Plata-Andres, Isabel

Form PCT/ISA/210 (sacond sheet} (April 2005}




INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2008/056736

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A REKHTER Y ET AL: "A Border Gateway
Protocol 4 (BGP-4); rfcd271.txt"

IETF STANDARD, INTERNET ENGINEERING TASK
FORCE, IETF, CH,

1 January 2006 (2006-01-01), XP015054920
ISSN: 0000-0003 .

Chapters 1, .3, 4, 9

A MEYER D: "BGP Communities for Data
Collection; rfc4384.txt"

IETF STANDARD, INTERNET ENGINEERING TASK
FORCE, IETF, CH,

1 February 2006 (2006-02-01), XP015044816
ISSN: 0000-0003

abstract

Chapters 1-4

1-21

1-21

Form PCT/ISA/210 (continuation of second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

lnternatldnél application No

PCT/EP2008/056736

~ Patentdocument | Publication Patent family Publication

cited in search report date member(s) date

US 2003043820 Al 06-03-2003 CA 2457718 Al 20-03-2003
CN 15652139 A - 01-12-2004
EP 1423938 Al 02-06-2004
JP 2005503070 T 27-01-2005
MX  PA04002122 A 08-07-2004.
WO 03024022 Al 20-03-2003

US 2003046427 Al 06-03-2003 CA 2457928 Al 20-03-2003

- CN 1552030 A 01-12-2004

EP 1446726 A2 18-08-2004
JP 3996577 B2 24-10-2007
JP 2005525716 T - 25-08-2005
MX  PA04002121 A 08-07-2004
WO 03023638 A2

20-03-2003

Fomm PCT/ISA/210 (patent family annex) (Aprit 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - claims
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - drawings
	Page 24 - wo-search-report
	Page 25 - wo-search-report
	Page 26 - wo-search-report

