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Abstract

A universal external control device for use by multiple conditional access users
with varying access to functionality of an implantable medical device 1n wireless
communication therewith. Circuitry associated with the external control device 1s used to
uniquely 1dentify each of the conditional access users via an access device such as a key
or card. Access to functionality of the implantable medical device 1s restricted by the

universal external control device based on the conditional access user identified by the

access device.



10

15

20

25

CA 02608482 2007-10-25

UNIVERSAL EXTERNAL CONTROL DEVICE FOR USE BY MULTIPLE
CONDITIONAL ACCESS USERS WITH VARYING ACCESS TO FUNCTIONALITY
OF AN IMPLANTABLE MEDICAL DEVICE

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] An external control device for wirelessly controlling an implantable medical device,
and 1n particular, o a umversal or common external control device for use by multiple
conditional access users each of which has varied access to functionality of the implantable

medical device.

Description of Related Art

[0002] When controlling an implantable medical device it 1s often desirable to limit or restrict
access of certain functionality to specific users. For example, in the case of a device for the
dispensing of fluid medication it 1s imperative that the patient be restricted in the volume of
medication to be dispensed; otherwise, serious health risks or possible drug dependency may

result.

[0003] U.S. Patent No. 6,126,642 1s directed to a patient controlled intravenous fluid
dispenser for controllably dispensing fluid medicament, e.g., pain killing drugs, intravenously
at a selected umform rate. To positively regulate the patient administration of the
medicament, the dose intervals at which a selected medicament can be administered, as well
as the volume of the dose of the medicament to be administered, i1s preset only by an
authorized person such as the treating physician and, once set, cannot be altered by the
patient. The device setting can only be operated or adjusted by an all mechanical mechanism,
1.e., by a small physical physician’s key that remains in the possession and control of the
treating physician or health care worker. Specifically, the patented patient controlled
analgesia device has dispensing means that includes two manually rotatable control knobs 34,
37, one of which 1s used to control the dose volume while the other is used to adjust the dose
interval. Both rotating knobs are carried by a common operating rod. Locking means are

provided for preventing rotation of control knobs 34 and 37 unless and until a locking rod,
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which comprises a part of the locking means, is moved from a locked position to an unlocked
position via a locking key inserted into the device. In the locked position the locking rod
prevents rotation of the control members. However, when the locking rod is slid to its
unlocked position the control knobs can be freely rotated by the treating physician to precisely

preset the volume of each dose of medicament to be delivered and preset the interval between

doses.

[0004] A physical locking key having all mechanical parts is possible in the patented system

because the intravenous fluid dispenser and its control knobs are located externally of the
patient’s body. In the case of an implantable medical device controlled wireless by an
external control device, an all mechanical construction such as that in the patented system
would not be possible since the control knobs on the extermal device have no physical

interaction with the parts of the implantable medical device.

[0005] In the patented intravenous fluid dispenser, access to a single level of functionality
(e.g., adjustment of the control knobs) i1s varied between one of two states
(unlocked/accessible state versus locked/prohibited state). The system is therefore designed
to only distinguish or restrict access of a single set or class of functions (e.g., adjustment of
the control knobs) between these two states. By default, when the locking rod is in the first
locked position patient adjustment of the control knobs is prohibited. It is only when the
locking key 1s physically inserted into the device and the locking rod is slid to its second
unlocked position (unlocked/accessible state) that the controls knobs can be rotated by the
treating physician. Therefore, the patented patient controlled intravenous fluid dispenser is
only suitable for a single user, e.g., the physician, having conditional access. In alternative
applications, apart from the patient, conditional access to particular functionality may be
warranted by more than one user. For instance, it is possible that users other than the
physician should be able to adjust the control knobs but also be provided access to
functionality that otherwise may remain prohibited by the physician. Modification of the
patented device to accommodate multiple conditional access users having access to varied,
but sometimes overlapping, functionality would require a physical key for each function to
mechanically prohibit or permit access to the particular activity. In the case of more than one

function this would disadvantageously require each conditional access user to carry multiple
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keys, wherein each key has a unique physical design to mechanically unlock parts associated

with a single function.

[0006] It 1s therefore desirable to design a universal external control device for wireless
control of an implantable medical device whose functionality is conditionally accessible by
multiple conditional access users, without the use of multiple keys one for each function or a

mechanical locking mechanism associated with the implantable medical device.

Summary of the Invention

[0007] It 1s an object of the present invention to develop a universal external control device
for limiting or restricting control of particular functionality of the implantable medical device
among multiple conditional access users without having to physically carry around multiple
keys one for each function or the need for a mechanical locking mechanism associated with

the implantable medical device.

[0008] Another object of the present invention is to develop a universal external control
device for limiting or restricting control of particular functionality of the implantable medical
device among multiple conditional access users, wherein each user is assigned to a
conditional functional access level from a hierarchical framework of multiple conditional

functional access levels.

10009] Stull another object of the present invention is to develop a universal external control
device for limiting or restricting control of particular functionality of the implantable medical
device among multiple conditional access users, wherein each user is assigned to a set of
accessible functions from a non-hierarchical framework of multiple conditional accessible

functions.

[0010] A universal external control device is described herein for use by multiple conditional
access users with varying access to functionality of an implantable medical device in wireless
communication with the external control device. Circuitry associated with the external
control device 1s used to uniquely identify each of the conditional access users via an access

device such as a key or card. Access to functionality of the implantable medical device is
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restricted by the universal external control device based on the conditional access user

identified by the access device.

[0011] The present invention relates to a universal external control device permitting wireless
conditional access to functionality of an implantable medical device by a plurality of
conditional access users. The external control device includes circuitry for identifying each of
the plural conditional access users, determining functionality associated with the implantable
medical device which each of the plural conditional access users has been assigned and
restricting access for each of the plural conditional access users to that functionality
associated with the implantable medical device based on the determined functionality to

which each of the plural conditional access users has been assigned.

[0012] In addition, the invention is directed to a system for wireless conditional access to
functionality of an implantable medical device by a plurality of conditional access users using
a universal external control device. The system includes a plurality of access devices one for
identifying each of the plural conditional access users. Circuitry 1s utihized for determining
functionality associated with the implantable medical device which each of the plural
conditional access users has been assigned and restricting access for each of the plural
conditional access users to that functionality associated with the implantable medical device

based on the determined functionality to which each of the plural conditional access users has

been assigned.

[0013] Furthermore, the present invention relates to a method for using the umversal external
control device as described above. Each of the plural conditional access users is assigned
functionality associated with the implantable medical device to which that user is permmtted
conditional access. The external control device 1s used to determined functionality associated
with the implantable medical device which each of the plural conditional access users has
been assigned. Access to the functionality associated with the implantable medical device for
each of the plural conditional access users 1s then restricted based on the determined
functionality to which each of the plural conditional access users is permitted conditional

dCCCSS.
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Brief Description of the Drawing
[0014] The foregoing and other features of the present invention will be more readily

apparent from the following detailed description and drawings of illustrative embodiments of
the invention wherein like reference numbers refer to similar elements throughout the several

views and 1n which:

[0015] Figure la is an exemplary embodiment of the universal external control device in

communication with an implantable medical device in accordance with the present invention;

[0016] Figures 1b through le are exemplary embodiments of the access device in Figure la

that identifies the user based on the number of magnets and their arrangement;

[0017] Figure 2 is an exemplary Venn diagram depicting a hierarchical framework of three
access function levels associated with three different conditional access users in accordance

with the present invention;

[0018] Figure 3 is an exemplary Venn depicting a non-hierarchical framework of varied

access to functionality among four conditional access users; and

[0019] Figure 4 is a flow diagram of the steps taken in the operation of a universal external
control device wherein conditional access to functionality of an implantable medical device

varies based on the conditional access user.

Detailed Description of the Presently Preferred Embodiments of the Invention

[0020] The present invention is directed to a system and method for restricting access to
functionality of an implantable medical device among multiple conditional access users using
a universal external control device without the need for a mechanical locking mechanism
associated with the implantable medical device or a physical key for each function. Use of a
single universal external control device to be used by multiple users reduces inventory and
production of different external control devices, one for each user. The implantable medical

device in accordance with the present invention is accessible by numerous users. Typically, a
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patient’s access is restricted to default non-conditional functionality of the implantable
medical device which all other users also have access without restriction. Therefore, the
patient 1s classified as a non-conditional access user in that no conditions are in place to
preclude access to that functionality of which the patient has access. Multiple other
individuals or users are referred to as conditional access users in that each has access to
functionality which 1s available only upon first satisfying a condition. Typically, the
condition 1s whether that individual or user has been authorized, assigned or permitted in

advance to access such functionality.

[0021] In the exemplary embodiment shown and described the implantable medical device is
a drug infusion pump. The present inventive universal external control device, however, is
suitable for use with other implantable medical devices such as, but not limited to, a

stimulator or sensor.

[0022] Functionality associated with the drug infusion pump to be adjusted or controlled may
include any one or more of the following: (i) setting dosage volume of medication to be
dispensed, (i1) setting time interval between dispensing of medication, (iii) self-testing of the
drug infusion pump to ensure or verify that it is operating properly, (iv) resetting of system
parameters, (v) entering of stored information about the name of the medication, (vi) setting
stored drug concentration, (vi1) entering of stored information about the patient (e.g., name,
address, age), (viii) entering of stored information about the implantation of the pump (e.g.,
date, name of hospital, physician), (ix) entering of stored information about the catheter
connected to the pump (e.g., manufacturer, type of catheter, length of the catheter, internal
volume of the catheter), and (x) setting of date and time of the pump internal clock.

Depending on the type of implantable medical device being employed other functionality may

be adjusted or controlled.

[0023]  Referring to Figure la, implantable drug infusion pump 100 is in wireless
communication with a universal external control device 200 to be used by multiple
conditional access users. Each conditional access user is provided with a single access device
300 which is a physical device for restricting or permitting access to certain functionality

associated with the implantable medical device by the user in possession of the device. The
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inventive access device eliminates the need for any one conditional access user to carry
multiple keys or cards, one associated with each function. In a first embodiment the access
device 300 is a key or card inserted in a complementary size and shape slot defined in the
external control device 200. The key or card 300 includes a set of magnets 315 whose
number, polarity and/or position is encoded for the particular user and associated functionality
to which that user i1s permitted or restricted access. Figures 1b-le show four exemplary
embodiments of the access device 300 of Figure la, each having a different number of
magnets and/or arrangement to uniquely identify multiple conditional access users. By way
of example, Figure 1b depicts an access device for a physician including three magnets 315
arranged in a triangular configuration. The access device provided to the technician, as
shown in Figure 1c, has five magnets 315 arranged in a “T” configuration. Figure 1d 1s an
access device for use in the factory during manufacture of the implantable medical device and
includes four magnets 315, wherein three are arranged 1n a substantially linear configuration
with the third displaced a predetermined distance from the other three. Lastly, Figure le
depicts an exemplary access device for a sales representative in which once again only three
magnets 315 are employed, however, in contrast to that shown in Figure 1b, their positioning
differs. Any number of magnets and their positioning may be altered, as desired, to
differentiate between multiple conditional access users. The access device 300 may be
manufactured with a predetermined number of recesses 310 1n a predetermined arrangement
to accommodate all possible configurations. During manufacture, the appropriate number of
magnets 315 complementary in shape and size need only be secured within the appropriate

recesses to form the unique arrangement.

[0024] In operation the external control device 200 senses the presence/polarity of the
magnets by Hall sensors disposed in the slot. To prevent improper recognition based on
extraneous external magnetic fields, the external control device 200 may include a security
hall sensor. The magnetic detection access device shown in Figures 1b-1e 1s advantageous in
that 1t does not require an electrical contact between the key and external control unit that may
be hampered by the presence of debris (e.g., dust) or deterioration of the contact surface. Once
the particular user has been i1dentified based on the number, placement and/or polarity of the
magnets, a look-up-table (LUT) or some other storage means is used to retrieve the associated

functionality to which that user is permitted or denied access.
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[0025] Alternatively, access device 300 may be a smart card or other electronic 1dentification
card. External control device 200 includes circuitry 205 for reading the smart card 300 which
includes circuitry and software for restricting access to the functionality of the implantable
medical device 100 depending on the access accorded to the conditional access user in
possession of the access device. The smart card 300 is inserted into an opening such as a slot
or remotely read by complementary circuitry 205 associated with the universal external
control device 200. A smart card is advantageous since it is disposable or reloadable and thus
may be readily reconfigured for different users or updated without having to issue a new
physical card. Stored in a memory device 305 is a unique identifier of the user and/or level of
implantable medical device functionality to which the user possessing the card has access.
Alternatively, the memory device 305 may store that functionality to which the user
possessing the card is prohibited from accessing. In a first configuration, only a unique
identification of the user is stored in the memory device 305 of the identification access
device 300. When the identification access device 300 1s read by complementary circuitry
205 associated with the external control device 200, based on the unique 1dentification of the
user, the associated functionality which that user is permitted or restricted access is retrieved
from a look-up-table (LUT) or other storage device 210 associated with the external control
device 200. As an alternative configuration, the identification access device 300 itself may
store in associated memory 305 the functionality for which the user in possession of the
device is permitted or restricted access. In this latter example, the unique identity of the user
may, but need not necessarily, be stored in the memory of the i1dentification access device
300. Still other mechanisms may be used to permit conditional access to privileges or

functionality, for example, the user could enter a password that permits access to certain

functionalities.

[0026] Two generic frameworks may be employed when defining that conditional
functionality of the implantable medical device for which each conditional access user is
permitted or precluded from accessing. In a first embodiment, each conditional access user is
assigned a particular level from among multiple conditional functional access levels
comprising a hierarchical framework. The hierarchical framework may be designed, as

desired, so that a single conditional access user is assigned to each conditional functional
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access level, or alternatively, more than one conditional access user may be assigned to any of
the conditional functional access levels. Multiple conditional functional access levels are
included in a hierarchical framework comprising a lowest/first conditional functional access
level and a highest/last conditional functional access level with any number of intermediate
conditional functional access levels therebetween. A default non-conditional functional
access level may be employed for which there i1s no conditional access, that is, the
functionality associated with the default non-conditional functional access level 1s available to
all users, including non-conditional access users, €.g., typically a patient. This default non-

conditional functional access level may be eliminated altogether, if desired.

[0027] Starting with the lowest or first conditional functional access level each successive or
higher conditional functional access level in the hierarchical framework expands or increases
the user’s access to functionality associated with the implantable medical device. Thus, the
conditional access user assigned or associated with the lowest or first conditional functional
access level has the most restricted access among the conditional access users, while the
conditional access user assigned or associated with the highest or last conditional functional
access level has the greatest freedom and least restriction among the conditional access users
to functionality of the implantable medical device. It i1s also contemplated and within the
intended scope of the invention to reverse the order so that the highest or last conditional
functional access level has the most restricted access whereas the lowest or first conditional

functional access level has the greatest access and least restriction.

[0028] By way of illustrative example, the universal external control device 200 is operable
by four different users, namely, a patient, a physician, a sales representative and a technician.
The patient 1n this exemplary embodiment is classified as a non-conditional access user
having access only to default access level functionality, i.c., that functionality whose access is
not restricted or prohibited among its users. Such default access level functionality may
include turning off an alarm, setting of the internal clock for the pump (e.g., change of time
zone or day hight savings time), and interrogating the status of the pump. External control
device 200 using circuitry 205 is programmed to distinguish or recognize via access device

300 among three different conditional access users, e.g., the physician, the sales representative

and the technician.
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[0029] The hierarchy of three conditional functional access levels from the first/lowest to the
third/last/highest assigned to the physician, sales representative and technician, respectively,
are shown in the exemplary Venn diagram of Figure 2. That is, the physician is assigned the
lowest or first conditional functional access level of the hierarchy framework that 1s the most
restrictive of the three conditional functional access levels. At this first or lowest conditional
functional access level in the hierarchical framework, the physician’s access in the illustrative
example is limited to adjusting the volume dosage and time interval between doses. Other
functionality may be conditionally accessible by the physician such as modification of the
medication parameters (e.g., type of medication, concentration of medication) or storing of
information about the implantation of the pump (patient’s name, age, address, date of
implantation, name of hospital where implantation occurred, manufacturer of catheter, length

of catheter, volume of catheter).

[0030] A next or second conditional functional access level in the hierarchical framework 1s
assigned in the illustrative example to the sales representative. At this second conditional
functional access level the sales representative is permitted access to all of the functionality
associated with the first or lowest conditional functional access level. In addition, at the
second conditional functional access level additional functionality such as modifying the
name of the patient is available to the sales representative. Another exemplary function
associated with the second conditional functional access level in the illustrative embodiment
is the ability to engage in a self-testing mode to ensure or verify that the device is operating
properly and then analyze the self-testing results. Any functionality associated with the
second conditional functional access level and not the first or lowest conditional functional
access level is therefore not available to those conditional access users assigned to the first or
lowest conditional functional access level. Accordingly, the physician will be precluded from

modifying the name of the patient or triggering self-testing operation.

[0031] The third or last conditional functional access level in the hierarchical framework 1s
associated with the technician. In the exemplary embodiment, since the technician 1s assigned
the highest or last conditional functional access level in the hierarchical framework the

technician also has access to all the functionality associated with the previous levels, €.g., the

10
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first and second conditional functional access levels. It is advantageous for the technician to
have full access to all functionality so that they may perform such functions as resetting the
system or testing of any of the components. In summary, lower level conditional access users
are prohibited from accessing any functionality associated with a higher access level than that
level to which they have been assigned. With each successive higher conditional functional
access level in the hierarchical framework additional functionality will be available for access
by the conditional access user assigned to that particular conditional functional access level
that otherwise is prohibited or restricted access by lower access level conditional access users.
In a hierarchical framework conditional access users are permitted access to all functionality
of conditional access levels in the framework lower than that level to which the user has been

assigned.

[0032] The conditional access users in the example described above and their associated
conditional functionality are not exhaustive and thus the concept of a hierarchical framework
of multiple access levels may be generically described with respect to any application or
situation. In general, a hierarchical framework comprises at least two conditional functional
access levels including a first/lowest conditional functional access level, a highest/last
conditional functional access level and may include any number of intermediate conditional
functional access levels. A first conditional user’s ability to control the functionality of the
implantable medical device is restricted to the first/lowest conditional functional access level.
This first conditional functional access level 1s the most restricted among all of the multiple
conditional functional access levels and generically represented by the letter “a”, wherein the
letter “a” defines a single function or a set of more than one function of the implantable
medical device. The functions associated with a second conditional functional access level
are represented by “a + b, wherein “a” defines the functions associated with the first/lowest
conditional functional access level, while “b” represents those functions associated with the
second conditional functional access level, but not including the functions *““a” associated with
the first/lowest conditional functional access level. The nth or last conditional functional
access level in the hierarchical framework represents the least restrictive level which provides
the associated conditional access user with the most freedom and 1s represented by “a+b + ...
n”’. This nth or last conditional functional access level may have no restrictions whatsoever to

the functionality of the implantable medical device. In this generic description of a

11
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hierarchical framework comprising multiple access levels the letters “a”, “b”...,"n” each may
represent a single function or a set of more than one function associated with the implantable

medical device and implemented by the universal external control device 200.

[0033] As an alternative to a hierarchical framework a non-hierarchical framework may be
employed wherein each of the multiple conditional access users has conditional access to
functionality some of which may be overlapping among multiple conditional access users and
others of which may be available only to one conditional access user. By way of illustrative
example, the Venn diagram in Figure 3 of the exemplary non-hierarchical framework includes
four sets of conditional access functions. In contrast to the hierarchical framework described
above, there are no functional access levels employed in the non-hierarchical framework.
Instead, each conditional access user is assigned to a set of one or more conditional access
functions for which access by that conditional access user is permitted. For example, the
physician may be permitted to access, adjust or control a first set of conditional access
functions such as volume dosage and time interval between doses. A second set of
conditional access functions is assigned in the illustrative example to the sales representative.
Unlike the hierarchical framework described above, in the non-hierarchical framework there
is only a partial overlap of functionality shared by the first and second conditional access
users, as represented by the area filled in by horizontal lines. For example, the sales
representative may be permitted to access volume dosage but not time interval between doses.
In addition, the sales representative is permitted access to other functionality not accessible by
the physician such as modifying the name of the patient or triggering a self-testing mode to
ensure or verify that the device is operating properly and then analyze the self-testing results.
The third set of conditional functional access level in the non-hierarchical framework 1is
assoclated with the manufacturer of the implantable medical device. In the example shown in
Figure 3 the manufacturer 1s not permitted access to the functionality of the other conditional
access users but instead has its own restricted functionality, for example, reprogramming of
the implantable medical device and its associated circuitry in the case of recall for improper or
malfunction in operation. The last and fourth set of conditional access functions is restricted
to the technician. In this exemplary embodiment, the technician is provided with access to
some of the functionality of the second set of conditional access functions (as represented by

the area filled by horizontal lines) such as triggering a self-testing mode to ensure or verify
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that the device 1s operating properly but is not able to access any of the functionality of the
first and third sets of conditional access functions. In summary, with the non-hierarchical
framework multiple conditional access users are assigned conditional functional access
independently of each other whereby there may, but need not necessarily be, any overlap or

commonality of conditional functionality among the conditional access users.

[0034] In operation, if no 1dentification access device 1s being read, then the external control
device 200 1s in default mode whereby all users including both non-conditional access users
such as a patient and all conditional access users have access to that functionality that does
not require satisfaction of a condition in advance. However, the flow chart depicted in Figure
4 describes the operation of the system in the case of conditional access users. As a
preliminary matter, in step 400 each of the multiple conditional access users i1s assigned a
conditional access level or a set of conditional access functions for which conditional access
1s permitted by that user. Prior to gaining access to conditional functionality associated with
the implantable medical device, any conditional access user 1s 1dentified or recognized via the
access device 300 from which the conditional access level or set of conditional functions 1s
detected when placed in communication with the universal external control device 200, in
step 410. Based on the conditional functional access set or level detected from the access
device in the possession of the conditional access user access to conditional functionality
associated with the implantable medical device is permitted or restricted in step 420. In the
case of a hierarchical framework each conditional access level 1s permitted access to that
functionality associated with its particular level and all lower conditional access levels.
However, in the alternative case of a non-hierarchical framework each set of conditional

access functions may be independent of any other or share some functionality of another set

of conditional access functions.

[0035] Once again the present invention has been shown and described with respect to
control by multiple conditional access users of an implantable drug infusion pump, however,

the present inventive universal external control device may be employed with any other type
of implantable medical device. The universal external control device permits multiple

conditional access users to have restricted access to specific functionality of the implantable

13
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medical device without the need for multiple keys one for each functionality to be carried

by each user.

10036] Thus, while there have been shown, described, and pointed out fundamental
novel features of the invention as applied to a preferred embodiment thereof, it will be
understood that various omissions, substitutions, and changes in the form and details of
the devices illustrated, and in their operation, may be made by those skilled in the art
without departing from the scope of the invention. For example, it is expressly intended
that all combinations of those elements and/or steps that perform substantially the same
function, in substantially the same way, to achieve the same results be within the scope of
the invention. Substitutions of elements from one described embodiment to another are
also fully intended and contemplated. It is also to be understood that the drawings are not
necessarily drawn to scale, but that they are merely conceptual in nature. It 1s the
intention, therefore, to be limited only as indicated by the scope of the claims appended

hereto.

14
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What is claimed is:

1. A universal external control device for permitting wireless conditional access to
functionality of an implantable medical device by a plurality of conditional access users,
comprising:

circuitry for identifying each of the plural conditional access users, determining
functionality associated with the implantable medical device which each of the plural
conditional access users has been assigned and restricting access for each of the plural
conditional access users to that functionality associated with the implantable medical device
based on the determined functionality to which each of the plural conditional access users has
been assigned; each of the plural conditional access users 1s assigned by the circuitry a
particular set of conditional access functions from a non-hierarchical framework; wherein a
non-conditional access user 1s assigned by the circuitry default non-conditional functional
access to the implantable medical device which functionality does not require satistaction of a
condition in advance and is accessible by the plural conditional access users;

wherein the non-hierarchical framework includes a first set of conditional access
functions and a last set of conditional access functions;

wherein the non-hierarchical framework includes at least one intermediate set of
conditional access functions, and none of the conditional access functions overlap in any set of

conditional access functions in the non-hierarchical network.

2. A universal external control device for permitting wireless conditional access to

functionality of an implantable medical device by a plurality of conditional access users,

comprising:

circuitry for identifying each of the plural conditional access users, determining
functionality associated with the implantable medical device which each of the plural
conditional access users has been assigned and restricting access for each of the plural
conditional access users to that functionality associated with the implantable medical device
based on the determined functionality to which each of the plural conditional access users has
been assigned; each of the plural conditional access users is assigned by the circuitry a

particular set of conditional access functions from a non-hierarchical framework; wherein a
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non-conditional access user 1s assigned by the circuitry default non-conditional functional

access to the implantable medical device which functionality does not require satisfaction of a

condition in advance and 1s accessible by the plural conditional access users.

3. The device in accordance with claim 2, wherein the circuitry includes Hall sensors for

uniquely 1dentifying each of the plural conditional access users.

4. The device in accordance with claim 2, wherein the non-hierarchical framework
includes a first set of conditional access functions and a last set of conditional access

functions.

. The device in accordance with claim 2, wherein any one set of conditional access
functions overlap in some part or be independent of any other set of conditional access

functions.

6. The device 1n accordance with claim 2, wherein the functionality and access thereto 1s
specifically tailored to each of the plural conditional access users without having to change

access to functionality associated with any of the other plural conditional access users.

7. The device in accordance with claim 2, wherein the conditional access users includes
physicians, sales representatives and technicians; each physician having access to the same
functionality, each sales representative having access to the same functionality and each

technician having access to the same functionality.

8. The device in accordance with claim 2, wherein the conditional access functions and

default non-conditional functional access functionality are set during manufacture.

9. The device in accordance with claim 2, wherein the default non-conditional functional

access, whose access is not restricted or prohibited, is accessible by all users.

10. The device in accordance with claim 2, wherein the default non-conditional functional

access of which no conditions are in place to preclude access to that functionality 1s accessible

by all users.
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11. The device 1n accordance with claim 2, wherein the default non-conditional functional

access 1S available when no identiﬁcation access 1s read.

12. A system for permitting wireless conditional access to functionality of an implantable
medical device by a plurality of conditional access users, the system comprising:

a plurality ot access devices one for 1dentifying each of the plural conditional access
users; and

a universal external control device including circuitry for identifying the conditional
access user based on the associated access device when placed in communication with the
universal external control device, determining functionality associated with the implantable
medical device which each of the plural conditional access users has been assigned and
restricting access for each of the plural conditional access users to that functionality associated
with the implantable medical device based on the determined functionality to which each of the
plural conditional access users has been assigned;

each of the plural conditional access users 1s assigned by the circuitry a particular set of
conditional access functions from a non-hierarchical framework: wherein a non-conditional
access user 1s assigned by the circuitry default non-conditional functional access to the
implantable medical device which functionality does not require satisfaction of a condition in

advance and is accessible by the plural conditional access users.

13.  The system 1n accordance with claim 12, wherein the access device permits access to

more than one function of the implantable medical device.

14. The system in accordance with claim 12, wherein any one set of conditional access
functions overlap in some part or be independent of any other set of conditional access

functions.

15. The system in accordance with claim 12, wherein the non-hierarchical framework
includes a first set of conditional access functions and a last set of conditional access

functions.
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16. The system in accordance with claim 15, wherein the non-hierarchical framework

includes at least one intermediate set of conditional access functions.

17.  The system in accordance with claim 12, wherein the functionality and access thereto is
specifically tailored to each of the plural conditional access users without having to change

access to functionality associated with any of the other plural conditional access users.

18.  The system 1n accordance with claim 12, wherein the conditional access users includes
physicians, sales representatives and technicians; each physician having access to the same
functionality, each sales representative having access to the same functionality and each

technician having access to the same functionality.

19. A universal external control device permitting wireless conditional access to
functionality of an implantable medical device by a plurality of conditional access users,
comprising:

circuitry for identifying each of the plural conditional access users, determining
functionality associated with the implantable medical device which each of the plural
conditional access users has been assigned and restricting access for each of the plural
conditional access users to that functionality associated with the implantable medical device
based on the determined functionality to which each of the plural conditional access users has
been assigned, wherein each of the plural conditional access users 1s assigned a particular set of

conditional access functions from a non-hierarchical framework.

20.  The device in accordance with claim 19, wherein the circuitry includes Hall sensors for

uniquely 1dentifying each of the plural conditional access users.

21. The device 1in accordance with claim 19, wherein the non-hierarchical framework

includes a first set of one or more conditional access functions and a last set of one or more

conditional access functions.
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22.  The device in accordance with claim 19, wherein any one set of conditional access

functions may overlap in some part or be independent of any other set of conditional access

functions.

23. The device in accordance with claim 19, wherein a non-conditional access user is
assigned default non-conditional functional access to the implantable medical device which
functionality does not require satisfaction of a condition and is accessible by the plural

conditional access users.

24. A system for wireless conditional access to functionality of an implantable medical
device by a plurality of conditional access users, the system comprising:

a plurality of access devices one for identifying each of the plural conditional access
users; and

a universal external control device including circuitry for identifying the conditional
access user based on the associated access device when placed in communication with the
universal external control device, determining functionality associated with the implantable
medical device which each of the plural conditional access users has been assigned and
restricting access for each of the plural conditional access users to that functionality associated
with the implantable medical device based on the determined functionality to which each of the
plural conditional access users has been assigned, wherein each of the plural conditional access

users is assigned a particular set of conditional access functions from a non-hierarchical

framework.

25.  The system in accordance with claim 24, wherein the access device permits access to

more than one function of the implantable medical device.

26. A universal external control device permitting wireless conditional access to functionality
of an implantable medical device by a plurality of conditional access users and non-conditional

access to functionality of an implantable medical device by a non-conditional access user,

comprising:
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circuitry for identifying each of the plural conditional access users, determining

functionality associated with the implantable medical device which each of the plural
conditional access users has been assigned and restricting access for each of the plural
conditional access users to that functionality associated with the implantable medical device
based on the determined functionality to which each of the plural conditional access users has
been assigned;
wherein the circuitry is configured to associate each member of one of the plural
conditional access users with the same functionality; and
wherein the circuitry is configured to assign the non-conditional access user default
functionality of the implantable medical device which is available to both the non-conditional
access user and the plural conditional access users without requiring satisfaction of a condition

for conditional access.

27. The device 1n accordance with claim 26, wherein the conditional access users includes
physicians, sales representatives and technicians; each physician having access to the same
functionality, each sales representative having access to the same functionality and each
technician having access to the same functionality; and a non-conditional access user is
assigned default non-conditional functional access to the implantable medical device which
functionality does not require satisfaction of a condition and is accessible by the plural

conditional access users.

28.  The device 1n accordance with claim 26, wherein the circuitry includes Hall sensors for

uniquely identifying each of the plural conditional access users.

29.  The device in accordance with claim 26, each of the plural conditional access users is

assigned to a particular level of conditional access from a hierarchical framework.

30. The device 1n accordance with claim 29, wherein the hierarchical framework includes a

first conditional access level and a last conditional access level.

31. The device 1n accordance with claim 30, wherein the hierarchical framework includes

at least one intermediate conditional access level.
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32.  The device in accordance with claim 30, wherein starting with the first conditional

access level each successive higher conditional access level permits access to all functionality
of the implantable medical device assigned to the lower conditional access levels and

additional functionality not assigned to the lower conditional access levels.

33.  The device in accordance with claim 26, wherein each of the plural conditional access

users 1s assigned a particular set of conditional access functions from a non-hierarchical

framework.

34.  The device 1n accordance with claim 33, wherein any one set of conditional access
tunctions may overlap in some part or be independent of any other set of conditional access

functions.

35. A system for wireless conditional access to functionality of an implantable medical
device by a plurality of conditional access users and non-conditional access to functionality by
a non-conditional user, the system comprising:

a plurality of access devices one for identifying each member of the plural conditional
access users; and

a universal external control device including circuitry for identifying the conditibnal
access user based on the associated access device when placed in communication with the
universal external control device, determining functionality associated with the implantable
medical device which each member of the plural conditional access users has been assigned

and restricting access for each of the plural conditional access users to that functionality

associated with the implantable medical device based on the determined functionality to which
each of the plural conditional access users has been assigned;

wherein the circuitry 1s configured to associate each member of one of the plural
conditional access users with the same functionality;

wherein the circuitry is configured to associate the non-conditional access user with
detault functionality of the implantable medical device which is available to both the non-

conditional access user and the plural conditional access users without requiring satisfaction of

a condition for conditional access.
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36.  The system in accordance with claim 35, wherein the conditional access users includes
physicians, sales representatives and technicians; each physician having access to the same
functionality, each sales representative having access to the same functionality and each
technician having access to the same functionality; and a non-conditional access user is
assigned default non-conditional functional access to the implantable medical device which
functionality does not require satisfaction of a condition and is accessible by the plural

conditional access users.

22



CA 02608482 2007-10-25

00t

00¢

¥t
9 1A (T AIOUISTAJ

A ¥
3ITA(T
Aoty | Anmom)

-

9I1Ad(T

[0.0N0))
[ewIa)X
[eSISANI[)

AI1AJ(T

[ ITPaTAL
a[qejueydury




CA 02608482 2007-10-25




CA 02608482 2007-10-25

[9A9 8320V
[euonIpuo ) ST

[9A3T $8220V
[eUonIpuo ) puy

[9A9T S50 JY [euaonipuo ) PIC



CA 02608482 2007-10-25

suoNmLg
$$32IY [eUOIPUO0 )

Jo 39§ pIE

SUOTINMT SS3IIY
[euonIpuoe ) jo 334

STOT)M $S3IIY
[euonIpuo )
JO 13§ pug

SUOTIUN] SS3IIY
[eUonIpUO) JO 33 IST



R T T

.- WISl

CA 02608482 2007-10-25

F I

$532J¢ [eUonIpuo paymLiad s1 sTasn ssadde ewonIpuod empd ) jo poea
O 0) AJ[EUOL)IIL] PIWTULI3)SP 3} M0 paseq SIS $Sadde [euonIpuod jemyd a1 jo yoea

10J 3ITAJP [eopaut a[qeiuedurt ) \PInt pajerdosse AJeUon}Iumy ) 03 $S8278 SUNILNSI

£

PIUSISSE W33 ( SEY SIA3SN $533IL Jeuwonpuo) emyd

A1]} JO [IE3 YOM[A 3ITAIP [IpLuI I[qenrepdumn ayp) [Pru pajeriosse .ﬁm—wzaﬁuﬁﬁ wﬁﬁsﬁwumﬁ

$$3JJe [eUonIPUOo) papruLiad ST TasN Jei) INJM 0) IILASP [edTpaur afqeue|dun

I LM PIJLTIIOSSE AJNCUOTIIUNJ STISI $S3II¢ [euonIpuod feamjd 3 Jo [Jies 0) SUNISISSY

OLF

00%



Implantable
Medical

Device

100

Universal
External
Control
Device

Circniny | Memory
Device

210

Access Device

Memory Device

305

200

300



	Page 1 - abstract
	Page 2 - abstract
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - claims
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - abstract drawing

