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LOG MESSAGE AUTHENTICATION WITH devices connected to each other via a serial bus . At least one 

REPLAY PROTECTION of the devices is configured as a logging device to transmit 
secure log messages for reporting a system state such as a 

BACKGROUND rules violation . At least one of the devices is configured to 
5 function as a log master . The log master is responsible for 

Field the management and verification of the log message authen 
ticity . The log master manages , reports , and authenticates a This disclosure relates generally to security , and more log session to a log diagnostic device . The log master begins specifically to message authentication with replay protec a log session by invalidating any previous session and tion . 10 invalidating a counter value used by the logging device . The 

Related Art log master generates a session counter value that is incre 
mented for each new log session . An authentication code is 

The controller area network ( CAN ) is a communication added to a payload portion of each log message that is 
standard that is used primarily for automotive applications . transmitted by the logging device . The authentication code 
CAN provides serial communication between processors , 15 includes a device generated counter value that is incre 
sensors and actuators in a distributed network system . When mented each time a log message is transmitted . The session 
CAN was first developed , there was no need to consider counter value is transmitted on the serial bus and is used to 
security because there was no provision for external access . authenticate the transmitted log message . The log master 
However , the CAN system is now remotely , or externally , authenticates the log message . The counter values , generated 
accessible by , for example , on - board diagnostics ( OBD ) 20 by the log master and the logging device , together are used 
systems for configuration and reporting regarding a vehi to maintain a freshness of the log message based on a unique 
cle's electronics . active log session . Delegating part of the responsibility for 

The exposure of a vehicle's systems to external entities ensuring freshness of the log message generated by the 
creates security and safety risks . To mitigate the risks , 
devices of a C?N are required to report security violations 25 ment of replay protection and reduces the memory require logging device releases the logging device from manage 
using secure log messages . The log messages are required to ments of the logging device . be protected for integrity , authenticity and shall be non In accordance with an embodiment , there is provided , a reputable . 
Log messages are limited in the number of bits that can be method for authenticating a log message in a distributed 

transmitted on a CAN bus . The classical high speed CAN network having a plurality of nodes coupled to a serial bus , 
standard limits a CAN message data frame payload to 30 the method including : starting a log session , by a first device , 
8 - bytes . Therefore , only a few bits are available for a replay at a first node of the plurality of nodes ; providing a first 
protection counter , causing the counter to regularly wrap counter value , by the first device , to the serial bus ; gener 
around ( e.g. , every 256 messages for 8 - bit counter value ) . ating a log message , by a second device , at a second node of 
Every time the counter wraps around , a new log session is the plurality of nodes ; generating a second counter value by 
started . A log session is defined as a time period when a 35 the second device ; generating a log message payload for the 
replay protection counter follows steps to uniquely identify log message , wherein the log message payload comprises a 
a message . However , some logging devices with limited log message authentication code , a computation of the log 
resources are unable to identify , manage , and distinguish message authentication code comprising the first counter 
successive log sessions . Moreover , the devices with limited value and the second counter value , wherein the second 
resources , such as for example , devices without non - volatile 40 device does not store the first counter value in a non - volatile 
memory , may be unable to retain the value of the replay memory on the second device ; and providing the log mes 
protection counter across device power cycles . After a sage payload , by the second device , to the serial bus from the 
device reset , the value of the replay counter is not related to second node . The log message authentication code may any used value during a previous power cycle . Therefore , 
there is some chance that a previously used replay protection 45 advanced encryption standard ( AES ) encryption . The first include a cipher - based message authentication code using 
counter may be reused . device at the first node may be characterized as being a log Therefore , a need exists for a method to provide replay master and the second device at the second node may be protection for a log message generated by a logging device 
with limited resources . characterized as being a logging device . The second counter 

value may include no more than 8 - bits . The first and second 
BRIEF DESCRIPTION OF THE DRAWINGS 50 counter values together may provide replay protection for 

the log message . Starting the log session may further include 
The present invention is illustrated by way of example resetting the second counter value to zero and incrementing 

and is not limited by the accompanying figures , in which like the first counter value . The distributed network may be 
references indicate similar elements . Elements in the figures characterized as being a controller area network ( CAN ) . The 
are illustrated for simplicity and clarity and have not nec- 55 log message authentication code may further include : a 
essarily been drawn to scale . sender node identifier , an identifier for a type of security 

FIG . 1 illustrates a distributed network system in accor violation being reported by the log message , and an encryp 
dance with an embodiment . tion key . Starting the log session may further include : 

FIG . 2 illustrates a CAN data frame in accordance with an invalidating any previous log session ; invalidating any pre 
embodiment . 60 vious used first counter values and second counter values ; 

FIG . 3 illustrates a method for log message authentication and setting a new first counter value . 
in accordance with an embodiment . In another embodiment , there is provided , a method for 

authenticating a log message in a controller area network 
DETAILED DESCRIPTION ( CAN ) , the method including : starting a log session , by a 

65 first device , at a first node of the CAN ; providing a first 
Generally , there is provided , a method for authenticating counter value , by the first device , to a CAN bus , generating 

a log message in a distributed system having a plurality of a log message , by a second device , at a second node of the 

an 
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CAN bus ; generating a second counter value by the second Various types of devices can be connected to the nodes of 
device ; generating a log message payload for the log mes a CAN bus . Device 12 is just one type of device and includes 
sage , wherein the log message payload comprises a log a processor 18 , log memory 20 , and transceiver 22. Proces 
message authentication code , a computation of the log sor 18 , log memory 20 and transceiver 22 may be imple 
message authentication code comprising the first counter 5 mented together on one integrated circuit or as multiple 
value and the second counter value , wherein the second integrated circuits . Processor 18 , if present , may be imple 
device does not store the first counter value in a non - volatile mented a microprocessor ( MPU ) , microcontroller 
memory on the second device ; and providing the log mes ( MCU ) , digital signal processor ( DSP ) , or the like . In one 
sage payload , by the second device , to the CAN bus from the embodiment , processor 18 functions as a microcontroller 
second node . The second device may be characterized as 10 having CAN controller functionality for controlling the 
being a transceiver integrated circuit . The first and second CAN functions of device 12. Memory 20 is connected to 
counter values together may provide replay protection for processor 18 and may be implemented as one or more 
the log message . The first device at the first node may be non - volatile memories for storing , for example , control 
characterized as being a log master and the second device at information and log messages . In one embodiment , trans 
the second node may be characterized as being a logging 15 ceiver 22 is a CAN transceiver connected to processor 18 
device . The log message payload may further include : a and to CAN bus 32. The CAN controller integrated into 
sender node identifier , an identifier for a type of security processor 18 broadcasts and receives messages serially from 
violation being reported by the log message , and an encryp CAN bus 32 . 
tion key . Starting the log session may further include : Devices 14 and 16 are secure logging devices in accor 
invalidating any previous log session ; invalidating any pre- 20 dance with an embodiment . Device 12 is a log master . 
vious used first counter values and second counter values ; Device 14 includes processor 24 and transceiver 26. Device 
and setting a new first counter value . 16 includes processor 28 and transceiver 30. Processors 24 

In yet another embodiment , there is provided , an inte and 28 may be any kind of processing device such as an 
grated circuit device for a node of a distributed network MPU , MCU , or DSP . The processors may include CAN 
having plurality of nodes coupled to a serial bus , the 25 controller functionality . From a security standpoint , proces 
integrated circuit device including : a transceiver coupled to sors 24 and 28 are untrusted . Because of this , transceivers 26 
the serial bus , wherein the transceiver generates a log and 30 perform some security functions , such as message 
message payload for a log message to be transmitted on the filtering , and are required to report status information . 
serial bus by the transceiver , wherein the transceiver gen Transceivers 26 and 30 are characterized as being “ small 
erates a first counter value , wherein the log message payload 30 footprint ” devices meaning that , by design , transceivers 26 
comprises the first counter value , the first counter value and 30 lack extra resources in order to reduce costs . For 
generated by the integrated circuit device , and wherein a example , transceivers 26 and 30 may include only a small 
second counter value is generated by a different integrated amo ant of non - volatile memory ( NVM ) , or may have an 
circuit device coupled to a different node of the plurality of NVM limited to a very small number of programming 
nodes , and wherein together the first and second counter 35 cycles , thus limiting the ability of the transceivers to track 
values provide replay protection for the log message . The counter values over power cycles , where there will likely be 
integrated circuit device may be characterized as being a a large number of power cycles over the device lifetime . In 
transceiver . The different integrated circuit device may be accordance with one embodiment , one or more of logging 
characterized as being a log master device , wherein the log devices 14 and 16 are provided for reporting status infor 
master device may start a log session by invalidating any 40 mation regarding security and safety related events such as 
previous used first counter values , and setting a new second rules violations . The reported status is in the form of a secure 
counter value . The log message payload may further log message transmitted on CAN bus 32 by one of the 
include : a sender node identifier , an identifier for a type of transceivers 26 and 30. The secure log messages are pro 
security violation being reported by the log message , and an tected for integrity , authenticity , and are non - reputable . 
encryption key . The distributed network may be character- 45 Replay protection protects a device from an attack that 
ized as being a controller area network ( CAN ) . attempts to reuse an old authentication code . To provide the 

FIG . 1 illustrates a distributed network system 10 in replay protection , typically , a log message may include a 
accordance with an embodiment . In one embodiment , dis counter value that is not repeated , such as from a monotonic 
tributed network system 10 is a CAN system . The CAN was counter . However , logging transceivers 26 and 30 lack 
originally developed for use in automobiles . However , CAN 50 resources to provide adequate replay protection . Also , the 
systems are also used in other technology areas , such as length of a CAN message payload is limited to 8 bytes for 
industrial automation , medical equipment , aerospace , and a classical CAN , limiting the size of a counter value that can 
railway systems . System 10 includes a plurality of devices , be included . The message payload includes all parts of the 
represented by devices 12 , 14 , and 16 connected to corre authenticated log message which leaves only a few bits for 
sponding ones of a plurality of nodes of CAN bus 32. CAN 55 the counter used for replay protection . In one embodiment , 
bus 32 is characterized as being a serial bus and has only two the counter value provided by the logging device can only 
conductors for broadcasting a differential signal to the include 8 bits . An 8 - bit counter would regularly wrap 
plurality of nodes . Each node is allowed to broadcast mes around , for example , every 256 messages . Also , the 8 - bit 
sages , in the form of frames , one bit at a time on CAN bus counter would have to be reset at each power - on reset . A log 
32. Only one node can transmit at a time so an arbitration 60 session would have to be initiated at power - on and each time 
scheme known as non - destructive bitwise arbitration is used . the 8 - bit counter wrapped around . 
In the case of a transmission conflict , the message with the In accordance with the illustrated embodiment , transceiv 
lowest valued message identifier wins and is transmitted ers 26 and 30 of logging devices 14 and 16 manage the 
serially on CAN bus 32. Several different types of frames authenticity within log session . Log master device 12 
can be transmitted on a CAN bus . The data frame is the most 65 renews the log sessions and logs the log sessions for 
common type . The organization of a CAN data frame is reporting to , for example , a diagnostic or analyzer device . 
illustrated in FIG . 2 and discussed below . Log master device 12 must be able to verify and trust the log 
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whenever the log entries from one of the logging devices is interested . A dominant single identifier extension ( IDE ) 
uses repeated counter values . The log , as recorded by log bit means that a standard CAN identifier with no extension 
master 12 , may include log device entries , log session is being transmitted . Reserved bit ( r0 ) is reserved for use in 
initiation events , and log master events . To correctly identify accordance with any future CAN standard amendment . The 
and distinguish two or more log messages , transceivers 26 5 4 - bit data length code ( DLC ) contains the number of bytes 
and 30 rely on log master device 12 to manage the “ fresh of data being transmitted . Up to 64 bits ( 8 bytes ) of 
ness ” of a log session . Log master device 12 provides an application data may be contained in one CAN message . A 
additional counter value ( R_OG ) that is included in the 16 - bit ( 15 bits plus a delimiter bit ) cyclic redundancy check 
generation of the log message authentication code . The ( CRC ) contains the checksum ( number of bits transmitted ) 
additional counter value Riog is incremented for each new of the preceding application data for error detection . 
log session . The counter value provided by the logging In accordance with the described embodiment , the pay 
device is labeled Cntrlog . Together , the counter value load is 
Cntrlog and counter value Rzog maintain the freshness of Payload = ResponseCode || SndrID || Cntrlog || LogData || Truncated the log message created by the logging device . To perform ( MACLOG ) 
authentication , a message authentication code ( MACLOG ) is as also set out above in the discussion of FIG . 1 and includes computed where 8 bytes for the classical CAN . In other embodiments the MACLOG = CMAC AES ( KLOG , Tx payload may differ by the number of bit fields , the content CANID || RLOG || ResponseCode || SndrID || 

Cntrloo | LogData ) of the bit fields , and the number of bits allocated to each bit 
field . Also , the payload may be computed differently than by 

In the illustrated embodiment , the message authentication 20 concatenation . code MACLOG is generated over a concatenation of multiple Every node receiving an accurate message overwrites the bit strings as indicated by the || symbol above . In another recessive ACK ( acknowledge ) bit in the original message 
embodiment , the computation of the code MACLog may be with a dominant bit , indicating an error free message has 
different . In the above authentication code , CMACAES is a been sent . Should a receiving node detect an error and leave cipher - based message authentication code based 25 the acknowledge bit recessive , the receiving node discards advanced encryption standard ( AES ) encryption . In other the message and the sending node repeats the message after embodiments , a different encryption / decryption technique re - arbitration . In this way , each node acknowledges the may be used . Bit field Klog is a shared key that is not integrity of its data . The ACK is 2 bits , one bit is the diversified per device and may be 128 bits long . In another acknowledgement bit and the second bit is a delimiter bit . embodiment , diversified keys may be used . Bit field TxCA The end - of - frame ( EOF ) is a 7 - bit field that marks the end NID is the message identifier . The bit field ResponseCode of a CAN frame or message and disables bit - stuffing , identifies what the response to the message will be . The bit indicating a stuffing error when dominant . When 5 bits of the 
field SndrID includes the name of the log device node . The same logic level occur in succession during normal opera bit field Cntrlog is the counter value provided by the logging 
device such as transceivers 26 and 30. The bit field LogData 35 A 7 - bit interframe space ( IFS ) contains the time required by 

tion , a bit of the opposite logic level is stuffed into the data . 
is the information being reported by the log message , such a controller to move a correctly received frame to its proper as type of violation . When the logging device transmits a log position in a message buffer area . message , the data frame for the log message includes a The message format for Extended CAN is similar to payload portion as shown below in the example data frame Standard CAN , with a few differences . Substitute Remote 
of FIG . 2. In one embodiment , the 8 byte data frame payload 40 Request ( SRR ) bit replaces the RTR bit . A recessive bit in is that the logging device broadcasts in a log message is the identifier extension ( IDE ) indicates that more identifier Payload = ResponseCode || SndrID || Cntrlog || LogData || Truncated bits follow . The 18 - bit extension follows IDE . Following the 

( MACLOG ) RTR and ro bits , an additional reserve bit has been included 
where the Truncated ( MACLOG ) depends on the counter ahead of the DLC bit . 
value Rlog provided by the log master device 12. The data 45 The embodiments described herein are applicable to both 
frame including the above payload is provided to CAN bus Standard and Extended CAN message formats . Bus access 
32 by a logging device . The log master authenticates the log in CAN is event driven and takes place randomly . If two 
message in accordance with the current log session and the nodes try to occupy CAN bus 32 simultaneously , access is 
authentication code MACLOG : implemented with a non - destructive , bit - wise arbitration . In 

FIG . 2 illustrates CAN bus data frame 40 in accordance 50 this context , ‘ non - destructive encompasses a scenario 
with an embodiment . The CAN protocol is well known , whereby the node winning arbitration just continues on with 
hence there will not be a detailed discussion of the CAN the message , without the message being destroyed or cor 
protocol so as not to obfuscate the description of the rupted by another node . In some examples , the allocation of 
illustrated embodiment . The bit fields are from the standard priority to messages may be contained in the identifier . 
Controller Area Network ( CAN ) protocol and will be briefly 55 FIG . 3 illustrates method 44 for log message authentica 
described from left to right in data frame 40. The SOF tion in accordance with an embodiment . At step 46 , a log 
( start - of - frame ) bit is the single dominant start of frame bit master device at a first node , such as log master device 12 
that marks the start of a message and is used for synchro in FIG . 1 , starts a log session and broadcasts a first counter 
nization of the CAN nodes on the CAN bus after being idle . value ( Rlog ) to CAN bus 32. At step 48 , a logging device 
The 11 - Bit ID ( identifier ) is the standard CAN 11 - bit ID that 60 at a second node , such as one of logging devices 14 and 16 , 
establishes the priority of the message . A 29 - bit extended generates a log message payload for a log message during 
CAN ID is also supported . The lower the binary value , the the log session . The log message may be generated to report 
higher the message priority . A single remote transmission a detected rules violation . The log message payload includes 
request ( RTR ) bit is dominant when information is required a second counter value generated by the logging device . 
from another node . All nodes receive the request , but the 65 ( Note that the first counter value Rlog is not included in the 
identifier determines the specified node . The responding payload because it is known by both the logging device and 
data is also received by all nodes and used by any node that the log master . ) Both the first and second counter values are 
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used to generate the MAC . In the illustrated embodiment , second device does not store the first counter value in 
the first counter value was broadcast by the log master to a non - volatile memory on the second device ; and 
start the log session , and the second counter value Cntrlog providing the log message payload , by the second device , 
is generated by the logging device when the log message is to the serial bus from the second node . 
generated . The counter value RLog is not stored in a non 2. The method of claim 1 , wherein the log message volatile memory of the logging device . Together , the two authentication code comprises a cipher - based message counter values provide replay protection to the log message authentication code using advanced encryption standard as discussed above . At step 50 , the logging device broad ( AES ) encryption . casts the log message to the CAN bus . At step 52 , the log 3. The method of claim 1 , wherein the first device is master verifies the authenticity of the log message using the 10 
received log message payload . characterized as being a log master and the second device is 

Various embodiments , or portions of the embodiments , characterized as being a logging device . 
may be implemented in hardware or as instructions on a 4. The method of claim 1 , wherein the second counter 
non - transitory machine - readable storage medium including value comprises no more than 8 - bits . 
any mechanism for storing information in a form readable 15 5. The method of claim 1 , wherein the first and second 
by a machine , such as a personal computer , laptop computer , counter values together provide replay protection for the log 
file server , smart phone , or other computing device . The message . 
non - transitory machine - readable storage medium may 6. The method of claim 1 , wherein starting the log session 
include volatile and non - volatile memories such as read only further comprises resetting the second counter value to zero 
memory ( ROM ) , random access memory ( RAM ) , magnetic 20 and incrementing the first counter value . disk storage media , optical storage medium , flash memory , 7. The method of claim 1 , wherein the distributed network and the like . The non - transitory machine - readable storage is characterized as being a controller area network ( CAN ) . medium excludes transitory signals . 8. The method of claim 1 , wherein the log message Although the invention is described herein with reference 
to specific embodiments , various modifications and changes 25 authentication code further comprises : a sender node iden 
can be made without departing from the scope of the present tifier , an identifier for a type of security violation being 
invention as set forth in the claims below . Accordingly , the reported by the log message , and an encryption key . 
specification and figures are to be regarded in an illustrative 9. The method of claim 1 , wherein starting the log session 
rather than a restrictive sense , and all such modifications are further comprises : 
intended to be included within the scope of the present 30 invalidating any previous log session ; 
invention . Any benefits , advantages , or solutions to prob invalidating any previous used first counter values and 
lems that are described herein with regard to specific second counter values ; and 
embodiments are not intended be construed as a critical , setting a new first counter value . required , or essential feature or element of any or all the 10. A method for authenticating a log message in a claims . controller area network ( CAN ) , the method comprising : Furthermore , the terms “ a ” or “ an , " as used herein , are 
defined as one or more than one . Also , the use of introduc starting a log session , by a first device , at a first node of 
tory phrases such as " at least one ” and “ one or more ” in the the CAN ; 
claims should not be construed to imply that the introduction providing a first counter value , by the first device , to a 
of another claim element by the indefinite articles “ a ” or 40 CAN bus ; 
“ an ” limits any particular claim containing such introduced generating a log message , by a second device , at a second 
claim element to inventions containing only one such ele node of the CAN bus ; 
ment , even when the same claim includes the introductory generating a second counter value by the second device ; phrases “ one or more ” or “ at least one ” and indefinite 
articles such as “ a ” or “ an . ” The same holds true for the use 45 generating a log message payload for the log message , 
of definite articles . wherein the log message payload comprises a log 
Unless stated otherwise , terms such as " first " and " sec message authentication code , a computation of the log 

ond ” are used to arbitrarily distinguish between the elements message authentication code comprising the first coun 
such terms describe . Thus , these terms are not necessarily ter value and the second counter value , wherein the 
intended to indicate temporal or other prioritization of such 50 second device does not store the first counter value in 
elements . a non - volatile memory on the second device ; and 
What is claimed is : providing the log message payload , by the second device , 
1. A method for authenticating a log message in a dis to the CAN bus from the second node . 

tributed network having a plurality of nodes coupled to a 11. The method of claim 10 , wherein the second device is 
serial bus , the method comprising : 55 characterized as being a transceiver integrated circuit . starting a log session , by a first device , at a first node of 12. The method of claim 10 , wherein the first and second the plurality of nodes ; counter values together provide replay protection for the log providing a first counter value , by the first device , to the message . serial bus ; 

generating a log message , by a second device , at a second 60 13. The method of claim 10 , wherein the first processor at 
node of the plurality of nodes ; the first device is characterized as being a log master and the 

generating a second counter value by the second device ; second device at the second node is characterized as being 
generating a log message payload for the log message , a logging device . 
wherein the log message payload comprises a log 14. The method of claim 10 , wherein the log message 
message authentication code , a computation of the log 65 payload further comprises : a sender node identifier , an 
message authentication code comprising the first coun identifier for a type of security violation being reported by 
ter value and the second counter value , wherein the the log message , and an encryption key . 
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15. The method of claim 10 , wherein starting the log the plurality of nodes , wherein the different integrated 
session further comprises : circuit device is characterized as being a log master 

invalidating any previous log session ; device , the log master device starting a log session by 
invalidating any previous used first counter values and invalidating any previously used first counter values 
second counter values ; and and setting a new second counter value , and wherein 

setting a new first counter value . together the first and second counter values provide 
16. An integrated circuit device for a node of a distributed replay protection for the log message . 

network having a plurality of nodes coupled to a serial bus , 17. The integrated circuit device of claim 16 , wherein the 
first counter value and the second counter value are used to the integrated circuit device comprising : 

a transceiver coupled to the serial bus , wherein the 10 generate a log message authentication code . 
transceiver generates a log message payload for a log 18. The integrated circuit device of claim 16 , wherein the 
message to be transmitted on the serial bus by the log message payload further comprises : a sender node 
transceiver , wherein the transceiver generates a first identifier , an identifier for a type of security violation being 
counter value , wherein the log message payload com reported by the log message , and an encryption key . 
prises the first counter value , the first counter value 19. The integrated circuit device of claim 16 , wherein the 
generated by the integrated circuit device , and wherein distributed network is characterized as being a controller 
a second counter value is generated by a different area network ( CAN ) . 
integrated circuit device coupled to a different node of 
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