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(57) Abstract: In a method for inferring a topology of components in a net-

Providing at least one operation
parameter for each of a plurality
of components in a network

I' 510

Computing a similarity measure
between at least two of said
components based on values of
sald operation parameters,
wherein sald similarity measure
is computed in terms of &
normalized mutual information
batween said operation
parameters pertaining to said
two components

/' 512

Determining whether said two — $14

compoenents are topologically
connected in sald network
based on said similarity measure

Fig. 3

work, at least one operation parameter is provided for each of a plurality of
components in a network, and a similarity measure is computed between at
least two of said components based on values of said operation parameters.
Based on said similarity measure, it is determined whether said two com-
ponents are topologically connected, wherein said similarity measure is
computed in terms of a normalized mutual information between said opera-
tion parameters pertaining to said two components
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Inferring a Network Topelogy

Background

10 Topology, in information technology (IT) management terms, characterizes the way com-
puiers, network devices, software componenis, computer systerss, etc. are connected in
an [T network or environment. Topelogical information is paramount in providing sophis-
ticated information technology managemont capabilities and analysis, such as change
management, event management, problem resolution, and operation analysis.

15

Brief Description of the Drawings
Fig. 1 illustrates a system according 1o an cxample;

20 Fig. 2 is a schematic diagram of a network environment in which the method and
systern according o an cxample of the prosent disclosure may be em-
ploved;

Fig. 3 is a flow diagram for illustrating an cxample of a method for inferring a

25 topology of conponents in a network;

Fig. 4 is a flow diagram for illustrating another example of a method for mferring
a topology of components in a network; and
30 Fig. 5 18 a schematic diagram of the network environment in Fig. 2, but in addition

shows the discovered network connections according to an example.



WO 2016/159968 PCT/US2015/023491

Detailed Descrintion

Establishing and maintaining the topological model of the network environment may be

intricate and ditficult, in particular for large notworks. Seme coromon fechoigues include

(@31

IP scans, port scans, sniffing network commumication, probing hife systems for known
ports, or scanning file systems and configuration files. A common trait of these methods
is that they may be active processes that are initiated solely for the purpose of discovering
the environmaent, and these processes may run periodically, or even constantly, if real-time

updates are desired, and may require considerable configuration, mainienance and man-

i
(@]

agement resources.

Accordingly, the present disclosure provides examples of methods and systerns which
may, in some examples, allow inferring a topology of components in a network with less

effort and resources.

L__\
o

In an example, 2 method for inferring a topelogy of components in a network comprises
providing at least one operation parameter for each of a plurality of components in a net-
work, computing @ similarity measure between at [east two of said components based on
values of said operation parameters, and determining whether said two components are
20 topologically conmected in said network based on said similarity measore. Said similarity
mecasure is computed in terms of a normalized muetual information between said operation

paranicters pertaining to said two components,

Normalized mutual information may, 1n some examples, vield reliable traces of the topol-
25 ogy of the components n a network based on statistical data of operation parameters col-
lected from the plurality of components in the network. In particular, mutual information
may allow to leverage data already collected and maintained i many 1T management
applications 1o iofer and maintain the topology model of the network with minimal addi-

tional resources and investment.

Mutual information is generally known in information theory as a measure to guantify the
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resemblance of probability distributions, and corresponds to the relative entropy between
the joint distribution and the product distribution. This measure may reliably be used in
the context of network analysis with a large variety of different input data, and hence is
versatile and may provide a particularly rehiable and sound assessment of the network
iopology based on the leverage data that is available for the components in a given net-

work.

In the sense of the present disclosure, components may be vmderstood to refer to any vnits
or entities that provide operation parameters that can be monitored. Inan I'T enviromment,

these may typically be network devices, computer systems, or software components,

A network, in the sense of the present disclosure, denotes connections or links between
the components. The links may correspond to a wired or wireless connection between the
componenis. However, the links may also be virtual links in the sense that they merely
mdicate some correlation or synchronization of components in the network, or synchroni-

zation in the way these components work.

A petwork may generally be represented n terms of a graph, with the nodes of the graph
corresponding to the components and the edges corresponding to the connections or links.
A graph represents a certain topology, and the present disclosure is concerned with infor-
ring the fopoelogy, t.e. the connections, based on an analysis of the operation paramcters

that are available from the components.

In some examples, the normalization of the mutual information may enhance the suitabil-

ity of the mutoal information as similarity measure.

In particolar, in some examples, said mutual information may be normalized with a joint
entropy of said operation parameters pertaining to said two components, in particular by

dividing said mutual information by said joint eniropy.

In some examples, normalization with the joint entropy allows to provide & bounded sim-

ilarity measure.
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4

The normalization may also comprise a normalization factor over a sum of said nutual

information, said sum over said components,

Normmalization by dividing the mutual information by 8 sum of mutual information, over

o

at Jeast part of said components, allows to reduce the adverse effect of random processes

or, conversely, monotone signals on the similarity measure.

In an example, a plurality of operation parameters may be provided.

Y
[

As assessment of the similarity based on a plurality of operation parameters may enhances

the acouracy.

In general, said similarity measure, in particular said mutual information, may involve a

comparison of different operation parameters relating to different devices. For instance, 2

(€3]

similarity may be determined between a processor reading of the first device, and crror

statistics of a second device.

However, in some examples, said motual information is given in terms of corresponding

or the same operation parameiers pertaining to said two conmponcnts.

In an example, said similarity measure is computed in terms of a weighted normalized

mutual information.

Weights may be assigned to said operation parameters,
25
With a suitable weighting, accidental synchronized behavior that might otherwise distort

the results can be efficiently suppressed.

Said weights of said weighted muotual information may be given in terms of a probability

distribution.

{8
(@]
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In some examples, said weights of said weighted mutual information are given in terms
of a standard deviation of said mutual information, and/or a median of said mutual infor-

mation.

@3}

In particular, contributions in the similarity measure for the mutual information of opera-
tion parameters that deviate significantly from the standard deviation or median may be
suppressed with small weights, This may allow to reduce the effect of accidental synchro-

nized behavior, which might otherwise be overcmphasized by the normalization.

0 The operation parameiers may correspond to any kind of valucs or readings that are avail-
able for the components, such as performance metrics, logs, or events. fn some examples,
a large varicty of operation parameters can be employed to infer the network topology,

regardless of the nature of these parameters.

(€3]

For instance, in case the components in the network are computing devices, the operation
2 3
parameters may correspond to readings of processors, 1o job statistics, to parameters quan-

tifying a memory allocation, of to error siatistics.

Providing said operation parameters may mvolve counting cvents or measurergent data

20 collected from said components 1 time slots.

Providing said plurality of operation parameters may also comprise counting relative fre-

quencies, and/or assigning a probability distribution to said operation parameters.

In this sense, an operation parameter may be understood to comprise a collection of values,

n

and an associated probability distribution.

In some examples, said nermalized mutoal information pertaining to a pair of components

{1,) and operation parameters (k,1) is given as

tr(MF, M)} =
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wherein

MECME MY i il 3
NME{ME, M) v (2)
5
wherein M and M f denote said operation parameters and associated probability distri-
butions for said components (4, 1}, I(X,Y) denotes a mutual information of variables X and
Y, and H(X,Y) denotes a joint entropy of said variables X and Y.

10 In Equation {2), NMI denotes a mutual information 1 normalized by the joint entropy H.
As can be taken from Hquation (1}, 2 novmalized mutuel information is then again nor-
malized with two normalization factors, when cach of the normalization factors is 2 sum
of a normalized mutual information over components 1 and j, respectively.

15 In some exampics, said similarity measure between a pair of components {1,j) is given as

~ e s 4 K ~
Sijr= S Tywy tr{MF, M}, (3)
wherein wi dencte said weights,

20
The weights wi corvespond to a probability distribution over operation parameters (k1)
In particular, one may choose a diagonal distribution, i.e.,

25 Wy t55 Wy Ska (’-E\)

wherein wr denotes a sgt of weights, and 6x) = 1 if k=1, and 81 = § otherwise.

The inventors found that merely taking into account corresponding operation parameters
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of different components (rather than cross terms) allows for a particudarly etficient com-
putation of the similarity measure, and still provides a reliable asscssment of the network

iopoiogy.

In some examples, determining whether said two components are topologically comnected
in said network comprises comparing said similarity measore against a predetermined

threshold value.

Satd threshold value may be a throshold value that depends on the pawr of components (i,

1)y vnder consideration, or may alternatively be a universal threshold value.

The disclosure also relates to a system for inferring a topology of components in 8 not-
work, szid systern comprising a receiving unit to receive at least oue operation parameter
for each of a plurality of compounents in a network, and a computing unit to compute a
similarity measure betwoen at least two of said components based on values of said oper-
ation parameters. Said computing unt determines whether said two components are top-
ologically connected in said network based on a similarity measure, and said computing
unit compates said similarity measore in terms of a normalized mutual information be-

tween said operation parameiers pertaining to said two components.

Said system, in particular said computing unit, may be adapted to implement a method

with some or all of the features described above.

The present disclosure further relates to a computer program or to @ computer program
product comprising computer-readable instructions, such that, when said instructions are
run on a computing device connected to a system with some or all of the features described
above, implement on said system & method with some or all of the features described

above.

Implementing examples will now be described in greater detatl with reference to the ac-

companying drawings.
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Fig. | iHllustrates a system 10 for inferring a topology of a network according to an example
of the disclosure. The sysiem 10 comprises a receiving unit 18 to receive at least one
operation parameter for cach of the plurality of the components in a network, and a com-
puting unit 20 to compute a similarity measure between at least two of said components
based on values of said operation parameters. Said vahies of said operation parameters
may be provided to the computing unit 20 by the receiving unit 18, as indicated by the

arrow in Fig. 1.

Fig. 2 iflustrates the system 10 according to an example in conjunction with a network 12

and a network monitoring unit 16,

The network 12 comprises a phirality of network components 141 to 14s. For instance, the
network 12 may be a computer network in an office covironment, and the network com-
ponents 141 to 146 may comprise desktop computers that are distributed in the computing
network 12, However, the present disclosure is not so Himited and can generally be applied

io any kind of network and network components.

Fig. 2 shows a small network 12 with six network components 141 1o 14s. However, it will
be understood that this is a mere example chosen for the ease of presentation, and 1n gen-
eral the present disclosure may be apphied to large networks with possibly bundreds of
network comaponents, or any number of network components. In fact, in some cxamples
the method according to the present disclosure provides an efficient characterization of

the network topology in large networks with many network components.

The components 14 to 146 may be interconnected inthe network 12 invarious ways, such
as by wire over individoal direct connections or via a commumnication bus, or wirelessly,
The connections may indicate a flow of communication between the network components
14: to 146, For the case of presentation, the network hnks/connections are not shown in

Fig. 2. In some applications, these connections may be unknown, and in one example it
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may be the objective of the present disclosure to derive or determine the conmections by

monttoring the network components 141 to 14s.

In another example, the physical network connections between the network components

@3}

t4; to 14¢ may be known, but may be insufficient or nappropriate to characterize the
correlations in the operations of the network components 14: to 14s, or may not properly

represent these correlations.

As can be taken from Fig. 2, the network components 141 to 14s provide surveillance data

-
(@]

or monitoring data (indicated by dashed arrows) to a network monitoring unit 16. The
surveitlance data may comprise data that is routinely collected and maintained in many
conventional T management applications. In case the network components 141 to 146 are
computing units, the sarveillance data may relate to logs, events, or performance metrics,

which may take numerical, categorical, or Boolean values. For instance, surveillance data

L__\
o

may relate to 2 processor load of a contral processing unit (CPU) of the computing units
141 to 14s, to memory allocation, job statistics, or ervor statistics. In some examples the
present disclosore allows to process a large variety of surveillance data and employ them
for deterouning a stmilarity measure, irrespective of the nature and meaning of this data.
Each network component 141 to 14s may provide a single operation parameter, or a plu-

20 rality of operation parameters.

As can be taken from Fig. 2, the recciving unit 18 1s adapted to receive a pre-determined
selection of surveillance parameters from the network monitoring unit 16, and forwards

this data to the computing unit 20, which in torn computes a similarity measure between

N
(€3]

at least a pair of network componenis 141 to 146 based on the surveillance parameters.

Fig. 1 and 2 show the receiving unit 18 and the computing onit 20 of the systen 10 as two
separate units, However, in other examples these uniis could also be combined into a sin-

gle unit, or could be mtegrated into a conventional network monttoring unit 16,
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Methods of computing a stmilarity measure between at least two network components 144
o 145 based on the surveillance data according to an example of the present disclosure

will now be described with reference to the flow diagrams of Fig. 3 and 4.

(@31

In 510, at least one operation parameter for each of a plurality of components in a network

may be provided.

In 8§12, a similarity measure between at Jeast two of said components based on values of

said operation parameters may be computed. Said similarity measure may be computed in

i
(@]

terms of a normalized mutual information between said operation parametors pertaining

10 said two components.

In S14, it may be determined whether said two components are topologically connected

in said network based on said similarity measure.

L__\
o

An example of a method of computing the similarity measure based on surveillance data
received from the network components 141 to 146 of the network 12 will now be described

in greater detail with reference to the flow diagram of Fig. 4.

20 In 520, the computing unit 20 may collect suitable surveillance parameters provided from
the network components 141 to 146 via the network monitoring uvnit 16, As described
above, the surveillance data may comprise a large variety of values and data formats, such

as pumeric, categorical or Boolean values.

N
(€3]

In 822, in order to reduce this inherent compiexity, the surveillance data may be converted
to monttoring data, such as by counting events in given pre-determained time slots. This
pre-processing results in a plurality of operation parameters MY, whereini= 1, ..., N
denotes the network components (n this case N =6}, and k=1, ..., P denotes the various

parameters that are monitored.

[F%]
(@]
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The pre-processing 822 may also involve assigning probability distributions to each of the
operation parameters M, such as based on a priori information or based on relative fre-

quencics obtained from counting said events in said time slots.
5 Based on the monitoring data in $24, the computing unit 20 computes the similarity meas-
ure 5i between pairs of components §, j = 1, ..., N based on 2 weighted normalized vutual

mformation, as will be described in further detail below.

An underlying idea of the method 1s that when systems and components are conmected

Y
[

with one another and interacting with one another in a network 12, these interactions will
leave identifiable traces in the collected surveiliance data. Similarly to a distirbance anal-
ysis, if network components 141 to 146 arc connected in a topology, then a disturbance
occurring in ene of them will often cause a related disturbance in a connected component.
In some examples, a weighted normalized mutoal information is suitable to reveal these

kind of connections and similaritics. On the one hand, mutual information 1s agnostic to

}._.\
n

the type of monttoring data, and on the other hand is superior to corrclation technigues

that may assume an underlying Hoear monitor dependence.

Assuming two random variables X and Y with a joint probability distribution p(x,y} and

20 marginal probability distributions p(x) and p(y), the routual information H(x.y) may be

defined ag

Nmnr”

X = % "y loo AS L 5
I(-"\ ' Y) Z,’JL‘Z}I p (x) )’ / }Oé p(x:)p (}’) (3

Alterpatively, the mutual information may be understand to denote a relative entropy be-

N
(€3]

tween the joint distribution p(x.y) and the product distribution p(x) x p{y).

The mutual information may be expressed in terms of the entropy

H{X} = — ¥ p(x) logp(x} (6)

o
[



WO 2016/159968 PCT/US2015/023491

k!

as follows:

HXY)=H{Xy+ H{Y) - F{X,Y) (7

The mutual information (XY} is non-negative, but is not a prigri bosnded. Good results

63}

can be obtained by normalizing mutual information to the unit interval by dividing by the

joint entropy,

R N (¢ 0 o
NMIGK,Y) = s (8)

s

Ja
)

Signals that may have many different values, such as random noise contributions or con-
versely monotone siguals, typically have a high entropy, and their vormalized vwtual in-
formation NMI with any other signal is approximately the entropy of that other signal.
Hence, when a given monitor has both varied and non-varied signals, the varied normal-
ized mutual information dominates. These issues can be overcome, and good results can
15 be ebtained by further normalbizing NMI by dividing by the sum of normalized mutual

information over the respective components 1 and j, respectively.

Hence, for operation parameters M|, where k denotes the moniiors and i denotes the cont-
ponents, we defing

wanr{aE mt)
M, M)

o
WO
N

el k pal
or(ME, M) = :
i i Tark aald o v praarf ark agld
Lenmr{m¥, ME) e 3, N Ml b
Based on the normalized mutual information given in Equation (9), a similarity measure

that quantifies the similarity or conmection or resemblance between the pair of components

N
(€3]

i, ] nyay be given as

Sipi= Vg Sowy tr{ME, M) (10

£8)
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wherein wk; denote the probability distribution of weights.

The weights may, for cxample, be chosen to suppress pairs of operation parameters with

accidental synchronized behavior.

Equation (10) provides a similarity measure based on all combinations of pairs of opera-
fion parameters 1“fo, 1‘/1}, kl=1, ... P. However, a rcliable assessment of the network
topology can be achieved by comparing corresponding or identical operation parameters
for different network components, thereby achieving a significant reduction of the com-

plexity.
Hence, for example,

Sip= Tu wy tr (M, M) (1)
wherein

nmi{sf, M)

er(Mf, MF) =

O N ¥ Sy A S o
}_,.i,w,m(\M,» M ) ERNTUHERN LY

As described above, the weights wi can be chosen with a view to suppress accidental
synchronized behavior that may be observed in some operation parameters, for instance
by taking into account the standard deviation Sk of all terms tr(MF, M]'-’(), computing the
median g of all standard deviations Sk, and defining 8 paraboia through (0,0} and through

{u,1) as a raw weight factor:

v = max {0, S (Zp— S

~~
[,
[rS]
e

The weight factors wi may then be obtained from normalization,
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Wy = (14)

2k Vk

In case a single operation parameter k is provided per component, i.e., P =1, therc is a

single weight we = 1.

Once the similarity measure Si; has been computed, the computing voit 20 may determing
whether two given components 1, are topologically connected in 816 based on a compar-
ison with a pre-determined threshold.

For mstance, the components 1, may be determined to be connected if and only if Si; > 8,

Ll
23—

for some given threshold 8.

The results may be output in S28, such as in the form of 2 list of connections or a graph

of connections.

Resulting topological connections that may be the cutcome of the method according to

the present disclosure are illustrated in Fig. 5.

Fig. § largely corresponds to Fig. 2, but in addition shows respective commections 221 to
22s {represented by solid lines) between the network components 141 to 146 whenever the
computing unit 2{ determines that the corresponding similarity measure between these

components is no smaller than the pre-determined threshold 8.

In the example of Fig. 5, one can identify two sub-groups of components, a first sub-group
comprising the network components 141, 142, 143 and 146, and a secound sub-group com-
prising the network components 144 and 145, None of the network components in the first
sub-group is connected to any of the network components in the second sub-group, and

vice-versa.
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Among the network components in the first sub-group, the network components 14, 142,
and 146 arc all iterconnected, whercas the remaining network component 14s 15 con-
necied {via a connection 224) to the network component 14: but not to other network con-

pounents,

@3}

The method according to the disclosure hence may provide helpful and valoable sight

on the topological connections of the given computing sysicm based on monitoring data.

The computing unit 20 may be tmplemented on a desktop or lapiop computer, but may

-
(@]

also be integrated into a conventional network moniforing unit 16.

The techniques described above were applied on data from 64 different performance met-
rics over a test period of eight servers and five weeks, The eight serves worked 1n two

clusters of four, wherein each cluster was split between two different data centers. In the

L__\
o

test network, different stages of a job were run on different servers, and all stages used a
meta data servics. To discover the topology, the data was split into five week-long sets,
and it was found that all the clusters and the two sub-clusters could be identified correctly.
The number of inter-cluster links that were missed, 1.¢. not identified, as well as the nuny-

ber of erroncous links, was negligible.
£

The description of the examples and the Figures arc merely illustrative, and should not be
understood to tuply any Hmitation. The scope of the present disclosure 18 to be determined

solely from the appended claims.
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16
Reference Signs
10 systern for inferring a network topology
12 network
141 - 146 network components of network 12
16 network monttoring unit
18 receiving unit
20 compiting unit
22y - 225 topological connections between network components 14 — 14
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Claims

1. A method for inferring a topology of componends 1o a network, comprising:

providing at least one operation parameter for cach of a plurality of components

Ju—t

in a network;

P

computing a simifarity measure between at least two of said compounents based
on values of said operation parameters; and
determining whether said two components are topologically connected in said
network based on said similarity measure;

15 wherein said similarity measure 15 computed m terms of a normalized mutual in-

formation between said operation parameters pertaining to said two components,

2. The method according to claim 1, wherein said normalized mutual information is ob-
tained by vormakizing with 2 joint cotropy of said operation parametors pertaining to

20 said two corponents.

3. The method according to claim 1, wherein said mutual mformation is obtained by

normalizing over a sum of said mutual information, said sum over said components.

25 4. The method according to claim 1, wherein said normalized mutual information is a

weighted normalized swteal information

(]

The method according to claim 4, wherein weights of said weighied normalized mu-

tual information arc given in terms of a standard deviation or a median of said nw-

(O8]
(@]

tual inforoation.
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9.

The method according to claim 1, wherein providing said at least one operation pa-

rameter comprises assigning a probability distribution to said operation parameter.

The method according to claim 1, wherein said nwitnal information pertaining to a

pair of components (3,j) and operation parameters (k1) is given as

nmi{m¥, mh
er(ME, M) o= el
S T 2 Ay i K 2 >
! T nmi(ak atyx s mk, i)
wherein
NV
i{sf mp)

NMI(M[, M} =

BME, Mj:) ’
wherein M, M;' denote said operation parameters and associated probability dis-
tributions for said components (1,3), I{ZLY) denotes a motual information of vari-

ables X and Y, and H{X.Y} denotes a joint entropy of said variables X and Y.

The method according to claim 7, wherein said similanty measure between a pair of

components (i,j) is given as

SR e ik {
= 3 Bywy, tr(ME, M),

11

S
wherein wx denote said weights,
The method according to claim &, wherein

Wy = Wy Gy

wherein we denetes a set of weights, and di = 1 if k=L, and 811 = 0 otherwise.
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10. The method according to claim 1, wherein determining whether said two compo-
nents are topologically conmected in said network comprises comparing said similar-

ity measure against a predetermined threshold value.

@3}

t1. The method according to claim |, wherein said operation parameters are parameters

quantifying a status or operation of said components in said network.

12. The method according to claim 1, wherein said compounents are computing devices,

and said network is a communication network linking said computing devices.

-
(@]

13. A system for inforring a topology of coraponents in a setwork, comprising:
a receiving unit 1o receive at least one operation parameter for each of a plurality
of components in a network; and
a compuling unit {0 compute a similarity measure between at least two of said

componcuts based on values of said operation parameters;

L__\
o

wherein said computing unit determines whether said two components are topo-
logically comnected in said network by comparing said similarity measure with a
pro-determined threshold value; and
wherein said computing unit computes said sinularity measure in terms of a

20 weighted and normalized mutoal information between said operation parameters

periaining to said two components.

14. The system according to claim 13, wherein said computing unit obtains said normal-

ized motual information by normalizing with a joint entropy of said operation param-

N
(€3]

cters periaining to said two components.

15. A non-trapsttory computer-readable storage medium, comprising computer-readable
instructions to implement a method comprising:
receiving at least one operation paramcter for cach of a plurality of components

30 n g network;



@3}
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computing a similarity measare between at least two of said components based
on values of said operation parameters; and

determining whether said two components are connected in said network by
comparing said similarity measure with a threshold valug;

wherein said sinmilarity measure 15 computed in terms of a normalized mutual in-

formation between said operation parameters pertaining to said two components.
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Fig. 1
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Providing at least one operation
parameter for each of a plurality
of components in a network

f 510

Computing a similarity measure
hetween at least two of said
compenents based on values of
said gperation parameters,
wherein said similarity measure
is computed in terms of a
normalized mutual information
hetween said operation
parameters pertaining to said
two components

Determining whether said two
components are topologically
connected in said network
based on said similarity measure

Fig. 3
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