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Description
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present patent application claims priority to
U. S. Provisional Application No. 61/749,760, filed Jan-
uary 7, 2013, assigned to the assignee of the present
application.

BACKGROUND
Field of the Invention

[0002] Certain aspects of the present disclosure gen-
erally relate to wireless communications and, more par-
ticularly, to techniques that may allow secure transmis-
sion of short packets that lack a key ID field identifying a
key agreed upon between transmitting and receiving de-
vices.

Background

[0003] Wireless communication networks are widely
deployed to provide various communication services
such asvoice, video, packetdata, messaging, broadcast,
etc. These wireless networks may be multiple-access
networks capable of supporting multiple users by sharing
the available network resources. Examples of such mul-
tiple-access networks include Code Division Multiple Ac-
cess (CDMA) networks, Time Division Multiple Access
(TDMA) networks, Frequency Division Multiple Access
(FDMA) networks, Orthogonal FDMA (OFDMA) net-
works, and Single-Carrier FDMA (SC-FDMA) networks.
[0004] In order to address the desire for greater cov-
erage and increased communication range, various
schemes are being developed. One such scheme is the
sub-1-GHz frequency range (e.g., operating in the 902 -
928 MHz range in the United States) being developed
by the Institute of Electrical and Electronics Engineers
(IEEE) 802.11 ah task force. This development is driven
by the desire to utilize a frequency range that has greater
wireless range than other IEEE 802.11 groups and has
lower obstruction losses.

[0005] Document US 2011/0150223 A1 discloses a
wireless device and methods for rekeying with reduced
packet loss in a wireless network. During rekeying oper-
ations a new key for reception may be installed early (i.e.,
prior to receipt of a rekeying confirmation message). The
use of the new key for transmission may be delayed until
after receipt of the rekeying confirmation message. The
early installation of the new key for reception may allow
both the new key and old key to be active at the same
time for use decrypting received packets to reduce pack-
et loss during rekeying operations. The rekeying confir-
mation message may be the fourth message of a four-
way handshake for rekeying. Two key identifiers may be
alternated between four-way handshakes to prevent de-
letion of the old key.
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SUMMARY

[0006] The invention is defined in the independent
claims 1,4,7, 10 and 15.

[0007] Certain aspects of the present disclosure pro-
vide an apparatus for wireless communications. The ap-
paratus typically includes areceiver configured toreceive
short packets from a device, said short packets lacking
a key ID field identifying a key agreed upon between the
apparatus and the device; and a decoder configured to
decode, using a first default key ID, some of the received
short packets, participate in a rekeying procedure with
the device, and decode, using a second default key ID
established during the re-keying procedure, some of the
received short packets after the re-keying procedure.
[0008] Certain aspects of the present disclosure pro-
vide an apparatus for wireless communications. The ap-
paratus typically includes an encoder configured to en-
code, using a first default key ID, first short packets that
lack a key ID field identifying a key agreed upon between
the apparatus and a device, participate in a re-keying
procedure with the device, and encode, using a second
defaultkey ID established during the rekeying procedure,
second short packets that lack the key ID after the re-
keying procedure; and a transmitter configured to trans-
mit the first and second short packets.

[0009] Certain aspects of the present disclosure pro-
vide an apparatus for wireless communications. The ap-
paratus typically includes means for receiving short pack-
ets from a device, said short packets lacking a key ID
field identifying a key agreed upon between the appara-
tus and the device, means for decoding, using a first de-
fault key ID, some of the received short packets, and
means for participating in a re-keying procedure with the
device, wherein the means for decoding is configured to
decode, using a second defaultkey ID established during
the re-keying procedure, some of the received short
packets after the re-keying procedure.

[0010] Certain aspects of the present disclosure pro-
vide an apparatus for wireless communications. The ap-
paratus typically includes means for encoding, using a
first default key ID, first short packets that lack a key ID
field identifying a key agreed upon between the appara-
tus and a device, means for participating in a re-keying
procedure with the device, wherein the means for encod-
ing is configured to encode, using a second default key
ID established during the re-keying procedure, second
short packets that lack the key ID after the re-keying pro-
cedure, and means for transmitting the first and second
short packets.

[0011] Certain aspects of the present disclosure pro-
vide a method for wireless communications by an appa-
ratus. The method typically includes receiving short pack-
ets from a device, said short packets lacking a key ID
field identifying a key agreed upon between the appara-
tus and the device, decoding, using a first default key ID,
some of the received short packets, participating in are-
keying procedure with the device, and decoding, using
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a second default key ID established during the re-keying
procedure, some of the received short packets after the
re-keying procedure.

[0012] Certain aspects of the present disclosure pro-
vide a method for wireless communications by an appa-
ratus. The method typically includes encoding, using a
first default key ID, first short packets that lack a key ID
field identifying a key agreed upon between the appara-
tus and a device, participating in a re-keying procedure
with the device, encoding, using a second default key ID
established during the re-keying procedure, second short
packets thatlack the key ID after the re-keying procedure,
and transmitting the first and second short packets.
[0013] Certain aspects of the present disclosure pro-
vide a computer program product for wireless communi-
cations by an apparatus comprising a computer-readable
medium having instructions stored thereon. The instruc-
tions are generally executable by one or more processors
forreceiving short packets from a device, said short pack-
ets lacking a key ID field identifying a key agreed upon
between the apparatus and the device, decoding, using
a first default key ID, some of the received short packets,
participating in a re-keying procedure with the device,
and decoding, using a second default key ID established
during the re-keying procedure, some of the received
short packets after the re-keying procedure.

[0014] Certain aspects of the present disclosure pro-
vide a computer program product for wireless communi-
cations by an apparatus comprising a computer-readable
medium having instructions stored thereon. The instruc-
tions are generally executable by one or more processors
for encoding, using a first default key ID, first short pack-
ets that lack a key ID field identifying a key agreed upon
between the apparatus and a device, participating in a
re-keying procedure with the device, encoding, using a
second default key ID established during the re-keying
procedure, second short packets thatlack the key ID after
the re-keying procedure, and transmitting the first and
second short packets.

[0015] Certain aspects of the present disclosure pro-
vide an access terminal for wireless communications.
The access terminal typically includes at least one an-
tenna, a receiver configured to receive, via the at least
one antenna, short packets from a device, said short
packets lacking a key ID field identifying a key agreed
upon between the apparatus and the device; and a de-
coder configured to decode, using a first default key ID,
some of the received short packets, participate in a re-
keying procedure with the device, and decode, using a
second default key ID established during the re-keying
procedure, some of the received short packets after the
re-keying procedure.

[0016] Certain aspects of the present disclosure pro-
vide an access point. The access point typically includes
at least one antenna, an encoder configured to encode,
using a first default key ID, first short packets that lack a
key ID field identifying a key agreed upon between the
apparatus and a device, participate in a re-keying proce-
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dure with the device, and encode, using a second default
key ID established during the re-keying procedure, sec-
ond short packets that lack the key ID after the re-keying
procedure; and a transmitter configured to transmit, via
the at least one antenna, the first and second short pack-
ets.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] So that the manner in which the above-recited
features of the present disclosure can be understood in
detail, a more particular description, briefly summarized
above, may be had by reference to aspects, some of
which are illustrated in the appended drawings. It is to
be noted, however, that the appended drawings illustrate
only certain typical aspects of this disclosure and are
therefore not to be considered limiting of its scope, for
the description may admit to other equally effective as-
pects.

FIG. 1 illustrates a diagram of an example wireless
communications network, in accordance with certain
aspects of the present disclosure.

FIG. 2 illustrates a block diagram of an example ac-
cess point and user terminals, in accordance with
certain aspects of the present disclosure.

FIG. 3illustrates a block diagram of an example wire-
less device, in accordance with certain aspects of
the present disclosure.

FIG. 4A illustrates an example packet structure uti-
lizing a short MAC header.

FIG. 4B illustrates an example packet structure uti-
lizing a short MAC header without a Key ID field, in
accordance with certain aspects of the present dis-
closure.

FIG. 5 illustrates a block diagram of example oper-
ations for wireless communications by a receiver, in
accordance with certain aspects of the present dis-
closure.

FIG. 5A illustrates example means capable of per-
forming the operations shown in FIG. 5.

FIG. 6 illustrates a block diagram of example oper-
ations for wireless communications by a transmitter,
in accordance with certain aspects of the present
disclosure.

FIG. 6A illustrates example means capable of per-
forming the operations shown in FIG. 6.



5 EP 2 941 911 B1 6

DETAILED DESCRIPTION

[0018] Various aspects of the disclosure are described
more fully hereinafter with reference to the accompany-
ing drawings. This disclosure may, however, be embod-
ied in many different forms and should not be construed
as limited to any specific structure or function presented
throughout this disclosure. Rather, these aspects are
provided so that this disclosure will be thorough and com-
plete, and will fully convey the scope of the disclosure to
those skilled in the art. Based on the teachings herein
one skilled in the art should appreciate that the scope of
the disclosure is intended to cover any aspect of the dis-
closure disclosed herein, whether implemented inde-
pendently of or combined with any other aspect of the
disclosure. For example, an apparatus may be imple-
mented or a method may be practiced using any number
of the aspects set forth herein. In addition, the scope of
the disclosure is intended to cover such an apparatus or
method which is practiced using other structure, func-
tionality, or structure and functionality in addition to or
other than the various aspects of the disclosure set forth
herein. It should be understood that any aspect of the
disclosure disclosed herein may be embodied by one or
more elements of a claim.

[0019] Although particular aspects are described here-
in, many variations and permutations of these aspects
fall within the scope of the disclosure. Although some
benefits and advantages of the preferred aspects are
mentioned, the scope of the disclosure is not intended
to be limited to particular benefits, uses, or objectives.
Rather, aspects of the disclosure are intended to be
broadly applicable to different wireless technologies, sys-
tem configurations, networks, and transmission proto-
cols, some of which are illustrated by way of example in
the figures and in the following description of the pre-
ferred aspects. The detailed description and drawings
are merely illustrative of the disclosure rather than limit-
ing, the scope of the disclosure being defined by the ap-
pended claims and equivalents thereof.

AN EXAMPLE WIRELESS COMMUNICATION SYS-
TEM

[0020] The techniques described herein may be used
for various broadband wireless communication systems,
including communication systems that are based on an
orthogonal multiplexing scheme. Examples of such com-
munication systems include Spatial Division Multiple Ac-
cess (SDMA), Time Division Multiple Access (TDMA),
Orthogonal Frequency Division Multiple Access (OFD-
MA) systems, Single-Carrier Frequency Division Multiple
Access (SC-FDMA) systems, and so forth. An SDMA
system may utilize sufficiently different directions to si-
multaneously transmit data belonging to multiple user
terminals. A TDMA system may allow multiple user ter-
minals to share the same frequency channel by dividing
the transmission signal into different time slots, each time
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slot being assigned to different user terminal. An OFDMA
system utilizes orthogonal frequency division multiplex-
ing (OFDM), which is a modulation technique that parti-
tions the overall system bandwidth into multiple orthog-
onal sub-carriers. These sub-carriers may also be called
tones, bins, etc. With OFDM, each sub-carrier may be
independently modulated with data. An SC-FDMA sys-
tem may utilize interleaved FDMA (IFDMA) to transmit
on sub-carriers that are distributed across the system
bandwidth, localized FDMA (LFDMA) to transmit on a
block of adjacent sub-carriers, or enhanced FDMA (EFD-
MA) to transmit on multiple blocks of adjacent sub-carri-
ers. In general, modulation symbols are sent in the fre-
quency domain with OFDM and in the time domain with
SC-FDMA.

[0021] The teachings herein may be incorporated into
(e.g., implemented within or performed by) a variety of
wired or wireless apparatuses (e.g., nodes). In some as-
pects, a wireless node implemented in accordance with
the teachings herein may comprise an access point or
an access terminal.

[0022] An access point ("AP") may comprise, be im-
plemented as, or known as a Node B, Radio Network
Controller ("RNC"), evolved Node B (eNB), Base Station
Controller ("BSC"), Base Transceiver Station ("BTS"),
Base Station ("BS"), Transceiver Function ("TF"), Radio
Router, Radio Transceiver, Basic Service Set ("BSS"),
Extended Service Set ("ESS"), Radio Base Station
("RBS"), or some other terminology.

[0023] Anaccessterminal ("AT") may comprise, be im-
plemented as, or known as a subscriber station, a sub-
scriber unit, a mobile station (MS), a remote station, a
remote terminal, a user terminal (UT), a user agent, a
userdevice, user equipment (UE), a user station, orsome
other terminology. In some implementations, an access
terminal may comprise a cellular telephone, a cordless
telephone, a Session Initiation Protocol ("SIP") phone, a
wireless local loop ("WLL") station, a personal digital as-
sistant ("PDA"), a handheld device having wireless con-
nection capability, a Station ("STA"), or some other suit-
able processing device connected to a wireless modem.
Accordingly, one or more aspects taught herein may be
incorporated into a phone (e.g., a cellular phone or smart
phone), a computer (e.g., a laptop), a tablet, a portable
communication device, a portable computing device
(e.g., apersonal data assistant), an entertainmentdevice
(e.g.,amusicorvideo device, or a satellite radio), a global
positioning system (GPS) device, or any other suitable
device that is configured to communicate via a wireless
or wired medium. In some aspects, the node is a wireless
node. Suchwireless node may provide, for example, con-
nectivity for or to a network (e.g., a wide area network
such as the Internet or a cellular network) via a wired or
wireless communication link.

[0024] FIG. 1 illustrates a multiple-access multiple-in-
put multiple-output (MIMO) system 100 with access
points and user terminals. For simplicity, only one access
point 110 is shown in FIG. 1. An access point is generally
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a fixed station that communicates with the user terminals
and may also be referred to as a base station or some
otherterminology. A user terminal may be fixed or mobile
and may also be referred to as a mobile station, awireless
device, or some other terminology. Access point 110 may
communicate with one or more user terminals 120 at any
given moment on the downlink and uplink. The downlink
(i.e., forward link) is the communication link from the ac-
cess point to the user terminals, and the uplink (i.e., re-
verse link) is the communication link from the user ter-
minals to the access point. A user terminal may also com-
municate peer-to-peer with another user terminal. A sys-
tem controller 130 couples to and provides coordination
and control for the access points.

[0025] While portions of the following disclosure will
describe user terminals 120 capable of communicating
via Spatial Division Multiple Access (SDMA), for certain
aspects, the user terminals 120 may also include some
user terminals that do not support SDMA. Thus, for such
aspects, an AP 110 may be configured to communicate
with both SDMA and non-SDMA user terminals. This ap-
proach may conveniently allow older versions of user ter-
minals ("legacy"” stations) to remain deployed in an en-
terprise, extending their useful lifetime, while allowing
newer SDMA user terminals to be introduced as deemed
appropriate.

[0026] The system 100 employs multiple transmit and
multiple receive antennas for data transmission on the
downlink and uplink. The access point 110 is equipped
with Nap antennas and represents the multiple-input (MI)
for downlink transmissions and the multiple-output (MO)
for uplink transmissions. A set of K selected user termi-
nals 120 collectively represents the multiple-output for
downlink transmissions and the multiple-input for uplink
transmissions. For pure SDMA, it is desired to have Nap
> K> 1 ifthe data symbol streams for the K user terminals
are not multiplexed in code, frequency or time by some
means. K may be greater than Nap if the data symbol
streams can be multiplexed using TDMA technique, dif-
ferent code channels with CDMA, disjoint sets of sub-
bands with OFDM, and so on. Each selected user termi-
nal transmits user-specific data to and/or receives user-
specific data from the access point. In general, each se-
lected user terminal may be equipped withone or multiple
antennas (i.e., N, > 1). The K selected user terminals
can have the same or different number of antennas.
[0027] The SDMA system may be a time division du-
plex (TDD) system or a frequency division duplex (FDD)
system.Fora TDD system, the downlink and uplink share
the same frequency band. For an FDD system, the down-
link and uplink use different frequency bands. MIMO sys-
tem 100 may also utilize a single carrier or multiple car-
riers for transmission. Each user terminal may be
equipped with a single antenna (e.g., in order to keep
costs down) or multiple antennas (e.g., where the addi-
tional cost can be supported). The system 100 may also
be a TDMA system if the user terminals 120 share the
same frequency channel by dividing transmission/recep-
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tion into differenttime slots, each time slot being assigned
to different user terminal 120.

[0028] FIG. 2 illustrates a block diagram of access
point 110 and two user terminals 120m and 120xin MIMO
system 100. The access point 110 is equipped with N;
antennas 224a through 224t. User terminal 120m is
equipped with N ,, antennas 252ma through 252mu,
and user terminal 120x is equipped with Ny , antennas
252xa through 252xu. The access point 110 is a trans-
mitting entity for the downlink and a receiving entity for
the uplink. Each user terminal 120 is a transmitting entity
for the uplink and a receiving entity for the downlink. As
used herein, a "transmitting entity" is an independently
operated apparatus or device capable of transmitting da-
ta via a wireless channel, and a "receiving entity" is an
independently operated apparatus or device capable of
receiving data via a wireless channel. In the following
description, the subscript "dn" denotes the downlink, the
subscript "up" denotes the uplink, Nup user terminals are
selected for simultaneous transmission on the uplink, N,
user terminals are selected for simultaneous transmis-
sion on the downlink, Nup may or may not be equal to
Ny and Ny, and Ny, may be static values or can change
for each scheduling interval. The beam-steering or some
other spatial processing technique may be used at the
access point and user terminal.

[0029] Onthe uplink, at each user terminal 120 select-
ed for uplink transmission, a transmit (TX) data processor
288 receives traffic data from a data source 286 and con-
trol data from a controller 280. TX data processor 288
processes (e.g., encodes, interleaves, and modulates)
the traffic data for the user terminal based on the coding
and modulation schemes associated with the rate select-
ed for the user terminal and provides a data symbol
stream. A TX spatial processor 290 performs spatial
processing on the data symbol stream and provides N ,
transmit symbol streams for the N, antennas. Each
transmitter unit (TMTR) 254 receives and processes
(e.g., converts to analog, amplifies, filters, and frequency
upconverts) a respective transmit symbol stream to gen-
erate an uplink signal. N ., transmitter units 254 provide
Nt muplink signals for transmission from N, ., antennas
252 to the access point.

[0030] Nup user terminals may be scheduled for simul-
taneous transmission on the uplink. Each of these user
terminals performs spatial processing on its data symbol
stream and transmits its set of transmit symbol streams
on the uplink to the access point.

[0031] At access point 110, Nap antennas 224a
through 224apreceive the uplink signals from all Nup user
terminals transmitting on the uplink. Each antenna 224
provides a received signal to a respective receiver unit
(RCVR)222. Eachreceiver unit 222 performs processing
complementary to that performed by transmitter unit 254
and provides a received symbol stream. An RX spatial
processor 240 performs receiver spatial processing on
the N, received symbol streams from N, receiver units
222 and provides Nup recovered uplink data symbol
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streams. The receiver spatial processing is performed in
accordance with the channel correlation matrix inversion
(CCMI), minimum mean square error (MMSE), soft inter-
ference cancellation (SIC), or some other technique.
Eachrecovered uplink data symbol stream is an estimate
of a data symbol stream transmitted by a respective user
terminal. An RX data processor 242 processes (e.g., de-
modulates, deinterleaves, and decodes) each recovered
uplink data symbol stream in accordance with the rate
used for that stream to obtain decoded data. The decod-
ed data for each user terminal may be provided to a data
sink 244 for storage and/or a controller 230 for further
processing.

[0032] Onthe downlink, at access point 110, a TX data
processor 210 receives traffic data from a data source
208 for N, user terminals scheduled for downlink trans-
mission, control data from a controller 230, and possibly
other data from a scheduler 234. The various types of
data may be senton different transport channels. TX data
processor 210 processes (e.g., encodes, interleaves,
and modulates) the traffic data for each user terminal
based on the rate selected for that user terminal. TX data
processor 210 provides Ng, downlink data symbol
streams for the N, user terminals. A TX spatial proces-
sor220 performs spatial processing (such as a precoding
or beamforming, as described in the present disclosure)
on the N, downlink data symbol streams, and provides
N, transmit symbol streams for the N, antennas. Each
transmitter unit 222 receives and processes arespective
transmit symbol stream to generate a downlink signal.
N, transmitter units 222 providing N, downlink signals
for transmission from N, antennas 224 to the user ter-
minals.

[0033] Ateach user terminal 120, N4 ,, antennas 252
receive the Nap downlink signals from access point 110.
Each receiver unit 254 processes a received signal from
an associated antenna 252 and provides areceived sym-
bol stream. An RX spatial processor 260 performs re-
ceiver spatial processing on N, received symbol
streams from N ,, receiver units 254 and provides a
recovered downlink data symbol stream for the user ter-
minal. The receiver spatial processing is performed in
accordance with the CCMI, MMSE or some other tech-
nique. An RX data processor 270 processes (e.g., de-
modulates, deinterleaves and decodes) the recovered
downlink data symbol stream to obtain decoded data for
the user terminal.

[0034] Ateach user terminal 120, a channel estimator
278 estimates the downlink channel response and pro-
vides downlink channel estimates, which may include
channel gain estimates, SNR estimates, noise variance
and so on. Similarly, a channel estimator 228 estimates
the uplink channel response and provides uplink channel
estimates. Controller 280 for each user terminal typically
derives the spatial filter matrix for the user terminal based
on the downlink channel response matrix Hy, ,, for that
user terminal. Controller 230 derives the spatial filter ma-
trix for the access point based on the effective uplink
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channel response matrix H,, o Controller 280 for each
user terminal may send feedback information (e.g., the
downlink and/or uplink eigenvectors, eigenvalues, SNR
estimates, and so on) to the access point. Controllers
230 and 280 also control the operation of various
processing units at access point 110 and user terminal
120, respectively.

[0035] FIG. 3 illustrates various components that may
be utilized in awireless device 302 that may be employed
within the MIMO system 100. The wireless device 302 is
an example of a device that may be configured to imple-
mentthe various methods described herein. The wireless
device 302 may be an access point 110 or a user terminal
120.

[0036] The wireless device 302 may include a proces-
sor 304 which controls operation of the wireless device
302. The processor 304 may also be referred to as a
central processing unit (CPU). Memory 306, which may
include both read-only memory (ROM) and random ac-
cess memory (RAM), provides instructions and data to
the processor 304. A portion of the memory 306 may also
include non-volatile random access memory (NVRAM).
The processor 304 typically performs logical and arith-
metic operations based on program instructions stored
within the memory 306. The instructions in the memory
306 may be executable to implement the methods de-
scribed herein.

[0037] The wireless device 302 may also include a
housing 308 that may include a transmitter 310 and a
receiver 312 to allow transmission and reception of data
between the wireless device 302 and a remote location.
The transmitter 310 and receiver 312 may be combined
into a transceiver 314. A single or a plurality of transmit
antennas 316 may be attached to the housing 308 and
electrically coupled to the transceiver 314. The wireless
device 302 may also include (not shown) multiple trans-
mitters, multiple receivers, and multiple transceivers.
[0038] The wireless device 302 may also include a sig-
nal detector 318 that may be used in an effort to detect
and quantify the level of signals received by the trans-
ceiver 314. The signal detector 318 may detect such sig-
nals as total energy, energy per subcarrier per symbol,
power spectral density and other signals. The wireless
device 302 may also include a digital signal processor
(DSP) 320 for use in processing signals.

[0039] The various components of the wireless device
302 may be coupled together by a bus system 322, which
may include a power bus, a control signal bus, and a
status signal bus in addition to a data bus.

SHORT MAC HEADERS

[0040] Counter Mode (CTR) with Cipher-block Chain-
ing Message Authentication Code (CBC-MAC) Protocol
(CCMP) is a protocol that can be used to cryptographi-
cally protect 802.11 MPDUs. The protection is based on
a key that is agreed upon between the communicating
wireless devices. Group traffic is protected using a Group
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Temporal Key (GTK), while unicast traffic is protected
using a Pairwise Transient Key (PTK), part of which is a
Temporal Key (TK).

[0041] FIG. 4Aillustrates an example of a packet 400A
(e.g., an MPDU) with a short MAC header 410, a CCMP
header 420, a Message Integrity Code (MIC) 430 and a
frame check sequence (FCS) 440.

[0042] As illustrated, the short MAC header 410 may
contain a frame control (FC) field 412, destination ad-
dress 414 and source address 416 of the data packet,
and a sequence control field 418. As illustrated, the CC-
MP header 420 may have a packet number (PN), and a
key ID octet 422 with an Ext IV field and a key ID field.
As illustrated, the packet number is a 48-bit number
stored across 6 octets (as illustrated, the PN codes may
be conveyed in the first two octets 426 and last four octets
428 of the CCMP header 420) and are incremented for
each subsequent packet.

[0043] Asillustrated, the Key ID octet 422 may contain
the Ext IV field (bit 5), Key ID field (bits 6-7), and a re-
served subfield (bits 0-4). This information in the CCMP
header 420 may be used to encrypt the data unit and the
MIC 430, which protects the integrity and authenticity of
the packet. The FCS 440, on the other hand, which is
used for error detection and correction, is typically not
encrypted.

IMPLICIT REKEYING MECHANISM

[0044] There are certain scenarios inwhich a new GTK
or PTK needs to be agreed upon between the devices.
This procedure is generally referred to as rekeying. The
GTK is typically rekeyed by an AP quite frequently for
security purposes. Frequent rekeying results in devices
that leave a Basic Service Set (BSS), in time, losing their
ability to decode group traffic from the BSS. The PTK
can also be rekeyed when the Packet Number (PN)
space runs out, but this is a less frequent event due to
the large size of the PN (6 octets).

[0045] Inorderforrekeyingto be a smooth event, each
MPDU can indicate one of a number of keys that can be
used in parallel. This allows that a new key can be set
up while the old key can also still be used for retried pack-
ets. The particular key that is used to protect a packet is
indicated by the Key Identifier (Key ID). As shown in FIG.
4A, the Key ID is typically included in the MAC header
of the packet.

[0046] Certain standards (such as 802.11 ah) may de-
fine frames with a short MAC header, in which the Key
ID is no longer present. FIG. 4B illustrates such a frame
400B, with the "X" indicating an omitted Key ID field. The
lack of a Key ID field may pose a challenge with respect
to key selection and rekeying (e.g., as devices need to
know which key to use during rekeying).

[0047] Insuchcases, there may be a needforthe trans-
mitting and receiving devices to establish what keys are
being used and to allow the establishment of new keys,
via a re-keying procedure.
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[0048] Aspects of the present disclosure provide tech-
niques that allow both transmitting and receiving devices
to agree on a default Key ID that may be used for the
protection of frames with a short MAC header, and an
implicit rekeying procedure is used to switch to a new
(fresh) key.

[0049] Thus, certain aspects of the present disclosure
provide techniques that allow transmitting and receiving
devices agree on a default Key ID that is used for the
protection of frames with a short MAC header, and an
implicit rekeying procedure is used to switch to a new
(fresh) key.

[0050] According to certain aspects, the implicit rekey-
ing procedure involves temporarily halting the use of
frames (400B) with a short MAC header. During this time,
normal frames (e.g., 400A) are sent with the current Key
ID. A new key and Key ID are then agreed upon (e.g.,
using new or existing key handshakes). Once the new
key and Key ID have been agreed upon, the default Key
ID for frames with a short MAC header becomes the new
Key ID (triggered by the successful negotiation of a new
key and Key ID), after which the use of frames with a
short MAC header (without Key IDs) can be resumed.
[0051] Such an implicit rekeying procedure for a PTK
(unicast traffic) may be illustrated with the following ex-
ample. Prior to a re-keying procedure, frames with a short
MAC header use a default Key ID for unicast traffic (for
example, Key ID 1). At some point, the AP intends to
rekey the PTK. From this point on, the AP may halt using
frames with short MAC headers and only use normal
frames for unicast traffic to the specific destination, still
with Key ID 1 (the current PTK).

[0052] During the re-keying procedure, the AP ex-
changes Nonces with the STA for a new pair-wise key,
in this example, with Key ID 2. According to certain as-
pects, the Nonce exchange may implicitly switch the de-
fault pairwise key for unicast short headers to Key ID 2.
When the Nonce exchange has been performed and the
new PTK can be determined by the AP and the STA, the
AP switches to the new key. The switch may be indicated,
either by using normal unicast frames with Key ID 2 or
by resuming the use of frame with a short MAC header
(that will now also use Key ID 2).

[0053] The implicit rekeying procedure for the GTK
(group traffic) is illustrated in the following example. In
this example, a default GTK for frames with a short MAC
header is Key ID 3 prior to a re-keying procedure. Again,
at some point, the AP intends to rekey the GTK. From
this point on, the AP uses only normal frames for group
traffic, with GTK Key ID 3 (the current GTK).

[0054] During the re-keying procedure, the AP per-
forms group key handshakes with all its associated STAs
to install GTK Key ID 4 at the STAs (e.g., all the stations
targeted by the group transmissions). Each group key
handshake implicitly switches the default group key for
frames with a short MAC header to the new Key ID 4.
[0055] When allgroup key handshakes have been per-
formed, the AP switches to the new key, either by using
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normal group frames with Key ID 4 or by using group
frames with a short MAC header (that will now also use
Key ID 4).

[0056] FIG.5is ablock diagram of example operations
500 for wireless communications by a receiving appara-
tus, in accordance with aspects of the presentdisclosure.
The operations 500 may be performed by an apparatus,
such as a receiving station (RX-STA) involved in a ses-
sion with an access point (AP).

[0057] At 502, the apparatus receives short packets
from a device, said short packets lacking a key ID field
identifying a key agreed upon between the apparatus
and the device. At 504, the apparatus decodes, using a
first default key ID, some of the received short packets.
[0058] At506, the apparatus participates in are-keying
procedure with the device. At 508, the apparatus de-
codes, using a second default key ID established during
the rekeying procedure, some of the received short pack-
ets after the re-keying procedure.

[0059] FIG. 6is ablock diagram of example operations
600 for wireless communications by a transmitting appa-
ratus, in accordance with aspects of the present disclo-
sure. The operations 600 may be performed by a trans-
mitting apparatus, such as an access point involved in a
session with a receiving station.

[0060] At602,the apparatus encodes, using a first de-
fault key ID, first short packets that lack a key ID field
identifying a key agreed upon between the apparatus
and a device. At 604, the apparatus participates in a re-
keying procedure with the device. At 606, the apparatus
encodes, using a second default key ID established dur-
ing the rekeying procedure, second short packets that
lack the key ID after the re-keying procedure. At 608, the
apparatus transmits the first and second short packets.
[0061] The various operations of methods described
above may be performed by any suitable means capable
of performing the corresponding functions. The means
may include various hardware and/or software compo-
nent(s) and/or module(s), including, but not limited to a
circuit, an application specific integrated circuit (ASIC),
or processor. Generally, where there are operations il-
lustrated in figures, those operations may have corre-
sponding counterpart means-plus-function components
with similar numbering. For example, operations 500 and
600 illustrated in FIGs. 5 and 6 correspond to means
500A and 600A illustrated in FIGs. 5A and 6A, respec-
tively.

[0062] For example, means for transmitting may com-
prise a transmitter (e.g., the transmitter unit 222) and/or
an antenna(s) 224 of the access point 110 illustrated in
FIG. 2 or the transmitter 310 and/or antenna(s) 316 de-
picted in FIG. 3. Means for receiving may comprise a
receiver (e.g., thereceiver unit 222) and/or an antenna(s)
224 of the access point 110 illustrated in FIG. 2 or the
receiver 312 and/or antenna(s) 316 depicted in FIG. 3.
Means for processing, means for determining, means for
detecting, means for scanning, means for selecting, or
means for terminating operation may comprise a
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processing system, which may include one or more proc-
essors, such as the RX data processor 242, the TX data
processor 210, and/or the controller 230 of the access
point 110 illustrated in FIG. 2 or the processor 304 and/or
the DSP 320 portrayed in FIG. 3.

[0063] According to certain aspects, such means may
be implemented by processing systems configured to
perform the corresponding functions by implementing
various algorithms (e.g., in hardware or by executing soft-
ware instructions) described above for performing fast
association. For example, means for receiving may in-
clude receiver units shown in FIGs. 2 and 3, means for
decoding may be implemented by a processing system
performing an algorithm that receives, as input, a short
packet from the receiving means and decodes the short
packet using a (previously established) first default key
ID, while means for participating in a re-keying procedure
may be implemented by a processing system performing
an algorithm (e.g., RX processor shown in FIG. 2) to es-
tablish a second default key ID for subsequent use. Sim-
ilarly, means for encoding may be implemented by a
processing system (e.g., one of the processors shown in
FIGs. 2 or 3) performing an algorithm to encode short
packets using a first default key ID, and means for trans-
mitting the short packets may be implemented as any of
the transmitter units shown in FIGs. 2 or 3.

[0064] As used herein, the term "determining" encom-
passes a wide variety of actions. For example, "deter-
mining" may include calculating, computing, processing,
deriving, investigating, looking up (e.g., looking up in a
table, adatabase or another data structure), ascertaining
and the like. Also, "determining" may include receiving
(e.g., receiving information), accessing (e.g., accessing
data in a memory) and the like. Also, "determining" may
include resolving, selecting, choosing, establishing and
the like.

[0065] As used herein, a phrase referring to "at least
one of" a list of items refers to any combination of those
items, including single members. As an example, "atleast
one of: a, b, or c" is intended to cover a, b, ¢, a-b, a-c, b-
¢, and a-b-c.

[0066] The various illustrative logical blocks, modules
and circuits described in connection with the present dis-
closure may be implemented or performed with a general
purpose processor, a digital signal processor (DSP), an
application specific integrated circuit (ASIC), a field pro-
grammable gate array (FPGA) or other programmable
logic device (PLD), discrete gate or transistor logic, dis-
crete hardware components, or any combination thereof
designed to perform the functions described herein. A
general-purpose processor may be a microprocessor,
butin the alternative, the processor may be any commer-
cially available processor, controller, microcontroller, or
state machine. A processor may also be implemented
as a combination of computing devices, e.g., a combina-
tion of a DSP and a microprocessor, a plurality of micro-
processors, one or more microprocessors in conjunction
with a DSP core, or any other such configuration.
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[0067] The steps of a method or algorithm described
in connection with the presentdisclosure may be embod-
ied directly in hardware, in a software module executed
by a processor, or in a combination of the two. A software
module may reside in any form of storage medium that
is known in the art. Some examples of storage media
thatmay be usedinclude random access memory (RAM),
read only memory (ROM), flash memory, EPROM mem-
ory, EEPROM memory, registers, a hard disk, a remov-
able disk, a CD-ROM and so forth. A software module
may comprise a single instruction, or many instructions,
and may be distributed over several different code seg-
ments, among different programs, and across multiple
storage media. A storage medium may be coupled to a
processor such that the processor can read information
from, and write information to, the storage medium. In
the alternative, the storage medium may be integral to
the processor.

[0068] The methods disclosed herein comprise one or
more steps or actions for achieving the described meth-
od. The method steps and/or actions may be inter-
changed with one another without departing from the
scope of the claims. In other words, unless a specific
order of steps or actions is specified, the order and/or
use of specific steps and/or actions may be modified with-
out departing from the scope of the claims.

[0069] The functions described may be implemented
in hardware, software, firmware, or any combination
thereof. If implemented in hardware, an example hard-
ware configuration may comprise a processing system
in a wireless node. The processing system may be im-
plemented with a bus architecture. The bus may include
any number of interconnecting buses and bridges de-
pending on the specific application of the processing sys-
tem and the overall design constraints. The bus may link
together various circuits including a processor, machine-
readable media, and a bus interface. The bus interface
may be used to connect a network adapter, among other
things, to the processing system via the bus. The network
adapter may be used to implement the signal processing
functions of the PHY layer. In the case of a user terminal
120 (see FIG. 1), a user interface (e.g., keypad, display,
mouse, joystick, etc.) may also be connected to the bus.
The bus may alsolink various other circuits such as timing
sources, peripherals, voltage regulators, power manage-
ment circuits, and the like, which are well known in the
art, and therefore, will not be described any further.
[0070] The processor may be responsible for manag-
ing the bus and general processing, including the exe-
cution of software stored on the machine-readable me-
dia. The processor may be implemented with one or more
general-purpose and/or special-purpose processors. Ex-
amples include microprocessors, microcontrollers, DSP
processors, and other circuitry that can execute software.
Software shallbe construed broadly to mean instructions,
data, or any combination thereof, whether referred to as
software, firmware, middleware, microcode, hardware
description language, or otherwise. Machine-readable
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media may include, by way of example, RAM (Random
Access Memory), flash memory, ROM (Read Only Mem-
ory), PROM (Programmable Read-Only Memory),
EPROM (Erasable Programmable Read-Only Memory),
EEPROM (Electrically Erasable Programmable Read-
Only Memory), registers, magnetic disks, optical disks,
hard drives, or any other suitable storage medium, or any
combination thereof. The machine-readable media may
be embodied in a computer-program product. The com-
puter-program product may comprise packaging materi-
als.

[0071] In a hardware implementation, the machine-
readable media may be part of the processing system
separate from the processor. However, as those skilled
in the art will readily appreciate, the machine-readable
media, or any portion thereof, may be external to the
processing system. By way of example, the machine-
readable media may include a transmission line, a carrier
wave modulated by data, and/or a computer product sep-
arate from the wireless node, all which may be accessed
by the processor through the bus interface. Alternatively,
or in addition, the machine-readable media, or any por-
tion thereof, may be integrated into the processor, such
as the case may be with cache and/or general register
files.

[0072] The processing system may be configured as
a general-purpose processing system with one or more
microprocessors providing the processor functionality
and external memory providing at least a portion of the
machine-readable media, all linked together with other
supporting circuitry through an external bus architecture.
Alternatively, the processing system may be implement-
ed with an ASIC (Application Specific Integrated Circuit)
with the processor, the bus interface, the user interface
in the case of an access terminal), supporting circuitry,
and at least a portion of the machine-readable media
integrated into a single chip, or with one or more FPGAs
(Field Programmable Gate Arrays), PLDs (Programma-
ble Logic Devices), controllers, state machines, gated
logic, discrete hardware components, or any other suit-
able circuitry, or any combination of circuits that can per-
form the various functionality described throughout this
disclosure. Those skilled in the art will recognize how
best to implement the described functionality for the
processing system depending on the particular applica-
tion and the overall design constraints imposed on the
overall system.

[0073] The machine-readable media may comprise a
number of software modules. The software modules in-
clude instructions that, when executed by the processor,
cause the processing system to perform various func-
tions. The software modules may include a transmission
module and a receiving module. Each software module
may reside in a single storage device or be distributed
across multiple storage devices. By way of example, a
software module may be loaded into RAM from a hard
drive when a triggering event occurs. During execution
of the software module, the processor may load some of
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the instructions into cache to increase access speed.
One or more cache lines may then be loaded into a gen-
eral register file for execution by the processor. When
referring to the functionality of a software module below,
it will be understood that such functionality is implement-
ed by the processor when executing instructions from
that software module.

[0074] If implemented in software, the functions may
be stored or transmitted over as one or more instructions
or code on a computer-readable medium. Computer-
readable media include both computer storage media
and communication media including any medium that fa-
cilitates transfer of a computer program from one place
to another. A storage medium may be any available me-
dium that can be accessed by a computer. By way of
example, and notlimitation, such computer-readable me-
dia can comprise RAM, ROM, EEPROM, CD-ROM or
other optical disk storage, magnetic disk storage or other
magnetic storage devices, or any other medium that can
be used to carry or store desired program code in the
form of instructions or data structures and that can be
accessed by acomputer. Also, any connection is properly
termed a computer-readable medium. For example, if
the software is transmitted from a website, server, or oth-
er remote source using a coaxial cable, fiber optic cable,
twisted pair, digital subscriber line (DSL), or wireless
technologies such as infrared (IR), radio, and microwave,
thenthe coaxial cable, fiber optic cable, twisted pair, DSL,
or wireless technologies such as infrared, radio, and mi-
crowave are included in the definition of medium. Disk
and disc, as used herein, include compact disc (CD),
laserdisc, optical disc, digital versatile disc (DVD), floppy
disk, and Blu-ray® disc where disks usually reproduce
data magnetically, while discs reproduce data optically
with lasers. Thus, in some aspects computer-readable
media may comprise non-transitory computer-readable
media (e.g., tangible media). In addition, for other as-
pects computer-readable media may comprise transitory
computer- readable media (e.g., a signal). Combinations
of the above should also be included within the scope of
computer-readable media.

[0075] Thus, certain aspects may comprise a compu-
ter program product for performing the operations pre-
sented herein. For example, such a computer program
product may comprise a computer-readable medium
having instructions stored (and/or encoded) thereon, the
instructions being executable by one or more processors
to perform the operations described herein. For certain
aspects, the computer program product may include
packaging material.

[0076] Further, it should be appreciated that modules
and/or other appropriate means for performing the meth-
ods and techniques described herein can be downloaded
and/or otherwise obtained by a user terminal and/or base
station as applicable. For example, such a device can be
coupled to a server to facilitate the transfer of means for
performing the methods described herein. Alternatively,
various methods described herein can be provided via
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storage means (e.g., RAM, ROM, a physical storage me-
dium such as a compact disc (CD) or floppy disk, etc.),
such that a user terminal and/or base station can obtain
the various methods upon coupling or providing the stor-
age means to the device. Moreover, any other suitable
technique for providing the methods and techniques de-
scribed herein to a device can be utilized.

[0077] It is to be understood that the claims are not
limited to the precise configuration and components il-
lustrated above. Various modifications, changes andvar-
iations may be made in the arrangement, operation and
details of the methods and apparatus described above
without departing from the scope of the claims.

[0078] Inthe following, further examples are described
to facilitate the understanding of the invention:

1. An apparatus for wireless communications, com-
prising:

a receiver configured to receive short packets
from a device, said short packets lacking a key
ID field identifying a key agreed upon between
the apparatus and the device; and

a decoder configured to:

decode, using a first default key ID, some
of the received short packets,

participate in are-keying procedure with the
device, and

decode, using a second default key ID es-
tablished during the re-keying procedure,
some of thereceived short packets after the
re-keying procedure.

2. The apparatus of example 1, wherein, during the
re-keying procedure, the apparatus receives addi-
tional packets from the device that include a key ID
field.

3. The apparatus of example 2, wherein the key ID
field identifies the first default key ID.

4. The apparatus of example 2, wherein the decoder
is further configured to determine the re-keying pro-
cedure is complete after receiving more short pack-
ets that lack a key ID field.

5. The apparatus of example 1, wherein the decoder
is further configured to determine the second default
Key ID field based on receipt of a packet including

a key ID field set to the second default key ID.

6. An apparatus for wireless communications, com-
prising:

an encoder configured to:

encode, using a first default key ID, first
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short packets that lack a key ID field identi-
fying a key agreed upon between the appa-
ratus and a device,

participate in are-keying procedure with the
device, and encode, using a second default
key ID established during the re-keying pro-
cedure, second short packets that lack the
key ID after the re-keying procedure; and

a transmitter configured to transmit the first and
second short packets.

7. The apparatus of example 6, wherein, during the
re-keying procedure, the apparatus transmits pack-
ets to the device that include a key ID field.

8. The apparatus of example 7, wherein the key ID
field identifies the first default key ID.

9. The apparatus of example 7, wherein the appa-
ratus is configured to indicate the rekeying procedure
is complete by transmitting the second short packets
that lack a key ID field.

10. The apparatus of example 6, wherein the appa-
ratus is configured to indicate the second default Key
ID field based on transmission of a packet including
a key ID field set to the second default key ID.

11. The apparatus of example 6, wherein:

the first and second short packets are encoded
using a Pairwise Transient Key (PTK).

12. The apparatus of example 6, wherein:

the first and second short packets are encoded
using a Group Temporal Key (GTK).

13. Amethod for wireless communications by an ap-
paratus, comprising:

receiving short packets from a device, said short
packets lacking a key ID field identifying a key
agreed upon between the apparatus and the de-
vice;

decoding, using a first default key ID, some of
the received short packets;

participating in a re-keying procedure with the
device; and

decoding, using a second default key ID estab-
lished during the re-keying procedure, some of
the received short packets after the re-keying
procedure.

14. The method of example 13, wherein, during the
re-keying procedure, the apparatus receives addi-
tional packets from the device that include a key ID
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field.

15. The method of example 14, wherein the key ID
field identifies the first default key ID.

16. The method of example 14, further comprising
determining the re-keying procedure is complete af-
ter receiving more short packets that lack a key ID
field.

17. The method of example 13, further comprising
determining the second default Key ID field based
on receipt of a packet including a key ID field set to
the second default key ID.

18. A method for wireless communications by an ap-
paratus, comprising:

encoding, using a first default key ID, first short
packets that lack a key ID field identifying a key
agreed upon between the apparatus and a de-
vice;

participating in a re-keying procedure with the
device;

encoding, using a second default key ID estab-
lished during the re-keying procedure, second
short packets that lack the key ID after the re-
keying procedure; and

transmitting the first and second short packets.

19. The method of example 18, wherein, during the
re-keying procedure, the apparatus transmits pack-
ets to the device that include a key ID field.

20. The method of example 19, wherein the key ID
field identifies the first default key ID.

21. The method of example 19, further comprising
indicating the re-keying procedure is complete by
transmitting the second short packets that lack a key
ID field.

22. The method of example 18, further comprising
indicating the second default Key ID field based by
transmitting a packet including a key ID field set to
the second default key ID.

23. The method of example 18, wherein:

the first and second short packets are encoded
using a Pairwise Transient Key (PTK).

24. The method of example 18, wherein:

the first and second short packets are encoded
using a Group Temporal Key (GTK).
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Claims

Anapparatus for wireless communications, compris-
ing:

a receiver (502A) configured to receive short
packets (400B) from adevice, said short packets
(400B) lacking a key ID field identifying a key
agreed upon between the apparatus and the de-
vice; and

a decoder configured to:

decode (504A), using a first default key ID,
some of the received short packets,
participate (506A) in a re-keying procedure
with the device, wherein, during the re-key-
ing procedure, the apparatus receives ad-
ditional packets from the device thatinclude
a key ID field,

determine a second default Key ID based
on receipt of a packet including a key ID
field set to the second default key ID, and
decode (508A), using the second default
key ID established during the re-keying pro-
cedure, some of the received short packets
after the re-keying procedure.

The apparatus of claim 1, wherein the key ID field
identifies the first default key ID.

The apparatus of claim 1, wherein the decoder is
further configured to determine the re-keying proce-
dure is complete after receiving more short packets
that lack a key ID field.

An apparatus forwireless communications, compris-
ing:

an encoder configured to:

encode (602A), using a first default key ID,
first short packets (400B) that lack a key ID
field identifying a key agreed upon between
the apparatus and a device,

participate (604A) in a re-keying procedure
with the device, and encode (606A), using
a second default key ID established during
the re-keying procedure, second short
packets that lack the key ID after the re-
keying procedure, wherein, during the re-
keying procedure, the apparatus transmits
packets to the device that include a key ID
field; and

a transmitter (608A) configured to transmit the
first and second short packets, wherein the ap-
paratus is configured to indicate the second de-
fault Key ID based on transmission of a packet
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including a key ID field set to the second default
key ID.

The apparatus of claim 4, wherein the key ID field
identifies the first default key ID.

The apparatus of claim 4, wherein the apparatus is
configured to indicate the rekeying procedure is com-
plete by transmitting the second short packets that
lack a key ID field.

A method (500) for wireless communications by an
apparatus, comprising:

receiving (502) short packets (400B) from a de-
vice, said short packets (400B) lacking a key ID
field identifying a key agreed upon between the
apparatus and the device;

decoding (504), using afirstdefaultkey ID, some
of the received short packets;

participating (506) in a re-keying procedure with
the device, wherein, during the re-keying proce-
dure, the apparatus receives additional packets
from the device that include a key ID field;
determining a second default Key ID based on
receipt of a packet including a key ID field set to
the second default key ID; and

decoding (508), using the second default key ID
established during the rekeying procedure,
some of the received short packets after the re-
keying procedure.

The method of claim 7, wherein the key ID field iden-
tifies the first default key ID.

The method of claim 7, further comprising determin-
ing the re-keying procedure is complete after receiv-
ing more short packets that lack a key ID field.

10. A method (600) for wireless communications by an

apparatus, comprising:

encoding (602), using a first default key ID, first
short packets (400B) that lack a key ID field iden-
tifying a key agreed upon between the apparatus
and a device;

participating (604) in a re-keying procedure with
the device, wherein, during the re-keying proce-
dure, the apparatus transmits packets to the de-
vice that include a key ID field;

indicating a second default Key ID based on
transmitting a packet including a key ID field set
to the second default key ID;

encoding (606), using the second default key ID
established during the rekeying procedure, sec-
ond short packets that lack the key ID after the
re-keying procedure; and

transmitting (608) the first and second short
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packets.

The method of claim 10, wherein the key ID field
identifies the first default key ID.

The method of claim 10, further comprising indicating
the re-keying procedure is complete by transmitting
the second short packets that lack a key ID field.

The method of claim 10, wherein:

the first and second short packets are encoded
using a Pairwise Transient Key, PTK.

The method of claim 10, wherein:

the first and second short packets are encoded
using a Group Temporal Key, GTK.

A computer program comprising executable instruc-
tions for causing at least one computer to perform a
method according to one of the claims 7 to 9 or 10
to 14 when executed.

Patentanspriiche

1.

Vorrichtung zur drahtlosen Kommunikation aufwei-
send:

Empfanger (502A), welcher eingerichtet ist, um
kurze Pakete (400B) von einem Gerat zu emp-
fangen, wobei es den kurzen Paketen (400B)
an einem Schissel ID Feld mangelt, welches
einen zwischen der Vorrichtung und dem Gerat
vereinbarten Schllssel identifiziert; und
Decoder, welcher eingerichtet zum:

Dekodieren (504A), unter Verwendung ei-
ner ersten voreingestellten Schlissel ID, ei-
niger der empfangenen kurzen Pakete,
Teilnehmen (506A) an einem Neuschlis-
selzuteilungsvorgang mit dem Gerat, wo-
bei, wahrend des Neuschlisselzuteilungs-
vorgangs, die Vorrichtung zusatzliche Pa-
kete von dem Gerat empfangt, welche ein
Schlissel ID Feld beinhalten,

Bestimmen einer zweiten voreingestellten
Schlissel ID basierend auf Empfangen ei-
nes Pakets, in welchem ein Schlissel ID
Feld auf die zweite voreingestellte Schlis-
sel ID gesetzt wird, und

Dekodieren (508A), unter Verwendung der
zweiten voreingestellten Schlissel ID, wel-
che wahrend des Neuschlisselzuteilungs-
vorgangs gebildet wird, einiger der empfan-
genenkurzen Pakete nach dem Neuschlis-
selzuteilungsvorgang.

10

15

20

25

30

35

40

45

50

55

13

Vorrichtung gemanR Anspruch 1, wobei das Schlis-
sel ID Feld die erste voreingestellte Schlussel 1D
identifiziert.

Vorrichtung gemafl Anspruch 1, wobei der Decoder
weiterhin eingerichtet ist zum Bestimmen, dass der
Neuschlisselzuteilungsvorgang, nach Empfangen
von mehreren kurzen Paketen, welchen es an einem
Schlussel ID Feld mangelt, abgeschlossen ist.

Vorrichtung zur drahtlosen Kommunikation aufwei-
send:

Encoder eingerichtet zum:

Codieren (602A), unter Verwendung einer
ersten voreingestellten Schlissel ID, von
ersten kurzen Paketen (400B), welchen es
an einem Schlissel ID Feld mangelt, wel-
ches einen zwischen der Vorrichtung und
einem Gerat vereinbarten Schlussel identi-
fiziert, Teilnehmen (604A) an einem Neu-
schlisselzuteilungsvorgang mitdem Gerat,
und

Codieren (606A), unter Verwendung einer
zweiten voreingestellten Schlissel ID, wel-
che wahrend des Neuschlisselzuteilungs-
vorgangs gebildet wird, von zweiten kurzen
Paketen, welchen es an der Schlissel ID
mangelt, nach dem
Neuschlisselzuteilungsvorgang,  wobei,
wahrend des Neuschlisselzuteilungsvor-
gangs, die Vorrichtung Pakete an das Gerat
Ubermittelt, welche ein Schlissel ID Feld
beinhalten; und

Ubermittler (608A), welcher eingerichtet ist,
um die ersten und zweiten kurzen Pakete
zu Ubermitteln, wobei die Vorrichtung ein-
gerichtet ist, um die zweite voreingestellte
Schliissel ID basierend auf Ubermittlung ei-
nes Pakets, in welchem ein Schlissel ID
Feld auf die zweite voreingestellte Schlis-
sel ID gesetzt wird, anzuzeigen.

Vorrichtung gemaR Anspruch 4, wobei das Schlis-
sel ID Feld die erste voreingestellte Schlussel ID
identifiziert.

Vorrichtung gemaR Anspruch 4, wobei die Vorrich-
tung eingerichtet ist, um durch Ubermitteln der zwei-
ten kurzen Pakete, welchen es an einem Schllssel
ID Feld mangelt, anzuzeigen, dass der Neuschlis-
selzuteilungsvorgang abgeschlossen ist.

Verfahren (500) zur drahtlosen Kommunikation
durch eine Vorrichtung umfassend:

Empfangen (502) von kurzen Paketen (400B)
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von einem Geréat, wobei es den kurzen Paketen
(400B) an einem Schlissel ID Feld mangelt,
welches einen zwischen der Vorrichtung und
dem Gerat vereinbarten SchlUssel identifiziert;
Decodieren (504), unter Verwendung einer ers-
ten voreingestellten Schlissel ID, einiger der
empfangenen kurzen Pakete;

Teilnehmen (506) an einem Neuschlisselzutei-
lungsvorgang mit dem Gerat, wobei, wahrend
des Neuschlusselzuteilungsvorgangs, die Vor-
richtung zusatzliche Pakete von dem Gerat
empfangt, welche ein Schlissel ID Feld bein-
halten;

Bestimmen einer zweiten voreingestellten
Schlissel ID basierend auf Empfangen eines
Pakets, in welchem ein Schlissel ID Feld auf
die zweite voreingestellte Schlissel ID gesetzt
wird; und

Decodieren (508), unter Verwendung der zwei-
ten voreingestellten Schlissel ID, welche wah-
rend des Neuschlusselzuteilungsvorgangs ge-
bildet wird, einiger der empfangenen Pakete
nach dem NeuschlUsselzuteilungsvorgang.

Verfahren geman Anspruch 7, wobei das Schlissel
ID Feld die erste voreingestellte Schlissel ID iden-
tifiziert.

Verfahren gemar Anspruch 7, weiterhin umfassend
Bestimmen, dass der Neuschlisselzuteilungsvor-
gang, hach Empfangen von mehreren kurzen Pake-
ten, welchen es an einem Schlissel ID Feld mangelt,
abgeschlossen ist.

Verfahren zur drahtlosen Kommunikation durch eine
Vorrichtung umfassend:

Codieren (602), unter Verwendung einer ersten
voreingestellten Schlissel ID, vonersten kurzen
Paketen (400B), welchen es an einem Schlissel
ID Feld mangelt, welches einen zwischen der
Vorrichtung und einem Gerat vereinbarten
SchlUssel identifiziert;

Teilnehmen (604) an einem Neuschlisselzutei-
lungsvorgang mit dem Gerat, wobei, wahrend
des Neuschlusselzuteilungsvorgangs, die Vor-
richtung Pakete an das Gerat Ubermittelt, wel-
che ein Schlissel ID Feld beinhalten;
Anzeigen einer zweiten voreingestellten
Schliissel ID basierend auf Ubermitteln eines
Pakets, in welchem ein Schlissel ID Feld auf
die zweite voreingestellte Schlissel ID gesetzt
wird;

Codieren (606), unter Verwendung der zweiten
voreingestellten Schlussel ID, welche wahrend
des Neuschliusselzuteilungsvorgangs gebildet
wird, von zweiten kurzen Paketen, welchen es
an der Schlissel ID mangelt, nach dem
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Neuschlisselzuteilungsvorgang; und
Ubermitteln (608) von ersten und zweiten kur-
zen Paketen.

Verfahren gemaf Anspruch 10, wobeidas Schlissel
ID Feld die erste voreingestellte Schlissel ID iden-
tifiziert.

Verfahren gemaRr Anspruch 10 weiterhin umfassend
Anzeigen durch Ubermitteln der zweiten kurzen Pa-
kete, welchen es an einem Schlissel ID Feld man-
gelt, dass der Neuschlisselzuteilungsvorgang ab-
geschlossen ist.

Verfahren gemaR Anspruch 10, wobei:

die ersten und zweiten kurzen Pakete unter Ver-
wendung eines Pairwise Transient Key, PTK,
codiert werden.

Verfahren gemaR Anspruch 10, wobei:

die ersten und zweiten kurzen Pakete unter Ver-
wendung eines Group Temporal Key, GTK, co-
diert werden.

Computerprogram aufweisend ausflihrbare Anwei-
sungen zum Veranlassen zumindest eines Compu-
ters um ein Verfahren nach einem der Anspriiche 7
bis 9 oder 10 bis 14 durchzuflihren, wenn das Com-
puterprogramm ausgefiihrt wird.

Revendications

1.

Un équipement de communication sans fil,

comprenant :

un récepteur (502A) configuré pour recevoir des
paquets courts (400B) en provenance d’un dis-
positif, lesdits paquets courts (400B) étant dé-
pourvus de champ d’identifiant de clé identifiant
une clé convenue entre l'équipement et le
dispositif ; et

un décodeur configuré pour :

décoder (504A), en utilisant un premier
identifiant de clé par défaut, certains des
paquets courts regus,

participer (506A) & une procédure de retrai-
tement de clé avec le dispositif, ou durant
la procédure de retraitement de clé I'équi-
pement recoit des paquets additionnels en
provenance du dispositif qui inclut un
champ d’identifiant de clé,

déterminer un second identifiant de clé par
défaut sur la base de la réception d’un pa-
quet incluant un champ d’identifiant de clé
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positionné sur le second identifiant de clé
par défaut, et

décoder (508A), en utilisant le second iden-
tifiant de clé par défaut établi durant la pro-
cédure de retraitement de clé, certains des
paquets courts regus apres la procédure de
retraitement de clé.

L’équipement de la revendication 1, dans lequel le
champ d’identifiant de clé identifie le premier identi-
fiant de clé par défaut.

L’équipement de la revendication 1, dans lequel le
décodeur est enoutre configuré pour déterminer que
la procédure de retraitement de clé est achevée
apres réception d’un plus grand nombre de paquets
courts qui sont dépourvus de champ d’identifiant de
clé.

Un équipement de communication sans fil,
comprenant :

un codeur configuré pour :

coder (602A), en utilisant un premier iden-
tifiant de clé par défaut, des premiers pa-
quets courts (400B) qui sont dépourvus de
champ d’identifiant de clé identifiant une clé
convenue entre 'équipement et un disposi-
tif,

participer (604A) a une procédure de retrai-
tement de clé avec le dispositif, et coder
(606A), en utilisant un second identifiant de
clé par défaut établi durant la procédure de
retraitement de clé, des seconds paquets
courts qui sont dépourvus de l'identifiant de
clé aprés la procédure de retraitement de
clé, ou, durant la procédure de retraitement
de clé, 'équipement émet des paquets vers
le dispositif qui incluent un champ d’identi-
fiant de clé ; et

un émetteur (608A) configuré pour émettre les
premier et second paquets courts, 'équipement
étant configuré pour indiquer le second identi-
fiant de clé par défaut sur la base de I'émission
d’'un paquet incluant un champ d’identifiant de
clé positionné avec le second identifiant de clé
par défaut.

L’équipement de la revendication 4, dans lequel le
champ d’identifiant de clé identifie le premier identi-
fiant de clé par défaut.

L’équipement de la revendication 4, dans lequel
I'équipement est configuré pour indiquer que la pro-
cédure de retraitement de clé est achevée par émis-
sion des seconds paquets courts qui sontdépourvus
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de champ d’identifiant de clé.

Un procédé (500) de communication sans fil par un
équipement, comprenant :

recevoir (502) des paquets courts (400B) en pro-
venance d’un dispositif, lesdits paquets courts
(400B) étant dépourvus de champ d’identifiant
de clé identifiant une clé convenue entre I'équi-
pement et le dispositif ;

décoder (504), en utilisant un premier identifiant
de clé par défaut, certains des paquets courts
recus,

participer (506) a une procédure de retraitement
de clé avec le dispositif, ou durant la procédure
de retraitement de clé I'équipement recoit des
paquets additionnels en provenance du dispo-
sitif qui inclut un champ d’identifiant de clé,
déterminer un second identifiant de clé par dé-
faut sur la base de la réception d’un paquet in-
cluant un champ d’identifiant de clé positionné
sur le second identifiant de clé par défaut, et
décoder (508), en utilisant le second identifiant
de clé par défaut établi durant la procédure de
retraitement de clé, certains des paquets courts
regus apres la procédure de retraitement de clé.

Le procédé de la revendication 7, dans lequel le
champ d’identifiant de clé identifie le premier identi-
fiant de clé par défaut.

Le procédé de la revendication 7, comprenant en
outre la détermination que la procédure de retraite-
ment de clé est achevée aprés réception d’un plus
grand nombre de paquets courts qui sontdépourvus
d’un champ d’identifiant de clé.

Un procédé (600) de communication sans fil par un
équipement, comprenant :

coder (602), en utilisant un premier identifiant
de clé par défaut, des premiers paquets courts
(400B) qui sont dépourvus de champ d’identi-
fiant de clé identifiant une clé convenue entre
’équipement et un dispositif ;

participer (604) a une procédure de retraitement
de clé avec le dispositif, ou, durant la procédure
de retraitement de clé, 'équipement émet des
paquets vers le dispositif qui incluent un champ
d’identifiant de clé ;

indiquer un second identifiant de clé par défaut
basé sur '’émission d’'un paquet comprenant un
champ d’identifiant de clé positionné sur le se-
cond identifiant de clé par défaut ;

coder (606), en utilisant le second identifiant de
clé par défaut établi durant la procédure de re-
traitement de clé, des seconds paquets courts
qui sont dépourvus d’identifiant de clé aprés la
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procédure de retraitement de clé ; et
émettre (608) les premier et second paquets
courts.

Le procédé de la revendication 10, dans lequel le
champ d’identifiant de clé identifie le premier identi-
fiant de clé par défaut.

Le procédé de la revendication 10, comprenant en
outre lindication que la procédure de retraitement
de clé est achevée par émission des seconds pa-
quets courts qui sont dépourvus de champ d’identi-
fiant de clé.

Le procédé de la revendication 10, dans lequel :

le premier et le second paquet court sont codés
en utilisant une clé transitoire appariée, PTK.

Le procédé de la revendication 10, dans lequel :

les premier et second paquets courts sont codés
en utilisant une clé temporaire de groupe, GTK.

Un programme informatique comprenant des ins-
tructions exécutables pour faire en sorte qu’au moins
un calculateur mette en oeuvre un procédé selon
'une des revendications 7a9ou 10 a 14 lorsqu’elles
sont exécutées.
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500

\\

K502

RECEIVE SHORT PACKETS FROM A DEVICE, SAID SHORT PACKETS
LACKING A KEY ID FIELD IDENTIFYING A KEY AGREED UPON BETWEEN
THE APPARATUS AND THE DEVICE

¢ 504

DECODE, USING A FIRST DEFAULT KEY ID, SOME OF THE RECEIVED SHORT
PACKETS

* 506

PARTICIPATE IN A RE-KEYING PROCEDURE WITH THE DEVICE

; 508

DECODE, USING A SECOND DEFAULT KEY ID ESTABLISHED DURING THE
RE-KEYING PROCEDURE, SOME OF THE RECEIVED SHORT PACKETSAFTER
THE RE-KEYING PROCEDURE

FIG. 5
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500\

MEANS FOR RECEIVING SHORT PACKETS FROM A DEVICE, SAID SHORT
PACKETS LACKING A KEY ID FIELD IDENTIFYING A KEY AGREED UPON
BETWEEN THE APPARATUS AND THE DEVICE

¢ KS 04A

MEANS FOR DECODING, USING A FIRST DEFAULT KEY ID, SOME OF THE
RECEIVED SHORT PACKETS

{ -506A

MEANS FOR PARTICIPATING IN A RE-KEYING PROCEDURE WITH THE
DEVICE

¢ ~508A

MEANS FOR DECODING, USING A SECOND DEFAULT KEY ID ESTABLISHED
DURING THE RE-KEYING PROCEDURE, SOME OF THE RECEIVED SHORT
PACKETSAFTER THE RE-KEYING PROCEDURE

KS 02A

FIG. 5A
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600

\,\

f602

ENCODE, USING A FIRST DEFAULT KEY ID, FIRST SHORT PACKETS THAT
LACK A KEY ID FIELD IDENTIFYING A KEY AGREED UPON BETWEEN THE
APPARATUS AND A DEVICE

¢ 604

PARTICIPATE IN A RE-KEYING PROCEDURE WITH THE DEVICE

* 606

ENCODE, USING A SECOND DEFAULT KEY ID ESTABLISHED DURING THE
RE-KEYING PROCEDURE, SECOND SHORT PACKETS THAT LACK THE KEY
ID AFTER THE RE-KEYING PROCEDURE

‘ 608

TRANSMIT THE FIRST AND SECOND SHORT PACKETS

FIG. 6
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6OOA\\
A602A

MEANS FOR ENCODING, USING A FIRST DEFAULT KEY ID, FIRST SHORT
PACKETS THAT LACK A KEY ID FIELD IDENTIFYING A KEY AGREED UPON
BETWEEN THE APPARATUS AND A DEVICE

¢ 6044
MEANS FOR PARTICIPATING IN A RE-KEYING PROCEDURE WITH THE
DEVICE
Y A606A

MEANS FOR ENCODING, USING A SECOND DEFAULT KEY ID ESTABLISHED
DURING THE RE-KEYING PROCEDURE, SECOND SHORT PACKETS THAT
LACK THE KEY ID AFTER THE RE-KEYING PROCEDURE

v 608A

MEANS FOR TRANSMITTING THE FIRST AND SECOND SHORT PACKETS

FIG. 6A
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