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the data on the terminal display; comparing the displayed second ID unit with a corresponding second ID unit physically presented by
the person being identified; acknowledging a match at the POI terminal; storing first, second ID units and transaction information as
transaction record; and adjusting identification quality scores based on historical data.
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SYSTEM AND METHOD OF ASSESSING THE QUALITY OF AN

IDENTIFICATION TRANSACTION USING AN IDENTIFICATION QUALITY
SCORE

RELATED APPLICATION

This i1s a Continuation-in-Part of Application Serial
Number 08/684,677 filed July 19, 1996, which is a
Continuation-in-Part of Application Serial Number 08/436,146,
filed May 8, 1995, now U.S.Patent No. 5,657,389, issued
August 12, 1997.

FIELD OF THE INVENTION

The present invention relates to the field of identity
verification. Specifically, the invention is directed to a
system and method of assessing the quality of an
identification transaction. The system and method utilizes a
remote database including an identification quality score
database, wherein an identification quality score is
maintained for each user of the system. While the system and
method will be described herein with respect to non cash-
based financial transactions, such as credit card and check-
based financial transactions, it should be understood that
the invention 1is applicable to any situation where the
possibility for identity-based fraud exists, such as banking
transactions, welfare distributions, voting, firearms sales,
healthcare, airline tickets, immigration and naturalization,

and other law enforcement situations.
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BACKGROUND OF THE INVENTION

Positive identity verification is critical in many tyges
of transactions and security procedures. For example,
signatures, fingerprints or images of faces are compared to
establish identity. Creation of fraudulent identities or the
misrepresentation of an individual’s identity can result in
fraudulent transactions and the breach of security systems.
At present, such positive identification means as driver'’s
licenses, picture identification cards, hand-written
signatures, perscnal identification numbers, fingerprints,
retinal scans, voice prints and other ways of uniquely
identifying personal characteristics are used. However,
these prior art methods of identity verification exhibit one
or more of the following deficiencies: 1) they do not offer
sufficient reliability for most positive personal
identification applications; 2) the technology required for
their implementation is too expensive for wholesale adoption
by entire industries; 3) they do not offer ease of use, which
is critical for most applications of personal identification;
4) the technology required to implement them in a wide-scale
manner 1s not vyet mature enough to guarantee sufficient
reliability; 5) the recurring cost of using technology is too
high for most applications of personal identification; 6) the
data used for identity verification is not maintained in a
secure manner and is almost universally held by the person
presenting it as the form of verification, thereby allowing
for fraudulent alteration of the verification data; 7)
processes for building accurate verification databases for
wide-spread use are impractical; and 8) the process of
verification does not include sufficient steps to ensure that
the individual responsible for identity verification 1is
accountable to ensure that identity verification is

accurately performed.
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One class of situations where positivé identification is
essential involves non cash-based financial transactio;s,
including credit/debit card and check-based financial
transactions. Credit cards are an increasingly popular means
for consumers to complete transactions. However, part of the
costs incurred for the convenience of using credit cards is
the burgeoning growth of credit card fraud. Because there
are trillions of dollars of credit card transactions made
each year, which depend on the fact that the person
presenting the form of payment is actually the person having
the legal right to use the underlying account, even a small
percentage of fraudulent transactions results in billions of
lost dollars. The cost of this fraud is paid for,
indirectly, by consumers in the form of higher credit card
interest rates and fees and, in part, by merchants accepting
such credit cards in the form of higher transaction
commissions. Check fraud is also a significant problem faced
by consumers and financial institutions.

Methods used to combat fraud have been the use of
holographic images on credit cards, the need for a validation
requester to obtain transaction approval, the encoding of
cardholder information on magnetic strips on the back of the
card, as well as signature verification. A number of patents
have issued on identification devices and methods. Of
particular note is U.S. Patent No. 5,321,751, issued to Ray,
et al. on June 14, 1994. Other prior art references of note
are U.S. Patent 5,337,358, issued to Axelrod, et al. on
August 9, 1994, U.S. Patent No. 5,095,196, issued to Miyata
on March 10, 19%2, U. S. Patent No. 5,259,025, issued to
Monroe, et al. on November 2, 1993, U.S. Patent No.
4,995,081, issued to Leighton, et al. on February 19, 1991,
U.S. Patent No. 4,991,205, issued to Lemelson on February 5,
1991, U.S. Patent No. 5,053,608, issued to Senanayake on
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October 1, 1991, U.S. Patent No. 5,131,038, issued to Puhl,
et al. on July 14, 1992 and U.S. Patent No. 4,993,068, iss&ed
to Piosenka, et al. on February 12, 1991. As noted above,
one of the underlying deficiencies of all of these prior art
identification systems is that they all rely, in some manner,
on information encoded on the credit card being presented.
While some of these references include sophisticated
encryption algorithms, the fact remains that giving access to
the information to the card users lends itself to the
potential for reverse engineering and overcoming even the
most sophisticated of encryption means.

In recent past, Citibank introduced a credit card with a
digital likeness of the authorized user provided on the card
itself. As the Ray patent discloses, the photographic image
on the Citibank card resulted in an initial drop in fraud in
the New York test market estimated as high as 67 percent.
However, as Ray also explains, the Citibank photo cazxd
system, like other forms of identity verification that are
distributed to the public, will eventually be defeated by
sophisticated counterfeiting.

An additional difficulty with most prior art
verification methods 1is that they all require the use of a
special credit card incorporating some form of identification
means. Thus, in order for their use to gain widespread
acceptance, replacement of existing credit cards and credit
manufacturing equipment must be accomplished.

On August 12, 1997, the assignee of the present
invention was granted U.S. Patent No. 5,657,389, which
discloses a significant advance in positive identification
systems and methods and which is fully incorporated herein by
reference. This system and method segregates the
identification medium from the credit card or the like, in an

attempt to curb the likelihood of fraudulent transactions.
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However, even the sophisticated, distributed positive
identification system and method taught in the ‘389 Patgnt
could be overcome by fraudulent system registrations, where
criminals manufacture identities and either fraudulently
register these identities 1in association with credit card

accounts owned by others or obtain separate accounts

associated with their fraudulent identities. In these
situations, even one or two fraudulent transactions
perpetrated on a fraudulent account , when combined with the

ability to obtain a number of such fraudulent identities and
account associations, can result 1in significant identity-
based fraud losses.

Accordingly, the disclosed invention offers a system and
method of assessing the quality of a particular
identification transaction, which 1is aimed at identifying
transactions where heightened scrutiny should be instituted.
Conversely, the disclosed system and method also identifies
those identification transactions where there is little or no
possibility that a identity-based fraud is occurring.

SUMMARY OF THE INVENTION

The present invention provides a system and method of
assessing the quality of an identification transaction. The
method comprises registering a plurality of persons to be
identified by providing at least two identification units
corresponding to each person and storing the identification
units in an identification database. When persons to be
identified are initially registered, an identification
quality score is assigned to each person. When a registered
person initiates a transaction where positive identification
of that person is desired, the person will present a first
identification unit at a point of identification. The first
identification unit will be accepted and input into a point

of identification terminal. The point of identification
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terminal will then establish a communications link Dbetween
the point of identification terminal and the identificatzon
database. Next, the point of identification terminal will
transmit the first identification unit to the identification
database. The identification database will then be searched
and at least a second of the identification units stored in
the identification database will be retrieved along with the
identification quality score assigned to the person
corresponding to the received first identification
information unit. The second identification information unit
and the identification quality score or a derivative thereof
are then transmitted to the point of identification terminal
over the communications link.

The second identification information unit and the
identification quality score or derivative are then displayed
on a display device at the point of identification terminal.
The person responsible for the positive identification of the
person initiating the transaction will then compare the
displayed identification unit with a corresponding
identification unit physically presented by the person being
identified at the point of identification terminal. In an
alternative embodiment, an automated biometric matching
system may be used, such as a fingerprint or retinal image
comparison system.

If a match exists between the displayed identification
information unit and the corresponding identification
information unit physically presented by the person being
identified, the person tasked with the identification process
will acknowledge the same by entering a command into the
point of identification terminal. The first and second
identification information units along with relevant
transaction information will be stored at the remote database

site as a transaction record. Finally, the identification
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quality score stored at the remote database site will be
-
adjusted based on historical data acquired and stored at the

remote database site.

DESCRIPTION OF THE DRAWINGS

These and other features and advantages of the present
invention will be better understood by reading the following
detailed description, taken together with the drawings
wherein:

FIG. 1 is a block diagram of a point of identification
terminal showing the various components contained therein;

FIG. 2 is a perspective view of the preferred embodiment
of the point of identification terminal, which would be
available for use at a point of sale or the like;

FIG. 3 is a block diagram of components of a positive
identification system and the communication flowpath
established between the point of identity verification and
the remote database storage and retrieval center, which is
where a comprehensive database of photographic images of
persons to be identified is maintained and accessed for
transmission to the point of identification;

FIG. 4 is an upper level system architecture drawing
showing a number of database storage and retrieval centers
networked over a global high speed network;

FIG. 5 is a block diagram showing a system user log-on
method, which requires a system user to input a smart card
including a large, unigque user identification number and
memorized personal idenﬁification number (PIN) into the
positive identification terminal in order to gain access to
the remote database site in order to verify each transaction;

and
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FIG. 6 is a flow chart showing a method of assessing the
“~
quality of an identification transaction utilizing an

identification quality score.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention provides a system and method of
assessing the quality of an identification transaction, which
is used in conjunction with a system and method of
developing, maintaining and using a secure and authentic
database of digital photographic images, signatures or other
data unique to individuals for positive identification
purposes, such as the system disclosed in U.S. Patent No.
5,657,389, which is commonly owned by the assignee of the
present invention and is fully incorporated herein by
reference.

The system includes a means for accessing the database
in a secure and cost-effective manner, a means for performing
positive identification transactions including a means of
assessing the quality of the identification transactions, and
a distributed database update and retrieval system, which
allows for low cost operation, ease of use, stability and
robustness for vast numbers of wverification requests
originating from worldwide locations. The identification
quality score of the present invention 1is used to rate
identification transactions, based on historical data
acquired and maintained at the remote database site, which
assists individuals tasked with identifiéation duties in
rapidly identifying those identification transactions where
heightened scrutiny should be applied either because there 1is
an increased risk of the perpetration of identity-based fraud
or the particular person being positively identified 1is a
relatively new registrant with the system and has not yet

established an identification history.



10

15

20

25

30

WO 00/07152 PCT/US99/14568

The system will be disclosed hereih with particular
references to a point of sale system, where a credit card.ér
other non cash-based financial instrument, such as a personal
check, is presented by a consumer, Or presenter, in order to
make a purchase. Thus, the disclosure will make particular
references to credit card accounts, checking account numbers,
and the like. However, it is understood that the system and
method disclosed herein is adaptable to any application where
positive identification of a person is required. Such
alternative applications comprise other banking transactions,
firearms sales, food stamp reimbursement and a host of other
applications related to the welfare, voting, law enforcement,
health care, airline, immigration and naturalization fields,
which will be discussed in more general terms below.

Referring now to the figures, a positive identification
system in accordance with the disclosed invention is shown.
A point of identification terminal 1 is located at a point of
identification, namely, a location where the identity of
persons present is required to be verified. The point of
identification terminal comprises a standard magnetic strip
reader 4, an optional bar code reader 4’, a check scanner 47,
all of which are well known in the art, an input keypad 5, a
display 6, which 1is preferably a miniature flat panel
display, a controller 7, and an internal communication modem
or other communication means 8.

Although the rate of data exchange may vary depending on
the availability of quality phone lines or other means of
data transmission, such as a dedicated wide area network, a
satellite communication link or other wireless communications
link, such as analog or digital cellular telephone
communications, the system would preferably transmit data at
a rate of at least 1,200 baud per second (bps). However,

quality data transmission media will allow for the data
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exchange at rates of 9,600 bps 14,400 bps, 28,800 bps or even
higher baud rates. *

In credit card transactional situation, the point of
identification would be the point of sale, which typically
incorporates a cash register and prior art credit card
verification systems. Upon presentation of a standard credit
card 2, the store clerk or other individual responsible for
positive identification would input the credit card account
number into the point of identification terminal 1. The
preferred method of inputting the credit card information
would be by swiping the credit card through the standard
magnetic strip reader 4. The magnetic strip reader 4 would
read credit card account information, which 1is currently
encoded on magnetic strips on the reverse side of virtually
all credit cards. In the alternative, 1if the magnetic strip
containing the account data 1s corrupted, which routinely
occurs due to either wear or contact with a powerful magnetic
field, the identifier would simply read the account number
off of the credit card, where it is typically provided in
embossed or printed characters, and input the credit card
account number into the point of identification terminal
using keypad 5. Another alternate means of inputting the
credit card account information into the point of
verification terminal would be to utilize a coded medium such
as a bar code. In this embodiment, the magnetic strip reader
4 would be replaced by a standard bar code reader to transfer
its data to the code reader 4’ and onto controller 7.

Another embodiment of the invention would include check
scanner 4”, which would be used to scan checking account
number information off a standard personal or company check,
which would expand the role of the system from credit/debit
card transaction identity verification to checking related

transactions as well.

10
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In addition to the credit card or‘ checking account
information, the identifier could manually input any otﬁer
information needed to aide in the identity verification
process via keypad 5. Such additional information could be
whether the presenter is male or female, in which case the
keypad could incorporate a specific key to correspond to the
male - female choice 5’ or whether the presenter is a
dependent of the credit card owner, in which case the keypad
would incorporate a specific key 57 to correspond to
dependent choice. Alternatively, a simple scroll key could
be included to allow an identifier to simply scroll through
all of the authorized users of a particular account.

Once the account number is entered into the point of
identification terminal 3, the terminal initiates
communications via its internal communication means, which
may include a modem 8, wide area network (WAN) device 8’, a
wireless communications transceiver 8” or the like to one of
a number of remote database storage sites 9-11. Acceptable
forms of communications links include public phone lines 12,
dedicated network means 12’ or wireless communications links
12’7 such as analog or digital cellular telephone systems or
satellite communications links. The actual site accessed
would be a function of availability and loading on the public
access phone lines, network availability, retrieval site
availability or other system availability criteria at the
time the terminal initiates communication with a remote
database site.

Communications are then established with an input/output
controller 13 at the remote database storage site through a
modem bank 14 at the database storage site, the controller 13
then initiates a query to the point of identification
terminal 3 to verify that the terminal has the appropriate

authority to access the remote database site and is a wvalid

11
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device. One simple and cost effective method of performing
this query is to use commonly available caller ID technolggy
to ensure that the request for data has originated from an
authorized telephone line. Additionally, a software key may
be incorporated into each point of identification terminal
which will respond in a predetermined manner when queried by
a remote database storage site.

Once controller 13 verifies that the requesting point of
identification terminal 1 1is a valid device and has the
appropriate access privilege, the terminal will be allowed to
transmit an information request, which includes the account
number input into the point of identification terminal, to
the remote database storage site. The information request is
also received by input/output controller 13, over a high
speed network 15. The high speed network may be fiber
distributed data interface (FDDI), asynchronous transfer mode
(ATM) or any other suitable cost effective high speed
network. The information request is then routed to one of a
number of database servers 16-17 where the credit card
account data is processed.

The selected server then accesses a set of high speed,
high reliability disk arrays 19-22 and retrieves the digital
photographic image (s), biometric or other unique
identification information associated with the account
information included in the information request received by
the database server.

Also maintained at the remote database site, 1in disk
arrays 19-22, 1is an identification quality score database.
This database maintains identification quality scores, which
score identities and account numbers in terms of the
probability that they are susceptible to identity-based
fraud. As can be appreciated, even a highly sophisticated

positive identification system can be susceptible to

12
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identity-based fraud. For example, those identification
documents required to enroll is such systems, includi%g
drivers’ licenses, social security cards, military
identification cards, birth certificates and the 1like, are
themselves susceptible to forgery. If a forged document were
used by a criminal to pass him or herself off as an
authorized user of an account, then that criminal would be in
a position to perpetrate at least one fraudulent transaction
on any given account before the fraud can be identified.

Thus, there is a need to identify those transactions
where a heightened level of scrutiny should be utilized by
those system users tasked with identity verification. For
example, when a new person enrolls with a provider of a
positive identification system of the type described herein,
an initial number of transactions should be highly
scrutinized. Thus, upon enrollment, a relatively low
identification quality score may be assigned to a series of
account numbers corresponding to those “owned” by the new
enrollee and enrolled in the system.

There may be predetermined, additional identification
measures required 1if a particular identification quality
score associated with an account falls below certain
threshold levels. For example, during the first month of an
individual’s enrollment in the system, the quality score may
be at a level where a store clerk is required to request at
least one additional photographic identification card from a
store patron. Of course, as time progresses and an enrollee
initiates a number of financial or other transactions where
identification is required and none of those transactions are
questioned, then an individual identification quality score
may be upgraded.

On the other hand, an individual identification guality

score may also be reduced or degraded based on a number of

13
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factors. For example, if an enrollee or a merchant questions
one or more financial transactions that were initiated usi%g
one or more of an enrollee’s accounts, then the
identification quality score associated with those accounts
may be reduced to a level where heightened identification
scrutiny is required.

Of course the maintenance of the identification quality
score database may be partially or totally automated. For
example, the system may be designed to upgrade or degrade
individual quality scores based on predetermined
transactional situations, such as a number of transactions
completed without raising any questions or the occurrence of
a questioned transaction. Other identity Dbased fraud
indicators may be designed into the system as well, such as
an individual enrolling an abnormally large number of
accounts with the system in a short period of time or a large
number of accounts under different names using a common
address. These types of automated checks are especially
suited to large scale databases zrunning on high speed
computers.

In addition to retrieving identification information
units and identification quality scores stored at the remote
database site, the database site would be configured to allow
input/output controller 13 to initiate additional information
requests from outside information databases. One such
scenario envisioned in the credit card processing example
would be for the database site to query any one of a number
of existing credit authorization agencies (CAA) to verify
that the credit card account being processed is wvalid and
within its pre-approval credit limit. An alternate
embodiment would be to have the remote database storage and

retrieval site(s) co-located at a one or more CAA sites.

14
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Thus, a system user, who would be thé sales clerk in a
retail establishment, would only need to input the cregit
card information 1into one device and would receive both
credit approval and identification information from a single
source. In this scenario, input/output controller 13 would
initiate a credit authorization reguest to and outside CAA 23
through modem bank 14 over public access telephone lines 12
or through a WAN connection 14’ over wide area network 12’ or
the like. If the amount of the transaction is approved by
the CAA 23, the database site would receive the credit
approval code from the CAA and retransmit the code to the
point of verification terminal along with the digital image
information or other unique data over its established
communications link. The credit approval code would be
displayed either on the display means 6 of the point of
verification terminal or, in the alternative, on an optional
second display means 6'.

The point of identification terminal receives
identification information units and credit approval
information requested from outside services via modem 8, WAN
device 8’ or wireless transceiver 8’’ and <routes the
information to <controller 7, which would ©process the
information received and display the identification
information wunit, such as a digital photographic image,
received on display device 6.

In one embodiment of the invention, the identification
information units are stored at the remote database storage
site in a compressed state and are transmitted to the point
of identification terminal in the compressed state so as to
minimize the time associated with a particular transaction.
In this embodiment, the controller 7 first decompresses the
received identification information wunits and then displays

the information units on the display device 6.
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Another embodiment of the invention, which would be used
for situations where the highest security of informatzon
would be required, such as when a wireless, mobile identity
verification terminal accesses the remote database site over
cellular telephone 1links, the identification information
units are encrypted in addition to being compressed for
transmission to the point of verification terminal. In this
embodiment, the terminal controller 7 1is required to decrypt
as well as decompress the identification information units in
order to allow the information to be displayed on the display
device 6.

Likewise, the identification quality score associated
with each retrieved identification information unit will be
transmitted to the point of identification terminal via the
same communications link established between the point of
identification terminal and the remote database site. An
identification quality indicator, which may be the
identification quality score or a derivative thereof will
also be displayed on the point of identification terminal
display device 6.

In one embodiment, the identification quality indicator
comprises a system user command, which 1is displayed on the
point of identification terminal display device. The command
may be generated either at the remote database site of it may
be generated at the point of identification terminal using an
algorith that accepts, as 1ts input, an identification
quality score. System user commands may indicate user action
steps, such as “process the transaction”, “deny the
transaction” or “require additional identifying information
from the person being identified”.

An exceptionally low identification quality score may
generate an identification quality indicator comprising a

message alerting the clerk that the particular transaction
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being processed 1s highly likely to be a fraudulent
transaction. In this case an “alert store security” comm;nd
may by displayed on the point of identification terminal.
The alert security command may be encoded so that the
individual initiating the potentially fraudulent transaction
is not immediately alerted, in which case, he or she may flee
the store prior to security personnel reaching the terminal.
This would eliminate the possibility of errors on the part of
store clerks associated with improper score translations.

The system may further be augmented to configure the
point of identification terminal to transmit an alert
security signal directly to the store security office
automatically if an identification quality score 1s received
that falls below a predetermined threshold. Of course, the
thresholds, as well as the specific requirements when
thresholds are passed can be defined and redefined by system
administrators as the need arises.

Once the retrieved digital photographic image(s) and the
identification quality score(s) or derivatives thereof
associated with the retrieved image(s) are displayed at the
point of identification terminal, the store clerk, or other
person responsible for identity verification, would visually
compare the image(s) displayed on the display means with the
physical appearance of the person being identified at the
point of identification terminal. If a match exists, then the
clerk would input a specified key or keystroke sequence on
input keypad 5 to indicate that the clerk, in fact, verified
that an identity match exists.

In more sophisticated embodiments of the invention, the
biometric comparison may be accomplished using an automated
comparision system, such as those well known in the art, to
analyze and compare such biometrics as fingerprints, retinal

images or the like. In these embodiments, the c¢lerk
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verification input may not be required. However, in the case
where the automated biometric comparison system does ;ot
result in an approved match or when the identification
quality score associated with the retrieved image indicates
that additional, human identification steps or methods are
required, then the system will reguire a clerk verification
input after the supplemental identification comparision steps
are satisfactorily completed.

In more general terms, for those situations where
positive identification of an individual 1is required but is
not associated with a non cash-based financial transaction,
such as the credit card transaction described above, a person
being identified at a point of identification terminal
presents a first identification information unit to an
identifier at the point of identification terminal. The
first identification unit may be any form of identification,
which assigns an identification number to the individual,
such as a drivers’ license number, a social security number
or the like.

The identifier present at the point of identification
terminal would then input the first identification
information unit, such as the identification number, into the
point of identification terminal in any of the manners
described above. The point of identification terminal would
then initiate communications with the remote database site as
was discussed in more detail earlier and transmit the input
first identification information unit to the remote database
site.

The remote database site would then access the
identification information unit database maintained therein
and retrieve at least one second identification information
unit corresponding the received first identification

information unit. The remote identification database will
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preferably include at least one second identification
information unit mapped to each first identificati%n
information unit stored therein.

When the second identification information unit(s) are
retrieved from the identification database, the system will
then access the identification quality score database, which
is also maintained at the remote database site, and retrieve
the identification quality score(s) assigned to the retrieved
second identification information unit(s). As can Dbe
appreciated, since more than one second identification
information unit may be mapped to a single first
identification information wunit, the system 1is preferably
designed to assign an identification quality score to each
second identification information unit rather than the first.
However, since each second identification unit is mapped to a
first identification information unit, each identification
quality score will necessarily be mapped to a first
identification information unit.

Both the retrieved second identification information
unit(s) and the retrieved identification quality score(s) or
a derivative thereof, such the operator commands described
above, will then be transmitted to the positive
identification terminal where they will be displayed on the
positive identification terminal display. The identifier
present at the point of identification will then compare the
displayed second identification information wunit with a
corresponding second identification information unit
physically presented by the person being identified at the
point of identification. If a match exists, the identifier
will so indicate the same by entering a keystroke sequence
into the point of identification terminal as described above.

The identifier present will also review the displayed

identification quality score or the derivative thereof
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associate with the second identifying ‘information unit
displayed and apply heightened scrutiny in comparing the s;ﬁe
with the physically presented second identifying information
unit 1f the displayed identification quality score or
derivative so dictates.

Figure 5 shows a positive identification system log on
method 100 which uses a a combination of a smart card and a
memorized personal identification number (PIN) for each
individual tasked with verifying the identity of a person (an
“identifier”). First, each identifier or system user is

assigned a smart card, which is encoded with a large, unique

user identification number and a smaller personal
identification number (PIN), step 110. Thus, each smart card
issued will be unique to a single user. The PIN is a smaller

number that is easier for a system user to memorize.

The smart card, in combination with the memorized PIN
serve as an access authority information unit, which will
allow only authorized users to access the identification
information unit and identification quality score databases,
which are stored at the remote database site. Each issued
smart card is therefore mapped by the positive identification
system to a single user in a valid user database, which is
also located at the remote database site, step 115. When a
user logs into a point of identification terminal in order to
access the information maintained in the remote database, the
user will insert his or her smart card into a receptacle on
the point of identification terminal, step 120. The point of
identification terminal will then prompt the system user to
enter his or her PIN into the point of identification
terminal using the terminal keypad, step 125. The terminal
will then read the input PIN, as well as the PIN encoded on
the inserted smart card and compare the two, step 130. If a

match exists, then the point of identification terminal will
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query the remote database site and transmit the encoded user
identification number to the remote database site, step lgb.
At the remote database site, a search of a wvalid user
database will be performed to ensure that the particular
smart card 1is assigned to a valid system user, step 140. If
it 1is, then access to the remote databases containing
identification information units and identification quality
scores will be granted, step 145. If either the PIN
comparision does not result in a match or the |user
identification number encoded on the inserted smart card is
not assigned to a valid database user, then then access will
be denied.

Once access 1s granted, the clerk is free to accept a
form of payment from a person to be identified, such as a
credit card, a check or the like. Upon receipt of the form
of payment, the clerk inputs the account information into the
point of identification terminal and the positive
identification process continues as described above. The
remote database site will store the wuser identification
number encoded on the user’s smart card along with the data
associated with the specific transaction as a transaction
record. Thus, if there is ever a question as to the veracity
of the identification process, the system can recreate a
transaction and identify not only the person initiating the
transaction but the clerk who was responsible for positively
identifying the individual initiated the transaction.

In addition, the system could be configured to
incorporate an off-line fraud detection routine to monitor
transaction patterns in order to identify out of norm fraud
patterns. An example of such a zroutine would be for the
system to note the time differential between transactions
authorized by a specific system user and decide if it would

be unlikely for the system user assigned to the smart card to

21



10

15

20

25

30

WO 00/07152 PCT/US99/14568

have physically moved between the different point of
identification terminals in order to have authorized Ehe
transactions. For instance, if the same user identification
number were forwarded to the remote database site from
different point of identification terminals at different
locations at nearly the same time, the system could highlight
the transactions as being potentially fraudulent and thus
requiring additional investigation.

Thus, the above described systems of using access
authority information units to gain access to the positive
identification system would solve the problems associated
with open, unsecured and unauditable access to data for use
in the point of use identification systems.

A method 200 of assessing the quality of a particular
identification transaction wusing an identification quality
score according to the teachings of the present invention is
shown in Figure 6. The method begins by enrolling a
plurality of persons to be identified using a positive
identification system by providing at least two
identification information units corresponding to each person
enrolling with said system and storing the identification
information units in an identification database at a remote
database site, step 210. Upon enrollment, each
identification information unit will be assigned an initial
identification quality score, step 215, which will be
indicative of an untested identification information unit.
In other words, the initial identification quality score will
be relatively low.

An identification transaction will then progress as
follows. A person to be identified will provide a first of
the at least two identification information units that were
provided to the remote identification database to the

identifier present at the point of identification, who will
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accept the first identification information wunit, step 220.
The identifier will then 1input the first identificatzon
information unit into a point of identification terminal at
the point of identification, step 225.

Next, a communications link will be established between
the point of identification terminal and the identification
database located at the remote database site, step 230. Once
the communications link 1is established, the point of
identification terminal will transmit the input first
identification information unit to the remote database site,
where the identification database will be searched and at
least one second identification information wunit that 1is
mapped to the received first identification information unit
will be retrieved, step 235.

The remote database site will then access the
identification quality score database and retrieve an
identification gquality  score assigned to each second
identification information unit retrieved from the
identification database, step 240.

Both the retrieved second identification information
unit(s) and the retrieved identification quality scores
assigned thereto will then be  transmitted over the
established communications link to the point of
identification terminal, step 245, where they will Dbe

displayed on the point of identification terminal display,

step 250. The identifier will then compare the displayed
second identification information unit (s) with a
corresponding second identification information unit

physically presented to the identifier by the person to be
identified at the point of identification, step 255.

If a match exists between at least one of the displayed
second identification information units and at least one

corresponding second identification information unit
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physically presented by the person being identified, then the
identifier will acknowledge the match Dby inputting a Ley
sequence into the point of identification terminal, step 260.
Both the first and second identification information units
and transaction information will be stored as a transaction
record at the remote database site for retrieval at a later
date, should a particular transaction be questioned, step
265.

Finally, each stored identification quality score may be
adjusted based on historical data acquired and stored at the
remote database site, step 270. Scores may be adjusted
either up or down depending on the specifics of the
historical data, as described in more detail above. The
second identification information units are preferably
biometric identifiers associated with persons being
identified. The preferred biometric identifiers include
digital photographic images of those persons to be
identified.

Multiple remote database storage and retrieval centers
would be tied together via a global high speed network 24-26
(FIG 4). Data from any of the database centers can be routed
to any of the other centers over the network in order to
update the databases, provide redundancy of data, emergency
backup, load monitoring and transactional balancing.

Because the disclosed invention can be used without
alteration of any substantial kind to the present credit card
system, as seen from the perspective of a current credit card
user, novel methods will Dbe used to develop the digital
photographic image  database. Alternative methods of
developing the database are disclosed in U.S. Patent No.
5,657,339, issued August 12, 1997 and assigned to the
assignee of this invention, which is incorporated herein by

reference.
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Various changes coming within the spirit of the
invention may suggest themselves to those skilled in the a;t;
hence the invention is not limited to the specific embodiment
shown or described, but the same 1s intended to be merely
exemplary. It should be wunderstood that numerous other
modifications and substitutions can be devised by those
skilled in the art that will fall within the spirit and scope
of the principles of the invention and such modifications and
substitutions are considered to be within the scope of the
present invention which is not to be limited except by the
claims which follow.

What is claimed is:
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CLAIMS

1. A method of assessing the quality of an
identification transaction, said method comprising the steps
of:

enrolling a plurality of persons to be identified by
providing at least two identification information units
corresponding to each said person and storing said
identification information units in an identification
database at a remote database site;

assigning an identification quality score to each said
identification information unit and storing each
identification quality score in an identification quality
score database at sald remote database site;

accepting a first of said at least two identification
information units from a person to be identified at a point
of identification;

inputting said first of said at least two identification
information units into a point of identification terminal;

establishing a communications link between said point of
identification terminal and said identification database;

transmitting said first of said at least two
identification information units from said point of
identification terminal to said identification database;

searching said identification database and retrieving at
least a second of said at least two identification
information units, said at least a second of said at least
two identification information units mapped to said first
identification information unit 1in said identification

database;

26



10

15

20

25

WO 00/07152 PCT/US99/14568

searching said identification qualitykscore database and
retrieving said identification quality score assigned to each
said retrieved second identification information unit;

transmitting each said second identification information
unit and said identification quality score associated
therewith to said point of identification terminal over said
communications link;

displaying each said second identification information
unit and an identification quality indicator associated with
each received identification gquality score on a display at
said point of identification terminal;

reviewing the identification quality indicator to
determine the level of scrutiny to apply to said
identification transaction;

comparing each said displayed second identification
information unit with a corresponding second identification
information unit physically presented by the person being
identified at said point of identification;

acknowledging the positive identification of said person
being identified if a match exists between at least one of
said displayed second identification information units with
said corresponding second identification information unit
physically presented by the person being identified;

storing at least said first and second identification
information wunits along with transaction information as a
transaction record; and

adjusting said identification quality score stored in
said identification quality database based on historical data

acquired and stored at said remote database site.
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2. The method of assessing the quality of an
identification transaction as claimed in claim 1, wheréin
said step of adjusting said identification quality score
comprises lowering said identification quality score if

transactions are questioned at a later date.

3. The method o©of assessing the quality of an
identification transaction as claimed in claim 1, wherein
said step of adjusting said identification gquality score
comprises raising said identification quality score after a
number of identification transactions have occurred and none

of said transactions are questioned at a later date.

4. The method of assessing the quality of an
identification transaction as claimed in claim 1, wherein
said step of adjusting said identification quality score
comprises lowering said identification quality score if at
least one identification transaction does not result in a
match existing between said displayed identification unit and
said corresponding identification unit physically presented

by the person being identified.

5. The method of assessing the quality of an
identification transaction as claimed in claim 1, wherein
said step of displaying each said identification quality
indicator comprises generating a system user message based on
each said received identification quality score and
displaying each said system user message on said point of

identification terminal display.

6. The method of assessing the quality of an
identification transaction as claimed in claim 1 further

comprising the step of transmitting an alert message to said
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point of identification terminal if said identification
gquality score corresponding to at least one identification
information unit retrieved from said identification quality

score database is below a threshold score.

7. The method of assessing the gquality of an
identification transaction as claimed in claim 6, wherein
said alert message 1s encoded so that it is identifiable as
such by a system user and 1is not identifiable as such by a

person being identified.

8. The method of assessing the quality of an
identification transaction as claimed in claim 1, wherein
said step of enrolling a plurality of persons to be
identified by providing at least two identification wunits
corresponding to each said person comprises providing at
least one biometric identifier associated with each said

person to be identified.

9. The method of assessing the quality of an
identification transaction as claimed in claim 8, wherein
said at least one biometric identifier comprises a digital

photographic image of each said person to be identified.

10. A method of assessing the quality of an
identification transaction, said method comprising the steps
of:

enrolling a plurality of persons to be identified by
providing at least two didentification information wunits
corresponding to each said person and storing said
identification information units in an identification

database at a remote database site;
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assigning an identification quality score to each said
identification information unit and storing each
identification quality score in an identification quality
score database at said remote database site;

accepting a first of said at least two identification
information units from a person to be identified at a point
of identification;

inputting said first of said at least two identification
information units into a point of identification terminal;

establishing a communications link between said point of
identification terminal and said identification database;

transmitting said first of said at least two
identification information units from said point of
identification terminal to said identification database;

searching said identification database and retrieving at
least a second of said at least two identification
information units, said at least a second of said at least
two identification information units mapped to said first
identification information unit in said identification
database;

searching said identification quality score database and
retrieving said identification quality score assigned to each
said retrieved second identification information unit;

generating a system user command for each said retrieved
identification gquality score and linking each said system
user command  to its associated second identification
information unit;

transmitting each said second identification information
unit and associated system user command to said point of
identification terminal over said communications link;

comparing each said received second identification
information unit with physical information presented by said

person being identified and determining whether a match
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exists between said physical information presented and at
least one of said received second identification informaf&on
units;

displaying said system user command associated with at
least one second identification information unit on a display
at said point of identification terminal;

complying with the displayed system user command;

storing at least said first and second identification
information units along with transaction information as a
transaction record; and

adjusting said identification quality score stored in
said identification quality database based on historical data

acquired and stored at said remote database site.

11. A method of assessing the identity of a person
initiating a non cash-based financial instrument transaction
comprising the steps of:

accepting a non cash financial instrument from a person
initiating said non cash-based financial transaction, said
non cash-based financial instrument including an account
number identifying a financial account from which funds
necessary to complete said non cash-based financial
transaction may be drawn;

inputting said account number into a point of
identification terminal;

establishing a communications link between said point of
identification terminal and a remote database site, said
database site having stored therein an identification
database comprising a plurality of identification information
units, each said identification information unit mapped to at
least one account number, said identification information
units corresponding to persons authorized to initiate

financial transactions wusing said financial account, each
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said identification information unit further having an
identification quality score associated therewith, said
identification quality scores stored in an identification
quality database at said remote database site;

transmitting said account number from said point of
identification terminal to said remote database site over
said communications link;

searching said identification database and retrieving at
least one identification information unit stored in said
identification database, which is mapped to said transmitted
account number;

searching said identification quality score database and
retrieving said identification quality score assigned to each
said retrieved identification information unit;

transmitting each said retrieved information unit and
each said retrieved identification quality score assigned
thereto to said point of identification terminal over said
communications link;

displaying each said transmitted identification
information unit and an identification quality indicator on a
display at said point of identification terminal;

comparing each said displayed identification information
unit with a corresponding identification information unit
physically presented by the person being identified at said
point of identification and reviewing said displayed
identification quality score to identify non cash-based
financial transaction where heightened identification
scrutiny is required;

acknowledging the positive identification of said person
being identified if a match exists between at least one of
said displayed identification information wunits and said
corresponding identification information unit physically

presented by the person being identified;
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storing said displayed, matching identification
information wunit along with transaction information as‘ a
transaction record; and

adjusting said identification quality score stored in
said identification quality score database based on

historical data acquired and stored at said remote database

site.

12. The method of assessing the identity of a person
initiating a non cash-based finanéial instrument transaction
as claimed in claim 11, wherein said displayed identification
guality indicator comprises a system user command generated
by said point of identification terminal in response to said
received identification quality score assigned to said

displayed, matching identification information unit.

13. The method of assessing the identity of a person
initiating a non cash-based financial instrument transaction
as claimed in claim 11, wherein said plurality of
identification information units stored 1in said remote
identification database comprise biometric identifiers
associated with persons authorized to draw funds from

specified financial accounts.

14. The method of assessing the identity of a person
initiating a non cash-based financial instrument transaction
as claimed in claim 13, wherein said biometric identifiers
comprise digital photographic images of persons authorized to

draw funds from specified financial accounts.
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15. The method of assessing the quality of an
identification transaction as claimed in claim 11 further
comprising the step of transmitting an alert message to said
point of identification terminal if at least one of said
retrieved identification quality scores corresponding to a
retrieved identification information unit 1s below a

threshold score.

16. The method of assessing the quality of an
identification transaction as claimed in claim 15, wherein
said alert message 1s encoded so that it is identifiable as
such by a person operating said identification terminal and
is not identifiable as such by said person initiating said

non cash-based financial transaction.

17. A method of assessing the identity of a person
initiating a non cash-based financial instrument transaction
comprising the steps of:

accepting a non cash financial instrument from a person
initiating said non cash-based financial transaction, said
non cash-based financial instrument including an account
number identifying a financial account from which funds
necessary to complete said non cash-based financial
transaction may be drawn;

inputting said account number into a point of
identification terminal;

establishing a communications link between said point of
identification terminal and a remote database site, said
database site having stored therein an identification
database comprising a plurality of identification information
units and an identification quality score database comprising
a plurality of identification quality scores, wherein each

said 1identification information unit 1s mapped to at least
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one account number, said identification information units
corresponding to persons authorized to initiate financzal
transactions using said financial account and wherein each
identification quality score is mapped to each an
identification information unit;

transmitting said account number from said point of
identification terminal to said remote database site over
said communications link;

searching said identification database and retrieving at
least one identification information unit stored in said
identification database, which is mapped to said transmitted
account number;

searching said identification quality score database and
retrieving said identification quality score assigned to each
said retrieved identification information unit;

generating an identification quality indicator for each
retrieved identification quality score assigned to each said
retrieved identification information unit;

transmitting each said retrieved information wunit and
each said generated identification quality indicator assigned
thereto to said point of identification terminal over said
communications link;

comparing each said received identification information
unit with a corresponding identification information unit
physically presented by the person being identified at said
point of identification and determining if a match exists
between at least one received identification information unit
and said physically presented identification information
unit;

displaying at least said identification quality
indicator associated with said received identification

information unit corresponding to said identification
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information unit physically presented by' the person being
identified on a point of identification terminal display; *
reviewing said displayed identification quality
indicator to identify non cash-based financial transaction
where heightened identification scrutiny is required; and

storing said matching identification information unit

along with transaction information as a transaction record.

18. The method of assessing the quality of an
identification transaction as claimed in claim 17 further
comprising the step of adjusting said identification quality
score stored in said identification gquality score database
based on historical data acquired and stored at said remote

database site.

19. The method of assessing the quality of an
identification transaction as claimed in claim 17, wherein
said step of generating an identification quality indicator
for each retrieved identification quality score assigned to
each said retrieved identification information unit comprises
generating a system user command based on each said retrieved
identification quality score, each said system user command
tailored to 1instruct a system user as to the level of

scrutiny to apply to a particular identification transaction.

20. A system for assessing the quality of an
identification transaction comprising:

a remote database site having stored therein an
identification database, including a plurality of
identification information units corresponding to a plurality
of persons to be identified, at least two identification
information units corresponding to each said person, and an

identification quality score database, including an
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identification quality score assigned to each identification
information unit stored in said identification database;

a point of identification terminal including an input
device configured to input a first identification information
unit received from a person to be identified at said point of
identification terminal, said first identification
information unit corresponding to at least one of said
plurality of identification information units stored in said
identification database at said remote database site, said
point of identification terminal further including a display
device for displaying at 1least a second identification
information unit and an identification quality score assigned
thereto; and

a means for communicating between said point of
identification terminal and said remote database site to
allow said identification information units and

identification quality scores to be transmitted therebetween.

21. The system for assessing the quality of an
identification transaction as claimed in claim 20, wherein at
least one of said at least two identification information
units corresponding to each person being identified comprises

a biometric identifier associated with said person.

22. The system for assessing the quality of an
identification transaction as claimed in claim 18, wherein
said biometric identifier comprises a digital photographic

image of said person.
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AMENDED CLAIMS
[received by the International Bureau on 16 December 1999 (16.12.99);
original claims 11, 17, and 22 amended remaining claims unchanged (7 pages)]

-
exists between said physical information presented and at
least one of said received second identification information
units;

displaying said system user command associated with at
least one second identification information unit on a display
at said point of identification terminal;

complying with the displayed system user comm and;

storing at least said first and second identification
information units along with transaction information as a
transaction record; and

adjusting said identification quality score stored in
said identification quality database based on historical data

acquired and stored at said remote database site.

11. (Amended) A method of assessing the identity of a
person initiating a non cash-based financial instrument
transaction comprising the steps of:

accepting a non cash financial instrument from a pers on
initiating said non cash-based financial transaction, said non
cash-based financial instrument including an account number
identifying a financial account from which funds necessary to
complete said non cash-based financial transaction may be
drawn;

inputting said account number into a point of
identification terminal;

establishing a communications link between said point of
identification terminal and a remote database site, said
database site having stored therein an identification database
comprising a plurality of identification information units,
each said identification information unit mapped to at least
one account number, said identification information units

corresponding to persons authorized to initiate financial
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transactions using said financial account, each said
identification information unit further having *an
identification quality score associated therewith, said

identification quality scores stored in an identification
quality database at said remote database site;

transmitting said account number from said point of
identification terminal to said remote database site over said
communications link;

searching said identification database and retrieving at
least one identification information unit stored in said
identification database, which is mapped to said transmitted
account number;

searching said identification quality score database and
retrieving said identification quality score assigned to each
said retrieved identification information unit;

transmitting each said retrieved identification
information wunit and each said retrieved identification
quality score assigned thereto to said point of identification
terminal over said communications link;

displaying each said transmitted identification
information unit and an identification quality indicator on a
display at said point of identification terminal;

comparing each said displayed identification information
unit with a corresponding identification information wunit
physically presented by the person being identified at said
point of identification and reviewing said displayed
identification quality score to identify non cash-based
financial transactions where heightened identification
scrutiny is required;

acknowledging the positive identification of said person
being identified if a match exists between at least one of

said displayed identification information wunits and said
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corresponding identification information unit physically
presented by the person being identified; *
storing said displayed, matching identification
information unit along with transaction information as a
transaction record; and
adjusting said identification quality score stored in
said identification quality score database based on historical

data acquired and stored at said remote database site.

12. The method of assessing the identity of a person
initiating a non cash-based financial instrument transaction
as claimed in claim 11, wherein said displayed identification
quality indicator comprises a system user command generated by
said point of identification terminal in response to said
received identification quality score assigned to said

displayed, matching identification information unit.

13. The method of assessing the identity of a person
initiating a non cash-based financial instrument transaction
as claimed in <c¢laim 11, wherein said plurality of
identification information units stored in said remote
identification database comprise biometric identifiers
associated with persons authorized to draw funds from

specified financial accounts.

14. The method of assessing the identity of a person
initiating a non cash-based financial instrument transaction
as claimed in claim 13, wherein said biometric identifiers
comprise digital photographic images of persons authorized to

draw funds from specified financial accounts.
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15. The method of assessing the quality of an
identification transaction as claimed in claim 11 furtBer
comprising the step of transmitting an alert message to said
point of identification terminal if at least one of said
retrieved identification quality scores corresponding to a
retrieved identification information unit is below a threshold

score.

16. The method of assessing the quality of an
identification transaction as claimed in claim 15, wherein
said alert message is encoded so that it is identifiable as
such by a person operating said identification terminal and is
not identifiable as such by said person initiating said non

cash-based financial transaction.

17. (Amended) A method of assessing the identity of a
person 1initiating a non cash-based financial instrument
transaction comprising the steps of:

accepting a non cash financial instrument from a person
initiating said non cash-based financial transaction, said non
cash-based financial instrument including an account number
identifying a financial account from which funds necessary to
complete said non cash-based financial transaction may be
drawn;

inputting said account number into a point of
identification terminal;

establishing a communications link between said point of
identification terminal and a remote database site, said
database site having stored therein an identification database
comprising a plurality of identification information units and
an lidentification guality score database comprising a

plurality of identification quality scores, wherein each said
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identification information unit 1is mapped to at least one
account number, said identification information untts
corresponding to persons authorized to initiate financial
transactions using said financial account and wherein each
identification quality score is mapped to a corresponding
identification information unit;

transmitting said account number from said point of
identification terminal to said remote database site over said
communications link;

searching said identification database and retrieving at
least one identification information unit stored in said
identification database, which is mapped to said transmitted
account number;

searching said identification quality score database and
retrieving said identification quality score assigned to each
said retrieved identification information unit;

generating an identification quality indicator for each
retrieved identification quality score assigned to each said
retrieved identification information unit;

transmitting each said retrieved identification
information unit and each said generated identification
quality indicator assigned thereto to said point of
identification terminal over said communications link;

comparing each said received identificati on information
unit with a corresponding identification information unit
physically presented by the person being identified at said
point of identification and determining if a match exists
between at least one received identification information unit
and said physically presented identification information unit;

displaying at least said identification quality indicator
associated with said received identification information unit

corresponding to said identification information unit

42



10

15

20

25

WO 00/07152 PCT/US99/14568

physically presented by the person being identified on a point
of identification terminal display; *
reviewing said displayed identification quality indicator
to identify non cash-based financial transaction where
heightened identification scrutiny is required; and
storing said matching identification information unit

along with transaction information as a transaction record.

18. The method of assessing the quality of an
identification transaction as claimed in claim 17 further
comprising the step of adjusting said identification quality
score stored in said identification quality score database
based on historical data acquired and stored at said remote

database site.

19. The method of assessing the quality of an
identification transaction as claimed in claim 17, wherein
said step of generating an identification quality indicator
for each retrieved identification quality score assigned to
each said retrieved identification information unit comprises
generating a system user command based on each said retrieved
identification quality score, each said system user command
tailored to instruct a system user as to the level of scrutiny

to apply to a particular identification transaction.

20. A system for assessing the quality of an
identification transaction comprising:

a remote database site having stored therein an
identification database, including a plurality of
identification information units corresponding to a plurality
of persons to be identified, at least two identification

information units corresponding to each said person, and an
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identification quality score database, including an
identification quality score assigned to each identificatfon
information unit stored in said identification database;

a point of identification terminal including an input
device configured to input a first identification information
unit received from a person to be identified at said point of
identification terminal, said first identification information
unit corresponding to at least one of said plurality of
identification information units stored in said identification
database at said remote database site, said point of
identification terminal further including a display device for
displaying at least a second identification information unit
and an identification quality score assigned thereto; and

a means for communicating between said point of
identification terminal and said remote database site to allow
said identification information units and identification

quality scores to be transmitted therebetween.

21. The system for assessing the quality of an
identification transaction as claimed in claim 20, wherein at
least one of said at least two identification information
units corresponding to each person being identified comprises

a biometric identifier associated with said person.

22. (Amended) The system for assessing the quality of an
identification transaction as claimed in claim 21, wherein
said biometric identifier comprises a digital photographic

image of said person.

44



PCT/US99/14568 -

WO 00/07152

1/7

L "Old

S3NIN

INOHd
ondnd

L8~

301A3A
v.iva NVM W3AOW 8
NOILVZIHOHLNY A A
HO IHNLVYNOIS "] HINZOSNvHL
HOd AV1dsSId SSIT13HIM
ANOD3S IVYNOILJO _mmjoEzoo _, ﬂ
A 'y A A 8
9 .
o— JAVdsiale AvdAI
H3Iavay EEES
2 3000 Hve didls
DILINOVIN
P~0 A
5 advo
~1 11a34o

SUBSTITUTE SHEET (RULE 26)



WO 00/07152

PCT/US99/14568 -

2[7

FIG. 2

SUBSTITUTE SHEET (RULE 26)



PCT/US99/14568 -

WO 00/07152

3/7

AHOMLIN
V3yv

3dIM

30IA3d
NVYM

[
Y

€ Old

MHOMLIN
INOHdITAL
aondnd

A

o)

_mm._._om._.zoo o/l

mrx\\
H3IAH3S 3svavivda
A A Ht
AvdyyY AVHHY
MSid MSIa

NOILNEIY1SId
VOO

Y

HO4 H3IAH3S
adN3 LNOH4
TVNOILdO

H3IAH3S ISvaviva

[ Noy

Jy A
AVHYY _ AVHYY
MsId | MsIa

om\\\\ mF\\\\

SUBSTITUTE SHEET (RULE 26)



WO 00/07152 PCT/US99/14568 -

417

9
-

TIDRC
25

24

» TIDRC
o

10

26

TIDRC

11

SUBSTITUTE SHEET (RULE 26)

FIG. 4



WO 00/07152 PCT/US99/14568 -

5/7

EACH SYSTEM USER IS ASSIGNED A SMART CARD, WHICH IS
110~ ENCODED WITH A LARGE, UNIQUE USER IDENTIFICATION
NUMBER AND A SMALLER PIN, WHICH THE SYSTEM USER MUST MEMORIZE.

\

EACH ISSUED SMART CARD IS MAPPED BY THE POSITIVE
IDENTIFICATION SYSTEM TO A SINGLE USER IN A VALID
USER DATABASE STORED AT THE REMOTE DATABASE SITE.

115

Y
A SYSTEM USER LOGS ONTO THE SYSTEM BY INSERTING HIS OR

120~ HER SMART CARD INTO A RECEPTACLE ON THE POINT OF
IDENTIFICATION TERMINAL.

Y

125~ THE USER 1S PROMPTED TO ENTER HIS OR HER PIN INTO
THE POINT OF IDENTIFICATION TERMINAL.

THE POINT OF IDENTIFICATION TERMINAL READS THE INPUT
130~ PIN AND THE PIN ENCODED ON THE INSERTED SMART CARD
AND COMPARES THE TWO TO DETERMINE IF A MATCH EXISTS.

Y
IF A MATCH EXISTS, THE POINT OF IDENTIFICATION
135~ TERMINAL ESTABLISHES COMMUNICATIONS WITH THE REMOTE
DATABASE SITE AND TRANSMITS THE USER IDENTIFICATION
NUMBER ENCODED ON THE INSERTED SMART CARD.

y
A DATABASE OF VALID USER IDENTIFICATION NUMBERS IS

140~ SEARCHED AT THE REMOTE DATABASE SITE TO VERIFY THAT
THE TRANSMITTED USER IDENTIFICATION NUMBER IS VALID.

\

IF THE USER IDENTIFICATION NUMBER IS VALID, THEN

145~ ACCESS TO THE IDENTIFICATION INFORMATION UNIT DATABASE

AND IDENTIFICATION QUALITY SCORE DATABASE WILL BE
GRANTED.

FIG. 5
SUBSTITUTE SHEET (RULE 26)
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200
ENROLL A PLURALITY OF PERSONS TO BE
IDENTIFIED BY PROVIDING AT LEAST TWO
210—_| ___IDENTIFICATION INFORMATION (ID) UNITS

CORRESPONDING TO EACH PERSON AND STORING
THE SAME IN AN IDENTIFICATION DATABASE AT
A REMOTE DATA BASE SITE.

Y
ASSIGN AN IDENTIFICATION I

215—_~1 QUALITY SCORE TO EACH ID UNIT.

\

220~~~ PROCESS A TRANSACTION BY RECIEVING A FIRST ID
UNIT FROM A PERSON TO BE IDENTIFIED.

|
025 INPUT FIRST ID UNIT INTO POINT OF
"\ IDENTIFICATION (POI) TERMINAL

y
230 ESTABLISH COMMUNICATIONS LINK BETWEEN POI
~] TERMINAL AND REMOTE DATABASE SITE.

\
TRANSMIT FIRST ID UNIT TO REMOTE DATABASE SITE AND
235~ SEARCH ID DATABASE TO RETRIEVE AT LEAST ONE SECOND
ID UNIT, WHICH IS MAPPED TO THE FIRST ID UNIT.

\

240._~ ACCESS ID QUALITY SCORE DATABASE AND RETRIEVE AN ID
QUALITY SCORE ASSIGNED TO EACH RETRIEVED SECOND ID UNIT.

Y
TRANSMIT RETRIEVED ID QUALITY SCORES AND ASSOCIATED
SECOND ID UNITS TO POINT OF IDENTIFICATION TERMINAL.

245~

\

DISPLAY RETRIEVED ID QUALITY SCORES AND ASSOCIATED
SECOND ID UNITS TO POINT OF IDENTIFICATION TERMINAL.

l

T0
255
FIG. 6B

FIG. 6A
SUBSTITUTE SHEET (RULE 26)
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77

FROM
250
FIG. 6A

l

255~~~ IDENTIFIER COMPARES DISPLAYED SECOND ID UNITS WITH
SECOND ID UNIT PRESENTED BY PERSON BEING IDENTIFIED.

\

IDENTIFIER ACKNOWLEDGES MATCH BY INPUTTING KEYSTROKE
SEQUENCE INTO POINT OF IDENTIFICATION TERMINAL.

260

Y
A FIRST AND SECOND ID UNITS AND TRANSACTION INFORMATION
265 STORED AS TRANSACTION RECORD AT REMOTE DATABASE SITE.

\
IDENTIFICATION QUALITY SCORES MAY BE ADJUSTED BASED
270~} ON HISTORICAL DATA ACQUIRED AND STORED AT THE REMOTE
DATABASE SITE.

FIG. 6B

SUBSTITUTE SHEET (RULE 26)
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