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SECURED COMPUTER SYSTEM

TECHNICAL FIELD

1001)  The presently disclosed subject matter relates, in general, to the ficld of

computer systoms, and more specifically, to secured computer systems,
5  BAUKGROUND

10021 Computer devices and computer networks arg ncreasingly under attack from
malicious sources. While the security industrv has made rapid progress in security
products, both in terms of novelty, etficiency, teature set and overall approach to
security, organizations continue to be breached at an alarming rate and with increased
10 sophistication, and may need to invest significant resources attempiing to detect and

mitigate such attacks.

10031 Existing computer security solutions aim at either preventing or detecting a
compromise. However, once the computer system is compromised and under ongoing
compromise, current solutions do not typically provide anv additional secunty

15 procedures for enabling users to work under such circumstances.
GENERAL DESCRIPTION

[004] In accordance with certain aspects of the presently disclosed subject matier,
there is provided a secured computer system, comprising: a processor and memory
unit {(PMU) operatively connected to an input peripheral component and an output
20  peripheral component, wherein the input peripheral component is configured to
recetve input data from a user and send the input data to the PMU; the output peripheral
component is configored to receive processed output data from the PMU, the PMU
COMPIises a system memory comprising a protected memory and a shared memory,
and a processor operatively coupled to the system memory, the processor including a
25 set of instructions for enabling secure data storage and execution via the protected
memory, the PMU further comprises an operating systerm and a group of modules
cxecutable by the operating system, each module in the group of modules having a
designated secure region to be executed within the protected memory, the group of

modides configared to create authentication and share the input data securely via the
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shared memory accessible thereto using a composite key, the composite key generated
within the group using a data sharing mechanism between the designated secure
regions enabled by the set of instructions; wherein the group of modules comprises: at

least one writer module configured to receive the input data from the mput peripheral

%3]

component, encrypt the input data using the composite key and write the encrvpted
mput data to the shared memory; and at least one reader module configured to read the
encrypted mput data trom the shared memory, decrypt the encrypted input data using

the composite key and use the decrypted input data.

(0051 In addition to the above teatures, the system according to this aspect of the
10 presently disclosed subject matter can comprise one or more of features (i} to (xvi)

listed below, in any desired combination or permutation which is techaically possible:

(1).  The processor can support secure enclaves and the set of mstructions can
mehide a plurality of secure enclave instroctions, and whercin the designated

secure region is a secure enclave.

15 (i) ¢ at least one reader module can be selected from a group comprising: a state
manager module configured to monitor state of environment in the operating
system; a secure cnvironment module configured to transter the input data
securely through remote connection to a remote working environment and
receive processed output data securely from the remote working environment;

20 and an output manager module configured to provide the processed output data

to the output peripheral component.

{11,  Each given module in the group can be configured to generate the composite
key by generating a key component for a specific session in a secure enclave
designated thereto and store the kev component in the designated secure

25 enclave; securely exchanging, using scaling and unsealing mechanism of the
secure enclave, the key compounent within the group via the shared memory so
as to obtain respective key components from other modules in the group; and
mdependently generating, in the designated secure enclave, the composite key
using the respective key component from each module within the group,

30 thereby allowing secure data communication within the group by using the

composite key.
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(iv).  The designated secure enclaves can be associated with a signing identity of an
authonty entity that signs the secure enclaves. Each given module in the group
can be configured to securely exchange the key component by: sealing the kev

component and copying the scaled key component to the shared memory,

%3]

copying respective scaled kev components of other modules from the shared
memory to the designated secure enclave, and unscaling the respective sealed
kev components. A successful umsealing operation by the given module

provides validity authentication.

{v). ¢ at least one writer module can be further configured to coordinate phases

10 during generation of the composite key.

{(vi}.  The input peripheral component can be a secure kevboard configured to receive
and encrypt input key strokes from the user and send the encrypted input data

to the PMU.

(vit}.  The outpui peripheral component can be a secure display configured to receive
15 encrypied processed output data from the PMU and decrypt the encrypted

processed cutput data to render for display.

{(viir).  The shared memory can be represented by a secure ring cache which each

module in the group can independently access therefrom.

(ix). A new compositc key can be generated upon a new module joining the group

20 or upon lapse of a period of time.

{«3. 'The at least one writer module can be configured to use a session monotonic
counter whose value is expected to advance forward only when writing new

mput data. Each of the at least one reader module can be configured to store a

local copy of the session monotonic counter on every reading session and upon

25 a new reading session, read a current value of the session monotonic counter

and compare it with a previous stored value.
{xi}.  The composite key can be verified by a given module upon a successful read
of the given module from the shared memory using the composite key.
(xt1). The system can further comprise a virtualized local environment module
30 executable by the operating system, wherein state of the operating system is

switchable between a secure environment provided by the secure environment
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module and a virtualized local environment provided by the virtualized local
environment module.
{xuii}.  The system can further comprise a physical indicator embedded on the secared

computer device and configured €0 provide a physical indication upon a switch

%3]

between the virtualized local environment and the secure environment.

{xiv).  The system can further comprise a physical switch embedded on the secured
computer device configured to receive an instruction of switching environment
from auser, and trigger a switch between the virtualized local environment and

the secure environment.

10 {xv}.  The physical indicator can be a visual mdicator embedded on the mput
peripheral component and configured to give visual indication upon receiving

anotification of a successful switch.

{(xvi}).  The systern can further comprise a BIOS component configured to perform

verification in order to determine whether or not to boot the operating system.

15 006}  In accordance with other aspects of the presently disclosed subject matier,
there are also provided one or more computerized methods for implementing or
operating some or all the aspects of the secured computer sysiem, and this aspect of
the disclosed subject matter can comprise one or more of features (1) to {xvi) listed
above with respect to the system, mnfarfis mufandis, in any desired combmation or

20 permutation which is technicallv possible.

10071 In accordance with other aspects of the presently disclosed subject matter,
there 18 provided a non-transitory compuier readable storage medium tangibly
embodying a program of mstractions that, when executed by a computer, caase the
computer to perform one or more computerized methods for mplementing or
25 operating some or all the aspects of the secured computer system, and this aspect of
the disclosed subject matter can comprnise one or more of features (1) to {xvi) hsted
above with respect to the system, mutatis mutandis, in any desired combination or

permutation which is techmically possible.

20
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BRIEF DESCRIPTION OF THE DRAWINGS
[008]  In order to understand the invention and to see how it may be carmed out in
practice, embodiments will now be described, by way of non-limiting example only,

with reference to the accompanying drawings, in which:

i

[009]  Fig. 1a illustrates a schematic block diagram of a secured computer system

i accordance with certain embodiments of the presently disclosed subject matter;

[0010] Fig. 1b ilustrates a schematic block diagram of functional components
comprised in a PMU of a secured computer system in accordance with certain

embodiments of the presently disclosed subject matter;

10 j0011] Fig. 2 illustrates a schematic and exemplified mplementation of a group of
modules in accordance with certain embodiments of the presently disclosed subject

matter;

[0012] Fig. 3 illustrates a schematic represeniation of the data structure of the shared
memory in accordance with certain embodiments of the presently disclosed subject

15 matter;

[0013] Fig. 4 illustrates a generalized flowchart of gencrating a composite key by
cach given module in the group of modules in accordance with certain embodiments

of the presently disclosed subject matter;

[0014] Fig. 5 illustrates a generalized flowchart of operations performed by the group
20 of modules with respect to the shared memory i accordance with certain embodiments

of the presently disclosed subject matter;

[06015] Fig. 6 illustrates a generalized flowchart of switch of environment in the

operating system in accordance with certain embodiments of the presently disclosed

subject matter;

NJ
%3]

10016] Fig. 7 illustrates a schematic iHustration of a secure cloud environment in
accordance with certain embodiments of the presently disclosed subject matter; and

10017] Fig. 8 illustrates a schematic illustration of memory aceess state switching
between writer and reader modules in accordance with certain embodiments of the

presently disclosed subject matter,

30
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BETAILED DESCRIPTION OF EMBODIMENTS

[0018] In the following detailed description, numerous specific details are set forth
i order to provide a thorough understanding of the mvention. However, it will be

undersiood by those skilled 1o the art that the presently disclosed subject matter may

i

be practiced without these specific detatls. In other mstances, well-known methods,
procedures, components and circuits have not been described 1n detail so as not to

obscure the presently disclosed subject matter,

[0019] Unless specifically stated otherwise, as apparent from the following
discussions, it is appreciated that throughowt the specification discussions utilizing
10 tcrms such as "recciving”, "enabling”, "sending”, "displayving”, “creating”, “sharing”,
“usmg’,  “encrypting”, “wrting”, “reading”, “decrypting”, "monitoring”,
"transferring”, "providing”, "generating”, "sealing”, "unsealing”, "exchanging”,
"storing”, "signing", "coordmating”, "verifving". "switching”, "performing”. or the
like, refer to the action{s) and/or process{es} of a computer that manipulate and/or
15 transform data into other data, said data represented as physical, such as electronic,
guantities and/or said data representing the physical objects. The termy “computer”
should be expansively construed to cover any kind of hardware-based electronic
device with data processing capabilities including, by way of non-limiting example,
the secured computer system and parts thereof, as well as the processing and memory

20 umit (PMU} and processor comprised therein as disclosed 1n the present apphication.

[0020] The terms "non-transitory memory” and “non-fransitory storage medium”
used herein should be expansively construed to cover any volatile or non-volatile

computer memory suitable to the presently disclosed subject matter.

[0021] Embodiments of the presently disclosed subject matier are not described with

25 reference to any particular programming language. I will be appreciated that a vanety
of programming languages may be used to implement the teachings of the presently
disclosed subject matter as described herein.

"non 1

100221 As used herein, the phrase "for example,” "such as”, "for instance” and

variants thereof describe non-liniting embodiments of the preseuntly disclosed subject

30  matter. Reference in the specification to "one case”, "some cases”, "other cases” or

variants thereof means that a particular feature, structure or characteristic described in
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connection with the embodiment(s} s included in at least one embodiment of the
presently disclosed subject matter. Thus the appearance of the phrase "one case”,
"some cases”, "other cases” or variants thereof does not necessanly refer to the same

embodiment(s).

%3]

100231 T is appreciated that, unless specifically stated otherwise, certain features of
the presently disclosed subject matter, which are described n the context of separate
embodiments, can also be provided itn combination in a single embodiment.
Converscly, various features of the presently disclosed subject matter, which are
described 1n the context of a single embodiment, can also be provided separately orin
10 any suitable sub-combination, In the following detadled description, numerous specific
details are set forth in order to provide a thorough understanding of the methods and

apparatus.

[0024] Bearing this in mind, atiention is drawn to Fig. 1a illustrating a schematic
block diagram of a secured computer system in accordance with cortain embodiments

15 of the presently disclosed subject matter,

100251 The system 108 illustrated in Fig. 1 is a2 secured computer device {also

referred to hercin as secure computer device) comprising a processing and memory

unit (PMLT) 182 operatively connected to an input peripheral component (also referred

to herein as input peripheral) 164 and an output peripheral component {also referred
20 to herein as cutput pernipheral) 106,

[0026]  According to certain embodiments, the mput peripheral 104 1s an input device

configured to receive input data from a user and send the input data to the PMU 162,

Non-limiting examples of input devices can include keyboards, pointing devices {such

Iy

as, ©.2., mouse, touch pad, pointing sticks, touch screen, track ball, etc.), and media
25 input devices (such as, e.g., digital cameras, scanners, webcam, recorder, etc ). Itis io
be noted that the present disclosure is not hiited to a specific type of mput device and
any suitable input device(s) can be utilized herein for the purpose of providing input

data.

100271 In some embodiments, the input peripheral 184 can be a secure kevboard
30  configured to reccive and encrypt mput key strokes from the user and send the
encrypted mput data (also referred to herein as secure input data) to the PMU. In one

embodiment, the secure kevboard can comprise a kevboard controller {cg., a
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processor} that 1s configured to apply keystroke encryption algonthms to the input key
strokes for the purpose of preventing keyvlogging attacks. By way of example, either a
symmetnic or asvmmetnic encryption scheme can be used, such as, e.g., RSA, AES,

SHA, OTP, and any other suitable algonthms. By way of example, a symmetric

%3]

cryptographic key can be shared between the input peripheral and a receiving module
{c.g.. an inpwt manager modulc) for both encryption of the nput key strokes and

decryption of the encrypted data.

[0028] According to certain embodiments, the output peripheral 186 is an output
device configured to receive processed output data from the PMU. Non-limiting
10 examples of output devices can include visual display devices {such as, e g, screens,
monitors, etc.), scund output devices {such as, speakers, headphones, ¢tc.), and
printers, etc. it is to be noted that the present disclosure is not limited to a specific type
of output device and any suitable output device(s) can be utilized herein for the purpose

of providing output data.

15 j0029] In some embodiments, the output peripheral 106 can be a secure display
configured to receive encrypted processed cutput data from the PMU and decrypt the

encrvpted processed output data to render for display.

[003G] PMU 102 iz configured to provide all processing necessary for operating
system 108 as further detailed below with reference to Figs. 4-6. PMU 182 comprises
20 a processor 168 and a system memory 118 operatively coupled thereto. In some
crbodiments, the system memory 118 can refer to memory that can be directly
accessible to the processor. The processor can be configured to read instructions stored
thereon and execute them as required. According to certain embodiments, the system
memory 116 can comprise a protected memory 112 and a shared memory 114, In

15 particular, the processor can nclude or be associated with a set of instructions for

e
(%}

enabling secure data storage and exccution via the protected memory. In certain
embodiments, the protected memory can be implemented as a separated and encrypted
region in the system memory. I is to be appreciated that the implementation details
may varv in different platforms and architectures. It is also to be noted that the term

processor referred to herein should be expansively construed to cover any processing

(O3]
=

circuitry with data processing capabilities, and the present disclosure is not hmited to

the type or platform thereof, or nuaber of processing cores comprised therein.
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[0031] In some embodiments, a secure enclave {also referred to herein as SE or
enclave) is a trusted execution enviromment embedded in an application or process
which provides a secure region {¢.g., separated and encrypted) for the application to

gxecute code and store data instde in the context of an OS process. The secure enclave

%3]

can be executed, for example, from an Enclave Page Cache (EPC) in which data is to
be protected using access control mechanisms to be provided by the processor
associated with secure enclave mstructions. An EPC can be where enclave code is
executed and protected enclave data is accessed. The EPC can be located within the
physical address space of a platform but can be accessed only using SE instructions.
10 By way of example, an EPC can be implemented as the protected memory 112 or part
thereof. The EPC can contamn pages from many different enclaves and provides an
access control mechanism {o protect the integrity and confidentiality of the pages. The
page cache can maintain a coherency protocol similar to the one used for coherent
physical memory in the platform. The enclave pages can be loaded into the EPC by an

15 08, The secure enclaves are described in further detail below with reference to Fig, 2.

[0032] In some embodiments, the processor 108 can be a processor that supports
secure enclaves. In some embodiments, the processor supporting secure enclaves can
utilize Intel Software Guard Extensions {(SGX) . 8GX is a new mode of execution on
a processor with corresponding memory protection semantic and instructions to be
2 used for management. SGX can create secure enclaves by filling protected memory
pages with desired code and data, locking the code and data i the enclaves, and
performing measurement therein. The processor can execute the code inside the
enclave. No other entities, including the kernel {ring 0} or hypervisor (ring “~17}, or
SMM (rng 27} or AMT (ring “-37}, have the right to read nor write the memory
25 pages belonging to the enclave. In some embodiments, the processor supporting
secure enclaves can utilize, for example, Advanced Micro Devices memory encrypiion

echnology.

[0033] The processor supporting secure enclaves (also referred to herein as secure-
enclave supporting processory can be rocognized as having an iostruction set
30 architecture mcluding a plurality of secure enclave instructions for enabling sccure

data storage and execution using secure enclaves.
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[

106034] For purpose of illustration only, certain embodiments of the following
description are provided with respect to 5GX and secure enclaves. Embodiments are,
likewise, applicable to other platforms and/or vendor's technologies that can be used
to implement similar data security and access control mechanisms, such as, e.g., AMD

and ARM (e.g., TrustZone).

%3]

[0035] The PMU can further compnse a Basic nput/Output Svstem (BIOS)
component 13¢ configured to perform hardware inmitialization during the booting
process {power-on startup), and to provide runtime services for operating systems and
programs. In one embodiment, the BIOS 130 can be mmplemented as a firmware pre-
10 installed on a computer's system board. It is to be noted that the BIOS as referred to
herein should be broadly construed €0 cover any kind of system mitialization and pre-
hoot environment tool, and the present disclosure should not be himited by different

mmplementations and designs thereof.

[0036] In some cases, Unified Extensible Firmware Interface (UEFI) can be used as
15 an improved version of BIOS. UEFI may be stored m flash memory on the
motherboard or loaded from ancther storage device. UEFI can support, ¢.2., Secure
Boot, or measured Boot, etc., which means the operating system can be chocked for
validity to ensure no malware has tampered with the boot process. Other methods can
also be used to venify validity of boot and/or pre-boot environment, which can use a
20 TPM and/or H5M device to facilitate validity verification. It can support networking
features right i the UEF! firmware iiself so that advanced authentication and
validation can be carried out (such as, ¢.g., token base remote approved boot, boot

permission revocation, etc. ).

100371 In certain embodiments, the BIOS component 138 (such as, ¢.g., UEFl orany
25 other pre-boot environment tool} can be configured to provide venfication of
authenticity of the user, the authorization of the current user and session, and the
validity of the about-to-boot operating system ¢tc. This is for the purpose of providing
security measures which 1n some cases can be cryptographically-backed even before
the operating system boots. In one embodiment, the BIOS can be configured to

perform verification in order to determing whether or not to boot the operating system.

(O3]
&

By way of example, the BIOS can be configured to verify if there is an Internet

connection {0 a remote environment, such as, ¢.g., cloud environment, and may
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determine to boot the O85 only if there is vahid connection. Additionally, if there 1s
valid connection, the BIOS may further request for a token to be used for booting the
5. By way of ancther example, the BIOS can be configured to enforce GPS location

verifications, such that the OS8 will boot {or not boot) within certain geographical

%3]

boundaries. By way of vet a further example, the BIGS can be configured to carry out
the booting process only if an approval by an organization is granted. There can be
multiple states in which the operating sysiem may function based on the level of

approval being granted.

[0038] According to certain embodiments, the secure computer system 188 can
10 comprisc a storage unit (not illustrated in the figure} which can be configured to store
any data necessary for operating systom 180, The storage unit can provide secondary
storage to the system and can include, ¢.g., hard disks, flash memory, etc. System 160
can also comprise a Graphical User Interface {(GUI} which 1s configured to enable user-

spectfied mputs and render outputs related to system 106

15 j0039] In some embodiments, the secure computer device 100 can be further
enhanced in the physical security aspect. By way of example, the secure computer
device can be equipped with physical tamper resistant enclosure 146 {as shown in Fig,
1a). For mstance, the outer casing of the computer device can be tamper proof based
on the industry's practices and standards, such as, e.g., FIPS 140-2 level 4, 50 as to

20  provide protection agammst, for example, physical inspection or disassembly of the
device and provide additional protection for the data in case such an attempt is being
made. Additionally or altematively, one or more hardware switches can be introduced
to control access to certain perpherals which may be exploited without user

mtervention or intention {(such as, e.g,

camera, microphone, wireless/Bluetooth

%3]

component, ¢ic.). Additionally or alternatively, the secure computer device can be

NJ

equipped with a thermal/electrical notse generator, which can be a physical micro-umt
generating random physical noise (such as, e.g., heat deviation, electrical flux, RF
noise, acoustic, etc.} for the purpose of preventing sude channel attacks. Additionally
or alternatively, the physical tamper resistant enclosure 148 can further comprise a
30 circuit configured to receive mput from the enclosure (e.g., the outer casing, hardware
switches, etc.), determine if there is any tampering cvent, and provide protection

measures accordingly.
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[0040] Itis to be noted that the secure computer device 108 can be any tvpe of stand-
alone computer device, such as, e.g., a laptop, desktop, ete. Although it is ihustrated
mn Fig. 1a that the input peripheral 184 and output peripheral 186 are integrated as part

of the computer device 180, 1t 1s to be understood that in some cases, these components

%3]

can be implemented as separated units and can be operatively connected to the

computer device.

[0041] Those versed in the art will readily appreciate that the teachings of the
presently disclosed subject matter arc not bound by the svstern iHustrated n Fig. 1a;
equivalent and/or modified functionalitv can be consolidated or divided m another
10 manner and can be implemented in any appropriate combination of software with

firmware and hardware.

[0042] Tuming now to Fig. 1b, there is illustrated a schematic block diagram of
functional components comprised in a PMU of a secored computer system in

accordance with certain embodiments of the presently disclosed subject matter.

15 [0043] The processor 108 can be configured to execute scveral functional
components/modules in accordance with computer-readable nstructions implemented
on a non-transitory computer-readable memory comprised in the system memory 110,

Such functional modules are referred to heremafter as comprised in the PMU 102,

10044] Functional components comprised in the PMU 182 can comprise an operating
20 system (08) 116 and a group of modules 120 exccutable by the operating system 116,
The OS 116 can be a secure base 05 which can comprise a trimmed down/stripped
down version of Linux kernel together sccurity enhancing extensions (¢.g., SELinux,
GRSec). In some embodiments, BSD derived kernel/userland can be used and
evaluated, as well as further secure features such as, ¢.g., capsicom, pledge, etc. In
25 such base O5, each component that does not have direct usage is not compiled (or
dynamically loaded) 1oto the kemel, while certain advance security kernel extensions
arc compiled in for additional security. Unused biaries can be, for example, removed
from user space. Optionally, hibrarics can be recompiled to their minimal required
feature set with additional compile-time security features. Separate pools of COW
30 {copy on write} filesystems are being used with read only continuous snapshotiting and
advance usc of block level check suwmming and filesystem metadata semantics. This

enables key features such as validation and recovery. In particular, the O8S enables
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secure enclave backed device encryption which prevents key compromise even if the
08 itself (imcluding kernel) 1s compromised, as will be described below with reference

to Fig. 2.

]

at least one writer module 122 (also referred to herein as writer) and at least one reader

ey

(451  According to certain embodiments, the group of modules 128 can comprise

%3]

module 124 (also referred to herem as reader). FHach module within the group of
modules can comprise a designated secure region to be executed within the protected
memory. The group of modules are configured to create authentication and share the
mput data securely via a shared memory accessible thereto using a composite key, the
10 composite key being generated within the groop using a data sharing mechanism
between the designated secure regions ag enabled by the set of instructions, as will be

described below in detail with reference to Fig. 2.

[0046] It is to be noted that these modules within the group should be broadly
constructed to cover both system-level modules/processes as well as application-level
15 modules/processes which can be operatively connected to cach other and share data
there between. The group of modules are illustrated in a general manner of layout for
the purpose of describing functionalities thereof but are not intended {o reflect actual
system layers or structures thercof It is to be appreciated that any switable
mplementation  of these modules m  accordance with their propertics and
20 functionalitics can be applied, and the present disclosare is not limited to a specific

immplementation.

[0047] Beanng this in mind, reference is now made to Fig. 2, illustrating a schematic
and exemplified implementation of a group of modules i accordance with certain

embodiments of the presently disclosed subject matter.

25 [0048] As shown in Fig. 2, in one embodiment, the at least ong writer module 122
can comprise an input manager module 202, The at least one reader module 124 can
comprise one or more modules selected from a group comprising: a statc manager
module 204, a secure environment module 206, and an output manager module 208,
Fach module has a designated secure region (as Hustrated in each module) embedded

30 therein which provides a secure environment for the module to exccute code and store
data therein. The enclave can be executed within the protected memory. In the case of

a platform supporting secure enclaves as described above, the secure region can refer
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to a secure enclave which is executed in the EPC region. As described above, EPC can
be a protected region which is kept as a separate container, not accessible when
execution is not inside of the enclave. When an enclave 1s entered, control can be

transferred to the enclave code inside the EPC. SE mstructions can provide access

%3]

control mechanisms which ensure that enclave memory pages belonging to a given
enclave {of a given module) cannot be read or written from outside the given enclave
regardiess of current privilege level and CPU mode (nng3/user-mode, ringG/kemel-
mode, SMM, VMM or ancther enclave). Therefore, each module can securely protect
its own code and data using a designated enclave which is not accessible to any other

10 enfity.

100491 According to certain embodiments of the presently disclosed subject matter,
the secure enclave mechanism as described above can be used to cstablish trust and
authentication among the modules within the group, in addition to its original intent

and usage of secure data protection.

15 [0050] Specifically, the group of modules can be configured to create authentication
and share data (c.g., the nput data) securely via a shared memory 114 accessible
thereto using a composite key. According to certain embodiments, in the case of a
secure enclave supporting platform, the composite key 1s generated by cach module
mdependently using respective key components contributed by each module in the

20 group using sealing and unscaling mechanisms as provided by secure enclave

mstructions, as will be described below in further detail with reference to Fig, 4.

[0051] Having mtroduced the secure enclave mechanism which enables trust
establishment, reference is now made to Fig. 5, illustrating a generalized flowchart of
operations performed by the group of modules with respect to the shared memory in

25 accordance with certam embodiments of the presently disclosed subject matter.

10052] The shared memory is accessible to each of the modules in the group. The at
least one writer module 122 can be configured to receive (502) the input data from the
mput peripheral component 104, encrypt (504) the input data using the composite key
as generated in a process described with reference to Fig, 4 and write (5386} the
30 encrypted input data to the shared memory 114. In cases where the mput data received
from the input peripheral compounent 194 is secure input data {¢.g., encrypted by the

secure keyboard using, for example, a symmetric key), the writer module 122 can be
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configured to further decrypt the secure input data using the symmetric key shared
with the secure keyvboard, and re-encrypt the input data using the composite key and

write the re-encrypied input data to the shared memory 114,

100531 The at least one reader module 124 can be configured to read (588 data (o .,

%3]

the encrypted mput data} from the shared memory, decrypt (818) the encrypted mput
data using the composite key and use (812} the decrypted input data.

10054] As aforementioned, the at least one reader module 124 can comprise ong or
more modules selected from a group comprising: a state manager module 204, a secure
environment module 286, and an output manager module 288. These reader modules
10 ¢an all read from the shared memory in the above descnbed manner. In some cases,
cach of them can selectively read data that are directed/relevant to them. According to
some embodiments, the state manager module 284 can be configured to read state
mformation of the system so as to monitor state of environment i the operating
system, ¢.g., whether the system is working i a secure environment or a virtualized
15 local environment. In case of a switch of environment {¢.g., from virtualized local
environment {0 secure environment, or vice versa), the state manager module 284 can
be configured fo act as a coordinator between relevant modides and components, as

will be described below with reference to Fig. 6.

[0055] The secure environment module 206 can be configured to read the encrypted
20 mput data {encrypted by the writer module, e.g., the input manager module 202) from
the shared memaory, decrypt the encrypted input data, transfer the input data securely
through remote connection to a remote working environment, and receive processed
cutput data securely from the remote working envivonment. By way of example, the
secure environment module 2066 can be an application of a Remote Desktop (RDP)
25 client which can be used o connect 1o a remote working environment, such as, e.g.. a
remote PC, a remote server, cloud, etc., where the input data are transferred and
processed. Thus in some cases the secure environment module 18 also referred to as a
rerpote environment module. The secure environment modulc 286 is a sccure enclave
aware runtime environmeni which utilizes the secure data sharing and protection

mechanism as described above thereby maintaining a constantly-secured working

(O3]
=

environment.
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[0056] The secure communication between the RDP client and the remote working
environment can be implemented in various ways. For instance, encryption schemes
such as, e¢.g., end-to-end encryption, TLS/SSL (Transport Layer Security/Secure

Sockets Layer) encrvption, one time password, and any other proprietary algorithms,

%3]

ete. can be used. These encryption schemes can be used. by way of non-limiting
exaraple, for transport and/or payload encryption, cte. In some cmbodiments, a remote
authentication process between the device and the remote entity can be established,

which will be descnbed below with reference to Fig. 7.

[0057]  The output manager module 208 can be configured to provide the processed
10 ouiput data to the output peripheral component 186. By way of example, once the
processed output data are received from the remote working environment by the RDP
chient, the RDP chient can write the output data into the shared memory, and the output
manager module 288 can read the output data therefrom and provide it to the output
peripheral (e.g., to render for display, etc.}. The implementation of such a secure output

15 path will be described in detail below.

100581 In such a secure working environment, once secure inpwt data 18 received
from the input peripheral component, this data can be shared securely among the group
of modules {as cnabled by the secure data sharing and protection mechanism based on
secure enclaves) therefore ensuring an entire process from imput to output bemng
20 securely protected end-to-end, such protection being vabd agamst kemnel

level/SMIM/ME attacks.

[0059] Tuming now to Fig. 4, there 1s illustrated a generalized flowchart of
generating a composite key by cach given module in the group of modules n

accordance with certain embodiments of the presently disclosed subject matter.

25 [0060] As described above, cach given module has a designated secure enclave
embedded therein which provides a secure environment for the module to execute code
and store data. Each given module m the group of modules can be configured to
generate (402} a proivate key component for a specific session n its designated secure
enclave and store the key component therein. The key component can be gencrated

30 randomly, €.g., as an ephemeral nonce. Since the key component is generated and

stored n the secure enclave, no other entities, other than the given module wtself, can
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access this key information, due to the access control mechanisms provided by the SE
mstructions.

[0061] Each given moedule can securely exchange (4663 its own key component

within the group via the shared memory so as to obtain respective key components

[@a]

from other modules in the group. According to certain embodiments, this key exchange

18 enabled by usimg the scaling and unscaling mechanism of the secure enclave.

10062] Sealing refers to the process of encrypting enclave data for persistent storage
to the disk, so as o protect the confidentiahity of the enclave data and to detect
tampering when the enclave is loaded back into the EPC. This allows enclave data to
10 be retrieved if the enclave is torn down (e.g., due to a power event or by the application
itself), and subsequently brought back up. Sealing, n a way, can be regarded as an
encryption using a private sealing kev that 1s unigue to that particular platform and
enclave, and is unknown to any other entity. There are different ways of scaling using
different enclave identities. One of the identities associated with an enclave is
15 the Signing ldentity provided by an authonty entity {e.g., a developing company)
which signs the enclave prior to distnibotion. This value 15 called MRSIGNER and will
be the same for all enclaves signed with the same authority entity. Thus, it allows the
same sealing key to be used for different enclaves, as long as these enclaves are all

signed with the same authority entity.

20 [0063] According to certain embodiments of the presently disclosed subject matter,
the sccure enclaves designated to the multiple modules within the group are all signed
bv the same authority entity {(¢.g., the owner/producer of the modules) and are al
associated with a signing identity of the authority entity. Enclave data of a given securg
enclave scaled using the signing identity can only be successfully unsealed on the same

25 platform by a valid and properly instantiated secure enclave that shares the same
signing identity with the given secure enclave. Therefore, the scaling and unsealing
mechanism using the signing identity can enable sharing of enclave data securely
between multiple enclaves of different modules owned/produced by the same auwthority
eniity, therefore establishing hardware-based authentication and trust between the

modules in the group.

(O3]
&

[0064] Referring back to the sccure exchange (406) of the kev component as

described above, specifically, one module (¢.g., the writer module) within the group
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can act as a coordimator module for coordinating different phases/stages during the

exchange process. In the first stage, cach given module can seal (408) the key

component and copy the sealed kev component {o the shared memory. Once all the

sealed kev components from all modules are copied to the shared memory, the

%3]

coordinator modude can inform the group of a stage change, and each given module
can be configured to copy (410) respective sealed key components of other modules
from the shared memory 1o 1ts own designated secure enclave, and unseal (412} the
respective sealed key components in the designated secure enclave. A successful
unsealing of the scaled key components by the given component proves that itis a

10 vahd, trusted and untampered entity.

100651 Once all the key components from all other modules in the group are
successfilly unscaled, cach given module can independently generate (414), in its
designated secure enclave, a composite key using a respective key component from
cach module within the group. It is to be noted that the composite key has to be derived
15 from ali the key componentis of all the modules in the group. Each active participating
module is required to contribute a key component to be used for creating the composite
kev, thereby preventing possible replay attacks. It is also to be noted that each module
generates the composite key using kev components of other modules as copied from

the shared memory, and its own key component as locally stored.

20 [0066] Once independent generation of the composite kev is completed by each
module, the coordimator module can mform the group of a stage change, and the group
can start sccure data communication within the group by using the composite key, as
described above with reference to Fig. 3. In one embodiment, the writer module can

encrvpt data using the composite key generated by ttself and write the encryvpted data

%3]

to the shared memory. If a reader module, when reading the encrypted data from the

NJ

shared memory, can use the setf-generated composite key to successfully decrypt the
encrypted data, this necessarily imdicates that its own key component was used in
generating the composiie key, which provides verification of the validity and secarity

of the other module.

[0067]  In particular, it is to be noted that in the presently disclosed subject matter,

(O3]
=

the scaling and unsealing mechanism using the signing identity is used to establish

trust and security, rather than just sharing data. By successfully sending sealed data
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and examining the new encrypted data (using the compostte key), a successful un-
seal operation can be deducted. The notion of deductinga successful sealun-
seal operation on all participating modules is the trust that is created, because only

valid, trusted, and untampered enclaves are able to do thus. Therefore, a hardware

%3]

anchor to this trust is established.

[0068] According to certain embodiments, the number of participating modules in
the group of modules is not restricted or predefined. At any given time, a new module
can join the group, upon which a new composite key is gencrated (as requested by the
new jomning module) from all current participating modules, in a sinular process as
10 described above, effectively vahidating the status of all the participants, as well as
preventing replay attacks. The key re-generation is also referred to as key refresh or
kev rollover. By way of example, if the new joining module, after genecrating
mdependently the new composiie key, can read data successfully using the new
composite key, this means the key exchange between the new module and the rest of
15 the members is successful, and only its kev component is used in the new composite
key. By way of another example, if the new joinmmg module, after gencrating
mdependently the new composite key, receives from an untrusted entity a playback
memory which used an older kev, the new joining modale will be able to verify that it
1s not from a valid and trusted entitv. By way of vet further example, upon a key
2 change, the writer module can mspect the provided key components from the modules
and verify which modules are currently alive.
[0069] In some embodiments, the composite key can also be required to be
repeatedly regenerated every given mmterval of time, for the purpose of enforcing key

freshness and avoiding key wear-out. Optionally, the policy/algorithm used to generate

%3]

the composite key based on the key components can also vary and can be selected from

NJ

a set of predefined options, which provides additional secunty protection, since even
if the kev componenis remained unchanged, the actual composite key resulted
therefrom may be different. At any given time, an existing member module can leave

the group without affecting the current composite key.

[0070] According to certain embodiments, in addition to the new joining module

(O3]
&

replay protection as described above, there is also provided an on-going replay

protection. By way of example, the wrter module, as the provider, can use a session
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monotonic cosnter which will start at the begmning of a wrnting session and will
continuously increment this counter as new data units are provided. The monoctonic
counter is a per data umit/element counter. The reader modules, as consumers, can read

this counter value when they read the data and can store this value locally. Since this

%3]

counter value is expected to only advance forward, if a value currently read by a reader
module is lower than the previously stored value, the reader module can assume there
is a compromise in the data. Additionally, reader modules continuously keep track of
the session monotonic counter. A valid increment counter ¢an be an indication of a

valid writer module.

10 [0071] Tursing now to Fig. 3, there 1s tlustrated a schematic representation of a data
structure of the shared memory in accordance with certain embodiments of the

presently disclosed subject matter.

106072] The shared memory 114 is ropresentatively tllustrated, by way of non-himiting
example, as a data structure of a secure ring cache 388 (it is tc be noted that since
15 memory is never phvsically created as a ring, the ring cache 3890 is illustrated for
representative purposes only. A hincar representation with equivalent functionality as
described herein can be used in implementation. It is noted that in some embodiments
an implementation of a ring cache should implement protection against overflow). In
some embodiments, a different data structure, such as a suntable data structure which
20 supports multiple readers and mudtiple writers, and wherein reading the data does not

cause it to be deleted, can be used.

[0073] The ring structure does not have a real starting point or end point and data can
loop around the ring. The bastc data element stored in the ring cache i3 illastrated as a
data packet 301 which comprises metadata 362 and payload 3G4. The metadata and
25 the payload can be both encrypted, or aliematively only the pavioad is encryvpted. The
metadata 302 can mclade overhead information such as, ¢.g., descriptor, timestamy,
packet counter, ctc. The payvicad 304 contains the actual data being carried. Data
packets can vary in stmucture and functionality depending on the protocols
mmplementing them. Data packets are only read but not consumed (i.¢., deleted). When

a full circle has been reached, the oldest data packets will be overwnitten. The ring

(O3]
=

cache can be built in a way that it is big enough so readers can have ample time to read

data before 1t is overnidden. In onc embodument, the ring cache can be sized to
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accormmodate 100-200 keystrokes. It 1s to be noted that the ring cache size can vary,
depending on factors such as, e.g., input type and throughput. In cases where the input

peripheral 13, ¢.g., a microphone, the ring cache can be sized 1o terms of time units.

100741 According to certain embodiments, in addition to the data packets, the ring

%3]

cache can carry global data comprising: writer data (including, ¢.g., last write position
366, and writer active flag, ¢tc.), reader data (including e.g., reader active flags etc.),
encryption handling data (inchuding sealed key components, key rollover flags etc.),

and ring metadata.

[0073]  As described, there 1s provided a marker imdicative of the last write position
10 366 (as part of the writer data). The last write position is updated by the writer at the
end of every write state. The writer marker is a public value represcuting the last write
position. The writer updates it after every write action. Every reader can independently

track this value to keep track of the writer actions.

[0076] Each reader independentlv reads the data without affecting others. Each
15 reader can individually follow the wrniter and decide what and how much new data was
written since is last read, ¢.g.. by tracking the last read position. The last read position
1s a private value representing the position this specific reader has last read. ft is not
public  and 15  mamtamed intermally  within each  reader  module
When a reader joins the group, it records the last write position as its last read position
20 and starts tracking the writer. When the reader reads at a new time, it compares the
mternally saved last read position to the current public last write position, and if they
arc not equal, the difference in count reflects the new writes that the writer made from
the last read. While reading, each reader can decide to read some or all new data

packets that were written since the last read.

25 (00771 In some embodiments, the writer and readers can be regarded as loosely
coupled to cach other i the data sharing system via the shared memory. The writer
can write data continuously and independently of the readers, while the readers can
read data continuously and imdependently of other readers. This can be achieved by
using memory access state (also referred to as mode) switching, thereby avoiding using

30 any lock mechanism for synchronization, as illustrated i Fig. 8 in accordance with

certain embodiments of the presently disclosed subject matter.

10078] The followings states as ithistrated in Fig, 8 can be used:
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e [nitial State

~ Currently, not in Reader or Writer state.
e Rcader State

- Any reader can initiate state change to reader state.

- Actual state change will occur immediately if not in writer state, or afier

change to Initial State.

~ In casc the Writer Request flag is up, new readers wilh wait until Writer State

has been completed.

- More than one reader can initiate the change simultancously, or one after the
other; Reader State will change back to Initial State after last reader has

completed.

~ Readers are mdependent and do not tnterfere with each other; they coordinate

with the writer only.
e Reader Wait State

- New Readers that encounter the writer flag enter wait state sc the writer can

complete s work.
. Writer State

- Wrtter can request a change to Write State at any time by signaling with the
Writer Request flag; actual state change will occur when all active readers have

completed and state is changed to Inmtial State.
= Writer Wait State
~ Write will wait for all active readers to complete before entering Write State.

[0079] Writer can write 0, 1 or more data packets at every write state. Readers can
rcad 0, 1 or more data packets at every read state, assuming that amount of new data
is available. When entering reader state/mode, readers can create a timestamp. Before
entering read mode, readers check the timestamp, if the max time for state has been
reached, readers will wait to allow writer to enter wrile state and prevent writer
starvation. Multiple readers can start reading at the same time, cither by changing to

read state or by contimuing the read state, as long as the writer 18 not waiting to write.
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[0080] In some embodiments, there can be multiple writers writing in the ring cache.
By way of example, there can be two input manager modules, cach operatively
connected to a respective input peripheral component. The two input peripherals can

be either of the same kind {e.g., two kevboards), or of different kinds {¢.g., ong

%3]

kevboard, and one mouse). fo such cases, each data packet should include extra meta

data indicating the writer origin.

[0081] Itis to be noted that the above descnibed ring data structure, its functionality,
as well as the writer and reader behaviors in connection therewith, are illustrated for
exemplified purposes and should not be construed to bmit the present disclosure
10 any way. Any other suitable data structure and/or participant behaviors can be applied

i hiew of or in addition to the above.

[0082] Refercnee is now made to Fig. 6, illustrating a generalized flowchart of switch
of environment in the operating system in accordance with certain embodiments of the

presently disclosed subject matter.

15 [0083] In some embodiments, except for a secure environment which is provided
when the secure environment modufe 286 is up and running using the above described
secure data sharing and protection mechanism, there can be also a virtualized local
environment module (not shown in the figures) executable by the operating system of
the secure computer device. This module provides the user with an unmodified third

20 party operating system {¢.g., a VM of Windows, Linux, or any other proprigtary or
legacy OS, etc.). There can be possibly multiple instances of this component, all
running different versions, different applications with varying levels of hardware

emulation, connectivity and attachments,

[0084] This module i relativelv less secure as compared with the secure
25 environment module as descnbed above, i the sense that it 18 not a secure enclave
aware environment and therefore the secure data sharing and protection mechanism as
described above is not provided in this environment. The virtualized local environment
module and the secure environment module are cryptographically separated from each
other and can be executed with mutual exclusion. It is further noted that i the secure
30 environment, persistent data is stored remotely, whereas in the virtualized local

covironment such data is encrypted and stored on the local disk. In this context,
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"persistent data” can exclude transient data - such as data available momentarily during
the process of displaying it.
10085] Upon the operating system being booted, the user can be presented with a

unified user interface to connect to either of the two environments. At this time, there

%3]

can be, for example, two modules running i the system, the mput manager module
and the state manager module, which together constitute the group of modules. These
two modules can agree on a composite kev as described above, and start sharing data
using the kev via the shared momory {c.g., the sccure ring cache). Assunung an
mstruction is now received from the user to enter the virtualized local environment

10 {eg

&t

Windows VM), the virtualized local envirgnment module is up and running. Itis
noted that cven in a vutualized local environment, the secure nng cache is still
operating in the above described manner but is not accessible to the virtualized local
environment module, e.g., the Windows VM. When working in the virtnalized local
environment, the input manager module can continuously send encrypted data {for

15 example: to the secure remote working environment 780) 1n order to prevent side-

chaonel attacks.

100861 Upon receiving {602) an instruction from the user to switch from the
virtualized local environment to securce environment, the state manager, who is reading
data from the ring and monitoring the state of the environment, can instruct (604) the
20 virtualized local environment module to suspend and save the current state. In some
embodiments, the instruction of switching between environments can be given by a
user through a physical switch that is embedded/integrated on the secure computer
device, such as, ¢.g., a button, or a switch button on the kevboard, or through a physical

component {¢.g., a physical indicator) that can additionally provide physical indication

%3]

upon a successful switch, as descnbed below. The secure switch can be implemented

NJ

using a secure driver, either through an existing module within the group of modules,
or through a designated module with a designated secure enclave. In some other
embodiments, the instruction of switching between eovironments can be given by
using a keystroke combination through the keyboard. Upon receiving the instruction
30 from the state manager, the VM manager of the Windows VM (for example) can take
a snapshot of the current state which can be stored and later used to revert back to a

specific point-in-time. The state manager module then instructs {606} the mput
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manager module to switch from non-secure to secure environment. The input manager
module, upon receiving the instruction from the state manager. will stop sending

simuiated non-secure mput data o Windows VM.

100871 The state manager module also loads (608} the secure environment module

%3]

{c.g., the RDP client) which joins the group of modules as a new member, thus
triggering a key rollover. A new compostte kev can be generated among the group of
modules {e.g., the secure environment module, the input manager module and the state
manager module) and used for subsequent secure data sharing within the group. Upon
a successful switch being completed, the state manager can mstruct (616) to give a
10 physical indication to the user that the switch 1s successfully completed. By way of
example, a physical component/indicator embedded on the secured computer device,
such as, ¢.g., a visual mdicator, LED, or a sound mdicator {¢.g., vibrator), ctc. that can
be mstalled on the kevboard or any other suitable component of the computer device,
can give a physical indication upon receiving a notification of a successtul switch, by
15 way of, e.g., light mini-screen, buzz, sound, etc., so that the user gets an indication
that the switch actually took place. This can effectively provide protection against a
malicious component attempting to fake a switch, thus taking over control of the

system.

[0088] Tuming now to Fig. 7, there 1s illustrated a schematic llustration of a secure
20  cloud environment in accordance with certam embodiments of the presently disclosed

subject matter.

[0089] Currently there are verv few cloud solution vendors who offer true zero-
knowledge, 1.e., sensitive data, such as, e.g., encrvption keys as provided by the user,
which arc not konown to the vendors. Within the few cxisting solutions, zero-
25 knowledge may be provided only in a hmited subset of applications {e.g., secure file
storage, secure email, etc.}. With most cloud providers, certainly those who offer
virtual computing, the user 1s forced to blindly trust the vendor and the hypervisor (1.,
the software stack in charge of virtualization). Trusting the hypervisor is a critical
security drawback. A virtualized operating svstem running 10 a cloud provider, along

with all of its memory space (regardless of privilege separation within the user),

(O3]
=

running processes, data, etc., s completely transparent to the hypervisor. Malicious

activities, such as, ¢.g., a malicious employee working for the cloud provider, a
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subpoena served to the provider, a compromise at the hypervisor level or cross VM
compromise, all put the chient’s VM (and data) at great risk.
100901  Using the secure computer system as described above, which is equipped with

secure working environment and end-to-end data protection, as enabled by the secure

%3]

data sharing and protection mechanisms, a true zero-trust cloud cuvironment can be
realized. In some embodiments, the user can provide all system configuration and user
mformation in a consclidated file (¢.g., a IS0 file), which can be used to install and
customize a secure computer device 700 as per the user's request, at a secure physical
environment. It 1s to be noted that such a secure computer device has already been pre-
10 configured to enable the secure data shanng and protection schemes, as described
above. Once the secure computer device 708 is customized and closed, a physical
tamper resistant measure can be used to provent the computer device from being
opened agam, by way of ¢.g., using hardware switches. This secure computer device
768 can be then placed into the cloud and can be used to provide a secure remote
15 working environment to the user. No entity from the cloud provider can tamper with
the device or access the data stored therein, or the computations donc on that data. The
user, located anywhere i the world, can use a local secure computer {e.g., a secure
computer system 188} to connect o the secure computer device 780 using his private
credentials as previously configured. In addition, the remote computer can be used to
2 connect to other computers in the cloud thus forming a network of inter-connected
remote computers that serve as an organizational network with end users accessing it

using the computer system 104,

[0091] A secure communication between the local secure computer 100 and the

secure remote working environment 788 can be implemented i various ways. There

%3]

1s now described an exemplified way of establishing a remote authentication between

NJ

the local device and the remote entity in accordance with cerfain embodiments of the
presently disclosed subject matter. Any other known or proprictary protocols, such as,
TLS/SSL, VPN, RDP, etc. can be used for establishing remote auwthentication and/or

enabling the secure commmunication between local device and the remote entity.

100921 At device creation, a pre-shared secret between the client 100 and the server

(O3]
=

708 is sealed thus avoiding the need for remote aftestation. This can be done at a

defined secure safe production environment, where ©# is assumed no sysiem is
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compromised and device provisioning can be performed without any risk of malicious
software or other security risk.
10093]  Specifically, a wnmique certificate that can recognize this specific device to the

server can be created. This specific device's public certificate can be saved on the

%3]

server. On the device, this specific device's certificate {public and private kevs), and
the server's public certificate, can be saved. This information can then be sealed (for
example: using a secure enclave specific sealing mechanism), meaning only this
specttic device can unseal this information and only on a properly instantiated sccure
enclave signed by a trusted entity. Tampering with the device, changing its hardware
10 properties, editing or deleting the sealed data, will break the sealing and fail the device
authentication. Without this data, this device is assumed compromised, cannot be used,
and will need to be re-provisioned with new identification at the secure production

environment.

10094] An exemplified, remote avthentication flow can be performed as follows:
15 When negotiating remote security, afier establishing an encrypted channel, the client
can unscal the authentication data, and authenticate the server using the saved server
certificate. If authenticated, the client can send the server this device specific signed
certificate tor validation. A scrver that receives the right signed certificate can assume
that the data was properly unsealed, which can only be done on the nght device with
20 the properly instantiated secure enclave. The above austhentication process is assamed
o be as secure as remote attestation, as Intel proposed. In addition, it provides a sumple
and safe way for two way remote authentication, and does not require special servers
or registering and using the atiestation service. This also provides the option of

disabling a specific device if assumed compromised, since each device is authenticated

%3]

and recognized individually.

NJ

[0095] According to certain embodiments, a nng data structure, similar to the
implementation of the secure ring cache 380 which is used to securely share input data
between the group of modules as described above with reference to Fig. 3 and Fig. 5,
can be used to securely share processed output data among relevant entities and

modules thus forming a secure output path to transfer to the cutput data. In one

(O3]
=

embodiment, a second ring cache can be created i a similar implementation

mechanism and can be used among a second group of modules that are relevant for
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outputting the processed data. The second group of modules can at least mchude, for
imstance, the RDP client module which can serve as the writer module for receiving
the processed data from the remote environment and writing to the second ring cache,

and the output manager module which can serve as one of the reader modules for

%3]

reading the processed data from the second ning cache. There can be possibly other
modules participating i the second group. In another embodiment, the same secure
ring cache 300 may be used for sharing both mput and output data, in which case there
can be possibly two or more writers {¢.g., the input manager module and the RDP
client) that write to the ring and thus should be coordinated. The present disclosure is

10 not limited by the specific implementation thereof.

100961 It is to be noted that the examples shown in the figures and described above
arc only for illustrative purposes and should not be decmed to limit the prosent
disclosure in any way. Anvone skiiled in the art would readily appreciate that any other
suttable implementations or illustrations can be used in addition or in lien of the

15 iHustrated examples.

100971 It is also noted that whilst the flow charts illustrated in in Figs. 4-6 are
described with reference to elements of system 198, this is by no means binding, and

the operations can be performed by elements other than those described hercin.

[0098] It s to be understood that the nvention is not limited in its application to the
20 details set forth in the description contained herein or illustrated in the drawings. The
mvention is capable of other embodiments and of being practiced and carried out in
various ways. Hence, it 1s to be understood that the phraseology and ternunology
employed herein are for the purpose of description and should not be regarded as
fmiting. As such, those skilled i the art will appreciate that the conception upon

15 which this disclosure is based may readily be utilized as a basis for designing other

e
(%}

structures, methods, and systems for carrying out the several purposes of the presently

disclosed subject matter.

[0099] It will also be undersiood that the syvstem according to the invention may be,
at least partly, implemented on a suitably programmed computer. Likewise, the
30 invention comtemplates a computer program being readable by a computer for

exccuting the method of the mvention. The mvention further contemplates a non-
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transitory computer-readable storage medium tangibly embodying a program of
mstructions executable by the computer for execoting the method of the invention.

100100} Those skilled in the art will readily appreciate that various modifications and

changes can be applied to the embodiments of the invention as hereinbefore described

[@a]

without departing from its scope, defined in and by the appended claims.
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CLAIMS
1. A secured computer sysiem, comprising;

a processor and memory unit (PMU) operatively connected to an mput

peripheral component and an output peripheral component, wherein:

5
the input peripheral component is configured to receive input data from
a user and send the input data to the PMU;
the output peripheral component is configured to receive processed
output data from the PMU;
10 the PMU comprises a svstem memaory comprising a protected memory

and a shared memory, and a processor operatively coupled to the system
memory, the processor including a set of instructions for enabling secure data

storage and execcution via the protected memory;

the PMU further comprises an operating system and a group of modules

15 executable by the operating system, cach module in the group of modules having a
designated secure region to be executed within the protected memory, the group of
modules configured to create authentication and share the input data securely via the
shared memory accessible thereto using a composite key, the compostic key generated

within the group using a data sharing mechamism between the designated secure

N
ln]

regions enabled by the set of tnstructions;
wherein the group of modules comprises:

at least one writer module configured to recetve the mput data
from the input peripheral component, encrypt the input data using the
composite key and write the encrypted input data to the shared memory;

25 and
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at least one reader module configured to read the encrypted
input data from the shared memory, decrypt the encrypted input data

using the composite key and use the decrypted mput data.

2. The secured computer device of claim 1, wherein the processor supports secure

[%a]

enclaves and the set of mstructions includes a plurality of secure enclave instructions,
and wherein the designated secure region is a secure enclave.

~

3. The secured computer device of claim 1, wherein the at least one reader module

is selected from a group comprising:

a state manager module configured to monitor state of environment n the

10 operating system;

a secure cnvironment module configured o transfer the input data securely
through remote connection to a remote working environment and receive processed

output data securely from the remote working environment; and

an output manager module configured to provide the processed output data to

15 the output peripheral component.

4. The secured computer device of claim 2, wherein cach given module i the

group is configured to generate the composite key by:

generating a key component for a specific session in a secure enclave

designated thereto and storing the key component in the designated secure enclave;

20 securcly exchanging, using sealing and unsealing mechanism of the secure
enclaves, the key component within the group via the shared memory s0 as to obtain

respective key components from other modules in the group; and

mdependently generating, in the designated secure enclave, the compostie key
asing respective key component from each module within the group, thereby allowing

25 secure data communication within the group by using the composite key.

5. The secured computer device of claim 4, wherein the designated secure

enclaves are associated with a signing identity of an authority eantity that sigos the
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secure enclaves, and wherein each given module 1n the group is configured to securely
exchange the key component by: sealing the key component and copying the sealed
kev component to the shared memory, copying respective sealed key components of

other modules from the shared memory to the designated secure enclave, and unsealing

%3]

the respective sealed key components, wherein a saccessfid unsealing operation by the

given module provides validity authentication.

6. The secured computer device of claim 5, wherein the at least one writer module

is further configured to coordinate phases during gencrating the composite key.

7. The secured computer device of claim 1, wherein the mmput peripheral
10 component is a secure kevboard configured to receive and encrypt input key strokes

from the user and send the encrypted input data to the PMU.

8. The secured computer device of claim 1, whergin the output peripheral

component is a secure display configured to receive encrypted processed output data

from the PMU and decrypt the encrypted processed output data to render for display.
159 The secured computer device of claim 1, wherein the shared memory is

represented by a secure ring cache in which each module in the group independently

accesses therefrom.

10 The secured computer device of claim 1, wherein a new composite key is

generated upon a new module joining the group or upon lapse of a period of time.

-

11.  The secured computer device of claim 1, wherein the at least one writer module

NJ
L)

1s configured to use a session monotonic counter whose value is expected to advance
forward only when writing new input data, and each of the at least one reader module
is configured to store a local copy of the session monctonic counter on every reading
session and upon a new reading session, read a current value of the session mongctonic

25 counter and compare with a previous stored value,

12. The secured computer device of claim 1, wherein the composite kev is verified

bv a given module apon a successtul read of the given module from the shared memory

using the composite kev.

13 The secured computer device of claim 1, further compnsing a virtualized local
30 environment module executable by the operating svstem, wherein state of the

operating system is switchable between a secure environment provided by the secure
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environment module and a virtualized local environment provided by the virtualized
local environment module.
14. The secured computer device of claim 13, further comprising a physical

mdicator embedded on the secured computer device and configured to provide a

[@a]

physical indication upon a swiitch between the virtualized local environment and the

secure environment.

15 The secured computer device of claim 13, further comprnising a physical switch
embedded on the secured computer device configured to receive an instruction of
switching environment from a user, and trigger a switch between the virtualized local

10 environment and the secure environment.

16. The secured computer device of claim 14, wherein the physical indicator is a

visual indicator embedded on the input peripheral component and configared to give

visual indication upon receiving a notification of a saccessful switch,

17. The secured computer device of claim 1, firther comprising a BIOS component
15 configured to perform verification in order to determine whether or not to boot the

operating system.

-

NJ
L)
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FIG. 3
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Shared memary {114}
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Generating a key component in a secure enclave designated
thereto and store the key component therein {402}

Securely exchanging the key component within the group via the sharad
memory 50 as to obtain respective key components from other modules in
the group {406}

Sealing the key component and copying the sealed key
component to the shared memory {408}

;

Copying respective sealed key components of other modules
from shared memory to the designated secure enclave {410)

:

Unsealing the respective sealed key components {412)

independently generating, in the designated secure enclave,
a composite key using respective key component from each
module within the group {414}

FIG. 4
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At {east one writer module configured to

Receive the input data from the input peripheral component
{502}

!

Encrypt the input data using the composite key {504}

;

Write the encrypted input data to the shared memory {506}

At least one reader module configured to

Read the encrypted input data from the shared memory {508)

!

Decrypt the encrypted input data using the composite key
{510)

;

Use the decrypted input data {512)

FiG.5
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State manager receives an instruction of switching from non-
secure to secure environment {602}

State manager informs non-secure environment module to
suspend and save current state {604}

i

State manager module informs input manager module to
switch from non-secure to secure environment {606)

i

State manager loads secure environment module which joins
the group of modules, and new compaosite kay is created
{608)

State manager instructs to provide physical indication to user
indicative of successful switch {610)

FiG. &
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