wo 2015/102008 A1 |1 0FV0 0000 00 O 0 O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization
International Bureau

—~
é

\\

(10) International Publication Number

WO 2015/102008 A1

(51

eay)

(22)

(25)
(26)
1

(72

74

9 July 2015 (09.07.2015) WIPOIPCT
International Patent Classification: (81)
HO4L 12/24 (2006.01)

International Application Number:
PCT/IN2013/000822

International Filing Date:
31 December 2013 (31.12.2013)

English
Publication Language: English

Applicants: INTEL CORPORATION [US/US]; M/S:
RNB4-150, 2200 Mission College Blvd., Santa Clara, Cali-
fornia 95052 (US). INTEL TECHNOLOGY INDIA PVT
LTD [US/IN]; No.136, Opp To Leela Palace, Kodihalli,
Airport Road, Bangalore 560017 (IN).

Inventors: GANGULI, Mrittika; Intel Technology India
Pvt. Ltd, Outer Ring Road, Munnekolalu Village, Ban-
galore 560064, KA (IN). JOHN, Jaiber J.; C103, Umas-
ree Dream world, Hongasandra, Opp. to Kudlu gate, Hosur
Road, Bangalore 560068, KA (IN). KUMAR, Mohan J.;
18680, SW Marko Lane, Aloha, Oregon 97007 (US).
THOMAS, Tessil; Apt No: s-12, Krishna Brookefields,
ITPL Main Road, Bangalore 560037, KA (IN).

Agent:. THAPPETA, Narendra; Law Firm of Naren
Thappeta, #7, Sigma Soft Tech Park, 5th Floor, Beta
Block, Whitefield Main Road, Varthur Kodi, Bangalore
560066, KA (IN).

Filing Language:

(84)

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™M,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

of inventorship (Rule 4.17(iv))

Published:

with international search report (Art. 21(3))

(54) Title: CAPABILITY DETERMINATION FOR COMPUTING RESOURCE ALLOCATION

System 100
Device

00) ¥e
1060
i

Device

Deice

FiG. 1

Deien

10| e =l ...
1060 g

Davice
1RE] ME
1058

siga| vE
Agss

; HIB| ME
jid:y

EthCBd U\JID Enhanced uum 4280 1 Enhanced UUID Enhanced UUlD Enhanced UUE! Enhanced UUID

Sroup Agant
st

@p{i%

il

Device 1024
Deww

Gmup 1itm

\/\

§

152

(57) Abstract: The present disclosure is directed to capability determination for computing resource allocation. A device may com-
prise a management engine (ME) to determine device information for use in generating an enhanced universally unique identifier
(UUID) based on a UUID corresponding to the device. The ME may interact with equipment in the device to obtain the device in-
formation, and may augment the UUID using at least part of the device information. Device information may include a device media
access control (MAC) address, a central processing unit (CPU) identification (ID) for at least one CPU in the device and a device
capability ID. The capability ID may be generated utilizing capability information obtained from the equipment, and may be encoded
into the capability ID based on tables that describe different capabilities. The device may provide the enhanced UUID to a group
agent that may group the device with other devices comprising similar capabilities.
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CAPABILITY DETERMINATION FOR COMPUTING RESOURCE ALLOCATION

TECHNICAL FIELD

The present disclosure relates to computing resource allocation, and more particularly, to

a system for conveying computing resource capability data for use in resource allocation.

BACKGROUND ‘
. Advances in computing and commumcatlon technology ‘have facilitated the growth of

distributed computing.. For example, processing and storage operations that were prev1ously;_
handled on a local basis have now moved to the “cloud_.” " An example of a cloud-computing
so)ution may comprise ai least one computing device (e.g., a server) accessible via a local-area
network (LAN), a wide-area network (WAN) like the Internet, a global area network (GAN),
etc. Smaller applications of cloud computing may include individual users storing data in a
cloud repository, executing applications from a cloud provider, etc. to leverage the ability to
access the data or applicaﬁons using a varic_fty of devices from a variety of locations, for the
security of having the data and/or applications stored in a remotely-situated redundant system,
etc. Large scale applications of cloud computing may involve offloading thé entire computing
infrastmemre for an enterprise to a secondary provider. As a result, the enterprise may continue
(o operate in as usual without having to maintain its own computing resources;

As the trend towards cloud computing continues to grow, the organization of cloud
computing resources becomes more challenging. Large enterprises mcludmg, for example
businesses, educational institutions, governmental entities, medical prowder networks, etc. have
variable computing requirements. As these enterprises evolve, so do their comp\}tmg needs, As
a result, the resources used to support these various enterprises may be a mix of hundreds or

even thousands of computing devices from various manufacturers, in various configurations,

~ with various installation dates, in various facilities, etc. The configuration, installation, service

life, etc. of a certain computing device may dictate its capabilities, and may make it more

appropriate for performing . certain. tasks_over others. Organizing such a large number and _

variety of computmg devices into effective functlonal groups becomes a substarmal computmg

task in itself, making it very difficult to leverage common capabilities.

BRIEF DESCRIPTION OF THE DRAWINGS

Features and advantages of various embodlments of the claimed subject matter will

become apparent as the following Detailed Descnpt;on proceeds, and upon reference to the

Drawings, threin like numerals designate like parts, and in which:
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FIG. 1 illustrates an example of capability determination for computing resource
allocation in accordance with at least one embodiment of the present disclosure; '

FIG. 2 illustrates an example configuration for a device in accordance with at least one
embodiment of the present disclosure;

FIG. 3 illustrates an example structure for an enhanced universally unique identifier
(UUID) in accordance with at least one embodimenr of the present disclosure;

FIG. 4 illustrates an example capability identifi_cation (ID) in accordance with at least
one embodiment of the present disclosure;

FIG. 5 illustrates an example server capability database entry in accordance with at least
one embodiment of the present disclosure; and ' o _ o

FIG. 6 illustrates example operations for of capability determination for computing
resource allocation in accordance with at least one embodiment of the present disclosure.

Although the following Detailed Description will proceed with reference being made to
illustrative embodiments, many - alternatives, modifications .and variations thereof will be

apparent to those skilled in the art.

DETAILED DESCRIPTION

The present disclosure is directed to capability determination for computing resource

~allocation. A device may comprise at least a management engine (ME) to determine device

information for use in generating an enhanced universally unique identifier (UUID) based on a
UUID corresponding to the device. For example, the ME may interact with equipment in the

device to obtain the device information and may then proceed to insert at least part of the device

‘information into fields in the UUID. Deévice information may include, for example, a media.

access control (MAC) address associated with the device, a central processing unit (CPU)
identification (ID) associated with at least one CPU in the device and a capability ID determined
for the device. The capability ID may bc generated usmg capablhty mformatlon obtained from

the interaction, and may be encoded into the capability ID based on tables that describe the

* _capabilities of the equipment. The device may also provrde the enhanced UUID to a group

‘agent that may group the device with other devices comprising s1m11ar capabrhtres These

groups may be selected to leverage the processing power of similarly capable devices.

In one embodiment, a device for use with a computmg resource allocation system may

comprise, for example, a processing module, a memory module, a Com,,mumcyatlon module and a :

ME. The processing module ma‘y be to process dé_ta. The memory module may be to store data.
The communication module may be to communicate with at least a group agent. The ME may

be to determine device information based on interaction with at least the processing module and
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memory module, determine a. universally unique identifier associated with the device and
generate an enhanced universally unique identifier by incorporating at least part of the device
information into the universally unique identifier. '

For example, the ME incorporating the at least part of the device information into the
univefsally unique identifier may comprise the management engine inserting the at least part of
the device information into node fields within the universally unique identifier. The at leést part
of the device information may cdmpﬁse, fof‘example, atvleast a media access control address
associated with the device. The at least part of the device information may also comprise at
least part of at least one central processing unit identifier associated with at least one ccntrai
processing unit in the processing module. The at least part of the device information may also
comprise a capability identifier generated by the management engine based on the interaction.
The capability identifier may be based on capability information received by the management
engine during the interaction, the capability identifier being divided into segments with at least
one segment corresponding to a capability table.. The capability table may comprise entries
describing device capabilities, the value of the at least one segmént indicating an entry in the
capability table. Device capabilities may comprise at least one of processing module
capabilities, memory module capabilities, input/output capabilities, manageability features or
board-related features. | ‘

Tn the same or another embodiment, the management engine may further be to cause the
communication module to transmit the enhanced universally unique identifier to the group
agent. The group agent may be to .dctermine capabilities for the device based on the enhanced
universally unique identifier and assign the device to at least one group based on the capabilities
determined from the enhanced universally unique identifier. A method for communicating
device capability information consistent with the present disclosure may comprise, for example,
determining device information in a device, determining a universally uniqué identifier
associated with the device and generating an enhanced universally unique identifier by

incorporating at least part of the device information into the universally unique identifier.

FIG. 1 illustrates an _example of ,,cgpabj‘lity_,,detcnnination for_computing resource .. . .. ..

allocation in accordance with at least one embodiment of the present disclosure. System 100

may comprise, for example, device 102A, device 102B, device 102C, device 102D, device
102E...device 102n (collectively “devices 102A...n") and group agent 104. Examples that may
be employed in the specification to explam various embodlments consistent with the present
disclosure may refer to devices 102A A as servers orgamzed in a cloud-computing
configuration, which may be an example operational scenario to which these embodiments may

be applicable. However, examples of devices 102A...n may further include, but are not limited
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to, a mobile communication device such as a cellular handset or a smartphone based on the
Android® 0S8, i0S®, Windows® OS, Mac OS, Tizen OS, Firefox 0S8, Blackberry® OS, Palm®
08, Symbian® OS, etc., a mobile computing device such as a tablet computer like an iPad®,.
Surface®, Galaxy Tab®, Kindle Fire®, etc., an Ultrabook® including a low-power chipset
manufactured by Intel Corporation, a netbook, a notebook, a laptop, a palmtop, etc., a typically

stationary computing devme such as a desktop computer, a smart tclevnston, small form factor

computing solutions (e.g., for space-hm\ted applications, multimedia apphcatlons like tclevmmn o

mtegrated media servers, etc.) like the Next Unit of Computing (NUC) platform from the Intel
Corporation, etc.

As set forth above, devices 102A...n may be servers orgamzed in a cloud-computing
configuration. A cloud-computing configuration may include devices 102A...n being servers
aqcessib]e via a network connection (e.g., LAN, WAN, GAN, etc.) that may be configured tov
operate alone or in combination with other servers to process jobs received from a requestor.
The fact that devices 102A...n may be organized in a cloud-computing configuration may be
important from the standpoint that, regardless of physu:al location, devices 102A...n may be
orgamzed by, for example, group agent 104 into various operational groups such as 1104,
110B...110n (collectively, “groups 110A...n") for leveragmg common capablhtles amongst the
group members. Group agent 104 may be, for example, part of a solution for scalable group
management middleware to assist cloud schedulers with efficient workload scheduling. For
example, group agent 104 may be 2 middle layer configured to form groups 110A...n based on
the capabilities of devices 102A...n. Group agent 104. may reside between a zone middleware
library (not pictured) for managing devices 102A...n and host management agents residing in
the OS/Virtual Machine Manager (VMM) node of devices 102A...n along with ME 106A
106B, 106C, ME 106D, ME 106E...ME 106n (collectlvcly, ME 106A...n).

ME 106A...n may comprise hardware (e.g., firmware) and/or sofiware configured to
manage devices 102A...n in regard to, for example, device performance, security, etc. In one ‘

embodiment, ME 106A...n may also be cbnfigured to generate and provide enhanced UUID

'108A, enhanced UUID 108B, enhanced UUID 108C, enhanced UUID 108D, enhanced UUID - - -

108E... ehhanced UUID 108n (collectively, “enhanced UUIDs 108A...n) to group agent 104 for

devices 102A...n. Enhanced UUIDs 108 A...n may comprise, for example, device information

‘that may be used by group é\gem 104 to determine at least one group 110A...n with which each

device 102 A...n may be associated. The device information may come from dlsparate sources o

within devices 102A...n that without the contribution of ME 106A...n, would not be readxly
available to group agent 104. For example, devices 102B, 102D and 102E may be associated

with group 110A based on processing power, memory configuration, processing, security and/or
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management features, etc. Likewise, group 110B may comprise at devices 102A and 102C and
group 110n may comprise at least device 102n. The association of devices 102A...n with these
groups 110A...n may help to leverage the abilities of certain devices 102A...n for certain jobs.
For example, group 110A may include high power and high availability servers for processing
large jobs, group 110B may include enhanced security servers for processing jobs including
sensitive information, etc. As new devices 102A .n become available (e.g., new servers are
added to racks in server farms, older servers are replaced etc) ME 106A...n may be able to

obtain device information for the new devices 102A...n and generate enhanced UUID 108A...n

" .50 that the new devices 102A...n may be quickly associated with a group- of devices having

similar capabilities.

FIG. 2 illustrates an eiample configuration for a device in accordance with at least one
embodiment of the present disclosure. Device 102A’ may be capable of performing some or all
of the example functionality shown in FIG. 1. However, device 102A’ is meaﬁt only as an
example of equipment usable in various embodiments consistent with the present disclosure, and
is not meant to limit these various embodiments to any particular manner of implementation.
Mcreover, the example configuration illustrated for device 102A° in FIG. 2 may also be

aﬁp]icable to similarly situated devices 102B...n further disclosed in FIG. 1.

Device 102° may comprise. system module 200 to manage general device operations.

System module 200 may include, for example, processing module 202, memory module 204,
power module 206, user interface module 208 and communication interface module 210.

Device 102’ may also include at least communication module 212 and ME 106A’. While

" communication module 212 and ME 106A’ have been shown separately from system module

1200, the example implementation of device 102> has been provided merely for the sake of

explanation herein. Some or all of the functionality associated with communication module 212
and/or ME 106A’may also be incorporated within system module 200.
In device 102A°, processing module 202 rha_y comprise one Or more processors situated

in separate components, or alternatively, may comprise one or more processing cores embodied

in a single component (e.g., in a System-on-a-Chip_(SoC) configuration) and any processor-

related support circuitry (e.g., bridging interfaces, etc.). Example processors may include, but
are not limited to, various x86-based microprocessors available from the Intel Corporation
including those in the Pentium, Xeon Itanium, Celeron, Atom, Core i-series product families,
Advanced RISC (e.g., Reduced Instructlon Set Computing) Machine or “ARM” processors ete.
Examples of support 01rcu1try may include chlpsets (e.g., Northbndge, Southbrldge, efc.
available from the Intel Corporation) configured to provide an interface through which

processing module 202 may interact with other system components that may be operating at
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different speeds, on different buses, etc. in device 102A°’. Some or all of the functionality
commonly associated with the support circuitry may also be included in the same physical
package as the processor (e.g., such as in the Sandy Bridge family of processors available from
the Intel Corporation). '

Processing module 202 may be configured to execute various instructions in device
102A°. Instructions may include progfam_code :configured‘to cause proccssi_ng__modu]‘e 202 to
perform activities related to reading data, writing déta, proccssihg daté, formtﬂating 'data,
converting data, transforming data, etc. Informati.on (e.g., instructions, data, etc.) may be stored
in memory module 204. Memory module 204 may comprise random access memory (RAM) or.
read-only memory (ROM) in a fixed or removable fbrma_t. RAM may include memory
configured to hold information during the operation of device 102A’ such as, for example, static
RAM (SRAM) or Dynamié RAM (DRAM). - ROM may include memories such as Bios or
Unified Extensible Firmware Interface (UEFI) memory configured to provide instructions when
device 102A’ activates, programmable memories such as electronic programmable ROMs
(EPROMS), Flésh, etc. Other fixed and/or removable memory may include magnetic memories
such as, for éxample, floppy disks, hard drives, etc., electronic memories such as solid state flash

memory (e.g., embedded multimedia card (eMMC), etc.), removable memory cards or sticks

(e.g., micro storage device (uSD), USB, etc.), optical memories such as compact disc-hased . .

ROM (CD-ROM), etc. ,

Power module 206 may include internal power sources (e.g., a battery) and/or external
power sources (e.g., electromechanical or solar generator, power grid, fuel ceil, etc.), and related
ci'rcuitry configured t6 supply device 102A’ with the power needed to operate. User interface
module 208 may be optional in that some devices 102A” (e.g., Servers) may not comprise user
interface equipment/software, but may instead rely upon user interface resources in another
device (e.g., a control terminal) to facilitate interaction between a user.and device 102A’. User
interface module 208 may include equipment and/qr software to allow usérs‘to interact with

device 102A’ such as, for example, various input mechanisms (e.g., microphones, switches,

__buttons, knobs, keyboards, speakers, touch-sensitive surfaces, one or more sensors configured to . .. ... .

capture images and/or sense proximity, distance, motion, gestures, orientation, etc.) and various
output mechanisms (e.g., speakers, displays, lighted/flashing indicators, electromechanical
components for vibration, motion,. etc.). ‘The equipment in user interface-module 208 may be
incorporated - within device 102A’- and/or may be- coupled to'deviccrl(),’zA"“via*»a wired “or
wireless communication medium. | |

Communication interface module 210 may be configured to handle packet routing and

other control functions for communication module 212, which may include resources configured
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to support wired and/or wireless commuﬁications. Wired commuhications may include serial’
and paralle! wired mediums such as, for example, Ethernet, Universal Serial Bus (USB),
Firewire, Digital Video Interface (DVI), High-Definition Multimedia Interface (HDMI), etc.
Wireless communications may include, for example, close-proximity wireless mediums (e.g.,
radio frequency (RF) such as based on the Near Field Communications (NFC) standard, infrared
(IR), optical character recogﬂitio_n (OCR), magnetic character sensing, etc.), short-range wireless
mediums (e.g., Bluetooth, WLAN, Wi;Fi, etc.) andll'ong range wireless mediums (e.g., cellular
wide-area radio communication technology, satellite-based communications, etc.). In one

embodiment, communication interface module 210 may be configured to prevent wireless

‘communications that are active in communication module 212 from interfering with each other.

In performing this function, communication interface module 210 may schedule activities for
communication module 212 based on, for example, the relative priority of messages awaiting
transmission. '

In the embodiment shown in FIG. 2, ME 106A’ may be configured to interact with at
least processing module 202, memory module 204 and/or communication module 212. In an
example of operation, boot code stored within nonvolatile memory in memory module 202 may
execute boot code upon startup of device ‘102A’. During the execution of the boot code, device
information used to configure device 102A” during initialization may be set in various modules
in device 102A” including, for example, processing -mo“dule 202, memory module 204kand other
hardware resources in device 102A’. The device information: stored in these modules may be
later accessed by ME 106A” for use in géﬁeratiﬁg enhanced UUID 108A. For example, the boot
code may further rcéd a UUID for the deviée generated based 6n a MAC address, may retrieve
the CPUID and may generate a server ID. In one embodiment, during execution of the boot
code (e.g., BIOS POST), a specialized boot code module may collect relevant information from
the boot code intemal-‘data structure and/or device registers/model-specific registers (MSRs) and
assembles the capability ID. The capability ID may then be transferred to ME 106A’ \(ia

mailbox mechanisms and-to the OS through in;mcmory»- tables before handover. In one

‘embodiment, ME 106A’ may include a platform environment control interface (PECI) proxy

216A to interact with at least processing module 202 and memory module 204. The device
information obtained by PECI proxy 216A may then be utilized to generate enhanced UUID
108A. ME 106A’ may cause communication module 212 to transmit enhanced UUID 108A to

group agent 104 so device 102A’-may be associated with at least one group based on capabilities - - o

learned from enhanced UUID 108A. ,
FIG. 3 illustrates an example structure for an enhanced UUID in accordance with at least

one embodiment of the present disclosure. In gcncfal, enhanced UUID 108A’ may be base.d on
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the UUID standard standardized by the by the Open Software Foundation (OSF) as part of the

- Distributed Computing Environment (DCE). A UUID may allow devices to be uniquely

identified without centralized administration, A UUID may be formulated in a variety different
manners depending on the version, however, in general it may be calculated based on an
assortment of data that is likely to arrive at a 16 octet (128-bit) number with a unique value.
Enhanced UUID 108A’ demonstrates that a UUID may be formulated using a vaficty of
timestamps and other informatioh like version {e.g., Time Low, Time ‘Mid., v’-l“ilhve.H.igh and ‘
Version, Clk Seq Hi RES and Clk Seq Low) to generate a truly unique identifier.

A UUID may further reserve spaée for node information (e.g., Node (0-1) and Node -

 5) as shown in enhanced UUID IOSA’). In one embodiment, the reserved space for node

information may be reallocated for use in generating enhanced UUID 108A’. For example,
media access control (MAC) address 302A and at least some data derived from CPUID 304A
and/or capability ID 306A may be insetted into the reserved node space to provide data useful

for evaluating the capabilities of device 102A. MAC address 302A may be utilized by group

| agent 104 to, for example, identify device 102A on a network. The portions of CPUID 304A

included in enhanced UUID 108A’ may include, for example, vendor ID, model, cache
description and at least some basic feature data. 'The,processor-related data may be employed by
group agent 104 to defermined abilities and/or limitations for device 102A prior _toA,grlen
association. ‘Capa'\‘)ility D 306A may provide ‘similar capability data as CPUID 304A but
pertaining to the entire device 102A. Anexample capability ID 306A is disclosed in FIG. 4.

FIG. 4 illustrates an example capability ID in accordance with at least one embodimént
of the present disclosure. In one embodiment, capability ID 306A’ may include 64 bits
separated into eight (8) octets. Each of octet may correspond to a different capability category
described in example tables 400 to 408. Tables 400 to 408 may be standardized so that the

information in capability ID 306’ may simply indicate entries in the tables, and thus, the amount

. of data required to actvally be included in capabilli_ty, ID 306> may be minimized. For example,

the first octet may generally describe the contents of the following octets, The value of the ID

- version octet may. indicate, in accordance with table 400, the ID version of capability ID 306A°, . - _

that capability 1 (Capl) describes CPU capabilities, capability 2 (Cap2) describes memory
capabilities, capability 3 (Cap3) describés input/output (I/O) capabilities, capability 4 (Cap4)
describes manageability/board/chaésis capabilities and cépability fields 5 to 7 (Caps.. .7)'may be
reserved for future use. ' o S

Tables 402 to 408 may then be émployed to determine various capabilities for device
102A based on the value of the octets in capability ID 106A°. For example, the bits in Capl

may describe the manufacturer CPU Family ID of at least one processor in device 102A, the
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number of cores in the processor, the presence‘or absence of trusted execution technology
(TXT), the presence or absence of virtualization technology (VT), the presence or absence of
crypto aéceleration, the presence or absence of vector.capabilities, etc. based on table 402. The
bits in Cap2 may describe the number of memory channels in device 102A (e.g., in meﬁlory
moduie 204), channel capacity, the availability of uniform memory access (UMA) or non-
uniform memory access (NUMA), the availability of row address strobe (RAS), the available of
mirroring/sparring in device 102A, etc. based on table 404. The bits in Cap3 may describe a
periphéral component interconnect (PCI) bus version in‘ device 102A, a universal serial bus
(USB) version in device 102A, storage interfaces (e.g., serial advanced technology attachment
(SATA), external SATA (eSATA), small computer system interface (SCSI), serially attached
SCSI (SAS), fiber channel electrical interface (FC), etc.) based on table 406. The bits in Cap4
may describe the chassis type for device 102A, the manageability features in device 102A and/or
other chipset features in device 102A based on table 408. In this manner, capability information
corresponding to device 102A may be communicated in a compact manner that may be readily
understood and processed by group agent 104. ' ‘

FIG. 5 illustrates an exampl/e server capability database entry in accordance with at least
one embodiment of the present disclosure. In one embodiment, group agent 104 acting alone or
as part of a zone management solution may comprise at least one cqntf,alizcd.sery@r,ro create a
UUID for the server group and zone, and may employ at least one database to link hierarchy
information. For example, a database model for a 10,000 server domain controller (DC) may
utilize at least three relational database management system (RDBMS) tables in the zone with 3-
4 columns of time-stampéd data and two RDBMS tables of six columns of time-stamped data.
To improve the scalability of data collection, storage and retrieval of the RDBMS tables may be |
restructured into column family tables within a distributed database. A hierarchy of Zone -
Group -> Node with unique IDs may be maintained at each level as data may be accessed at any
location. Example query time for an RDBMS data search takes at least‘O(nz), while a binary

search in distributed database will be O(nlogn). At least one objective consistent with the

‘present disclosure is_to reduce implementation of an extensive data base solution, reduce .

execution time to O(1) by providing a search key to a NOSQL database (e.g., generated by the
zone management solution). An example NOSQL database table 500 utilizing enhanced UUID
as a source for capability information is shown in FIG. 5. o

- "FIG. 6 illustrates example Opefations— for of capability determination for computing
resource allocation in accordance with at least one embodiment of the pfesent disclosure. In one
embodiment, operations 600 to 604 may be performed by a device while operations 606 to 610

may be performed by a group agent. In opefation 600 a new device may be activated.
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Activation of the new device may include making the device available on a network for the first
time, adding the device to an existing data processing infrastructure (e.g., adding a new server to
a server rack), etc. In operatlon 602, devwe information may be determined based on interaction
w1th varlous resources in the device. For example, an ME in the device may interact with at
least processmg and memory resources in the device. Device information may comprise, for
examp]e a device MAC address and at least some 1nformat10n from a CPUID (e.g.,
corresponding to at least one CPU in the device) and/or a capability ID. An enhanced UUID
may then be generated based on the device information in operation 604. ’

The group agent may receive the enhanced UUID from the device in operation 606. For
example, the group agent may request a UUID from at least all newly added devices. on a
periodic basis, on the occurrence of an event, etc. In operation 608 the group agent may then
determine device capabilities based on the device information incorporated into the enhanced
UUID. After the capabilities of the device have been determined, in operation 610 the group
-agent may assign the device to at least one group based on the device capabilities determined in
operation 608. For example, the device may be a351gned to a group of devices including the
same or similar capabilities to leverage the common capabilities for group processing.

While FIG. 6 illustrates operations accdrding to an embodiment, it is to be understood

_that not all of the operations deplcted in FIG. 6 are necessary for other embodnnents Indeed it

is fully contemplated herein that in other embodlments of the present dtsclosure, the operatlons
depicted in FIG. 6, and/or other operations described herein, may be combined in a manner not
speeifi_cally shown in any of the drawings, but still fully consistent with the present disclosure.
Thus, claims directed to features and/or operations that are noktexactly shown in one drawing are
deemed within the scope and content of thé present disclosure.

As used in this application and in the claims, a list of items joined by the term “and/or”
can mean any combination of the listed items. For example, the phrase “A, B and/or C” can
mean A; B; C; A and B; A and C; B and C; or A, B and C. As used in this apphcatlon and in the

claims, a list of items joined by the term “at least one of”’ can mean any combmatlon of the listed

terms. For cxample, the phrases “at least one of A, B or C” can mean A; B; C; A and B; A and

C;BandC;or A,BandC.
As used in any embodlment herem the term module” may refer to software, firmware

and/or circuitry configured to perform any of the aforemennoned operatlons Software may be .

embodied as a software package, code, instructions, instruction sets and/or data recorded on_

non-transitory computer readable storage mediums. Firmware may be embodied as code,
instructions or instruction sets and/or data that are hard-coded (e.g., nonvolatile) in memory

devices. “Circuitry”, as used in any embodiment herein, may comprise, for example, singly or in

10
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any combination, hardwired circuitry, programinable circuitry such as computer processors
comprising one or more individual instruction processing cores, state machine circuitry, and/or
firmware that stores instructions executed by _programmablé circuitry. The modules may,
collectively or individually, be embodied as circuitry that forms part of a larger system, for
example, an integrated circuit (IC), system on-chip (SoC), desktop computers, laptop computers,
tablet computers servers, smartphones, etc. , ; ‘

' Any of the operatlons described herein may be 1mplernented in a system that mcludcs '
one or more storage mediums (e.g., non-transitory storage mediums) having stored thereon,
individually or in combination, instructions that when executed by one or more processors
perform the methods. Here, the processor may include, for example, a server CPU, a mobile -
device CPU, and/or other programmable circuitry. Also, it is intended that operations described
herein may be distributed across a plurality of physical devices, such as processing structures at
more than one different physical location. The storage medium may include any type of
tangible medium, for example, aﬁy type of disk including hard disks, floppy disks, optical disks,
compact disk read-only memories (CD-ROMs), compact disk rewritables (CD-RWs), and
magneto-optical disks, semiconductor devices such as read-only memories (ROMs), random

access memories (RAMs) such as dynamic and static RAMs, erasable programmable read-only

~ memories (EPROMS), electrically erasahle programmable read-only memories (EEPROMs).

flash memories, Solid State Disks (SSDs), embedded multimedia cards (eMMCs), secure digital
input/output (SDIO) cards, magnetic or optical cards, or any type of media suitable for storing
electronic instructions. Other embodiments may be implemented as software modules executed
by a programmable control device. | -

Thus, the present disclosure is directed to capability determiination for computing
resource allocation. A device may comprise a management engine (ME) to determine dévice
information for use in generating an enhanced universally unique identifier (UUID) based on a

UUID corresponding to the device. The ME may interact with equipment in the device to obtain

" the device information, and may augment the UUID using at least part of the device information.

_ Device information may include a device media access control (MAC) address, a central

processmg unit (CPU) 1dent1flcat10n (ID) for at least one CPU in.the device and a device
capab111ty ID. The capability ID may be generated utilizing capability information obtamed‘
" from the equipment, and may be encoded into the capability ID based on tables that describe
different capabilities. ‘The device may-provide the enhanced UUID to a group agent that may -

group the device with other devices comprising similar capabilities. o
The following examples pertain to further_embodimems. The following examples of the

present disclosure may comprise subject material such as a device, a method, at least one

)
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machine-readable medium for storing instructions that when executed cause a machine to
perform acts based on the method, means for performing acts based on the method and/or a
system for capability determmatxon for computing resource allocation, as provided below.

* According to example 1 there is provided a device for use with a computing resource

allocation system. The device may comprise a processing module to process data, a memory

~ module to store data a communication module to communicate with at least a group agent and a

management engine to determme device mformatmn based on interaction with at least the

‘ proccssmg module and memory module, determine a universally ‘unique identifier associated

with the device and generate an enhanced universally unique identifier by incorporating at least
part of the device information into the universally unique identifier.

Example 2 may include the ‘elements of example 1, wherein the management engine
ihcorporating the at least part of the device information into the universally unique identifier
comprises the management engine inserting the at least part of the device information into node

fields within the universally unique identifier.

A .
Example 3 may include the elements of any of examples 1 or 2, wherein the at least part -

of the device information comprises at least a media access control address associated with the

- device.

Example 4 may include the elements of any of examples 1 or 2, wherein the at least pdrt'
of the device information comprises at least part of at least one central processing unit identifiér
associated with at least one central processing unit in the processihg module.

Example 5 may include the elements of any of examples 1 or 2, wherein thé at least part
of the device information comprises a capability identifier generated by the management engine
based on the interaction. |

Example 6 may include the elements of example 5, wherein the capability identifier is

~based on capability information received by the management engine during the interaction, the

capability identifier being divided into segments with at least one segment corresponding to a

Example 7 may include the elements of any of example 6, wherem the capablhty
information is collected by a platform environment control interface proxy in the management

engine.

Example 8 may include the-elements of example 7, further compr‘isingwboot code to 1 ... ..

provide the capability information to the platform environment control interface proxy during

initialization of the device.

12
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Example 9 may lnclude the elements of example 6, wherein the capability table
comprises entries describing device capabilities, the value of the at least one segment indicating
an entry in the capability table.

Example 10 may include the elements of example 9, wherein device capab1ht1es
comprise at least one of processing module capabilities, memory module capabilities,
input/output capabilities, manageablllty features or board-related features.

Example 11 may include the elements of any of examples 1 or 2 wherem the
management engine is further to cause the communication module to transmit the enhanced
universally unique identifier to the group.agent. . o ' N "

Example 12 may include the elements of any of examples 11, wherein the group agent is
to determine capabilities for the device based on the enhanced universally umque identifier and
asmgn the device to at least one group based on the capabllltles determined from the enhanced
umversally unique identifier. _

Example 13 may include the elements of example 12, wherein the group agent comprises
at least one database employed to ass1gn the device to the at least one group, the database being
populated with the capabxlmes determined from the enhanced universally unique identifier.

Example 14 may include the elements of any of examples 1 or 2,wherein the at least part
of the device information comprises at least one of a media access control address assocmted
with the device, at least palt of at least one central processing unit ‘identifier associated with at “
least one central processing umt in the processing module or a capability identifier generated by
the management engine based on the interaction.

Example 15 may include the elements of example l4 wherem the capablhty identifier is
based on capability information received by the management engine during the interaction, the
capability identifier being divided into segments with at least one segment corresponding to a

capability table comprising entries describing device capabilities.

According to example 16 there is provxded a method for commumcatmg device

capability 1nformat10n ‘The method may comprise determmmg device information in a device,

—determining -a umversally .unique_identifier associated with -the ‘device and generatmg an

enhanced universally unique identifier by incorporating at least part of the dev1ce»1nformat10n

- into the universally umque 1dent1f1er

Example 17 may mclude the elements of example 16 wherem mcorporatmg the at least

part of the device 1nf0rmat1on into the universally unique identifier comprises inserting the at ...

least part of the device information mto node fields within the umversally unique identifier.

20
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Example 18 may include the eleme_nts' of any of examples 16 to 17, wherein the at least
part of the device information comprises at least a media access control address associated with
the device. |

Example 19 may include the elements of any of examples 16 to 17, wherein the at least
part of the device information comprises at least part of at least one central processing unit
identifier associated with at least one central processing unit in the device.

Example 20 may include the elements of any of examples 16 to 17, wherein the at least
part of the device information comprises a capabiiity identifier generated in the device.

Example 21 may include the elements of example 20, and further comprises receiving
capability information used to generate the capability identifier from boot code in the device
executed during device initialization.

Example 22 may include the elements of example 20, wherein the capability identifier is
divided into segments with at least one segment corresponding to a capability table.

Example 23 may include the elements of example 22, wherein the capability table
comprises entries describing device capabilities, the value of the at least one segment indicating
an entry in the capability table.

Example 24 may include the \elemcnts of example 23, wherein device capabilities
comprise at least one. of processing module_capabilities, memory module capabilities,
input/output capabilities, manageability features or board-related features.

Example 25 may include the elements of any of examples 16 to 17, and further
comprises causing the enhanced umversally unique identifier to be transmltted to a group agent.

Example 26 may include the elements of example 25, and further compmses determmmg,

in the group agent, capabilities for the device based on the "enhanced universally unique ~

identifier and assigning; in the group agent, the device to at least one group based on the
capabilities determined from the enhanced universally unique identifier.
 Example 27 may include the elements of any of examples 16 to 17, wherein the at least

part of the device information comprises at least one of a media access control address

_associated with the device, at least part of at least one central processing unit identifier

associated with at least one central processing unit in the device or a capability identifier
generated in the deV1ce | | '
Example 28 may include the elements of example 27, wherem the capablllty identifier is -
divided into segments with at least one segment corresponding to-a capability table comprising |
entries describing device capabilities. ' '
. According to example 29 there is prov1ded a system 1nclud1ng a devwe the system being

arranged to perform the method of any of the above examples 16 to 28.

AN ANnae ma

Paoa 14 nf 20
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According to example 30 there is provided a chipset arranged to perform the method of

any of the examples 16 to 28.

According to example 31 there is provided at least one machine readable medium

comprising a plurality of instructions that, in response to be being executed on a computing

device, cause the computing device to carry out the method according to any of the above

_éxamples 16 to 28.

According to example 32 there is provided a device configured for use in a computing
resource allocation system, the device being arranged to perform the method of any of the above
e){amp]es 16 to 28. .

According to example 33 there is provided a system for communicating device capability
information. The system may comprise means for determining device information in a device,
means for determining a universally unique identifier associated with the device; and means for
generating an enhanced universally unique identifier by incorporating at least part of the device
information into the uniVerSally unique identifier. o

Example 34 may include the elements of example. 33, wherein incdrporating the at least
part of the device information into the universally unique identifier comprises inserting the at
least part of the device information into node fields within the universélly unique identifier.

Example 35 may include the elements of any of examples 33 to 34, wherein the at least
part of the device information comprisés at least a media access control address associated with
the device. ‘

Example 36 may include the elements of any of examples 33 to 34, 'whereibn the at least
part of the device information comprises at least part of at least one central processing unit
identifier associated with at least one central processing unit in the device. B

' Example 37 may include the elements of any of examples 33 to 34, wherein the at least
part of the device information comprises a capability identifier generated in the device.

Example 38 may include the elements of example 37, wherein the capability identifier is

divided into segments with at least one segment corresponding to a capability table comprising

_entries describing device capabilities. - _ — ; e e

Example 39 may include the elements of any of examples .33,to 34, and further
comprises means for causing the enhanced universally unique identifier to be transmitted to a
group agent. | S o “ - '

Example 40 may include the elements of example 39, and further comprises means for
causing determining, in fhe groﬁp ageht, cbpabilitiés for the device based on the enhanced

universally unique identifier and means for causing assigning, in the group égent, the device to

15
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at least one group based on thc‘capabil_iti‘qs determined from the e’nhanc_ed universally unique
identifier. o _ ' v

The terms and expressions which have been employed herein are used as terms of
description and not of limitation, and there is no intention, in the use of such terms and
expressions, of excluding any equivalents of the features shdwn and described (or portions
thereof), and it is recognized: that various modifications are possible within the scope of the

claims. Accordingly, the claims are intended to cover all such equivalents. -

16
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WHAT IS CLAIMED:

1.

A device for use with a computing resource allocation system, comprising:

a processing module to process data;

a memory module to store data;

a communication module to communicate with at least a group agent; and

a management engine to: ”
determine device information based on interaction with at least the precessing

module and memory module; | _ ' 7
determme a universally unique 1dent1f1er assoc1ated w1th the device; and
generate an enhanced universally unique identifier by 1ncorp0rat1ng at 'least

part of the device information into the universally unique identifier.

The device of claim 1, wherein the management engine incorporating the at least part of the
device information into the universally unique identifier comprises the management engine
inserting the at least part of the device information into node fields within the universally

unique identifier.

The device of claim 1, wherein the at least part of the device information comprises at least a

media access control address associated with the device.

The device of claim I, wherein the at least part of the device information comprises at least
part of at least one central processing unit-identifier associated with: at-least one central

processing unit in the processing module.

The device of claim 1 wherem the at least part of the device mformatlon compnses a

capability identifier generated by the management engme based on the mteractlon

The device of claim 5, wherem the capabxhty 1dent1f1er is based on capablhty / information
received by the management engine durmg the interaction, the capablhty identifier bemg

divided into segments with at least one segment correspondmg to a capablhty table.

The device of claim 6, wherein the capability table comprises entries describing device

capabilities, the value of the at least one segment indicating an entry in the capability table.

17
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10.

11.

12.

13.

14,

- 15.

PCT/IN2013/000822

The device of claim 7, wherein device capabilities comprise at least one of processing
module capabilities, memory module capabilities, input/output capabilities, manageability

features or board-related features.

The device of claim 1, wherein the management engine is further to cause the
communication module to transmit the enhanced universally unique identifier to the group

agent,

The device of clai_m 9, wherein the group agent is to: ‘ _ o

determine capabilities for the device based on the enhanced universally unique
identifier; and - | .

assign the device to at least one group based on thie capabilities determined from the

enhanced universally unique identifier,

A method for communicating device capability information, comprising:
determining device information in a device;
determining a universally unique identifier associated with the device; and
generating an enhanced universally unique identifier by incorporating at least part of

the device information into the universally unique identifier,

The method of claim 11, wherein incorporating the at least pzirt of the device information
into the universally unique identifier comprises inserting the at least part of the device

information into node fields within the universally unique identifier.”

The method of claim 11, wherein the. at least part of the device information comprises at

least a media access control address associated with the device.
The method of claim 11, wherein the at least part of the device information comprises at
least part of at least one central processing unit identifier associated with at least one central

processing unit in the device.

The method of claim 11, wherein the at least part of the device information.comprises a

capability identifier generated in the device.

18
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16. The method of claim 15, wherein the capability identifier is divided into segments with at

least one segment corresponding to a capability table.

17. The method of claim 16, wherein the capability table comprises entries describing device

capabilities, the value of the at least one segment indicating an entry in the capability table.

18. The method of claim 17 N wherein device capabilities cdmprisé at least one of process'ing

module capabilities, memory- module capabilities, input/output capabilities, manageability

features or board-related features.

19. The method of claim 11, further comﬁﬁsing:

causing the enhanced universally unigue identifier to be transmitted to a group agent.

20. The method of claim 19, further comprising:

determining, in the group agent, capabilities for the device based on the enhanced
universally unique identifier; and _
assigning, in the group agent, the device to at least one group based on the

capahilities determined from the enhanced universally unique identifier.

21. A system including a dcvicé, the system being arranged to perform the method of any of the

claims 11 to 20.
22. A chipset arranged to perforrh the method of any of the claims 11 to 20.

23. At least one machine readable medium comprising a plurality of instructions that, in

response to be being executed on__a,cng_u't‘i_ng_“_deyi_cg, cause the computing device to carry .

out the method according to any of the claims 11 to 20.

24, A device configured for use in a compﬁting resource allocation system, the device being

arranged to perform the method of any of the claims'11 to 20.

25.'A device having means to perform the method of-any-of-the claims 11 to 20, -

19
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