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Description of the Invention

COMPUTER ARRANGEMENT FOR PROVIDING SERVICES FOR CLIENTS OVER
A NETWORK

This invention relates to a computer arrangement for
providing services for clients over a network, comprising at
least one server hosting at least one or more applications
which provide services to clients over the network and
control means, said control means being set up to start or

stop instances of said application programs on the servers.

Computer networks typically include at least one computer
called a server and one or more computers called clients.
Clients can request certain services over the network which

are provided by the servers.

There is a huge variety of different types of services that
can be offered by servers. One exémple is a file service,
where clients can request the transmission of a file which is
stored on.the server or on a storage device associated with
the server. Another example is a web service, where web pages
are transmitted upon request. Also known are database
services, where, in a similar fashion, data sets of a

database are transmitted or processed upon request.

Usually each individual service is provided by an application
program running on a server. Depending on requirements or
capacity a server can host a single or also several instances
of different application programs. Often a network service
provider runs a plurality of servers (called a server farm)
in order to be able to handle all incoming requests.

Considering the growing size of modern server farms which can
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consist of hundreds of servers there is an increasing demand
to automate administrative tasks, for example allocating the
available resources to different types of services. The
approach to automate administrative tasks is known as
autonomous computing (AC). A central element in an AC-
environment is a control means to perform administrative
tasks which is sometimes referred to as a decision engine
(DE). The decision engine is capable of dynamically
allocating or freeing servers and of starting new or stopping
running instances of different applications on these servers.
Usually the control means is hosted on a computer within the
network that is neither server nor client but specifically

designated for administrative tasks.

Decisions of the control means are based on a number of
criteria and basic conditions, like actual demands, the
capacity that is theoretically available and the actual
capacity which might be decreased due to failures. Also, non-
technical but economical considerations, for examplé
different priorities of customers, might be taken into

account.

For the control means to meet all these demands, it has to be
provided with the appropriate information. For one, it is a
necessity for the control means to have detailed knowledge of
all servers which are to be controlled. Before a server can
be controlled by a control means it has to be registered with
the control means. In this registration procedure all
relevant configuration information of the server is made
known to the control means and kept in an appropriate
registration data structure of the control means. The control
means usually also comprises means to receive or collect

status information of all registered servers. From the status



10

15

20

25

30

WO 2006/027038 PCT/EP2005/007020

information the control can, for example, extract load data,

i.e. information on capacity utilization.

Based on an evaluation of the status information and of the
information kept in the registration data structure and
possibly based on data from other sources (for example data
provided by an additional network load balancer of the
computer arréngement) tasks can be distributed between
servers and additional applications can be started or stopped
on servers Or servers can be assigned to certain jobs or to
certain customers. Also a failure of a server, a “crash”,
will become apparent in the status information. To ensure
continued provision of services the control means can be set

up to reboot the crashed server.

This results in a computer arrangement which is autonomous
and, to some extent, self-healing. This autonomous approach
breaks down if a server failure occurs on a regular basis due
to an inherent problem which can only be solved by human
interference. According to prior art it would in this case be
necessary for an administrator to deregister the problematic
server from the control means to gain manual control over the
sexrver for maintenance and/or troqble—shooting. Having
finished the maintenance, the registration procedure would
have to be repeated to incorporate the server again into the
pool of servers controlled by the control means. This method
is time-consuming and error-prone. Also, if a server is de-
registered during maintenance all logging of status
information by the control means is stopped, although logging
could be useful for the maintenance or trouble-shooting

process.
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It is therefore an objective of the present invention to
present a computer arrangement for providing services for
clients over a network based on automatically controlled and
registered servers which allows for an easy access to the
servers for maintenance and/or trouble-shooting purposes. It
is another objective to present a method for providing

services for clients over a network.

In order to accomplish the above object, a computer
arrangement and a method for providing services for clients
over a network of the aforementioned type is described where
a service mode is provided for each server by the control
means, said service mode is characterized in that the status
information of a server in service mode is not evaluated, no
instances of application programs are started or stopped on a
server in service mode and the configuration information of a
server in service mode is preserved in the registration data

structure.

The service mode allows to easily access a server for
maintenance and/or trouble-shooting without any interference
from the control means, while all configuration information
of the server is preserved in the registration data
structure. Control over the server can be handed back to the
control means afterwards quickly and without the need to re-
register the server and transfer all configuration

information for a second time.

According to one embodiment of the invention the service mode
is entered upon a user request. This would be the preferred

embodiment for user scheduled maintenance purposes.
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In another embodiment of the present invention the service
mode is entered if an evaluation of the status information of
a server reveals that the server does not operate correctly.
An advantage of this embodiment is that servers are not
automatically re-booted which might override valuable
debugging information. This is of particular interest for
computer arrangements which are set up for the first time or

which had to undergo major configuration changes.

Other features which are considered as characteristic for the
invention or which describe advantageous embodiments of the

present invention are set forth in the dependent claims.

The above and other objects, features and advantages of the
present invention will become apparent from the following

description in conjunction with the accompanying drawings.
In the drawings:

Fig. 1 is a conceptual diagram of one embodiment of a

computer arrangement according to the invention and

Fig. 2 is a flow-diagram of one embodiment of a method for
providing services for clients over a network according to

the invention.

Fig. 1 shows several servers 1 (la, 1lb, 1c, 1d) which are set
up to communicate to clients 2 over a network 3. Each server
1 could host one or more applications to provide services for
clients 2. A control means 4 is provided which comprises
receiving means 5, a registration data structure 7 and an
evaluation unit 9. The receiving means 5 is connected to the

servers 1 by status lines 6 for receiving status information.
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Two manual input devices 8, 10 are connected to the control
means. In particular, input device 8 is coupled to the
registration data structure 7 and input device 10 to the
evaluation unit 9. The evaluation unit 9 comprises service
mode flags 11 which have an influence on the information
evaluated by the evaluation unit 9. The output of the
evaluation unit 9 is connected to the servers 1 by control

lines 12.

The configuration shown in Fig. 1 is typical for a server
farm where a provider runs a plurality of servers 1. Often,
several tens or even hundreds of blade servers, named after
their geometric outline, are used in server farms. However,
the invention is not restricted to a situation where each
server 1 is an independent physical unit. The invention could
e.g. also be applied to virtual servers. Virtual servers
share a common hardware which runs a software that emulates

several hardware units.

Providing services that have a fast response time on the one
hand, and that do not waste any server capacity on the other
hand, requires that an appropriate number of instances of an
application 4 is running and, accordingly, that an
appropriate number of servers 1 is dedicated to host these
instances. Provisioning of servers 1 and/or configuring
servers 1 is performed by the control means 4. The control
means 4 may be software-implemented and hosted on a separate
computer. For reasons of high availability and redundancy
there may also be a second control means that could take over

in case of a failure of the first control means 4.

Different methods to provision, control and configure servers

1 by the control means 4 are known. One way is to start
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remotely or stop instances of an application depending on
requirements. This bears the danger of collecting remains of
all applications that were once started and stopped again
(like temporary files) which might lead to an unstable and
slow system. Therefore, often another approach, sometimes
called “bare-metal provisioning”, is chosen, where for each
new task (different customer, different applications) a whole
boot image is transferred to a server and the server is re-
booted with the new boot image. In the following
“controlling” a server is meant to comprise all methods that

influence applications running on the server.

The control lines 12 between the control means 4 and the
servers 1 which are used to provision and/or control servers
1 could form an independent network for security and/or
performance reasons. In an other embodiment, the same network
3 that connects the servers 1 and the clients 2 could also be
used to control the servers 1. They same holds true for

status lines 6.

Each server 1 transmits status information over the status
lines 6 to the control means 4. The status information is
received by the receiving means 5, where it is buffered and
where it might be logged, e.g. in the form of logging-files.
Status information is all information concerning the actual
state of operation of a server 1, e.g. load data, performance
data or a signal indicating proper functioning (alive-
signal). The receiving means 5 could also perform a pre-
evaluation of the status information, for example sorting or
filtering the data with respect to its importance or for

clarity of the logging files.
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The status information is then passed on to the evaluation
unit 9. Evaluation unit 9 evaluates this status information
and controls the servers 1 according to the result of the
evaluation. Apart from the status information, additional
data describing the actual state of operation could be used
in the evaluation process. Such data could for example be
provided by a network load balancer which might be used
within the system to rout requests of clients 2 to the least
busiest server 1. To be able to do so, network load balancers
usually keep track of the utilization of the servers 1 and
could share their information on this matter with the control

means 4.

Despite dynamic data describing the actual state of
operation, configuration information of all available servers
1 is needed by the evaluation unit 9 to base its control
decisions on. Configuration information comprises all static
information on the servers 1, e.g. hardware information like
the processor type, memory capacity, network addresses,
theoretical performance data. The configuration information
is kept in the registration data structure 7. It has to be
provided by a system administrator in a registration (or
setup) procedure for a server 1 to be used within the
computer arrangement and to be controlled automatically by
the control means 4. By way of example, the registration

procedure is carried out using the manual input 8.

Methods for evaluating status information, taking
configuration information into consideration and making
decisions for controlling the servers 1 to provide services
for clients 2 are known from the art and will therefore not

been described in further detail here.
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According to the invention, a service mode is provided for
each server 1 controlled by the control means 4. The service
mode is characterized in that a server 1 which is set to
service mode is not controlled by the control means 4,
nonetheless the server 1 remains registered in the
registration data structure 7 and status information of this
server 1 are still received by the receiving means 5 of the
control means 4. To achieve this, the control means 4
comprises service flags 11 - a data structure indicating
which server 1 is in service mode. The evaluation unit 9 is
set up to only use information of servers 1 which are not in
service mode. In the embodiment shown, neither status
information nor configuration information of servers 1 in
service mode are transmitted to the evaluation unit 9 and
consequently, no control commands concerning those servers 1
are issued by the control means 4. In the drawing, this is

indicated by crossed-out control lines 12.

Two different ways to set a server 1 into service mode are
shown in Fig. 1. One way is to manually set the service mode
by using the manual input 10 which is connected to the
control unit 4. The manual option is e.g. used for a planned
or scheduled maintenance session for a server 1, during which
any disturbance due to an automatic control by the control
unit 4 would be detrimental. The manual inputs 8 and 10 can
of course be integrated into one common administration

interface.

Another way is that a server 1 is automatically set into
service mode under certain circumstances which mainly relate
to the failure of servers 1. To achieve this, the receiving
means 5 is set up to detect if a server 1 does not operate

correctly any more. There are different methods known to
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monitor a server 1 via status lines 6 or a network in
general. The server 1 could e.g. periodically send a message,
called alive-signal. If the alive-signal is not received by
the receiving means 5 for a certain period of time, this
could be considered as an indication for the server 1 not
operating correctly or being “crashed”. In the example in
Fig. 1, the topmost server la is crashed as indicated by its
dashed outline. After having detected the crash, the

receiving means 5 requests service mode for this server la.

The requests for service mode of the manual input 10 and of
the receiving means 5 are combined to set the service mode
flags 11 in such a way, that a server can be set into service
mode by means of the manual input (manually) and/or the
receiving means (automatically), but that the service mode
can be switched off manually only. In the example, server la
is set to service mode automatically and server 1lc is set to
service mode manually. Once being set to service mode, the
crashed servers la and lc are excluded from any automatic
control, they will not be controlled by the control means 4,
for example not be re-booted, which would otherwise overwrite

valuable debugging information.

Different strategies when to set a crashed server into
service mode are possible and useful. If a computer
arrangement is set up for the first time or had been subject
to major configuration changes, it is sensible to set a
server into service mode every time a crash is detected. If,
instead, a computer arrangement is running more or less
stable and servers do merely crash on the odd occasion, it
might be useful to set a server into service mode only if it
crashes twice within a given time span. A single crash once

in a while would not disturb the system performance
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significantly and an automatic re-boot or a restart of
applications initiated by the control means 4 would keep the

system operable without any human interference.

Fig. 2 illustrates the method for providing services for
clients over a network according as used in the embodiment
described in connection with Fig. 1 in a flowchart

representation.

In step A of the method configuration information of servers
1 are retrieved from the manual input 8 and stored in the
registration data structure 7. In step B requests for
manually setting a server 1 into service mode are read from
the manual input 10, while requests for automatically setting
a server into service mode are gathered from the receiving
unit 5. The requests are combined and written to the service
mode flags 11 in step D. The combination is such that the
service mode can be set manually and automatically, but

reset manually only. In another embodiment an automatic reset
might be possible if the receiving means determines
unambiguously that a server operates correctly again. Then,
actual status information is logged for all servers 1 in step
E. An automatic control by the control means 4 in step F, in
contrast, is restricted to servers 1 which are not set to
service mode by using the information of the service flags

11. The method then starts again with steps B and C.
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List of reference signs:

1 server

2 client

3 network

4 control means

5 receiving means

6 status lines

7 registration data structure
8 manual input

9 evaluation unit

10 manual input

11 service mode flags

12 control lines
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Claims:

1. A computer arrangement for providing services for clients

10

15

20

25

30

(2) over a network (3), comprising

- at least one server (1) hosting one or more applications
which provide services to clients (2) over the network
(3),

- control means (4), comprising
- a registration data structure (7) containing

configuration information of servers (1), and
- means to receive (5) status information of all
registered servers (1),

said control means (4) being set up to control
registered servers (1) by starting or stopping instances
of said application programs based on an evaluation of
the received status information and on the configuration
information,

where a service mode is provided for each server (1) by

the control means (4), said service mode is characterized

in that |

- the status information of a server (1l)in service mode is
not evaluated,

- no instances of application programs are started or
Stopped on a server (1) in service mode and

- the configuration information of a server (1) in service
mode is preserved in the registration data structure

(7).

. The computer arrangement of claim 1, where

the service mode for a server (1) is entered upon a user

request.

3. The computer arrangement of claim 1, where
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the service mode for a server (1) is entered if the
evaluation of the status information of a server (1)

reveals that the server (1) does not operate correctly.

. The computer arrangement of claim 1, where

the service mode for a server (1) is entered if the
evaluation of the status information of a server reveals
that the server (1) did not operate correctly for the

second time within a predetermined period of time.

. The computer arrangement of one of the claims 1 to 4,

where the service mode for a server (1) is exited upon a

user request.

. The computer arrangement of one of the claims 1 to 5,

where the control means (4) comprises means to log

received status information of all registered servers (1).

. A method for providing services for clients (2) over a

network (3) with the following steps:

- providing a computer arrangement comprising at least one
server (1) hosting one or more application programs
which provide services to clients (2) over the network
(3), and a control means (4),

- register a server (1) with the control means (4) by
adding configuration information of the server (1) to a
registration data structure (7) provided by the control
means (4),

- indicate to the control means (4) that one or more
server (1) are in a service mode,

- receiving status information of all registered servers

(1),



10

15

20

25

WO 2006/027038 PCT/EP2005/007020

10.

11.

12.

15

- evaluate the status information for all servers (1)
which are not set to service mode,

- control all registered servers (1) which are not in
service mode based on the evaluation of the status

information.

. The method according to claim 7, where the control unit

(4) controls a registered server (1) by starting and

stopping instances of application programs.

. The method according to claim 7, where the control unit

(4) controls a registered server (1) by booting the server

(1) .

The method according to one of the claims 7 to 9, where

a user indicates that a server (1) is in service mode.

The method according to one of the claims 7 to 10, where
the control means (4) sets a server (1) into service mode
if the evaluation of the status information of the server
(1) reveals that the server (1) does not operate

correctly.

The method according to one of the claims 7 to 10, where
the control means (4) sets a server (1) into service mode
if the evaluation of the status information of the server
(1) reveals that the server (1) did not operate correctly

for the second time within a predetermined period of time.
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