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(57) Abstract: A federated identity provisioning system includes relying parties, identity providers, and clients that obtain tokens
from identity providers for access to a relying party's services. When a client contacts a new relying party, the relying party pro-
vides information that the client can independently resolve and evaluate for trustworthiness. For example, the relying party pro-
vides a generic domain name address. The client can then resolve the domain name address over various, authenticated steps to
identity an endpoint for a digital identity provisioning service. The client can further interact with and authenticate the provision-
ing service (e.g., requiring digital signatures) to establish a trust relationship. Once determining that the client/user trusts the pro-
visioning service, the client/user can then provide information to obtain a digital identity representation. The client can then use
the digital identity representation with the corresponding identity provider to obtain one or more tokens that the relying party can
validate.
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OBTAINING DIGITAL IDENTITIES OR TOKENS
THROUGH INDEPENDENT ENDPOINT RESOLUTION

BACKGROUND
1. Background and Relevant Art
[0001] Conventional computer systems are now commonly used for a wide range
of objectives, whether for productivity, entertainment, or the like. One reason for
this is that computer systems tend to add efficiency with task automation, as well as
making certain types of transactions more efficient. For example, some types of
transactions in the past might have taken users hours or days to complete. In
particular, if a user were to make a bank deposit, bank transfer, or even purchase
items in a store, the user might have needed to physically travel to the bank or store
location in order to verify the user’s identity and present instructions for the
transaction. Upon verifying the user’s identity, the bank or store might then initiate
and confirm the requested transaction. In this scenario, the bank or store could be
considered a “relying party,” which relies on the in-person identity provided by the
user, who is an “identity provider.”
[0002] More recently, however, automated (or computerized) mechanisms have
reduced these types of transactions to seconds or minutes. In particular,
transactions such as the above have become more and more efficient and complex
due to the presence of automated terminals, which allow the user to execute
transactions from remote locations. Rather than relying on in-person identity
verification, however, automated terminals allow the user to satisfy a number of
challenge and response scenarios before providing access to services. For example,
the user might need to present an account card and personal identification number,
which were previously received from the relying party when establishing a trust
relationship between the user and relying party.
[0003] As with automated terminals, more recent internet-based relying parties
also request that the end-user establish a trust relationship of some sort, often
through requiring the user to provide some verifiable personal information (e.g.,
name, address, birthday, etc.) The relying party might also require the user to

present other third-party verification information, such as credit card information,
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driver’s license information, or social security card information. In these types of
cases, the relying party relies not only on the user’s self-verification information,
but also on verification by other parties (e.g., credit card company, or governmental
entity) with which the relying party has already established a trust relationship.
The relying party can thus require the user to present some or all of the personal
and third-party information previously exchanged when the user subsequently
accesses the relying party’s services.

[0004] Due to the efficiency gains usually provided through online transactions, a
growing number of entities are providing services this way, and users are
increasingly demanding use of the same. This growth in online transactions,
however, has generated another set of problems. That is, users often now have a
large and growing number of different online accounts that they need to track and
maintain. Particularly in the case where the user provides different verification
information to each different relying party, the user may need to remember or have
access to a growing number of different usernames, passwords, and potentially
other verification information.

[0005] Some conventional mechanisms attempt to mitigate some of these
concerns by implementing “federated” identity verification systems. In federated
systems, a separate identity provider maintains data that can be used to generate
one or more security tokens for many of a user’s different accounts at various
relying parties. In general, a “security token” is the means by which an identity
provider asserts a user’s identity to a relying party. So that the security tokens are
portable across many difterent relying parties, this type of identity provider will
need to establish a trust relationship with each of the different relying parties for
which the user would like access.

[0006] Thus, when the user desires access to a particular service at a relying party,
the user can contact the identity provider, verify himself to the identity provider,
and obtain a token from the identity provider. The user can then present the token
from the identity provider, which contains some claims about the user and/or user’s
client system (and some information about the identity provider), to the relying

party. Since the relying party trusts the identity provider and the user, the relying
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party can use the provided information to validate the token, and, if validated,
provide the user with access to variously requested services or transactions.

[0007] Since some relying parties may only trust certain identity providers, or
may only have trust relationships established with certain identity providers, the
user may also have established accounts with multiple different identity providers.
In conventional systems, the user maintains or stores one or more digital identity
representations that can be used at each identity provider to obtain the security
token. An identity selection service stored at the user’s client computer system, in
turn, can manage and identify what identity representations should be used for any
given identity provider.

[0008] For example, a user might need to use one digital identity representation
with one particular identity provider to issue tokens for one particular relying party.
The user might then use another digital identity representation at the same (or
different) identity provider for still other tokens at the relying party (or at another
relying party). The identity selection service thus provides the appropriate one or
more digital identity representations to the appropriate identity provider(s).

[0009] In general, the above-described federation system tends to work well when
the user already has an established trust relationship with the required identity
providers. In some cases, however, the user may encounter a relying party who
will accept tokens from an identity provider with which the user (or client system)
has not established a trust relationship. Although the user can go through the
process of establishing a relationship with a particular identity provider, the user
still needs to be able to identify the name and location of the identity provider.
Providing the information about the identity provider’s name and location,
however, can involve a number of security risks.

[0010] For example, if the above scenario were established so that a relying party
automatically directs a client system to a particular identity provider, the user could
be at risk for a “phishing” attack. In particular, a malicious relying party that the
user believes 1s legitimate may automatically direct the user to a malicious identity
provider. When the user attempts to establish an identity representation with the

malicious identity provider, the identity provider could simply steal the user’s



10

15

20

25

30

WO 2009/155129 PCT/US2009/045989

identity and take advantage of the user. The identity provider could even provide a
token for access to the malicious relying party, and thus maintain appearances for
an extended period of time.
[0011] Even for legitimate relying parties, there can be some risk to the user
(and/or to the relying party) when the relying party provides the exact endpoint for
digital identity representation provisioning services. One will appreciate that such
problems will only tend to increase as more and more entities move toward
providing secure online transactional services. Accordingly, there are a number of
difficulties with federated systems that can be addressed.

BRIEF SUMMARY
[0012] Implementations of the present invention overcome one or more problems
in the art with systems, methods, and computer program products configured to
provide independent user/client verification of digital identity representation
provisioning services before obtaining tokens for use with a relying party. In at
least one implementation, for example, in response to a request for services at a
relying party, a client receives metadata about one or more identity providers
trusted by the relying party. The client then independently resolves the metadata to
identity a digital identity provisioning service offered by the identity provider, and
to determine if the client can trust the provisioning service. If trusted, the client can
then establish a digital identity representation with the corresponding identity
provider through that provisioning service, and obtain one or more tokens for use
with the relying party.
[0013] For example, a method from the perspective of a client computer system of
obtaining digital identity representations and/or security tokens can involve
contacting a relying party to access one or more services at the relying party. The
method can also involve receiving one or more policy files from the relying party.
In this case, the one or more policy files comprise information that identifies a
generalized name corresponding to a set of one or more trusted identity providers.
In addition, the method can involve automatically resolving the identified
generalized name to obtain one or more network endpoints for one of the trusted

identity providers. Furthermore, the method can involve, upon authenticating the
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one or more network endpoints, contacting the one resolved identity provider to
obtain one or more digital identity representations for use in obtaining one or more
security tokens.
[0014] In addition, a method from the perspective of an identity provider
providing one or more digital identity representations and/or one or more security
tokens to a client can involve receiving at an identity provider one or more requests
from a client for one or more digital identity representation provisioning services.
The method can also involve providing to the client information that identifies one
or more digital identity provisioning services offered by the identity provider. In
addition, the method can involve authenticating one or more digital identity
representations received from the client. In this case, the identity provider
determines that the received one or more digital identity representations are valid.
Furthermore, the method can involve providing one or more security tokens
corresponding to the authenticated one or more digital identity representations.
[0015] This Summary is provided to introduce a selection of concepts in a
simplified form that are further described below in the Detailed Description. This
Summary is not intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used as an aid in determining the
scope of the claimed subject matter.
[0016] Additional features and advantages of the invention will be set forth in the
description which follows, and in part will be obvious from the description, or may
be learned by the practice of the invention. The features and advantages of the
invention may be realized and obtained by means of the instruments and
combinations particularly pointed out in the appended claims. These and other
features of the present invention will become more fully apparent from the
tollowing description and appended claims, or may be learned by the practice of the
invention as set forth hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS
[0017] In order to describe the manner in which the above-recited and other
advantages and features of the invention can be obtained, a more particular

description of the invention briefly described above will be rendered by reference to
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specific embodiments thereof which are illustrated in the appended drawings.
Understanding that these drawings depict only typical embodiments of the
invention and are not therefore to be considered to be limiting of its scope, the
invention will be described and explained with additional specificity and detail
through the use of the accompanying drawings in which:
[0018] Figure 1A illustrates an overview schematic diagram of a federated
identity system in which a client resolves one or more policies from a relying party
to identify an appropriate identity provider;
[0019] Figure 1B illustrates an overview schematic diagram in which a client
contacts a digital identity representation provisioning service referred to by the
identity provider, and uses the service to obtain a digital identity representation;
[0020] Figure 2 illustrates a schematic of the system shown in Figures 1A and 1B,
in which the client uses the digital identity representation provided by the
provisioning service in Figure 1B to obtain a token that the client then uses to
access services at a relying party;
[0021] Figure 3 illustrates a flow chart of one or more acts in a method from the
perspective of a client for obtaining a digital identity representation from a trusted
endpoint; and
[0022] Figure 4 illustrates a flow chart of a method from the perspective of an
identity provider for providing a token to a client upon authenticating a newly-
provided digital identity representation.

DETAILED DESCRIPTION
[0023] Implementations of the present invention extend to systems, methods, and
computer program products configured to provide independent user/client
verification of digital identity representation provisioning services before obtaining
tokens for use with a relying party. In at least one implementation, for example, in
response to a request for services at a relying party, a client receives metadata about
one or more identity providers trusted by the relying party. The client then
independently resolves the metadata to identify a digital identity provisioning
service offered by the identity provider, and to determine if the client can trust the

provisioning service. If trusted, the client can then establish a digital identity
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representation with the corresponding identity provider through that provisioning
service, and obtain one or more tokens for use with the relying party.

[0024] Accordingly, and as will be understood more fully herein, implementations
of the present invention provide one or more mechanisms by which an identity
provider can publish the location of services that can issue digital identity
representations (or DIR, also referred to as “information cards™). Implementations
of the present invention also provide one or more mechanisms by which an identity
provider can publish alternative information, which allows a user to establish a
relationship with the identity provider before obtaining a DIR. In addition,
implementations of the present invention provide one or more mechanisms by
which an identity selector (e.g., a component or application on the client system)
can find out if DIRs for a particular identity provider are available, and present the
information to users to help them obtain their DIRs.

[0025] In general, these and other aspects of the present invention can be
accomplished in at least one implementation using metadata elements configured in
accordance with the WS-FEDERATION specification. In at least one
implementation, for example, an identity provider and relying party can both direct
users to various endpoints using various metadata elements that the user can use to
independently verify the particular endpoints. For example, certain metadata
elements can describe the actual location of the DIR issuing service where a client
needs to go to obtain the card. Certain metadata elements can also describe the
security requirements for issuing a card. In addition, the metadata elements can
indicate to a user where to go in case the user does not have a relationship with the
issuer/identity provider in the case such a relationship is required before
downloading a digital identity representation (i.e., DIR). These metadata elements,
in turn, allow a user’s client identity selector, in conjunction with one or more
additional components described herein, to find or establish a DIR that the user
needs, and then obtain the relevant security token(s).

[0026] Figure 1A illustrates a federated identity provisioning system 100 in
accordance with an implementation of the present invention. As shown, a federated

identity provisioning system 100 comprises at least a client 105, and one or more
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relying parties 120(a, b, etc.) for which the client 105 (i.e., on behalf of a user)
requests access to particular services. For example, the relying party 120 is an
online bank or an online store that provides various account or purchasing
functions. Figure 1A also shows that each relying party 120(a, b, etc.) comprises a
determination module 140(a, b, etc.) and a list 125(a, b, etc.) of trusted identity
providers. Each of these modules and lists are discussed more fully below.

[0027] In addition, Figure 1A shows that the federated identity provisioning
system 100 comprises one or more identity providers 110(a, b, etc.), which each
also have their own determination modules 145(a, b, etc.) and corresponding one or
more digital identity provisioning services 150(a, b, etc.) As understood more fully
herein, the one or more identity providers 110 verify the identity of a user/client to
a relying party with one or more “security tokens” (e.g., 210, Figure 2). In general,
a security token provides various claims about a user in a format/configuration that
1s mutually agreed upon by a relying party 120 and trusted identity provider 110.
For example, a relying party 120 in the form of a bank or online store requires
independent verification of user/client 105 credentials before providing the
requested services to the client 105; a trusted identity provider 110, in turn,
provides this verification through one or more security tokens, which comprise
expected data used to verify the user’s credentials.

[0028] The client 105 cannot, however, simply request a security token from an
indicated identity provider 110. Rather, the client 105 will need to establish a
relationship of trust with the identity provider 110. Furthermore, the client 105
cannot simply gain a relationship of trust with any given identity provider 110 for
purposes of interacting with any particular relying party 120. Rather, the client 105
needs to obtain a relationship of trust with a particular identity provider 110 that is
also trusted by the particular relying party 120 for which the client requests
services. That is, not every relying party 120 will have a trust relationship with
every identity provider 110, and vice versa. For example, Figure 1A shows that
relying party 120a maintains a list 125a of trusted identity providers 100, which
includes in this case identity provider 110a, but not identity provider 110b.

Similarly, Figure 1A shows that relying party 120b maintains a list 125b of trusted



10

15

20

25

30

WO 2009/155129 PCT/US2009/045989

identity providers 100, which includes in this case identity provider 110b, but not
identity provider 110a.

[0029] In general, the client’s (on behalf of the user) relationship of trust with a
given identity provider is manifest in the aforementioned digital identity
representation, or DIR (113). The client, in turn, uses a particular DIR 113(a, b,
etc.) in order to obtain a security token with a particular identity provider 110,
ultimately for use with services at one or more relying parties that trust the
particular identity provider. Thus, for example, Figure 1A shows that client 105
maintains a DIR store 107, which includes in this case a DIR 113a for identity
provider 110b, which is used for services with relying party 120b since only relying
party 120b, and not relying party 120a, trusts identity provider 110a. Accordingly,
one will appreciate that any given DIR 113 may be used with multiple different
relying parties 120.

[0030] In addition, although the client 105 can maintain any number of DIRs 113
in store 107, Figure 1A shows that client 105 only has a single DIR 113a for
purposes of simplicity. In this example, the illustrated DIR 113a allows client 105
to obtain security tokens from identity provider 110b for use with relying party
120b. By contrast, Figure 1A also illustrates that client 105 does not have a DIR
corresponding to an identity provider 110a, and/or for use with services at relying
party 120a.

[0031] Accordingly, as shown in Figure 1A, when client 105 attempts (e.g.,
message 155) to access services with relying party 120a, relying party 120a
ultimately directs client 105 to an identity provider (i.e., 110a) for which the client
105 has not yet established a relationship (i.e., there is no DIR 113). For example,
Figure 1A shows that, in response to message 155, relying party 120a (e.g., via
determination module 140a) determines that client 105 still needs to present a
security token to access services. Thus, Figure 1A shows that relying party 120a
responds with one or more policies 160.

[0032] One will appreciate that relying party 120a can provide the one or more
policies 160 any number of ways. For example, relying party 120a can publish one

or more documents that contain the information about appropriate token issuers
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(i.e., identity providers). The client 105 can then review the published document
for the relevant information. In additional or alternative implementations, the
relying party 120a responds with the specific information regarding the name of the
trusted identity providers 110.

[0033] The information/policies 160 provided by relying party 120a in turn, can
comprise any number or types of information. As previously mentioned, for
example, the policies 160 can comprise various metadata elements (e.g., in
accordance with the WS-FEDERATION specification) regarding a network
endpoint for a particular identity provider 110. In additional or alternative
implementations, the one or more metadata elements comprise or otherwise
indicate one or more generalized domain names, which client 105 will need to
resolve further in order to determine the appropriate endpoint. For example, the
one or more policies 160 can comprise information such as “use an identity
provider from BANK.com”. In such a case, client 105 would need to resolve
BANK.com to identify one or more identity providers 110, and obtain a security
token there from.

[0034] Accordingly, Figure 1A shows that client 105 processes the information
160 about the appropriate identity provider(s) 110 via service requestor 130, which
compares the received information 160 through an identity selector 135.
Specifically, Figure 1A shows that service requestor 130 sends one or more
messages 165 to identity selector 135 to inquire whether there is a DIR (i.e., in
store 107) corresponding to identity provider 110a for relying party 120a. In this
case, Figure 1A shows that identity selector 135 responds with one or more
messages 170 indicating that there is no such DIR, or otherwise indicating the need
to establish a DIR for identity provider 110a. In additional or alternative
implementations, identity selector 135 further presents one or more interfaces to the
user, and allows the user to select an appropriate DIR 113 for use with relying party
120a, or otherwise an option to go obtain a new DIR 113 if needed.

[0035] In the illustrated case, Figure 1A shows that service requestor 130 is
instructed to find (and communicate with) identity provider 110a to obtain an

appropriate DIR 113. Figure 1A also shows that the information 160 regarding
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identity provider 110a needs further resolution, since it does not represent a precise
network endpoint. Accordingly, Figure 1A shows that service requester 130
contacts one or more domain name resolution services 115 with one or more
messages 175. In additional or alternative implementations, service requestor 130
contacts one or more other agents or services, which, in turn, contact network
resolution service 115 with message 175. In either case, Figure 1A shows that
client 105 ultimately receives one or more messages 180 with the resolved
information 180, which includes in this case, a specific network endpoint for
identity provider 110a.

[0036] Of course, one will appreciate that network resolution service 115 could
additionally or alternatively respond with one or more other domain names for
other services or agents. Such a response could require service requestor 130 to
still further contact other entities to obtain additional information/resolutions before
obtaining an endpoint corresponding to identity provider 110a. For example,
response 180 could include a list of identity providers that could potentially
correspond with the name for identity provider 110a. Service requester 130 could
then contact any or all of the identified identity providers in the list on a continuing
basis until identifying the appropriate and specific network endpoint for the identity
provider 110a indicated by relying party 120a. However conducted, it is notable
that client 105 (e.g., on behalf of the user) independently determines or resolves
network endpoints without specific direction from relying party 120a.

[0037] In any event, upon receiving the endpoint via message 180, Figure 1A
shows that service requester 130 sends one or more messages 185 to identity
provider 110a (i.e., the resolved endpoint corresponding thereto) in order to obtain
information about its DIR provisioning service. If client 105 had a previously-
established relationship of trust, and already had an appropriate DIR 113, client 105
could then use that DIR (e.g., via message 200, Figure 2) to request an appropriate
security token (210, Figure 2) for relying party 120a. Since, in this case, client 105
does not have a DIR for identity provider 110a, client 105 thus asks for the location

of an appropriate DIR provisioning service.
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[0038] In response, Figure 1A shows that identity provider 110a sends one or
more messages 190, which generally identify a digital identity representation
provisioning service 150a (i.e., “DIR Provisioning Service”). As with policies 160,
the one or more messages 190 can also comprise a published document comprising
metadata elements having one or more specific network endpoints. In additional or
alternative implementations, however, the information in message 190 can
comprise resolvable domain names, which service requestor 130 must resolve (e.g.,
via resolution service 115) in one or more additional steps to identify a network
endpoint for the DIR provisioning service 150. In either case, and upon identifying
the correct network endpoints for the DIR provisioning service 150 (i.e., 150a),
client 105 then attempts to obtain a DIR 113.

[0039] For example, Figure 1B shows that service requester 130 sends one or
more messages 193 to the identitied digital identity provisioning service 150a,
requesting one or more DIRs 113 for use with a relying party, such as relying party
120a. In general, this can include not only a general request to initiate/create a DIR
113, but also a series of requests and responses (i.e., multiple different messages) in
order to establish and obtain the DIR 113. For example, DIR provisioning service
150a may request personal information about a user (through client 105), and the
user, via client 105 may need to provide several corresponding responses. Such
requests can include information regarding credit card information, driver’s license
information, social security card information, and other challenge-based
information that can be used to personally identify the user in some way. Upon
validating the user’s information/credentials (provided by service requester 130),
DIR provisioning service 150a can then respond with an appropriate DIR 113. For
example, Figure 1B shows that DIR provisioning service 150a sends to client 105
one or more messages 195 regarding a newly created DIR 113b pertaining to
identity provider 110a, which, in this case, client can use with relying party 120a.
[0040] As shown in Figure 2, client 105 stores this new DIR 113b in its DIR store
107. In addition, client 105 can then use the new DIR 113b to obtain one or more
security tokens 210 in order to access services with relying party 120a. As shown

in Figure 2, for example, client 105 (i.e., via service requestor 130) sends one or
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more new messages 200 to identity provider 110a. In this case, the one or more
messages 200 include information corresponding to the newly created DIR 113b, as
well as a request for one or more security tokens to access services at relying party
120a.

[0041] In response, determination module 150a at identity provider 110a then
validates the provided DIR 113b. For example, determination module 145a at
identity provider 110a determines that the new DIR 113b corresponds to (or was
created by) a DIR provisioning service 150 that was based on the one or more
metadata elements in messages 190. As such, since the DIR 113b has been
authenticated or validated, Figure 2 shows that identity provider 110a responds
with one or more corresponding security tokens 210. Specifically, Figure 2 shows
that identity provider 110a sends the one or more security tokens 210 directly to
client 105, whereupon client 105 provides the one or more security tokens 210 in
one or more corresponding messages 220 to relying party 120a. Of course, one will
appreciate that identity provider 110a may additionally or alternatively send the one
or more security tokens 210 directly to relying party 120a.

[0042] In addition, Figure 2 shows that relying party 120a processes the security
token 210 received in the one or more messages 220 through determination module
140. For example, determination module 140a processes the security token 210 to
determine if it conforms to the one or more data elements of in the previously-
provided information 160 (Figure 1). In one implementation, this includes the
relying party 120a determining that the received security token 210 is from a
trusted identity provider (e.g., 110a), and that the security token 210 includes
expected data for verifying the user that is requesting services. Upon identifying
that the security token 210 is valid, and/or (in conjunction with the security token
210) that the user information provided by client 105 is verified, relying party 120a
can then grant access to the requested services. For example, Figure 2 shows that
relying party 120a sends one or more messages 230 back to client 105, which allow
client 105 to access the requested services.

[0043] Accordingly, Figures 1A through 2 provide one or more mechanisms for

enabling a secure resolution of information by a client 105. Specifically, Figures
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1A through 2, and the corresponding text, provide a number of components and
mechanisms for ensuring that a client 105 can safely and securely obtain a trust
relationship with an identity provider. In at least one implementation, such
components and mechanisms involve a level of independent resolution and action
by a client, which can avoid a number of security breaches, such as those
associated, for example, with conventional phishing attacks.

[0044] In addition to the foregoing, implementations of the present invention can
also be described in terms of methods comprising one or more acts for
accomplishing a particular result. For example, Figure 3 illustrates a flow chart
from the perspective of client 105 for resolving information from a relying party to
obtain a digital identity representation from a trusted endpoint, such as identity
provider 110. In addition, Figure 4 illustrates a flow chart from the perspective of
an identity provider 110 for authenticating a digital identity representation and
providing a corresponding security token to a client. The acts of Figures 3 and 4
are described more fully below with respect to the components and diagrams 1A,
1B and 2.

[0045] For example, Figure 3 illustrates that a method from the perspective of
client 105 can comprise an act 300 of contacting a relying party (RP) for services.
Act 300 includes contacting a relying party to access one or more services at the
relying party. For example, Figure 1A shows that client 105 sends one or more
messages 155 to relying party 120a, which request access to one or more services at
relying party 120a.

[0046] Figure 3 also shows that the method from the perspective of client 105 can
comprise an act 310 of receiving information about a trusted identity provider (IP).
Act 310 includes receiving one or more policy files from the relying party, wherein
the one or more policy files comprise information that identifies a generalized name
corresponding to a set of one or more trusted identity providers. For example,
Figure 1A shows that, since client 105 does not have an established relationship
with relying party 120, relying party sends one or more messages 160 back to client
105. In this particular case, the one or more messages 160 include information

indicating generalized information about trusted identity provider 110a. As
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understood more fully herein, such information 160 could include a specitic
network endpoint for identity provider 110a. Of course, such information 160 can
also or alternatively include a generalized domain name of the identity provider
110a, or to yet another service 110a that can be contacted to identity the network
address for identity provider 110a.

[0047] In addition, Figure 3 illustrates that a method from the perspective of client
105 can comprise an act 320 of resolving the identity provider name to a trusted
network endpoint. Act 320 includes automatically resolving the generalized name
to obtain one or more network endpoints for one of the trusted identity providers.
For example, service requester 130 at client 105 automatically sends one or more
messages 175 to a network resolution service 115 and requests resolution of a
generalized domain name found in information 160. In turn, service requestor 130
receives one or more messages 180 that resolve the initially-provided generalized
name corresponding to identity provider 110a to one or more particular network
endpoints. Alternatively, service requestor 130 automatically contacts a specific
network endpoint found in information 160, and asks the entity at the network
endpoint to provide the location of an appropriate identity provider 110.

[0048] Furthermore, Figure 3 shows that the method from the perspective of client
105 can comprise an act 330 of obtaining a digital identity representation through
the trusted network endpoint. Act 330 includes, upon authenticating the one or
more network endpoints, contacting the one resolved identity provider to obtain one
or more digital identity representations for use in obtaining one or more security
tokens. For example, Figures 1A and 1B show that identity provider 110a sends
one or more messages 190 back to client 105. The one or more messages 190, in
turn, can comprise one or more metadata elements (e.g., in accordance with the
WS-FEDERATION standard) that indicate one or more endpoints for the DIR
provisioning service (e.g., 150a). Similarly, the one or more messages 190 can
comprise one or more metadata elements that need to be resolved further to one or
more endpoints corresponding to the DIR provisioning service (e.g., 150a). In

either case, service requester 130 then uses that information in messages 190 to
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ultimately contact the appropriate DIR provisioning service (e.g., 150a), and obtain
a digital identity representation (e.g., 113b).

[0049] In addition to the foregoing, Figure 4 shows that a method from the
perspective of an identity provider 110 can comprise an act 400 of receiving a
client request for information about DIR provisioning services. Act 400 includes
receiving at an identity provider one or more requests from a client for one or more
DIR provisioning services that for establishing one or more DIRs that can be
subsequently used to obtain one or more security tokens that can verify a user to a
relying party. As previously discussed, for example, Figure 1A shows that identity
provider 110a receives one or more requests 185 for DIR provisioning service
information from client 105, as part of an effort to eventually obtain one or more
security tokens.

[0050] Figure 4 also illustrates that the method from the perspective of identity
provider 110 can also comprise an act 410 of providing information for a digital
identity representation provisioning service. Act 410 includes providing to the
client information that identifies one or more digital identity provisioning services
trusted by the identity provider. For example, as previously mentioned, Figure 1A
shows that, in response to a request 185, identity provider 110a provides
information via one or more messages 190. In at least one implementation, the one
or more messages 190 comprise a published security document, or at least a portion
of the information contained therein. Such information can include domain names
tor the DIR provisioning service 150a (which may need further resolution via
network resolution service 115), or simply the specific network endpoints for
service 150a.

[0051] In addition, Figure 4 shows that the method from the perspective of
identity provider 110 comprises an act 420 of authenticating a digital identity
representation provided by a client. Act 420 includes authenticating one or more
digital identity representations received from the client, wherein the identity
provider determines that the received one or more digital identity representations
are valid. For example, as shown in Figure 2, identity provider 110a (e.g., via

determination module 145a) evaluates DIR 113b provided by client 105 in message
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200. Specifically, identity provider 110a determines that DIR 113b was created
and provided by the DIR provisioning service 150a previously referred to in the
one or more messages 190. As such, identity provider 110a confirms that client
105 that provided DIR 113b via message 200 is the same client 105 that requested
the DIR provisioning information via message 185.

[0052] Furthermore, Figure 4 shows that the method from the perspective of
identity provider 110 can comprise an act 430 of providing a security token to the
client. Act 430 includes providing one or more security tokens corresponding to
the authenticated one or more digital identity representations. For example, Figure
2 shows that, upon validating the digital identity representation 113b in message
200, identity provider 110a sends one or more security tokens 210 back to client
105. Client 105 can then use the provided security tokens 210 to verify the
requesting user’s identity with relying party 120a.

[0053] Accordingly, implementations of the present invention provide a number
of different components and mechanisms for safely, securely, and efficiently
providing clients with access to appropriate security tokens. As discussed herein,
for example, such mechanisms can include means by which a client’s identity
selector to determine if DIRs for a particular identity provider are available, and, if
not, a way to help the users obtain an appropriate DIR. Such mechanisms can also
enable identity providers to provide (e.g., via publications or otherwise) various
metadata elements to the users, where the metadata elements indicate the location
of DIR provisioning services that can issue appropriate DIRs. As previously
mentioned herein, such information (e.g., in the form of metadata elements) can be
published in such a way as to enable independent resolution by a client of the
various endpoints, thus enhancing security in the overall federated system.

[0054] The embodiments of the present invention may comprise a special purpose
or general-purpose computer including various computer hardware, as discussed in
greater detail below. Embodiments within the scope of the present invention also
include computer-readable media for carrying or having computer-executable

instructions or data structures stored thereon. Such computer-readable media can
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be any available media that can be accessed by a general purpose or special purpose
computer.

[0055] By way of example, and not limitation, such computer-readable media can
comprise RAM, ROM, EEPROM, CD-ROM or other optical disk storage, magnetic
disk storage or other magnetic storage devices, or any other medium which can be
used to carry or store desired program code means in the form of computer-
executable instructions or data structures and which can be accessed by a general
purpose or special purpose computer. When information is transferred or provided
over a network or another communications connection (either hardwired, wireless,
or a combination of hardwired or wireless) to a computer, the computer properly
views the connection as a computer-readable medium. Thus, any such connection
1s properly termed a computer-readable medium. Combinations of the above
should also be included within the scope of computer-readable media.

[0056] Computer-executable instructions comprise, for example, instructions and
data which cause a general purpose computer, special purpose computer, or special
purpose processing device to perform a certain function or group of functions.
Although the subject matter has been described in language specific to structural
teatures and/or methodological acts, it is to be understood that the subject matter
defined in the appended claims is not necessarily limited to the specific features or
acts described above. Rather, the specific features and acts described above are
disclosed as example forms of implementing the claims.

[0057] The present invention may be embodied in other specific forms without
departing from its spirit or essential characteristics. The described embodiments
are to be considered in all respects only as illustrative and not restrictive. The
scope of the invention 1s, therefore, indicated by the appended claims rather than by
the foregoing description. All changes which come within the meaning and range

of equivalency of the claims are to be embraced within their scope.
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CLAIMS

1. At a client computer (105) in a federated computerized system (100) having
the client, one or more identity providers (110), and one or more relying parties
(120), a method of the client independently resolving the location of an identity
provider pursuant to obtaining security tokens that can be used by the client to
access one or more services at a relying party, comprising the acts of:

contacting (300) a relying party (120) to access one or more services at the
relying party;

receiving (310) one or more policy files from the relying party, wherein the
one or more policy files comprise information (160) that identifies a generalized
name corresponding to a set of one or more trusted identity providers;

automatically resolving (320) the identified generalized name to obtain one
or more network endpoints for one of the trusted identity providers (110);

upon authenticating the one or more network endpoints, contacting (330) the
one resolved identity provider (110) to obtain one or more digital identity
representations (113) for use in obtaining one or more security tokens (210).
2. The method as recited in claim 1, wherein the generalized name comprises a
network endpoint for the one trusted identity provider (110a).
3. The method as recited in claim 1, wherein the generalized name comprises a
domain name corresponding to the one trusted identity provider (110a).
4, The method as recited in claim 3, wherein the act (320) automatically
resolving the identified generalized name further comprises an act of sending one
or more requests (175) to a resolution service (115).
S. The method as recited in claim 3, wherein the act (330) of contacting the
resolved identity provider further comprises the acts of:

sending one or more requests (185) to the resolved identity provider (110a)
to obtain information about any available digital identity representation
provisioning service; and

receiving one or more messages (190) comprising information about a
digital identity representation provisioning service (150a) used with the resolved

identity provider (110).
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0. The method as recited in claim 5, further comprising, wherein one or both of
the information (160) in the one or more policy files, and the information received
in the one or more messages (190) from the identity provider (110a) comprise one
or more metadata elements.
7. The method as recited in claim 5, further comprising an act of sending one
or more additional messages to the resolution service (115), wherein the one or
more additional messages request resolution of the information received in the one
or more messages (190) from the resolved identity provider (110a).
8. The method as recited in claim 5, further comprising the acts of:

identifying a network endpoint corresponding to the digital identity
representation provisioning service (150a); and

the client (105) sending one or more messages (193) to the digital identity
representation provisioning service (150a) to obtain a digital identity representation
(113).
9. The method as recited in claim &, further comprising an act of receiving one
or more digital identity representations (113b) from the provisioning service (150a)
for use with the resolved identity provider (110a).
10.  The method as recited in claim 9, further comprising the acts of:

the client (105) sending one or more additional messages (200) to the
resolved identity provider (110a) comprising information corresponding to the
received digital identity representations (113b); and

receiving one or more messages from the resolved identity provider (110a)
comprising the one or more security tokens (210).
11.  The method as recited in claim 10, further comprising the acts of:

the client (105) sending one or more messages (220) to the relying party
(120) that include the one or more tokens (210) received from the identity provider;
and

receiving one or more responses (230) from the relying party (120) that
indicate that access to the one or more services has been granted.
12. At an identity provider (110) in a federated computerized system (100)

having the identity provider, one or more clients (105), and one or more relying
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parties (120), a method of providing one or more digital identity representations
and one or more security tokens to a client that resolves information provided by a
relying party, comprising the acts of:

receiving (400) at an identity provider (110) one or more requests (185)
from a client (105) for one or more digital identity representation provisioning
services for establishing one or more DIRs that can be subsequently used to obtain
one or more security tokens that will be used to verify a user to a relying party
(120);

providing (410) to the client (105) information (190) that identifies at least
one digital identity provisioning service (150) trusted by the identity provider
(110);

authenticating (420) one or more digital identity representations (113)
received from the client (105), wherein the identity provider (110) determines that
the received one or more digital identity representations (113) are valid; and

providing (430) one or more security tokens (210) corresponding to the
authenticated one or more digital identity representations (113).
13.  The method as recited in claim 12, wherein the act of providing (410) the
client (105) information (190) further comprises:

publishing one or more documents comprising the information (190) that
identifies the one or more digital identity provisioning services (150); and

digitally signing the one or more documents.
14.  The method as recited in claim 14, wherein the provided information (190)
in the published one or more documents comprise one or more metadata elements.
15.  The method as recited in claim 12, wherein the information (190) provided
to the client (105) comprises one or more generalized names corresponding to the
one or more digital identity provisioning services (150).
16.  The method as recited in claim 16, wherein the one or more generalized
names need to be resolved to one or more network endpoints before the client (105)

can access the digital identity provisioning service (150).
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17.  The method as recited in claim 12, wherein the information (190) provided
to the client (105) comprises one or more network endpoints corresponding to the
trusted one or more digital identity provisioning services (150).
18.  The method as recited in claim 12, wherein the act of authenticating (410)
the one or more digital identity representations (113) further comprises:

receiving at the identity provider (110) one or more new requests (200) from
the client (105) for the one or more security tokens (210) for use with the relying
party (120); and

identifying one or more valid digital identity representations (113) in the one
or more new requests (200).
19.  The method as recited in claim 18, wherein the act of authenticating (410)
the one or more digital identity representations (113) further comprises determining
that the received one or more digital identity representations (113) were obtained
from one of the trusted digital identity provisioning services (150).
20.  Ataclient computer (105) in a federated computerized system (100) having
the client, one or more identity providers (110), and one or more relying parties
(120), a computer program product having computer executable instructions stored
thereon that, when executed, cause one or more processors at the client computer to
perform a method comprising:

contacting (300) a relying party (120) to access one or more services at the
relying party;

receiving (310) one or more policy files from the relying party, wherein the
one or more policy files comprise information (160) that identifies a generalized
name corresponding to a set of one or more trusted identity providers;

automatically resolving (320) the identified generalized name to obtain one
or more network endpoints for one of the trusted identity providers (110);

upon authenticating the one or more network endpoints, contacting (330) the
one resolved identity provider (110) to obtain one or more digital identity

representations (113) for use in obtaining one or more security tokens (210).
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