wo 2011/075413 A1 I T 0O 00 OO OO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

ot VAP,
(9) World Inteletua Property Organization /28552 1IN )00 D A
ernational Bureau V,& ‘ ) |
. L MEY (10) International Publication Number
(43) International Publication Date \,!:,: #
23 June 2011 (23.06.2011) WO 2011/075413 Al

(51) International Patent Classification: (81) Designated States (unless otherwise indicated, for every
GO6F 21/00 (2006.01) kind of national protection available). AE, AG, AL, AM,
(21) International Application Number: ég’ éﬁ’ ég’ CAI\ZI, CBS ? CBRB’ CBI(J}, g;l’ DB]IE{ ? DBI\(V ’];313[{ ? ]];é’
PCT/US2010/059887 DZ. EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT.
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
10 December 2010 (10.12.2010) KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
. ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
(25) Filing Language: English NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD,
(26) Publication Language: English SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,

TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data:

12/640,289 17 December 2009 (17.12.2009) ys (84) Designated States (unless otherwise indicated, for every

kind of regional protection available): ARIPO (BW, GH,

(71) Applicant (for all designated States except US): AMER- GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,
ICAN EXPRESS TRAVEL RELATED SERVICES ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
COMPANY, INC. [US/US]; General Counsel's Office, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
World Financial Center, 200 Vesey Street, New York, NJ EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
10285-4900 (US). LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,

(72) Tnventor; and SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,

(75) Tnventor/Applicant (for US only): BAILEY, Samuel, A. GW, ML, MR, NE, SN, TD, TG).
[US/US]; ¢/o American Express Travel Related Services, Published:
Company, Inc., General Counsel's Office, World Finan-
cial Center, 200 Vesey Street, New York, NJ 10285-4900
(US).

(74) Agents: BERSCHADSKY, Jonathan et al.; Fitzpatrick,
Cella, Harper & Scinto, 1290 Avenue of the Americas,
New York, NY 10104-3800 (US).

—  with international search report (Art. 21(3))

(54) Title: DYNAMICALLY REACTING POLICIES AND PROTECTIONS FOR SECURING MOBILE FINANCIAL TRANS-
ACTIONS

'3

108c

|
|
| 104
|
|
|

External
Terminal I

114

Security ‘
Ser\lic

Y
Internal

112

Trust Mediator

Gateway

Extemnal
Network Network
Components Components
120 118

FIG. 1

(57) Abstract: A secure mobile financial transaction is provided by receiving a list of protection methods from an external termi-
nal over a communication network. A matrix of protection methods corresponding to the external terminal is created based on the
identified protection methods. Security-related information is received from one or more trust mediator agents over the communi-
cation network. Rules corresponding to the received security related information are retrieved, and at least one protection method
is selected from the matrix of protection methods based on the retrieved rules. The selected protection method is transmitted to the
trust mediator agents for implementation.
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TITLE

DYNAMICALLY REACTING POLICIES AND PROTECTIONS FOR
SECURING MOBILE FINANCIAL TRANSACTIONS

BACKGROUND OF THE INVENTION

Field of the Invention
[0001] The present invention generally relates to information security systems, and
more particularly, to dynamically reacting policies and protections for securing mobile

financial transactions.

Related Art

[0002] With the proliferation of mobile communication devices, such as mobile
telephones, financial account holders that have such devices have begun to use them to
complete financial transactions. Enabling financial account holders to do so, however,
poses unique security risks for financial account issuers, particularly because security
capabilities and risks vary widely across different mobile communication devices and
different mobile communication networks. For example, typical payment systems
involve point-of-sale (POS) terminals that are usually owned and designed by either
financial transaction issuers or merchants. In contrast, because mobile communication

devices are manufactured by various manufacturers and can be modified by third
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parties, financial account issuers have less control and knowledge of the security
capabilities and risks associated with them. This makes it more difficult to control the
security of financial transactions that are completed using mobile communication
devices. Security measures vary based on particular models of mobile communication
devices, thus compounding this inherent security risk.

[0003] The risk for financial account issuers is further complicated by the mobility of
mobile communication devices. Each location in which mobile communication
devices can be operated potentially has a different security environment. As a result,
different security measures for each location are necessary. For example, bringing a
mobile communication device into a foreign country may require the mobile
communication device to roam on a foreign mobile communication network, which
has inherently different security risks, capabilities, and other characteristics.

[0004] Security designers perform a labor-intensive and exhaustive analysis of the
risks associated with each component of a new network in an attempt to safely
interface their existing security system with the new network. The existing security
system is often modified to accommodate the risks associated with the new network.
This process takes a substantial amount of time and thus limits the speed with which
financial account issuers can enter new markets that utilize mobile-based financial
transaction networks. As a consequence, they can lose market share.

[0005] In addition, security designers typically assume that all security characteristics
and risks of the network components will remain static once the system is deployed.
A typical security system thus utilizes a particular set of security measures deployed
until the security system is taken offline and either replaced or modified. In other
words, if risks of the security system change, for example, by a breach of a security
measure by an attacker, a maintenance window or an outage must be realized to enable
the security system to be modified to respond to a security breach, patch, or upgrade.
Such a system cannot adapt dynamically to various detected feedback relating to
changes impacting the security situation of the network. Typical security systems,
therefore, lack the adaptability necessary to be suitable for mobile-based financial
transaction systems. Moreover, the static security measures of typical security

systems increase the ease with which internal and external attackers can circumvent
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the security measures. As payment and network systems adapt to next generation
payment and communication, the attacks and exploits will also evolve into next
generation criminal exploits.

[0006] Notwithstanding the above-mentioned security risks, enabling mobile
transactions is still a particularly attractive means for financial account issuers to enter
the markets of non-bankable countries where widespread POS infrastructure is neither
available nor practical.

[0007] Given the foregoing, it would be useful to be able to continuously detect
changes in network security characteristics, and adapt based on these detected changes
to maintain an acceptable level of security for existing and new network connections
including merchants, customers, and partners for visiting and home networks.

[0008] It also would be useful to enable business entities, such as financial account
issuers, to enter new markets (e.g., the mobile-based financial transaction market) with
minimal modifications to their existing security system, and to accept new risk
scenarios with the ability to manage magnitude of exposure by network segment,
region, issuer, partner, device, and/or account across numerous device and network
types.

[0009] In addition, it would be useful to enable the characterization of currently
uncharacterized (e.g., non-domestic) communication network components and/or

attributes to enable adaptation to the risks to maintain an acceptable level of security.

BRIEF DESCRIPTION OF THE INVENTION

[0010] The present invention meets the above-identified needs by providing systems,
methods, and computer program products for securing mobile financial transactions
over a communication network.

[0011] Trust mediator agents, which are associated with each network component,
continuously detect changes in the security characteristics of each network component
using sensors and feed the detected changes back to a trust mediator. The trust
mediator uses the feedback from the trust mediator agents to determine whether and
how to modify currently running security safeguards in order to maintain an
appropriate level of security. Modifications, if any, are communicated by the trust

mediator to the appropriate network component via its associated trust mediator agent
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for implementation. The process is recursive and thus continuously adapts to changes
in network security characteristics as they arise over time to strike a balance between
the probability of loss plus magnitude of loss versus acceptable risk to enable business
transactions to continue without disruption at an account level and/or at a network
component level.

[0012] A business entity (e.g., a financial account issuer) can integrate new
communication networks having new security characteristics into their existing
network without the need to perform an exhaustive and labor-intensive upfront
analysis to estimate the security impact a new communication network will have on
their existing network. Instead, the business entity can define rules, such as a
threshold of acceptable risk, begin to communicate with the new network, and enable
their existing security system to detect and adapt to the security characteristics of the
new network while maintaining the acceptable risk acceptance level. Time-to-market
is reduced, and the level of risk exposed to the business entity can be managed at a
minimized level.

[0013] Users’ expectations regarding security measures are taken into account.

Thus, if a particular security measure is too inconvenient for a user, the security
measure is modified or disabled to a minimal level. This balances the risk acceptance
of a firm with a convenience cost representing user or account holder countermeasure
choice, and provides the issuer and the account holder with firm acceptable
transaction risk elasticity. Alternatively, if the security measure provides too low a
security level for the user to accept the security measure, it is modified or replaced
with a more rigorous security measure. The effect is to increase the propensity for
user satisfaction and thus movement towards equilibrium of strategy and payoff for
usage of the system based on time, location, and relevance, and results in more
efficient risk models to increase market share for the business entity.

[0014] In one embodiment, a processor coupled to a memory receives a list of
protection methods from an external terminal over a communication network. The
processor creates a matrix of protection methods corresponding to the external
terminal based on the identified protection methods. Security-related information is

received from one or more trust mediator agents over the communication network.
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The processor retrieves, from a master list of rules, rules corresponding to the received
security related information, and selects at least one protection method from the matrix
of protection methods based on the retrieved rules. The processor transmits the
selected protection method to the trust mediator agents for implementation.

[0015] Further features and advantages of the present invention as well as the
structure and operation of various embodiments of the present invention are described in

detail below with reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] The features and advantages of the present invention will become more
apparent from the detailed description set forth below when taken in conjunction with
the following drawings.

[0017] Figure 1 is a diagram of an exemplary security system for adaptively securing
mobile communication device transactions in accordance with an embodiment of the
present invention.

[0018] Figure 2 is a flowchart illustrating an exemplary process for implementing
dynamically reacting policies and protections to secure mobile financial transactions.
[0019] Figure 3 is a flowchart illustrating an exemplary process for collecting
protection methods available for an external terminal.

[0020] Figure 4 is a flowchart diagram illustrating an exemplary process for building
a matrix of protection methods for an external terminal.

[0021] Figure 5 is a flowchart diagram illustrating an exemplary process for
managing a security policy.

[0022] Figure 6 is a flowchart diagram illustrating an exemplary process for
implementing a security policy based on a matrix of protection methods,
security-related information, and a security policy.

[0023] Figure 7 is a block diagram of an exemplary computer system useful for

implementing the present invention.

DETAILED DESCRIPTION

[0024] The present invention is directed to dynamically reacting policies and

protections for securing mobile financial transactions, which are now described in
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more detail herein in terms of an example mobile payment system. This is for
convenience only and is not intended to limit the application of the present invention. In
fact, after reading the following description, it will be apparent to one skilled in the
relevant art(s) how to implement the following invention in alternative
embodiments (e.g., general network security systems, mass transit security systems,
home and business security systems, etc.).

2% <<

[0025] The terms “user,” “consumer,” “account holder,” and/or the plural form of
these terms are used interchangeably throughout herein to refer to those persons or
entities capable of accessing, using, being affected by and/or benefiting from the
present invention.

[0026] A “merchant” as used herein refers to any person, entity, distributor system,
software and/or hardware that is a provider, broker and/or any other entity in the
distribution chain of goods or services. For example, a merchant can be a grocery
store, a retail store, a travel agency, a service provider, an online merchant or the like.
[0027] A “transaction account’ as used herein refers to an account associated with an
open account or a closed account system. The transaction account can exist in a
physical or non-physical embodiment. For example, a transaction account can be
distributed in non-physical embodiments such as an account number, frequent-flyer
account, telephone calling account or the like. Furthermore, a physical embodiment of
a transaction account can be distributed as a financial instrument.

[0028] An “account,” “account number,” or “account code,” as used herein, can
include any device, code, number, letter, symbol, digital certificate, smart chip, digital
signal, analog signal, biometric or other identifier/indicia suitably configured to allow
a consumer to access, interact with or communicate with a financial transaction
system. The account number can optionally be located on or associated with any
financial transaction instrument (e.g., a rewards, charge, credit, debit, prepaid,

telephone, embossed, smart, magnetic stripe, bar code, transponder or radio frequency
card).

2% <<

[0029] The terms “financial account issuer,” “account issuer,” and “issuer,” and/or the
plural forms of these terms are used interchangeably throughout herein to refer to

those persons or entities that provide transaction account(s) to account holders. For
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example, an issuer may be a credit card issuer, a bank, or any other financial
institution.

[0030] In general, transaction accounts can be used for transactions between the user
and merchant through any suitable online or offline communication network, such as,
for example, a wired network, a wireless network, a telephone network, an intranet,
the global, public Internet, and/or the like. Additionally, the user can complete
transactions with the merchant using any suitable communication device, such as a
point-of-interaction device (e.g., a point-of-sale (POS) device, a personal digital
assistant (PDA), a mobile telephone, a kiosk, etc.), a radio frequency enabled transaction
card, and/or the like.

[0031] A financial transaction instrument (also referred to as a “payment device”) can
be traditional plastic transaction cards, titanium-containing, or other metal-containing,
transaction cards, clear and/or translucent transaction cards, foldable or otherwise
unconventionally-sized transaction cards, radio-frequency enabled transaction cards,
or other types of transaction cards, such as credit, charge, debit, pre-paid or stored-
value cards, or any other like financial transaction instrument. A financial transaction
instrument can also have electronic functionality provided by a network of electronic
circuitry that is printed or otherwise incorporated onto or within the transaction
instrument (and typically referred to as a “smart card”), or be a fob having a
transponder and an RFID reader.

29 <

[0032] The term “safeguard,” “security measure,” “security safeguard,” “protection
method,” and/or the plural forms of these terms are used interchangeably throughout
herein to refer to any process, hardware, software, algorithm, countermeasure, or the
like, that increases security, confidentiality, and/or integrity of data communicated
over communication networks. For example, a safeguard can be a key length, an
encryption/decryption algorithm, a checksum, a hash function, an access level, a
password requirement, a fingerprint requirement, or the like.

[0033] The term “‘security-related information” is used herein to refer to any data or
information that can be used by a trust mediator (described below) as the basis for
making decisions as to implementations of security policy. For example,

security-related information can include data relating to threats, exploits, attacks,

safeguards, security measures, security safeguards, protection methods, financial



WO 2011/075413 PCT/US2010/059887

-8-

transaction-related data, non-financial-transaction-related data, mobile phone usage
data, and the like.

[0034] FIG. 1 is a diagram of an exemplary security system 100 for adaptively
securing mobile communication device transactions in accordance with an
embodiment of the present invention. As shown in FIG. 1, security system 100
includes both internal network components 118 and external network components 120.
Internal network components 118 are network components that are internal to an
issuer network. External network components 120 are network components that are
external to the issuer network.

[0035] External network components 120 include an external terminal 102, which is
any electronic communication device a consumer can use as an interface to complete a
financial transaction with a merchant. Examples of types of financial transactions a
user 122 may request include a purchase at a point-of-sale (POS) device, a transfer of
funds from an account of user 122 to that of another user, a mobile-to-mobile fund
transfer, a transfer of funds between two accounts commonly owned by user 122, a
request for data stored in one of internal network components 118 in association with
an account of user 122, a request to modify data stored in one of internal network
components 118 in association with an account of user 122, etc. For example, external
terminal 102 can be a point-of-sale (POS) device, a kiosk, or a mobile communication
device such as a mobile telephone, a personal computer, a POS device, a personal
digital assistant (PDA), a portable computing device, a radio frequency enabled
transaction card, or the like.

[0036] Another external network component 120 is a visiting network 110, which is
any electronic communication network that is communicatively coupled to external
terminal 102 and one or more internal network components 118. Example visiting
networks 110 include a mobile telephone carrier network, an external payment
network and/or service, a media network, a Rich Site Summary (RSS) feed network, a
private network, a public network, a Bluetooth™ network, an automated clearing
house (ACH) network, a peer-to-peer (P2P) network, or the like.

[0037] Internal network components 118 include a gateway 112, which is

communicatively coupled to visiting network 110. External terminal 102
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communicates with internal network components 118 through visiting network 110.
Gateway 112 translates communication network protocols to enable proper
communication between visiting network 110 and internal network components 118.
Gateway 112 also includes any number of communication network modules
depending on the characteristics of visiting network 110 and internal network
components 118. For instance, gateway 112 can include a firewall, a network address
resolution table, a proxy for address translation, a session border controller, etc. (all
not shown).

[0038] Another internal network component 118 is a security services module 114.
Security services module 114 is communicatively coupled to gateway 112, and
performs security functions such as encryption, decryption, key management, and/or
any other functions suitable for ensuring the security, confidentiality, and/or integrity
of data communicated throughout system 100.

[0039] Another internal network component 118 is home value module 106, which
includes a memory or other electronic storage device (not shown) that electronically
stores information related to electronic assets owned by the issuer. For example, home
value 106 can store data entries representing credit, deposits, loyalty points, reward
points, media, and the like. Each data entry of home value 106 has a value-base and
an associated quantitative and/or qualitative value that also are stored in the memory
(not shown) and are used by trust mediator 116 in order to assess security risks
associated with that particular data entry.

[0040] Internal network components 118 also include a value mediator 104, which
valuates electronic assets owned by an entity other than the issuer. These assets have
a value-base other than the value-bases stored in home value 106. Value mediator 104
thus enables quantification and exchange of value across different value-bases. In
addition, by valuating these assets, value mediator 104 enables risk magnitude
quantification associated with these assets to be computed by trust mediator 116. For
example, if the value of the transaction or commerce was an asset calculated by value
mediator 104, then this computed value is input to trust mediator 116 to react by

changing one or more protections, countermeasures, or policies related to the asset.
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[0041] Trust mediator (TM) agents 108a — 108f (collectively 108) are deployed on
external terminal 102, visiting network 110, gateway 112, security services module
114, value mediator 104, and home value module 106, respectively. TM agents 108
detect and assess security-related information collected from one or more sensors
corresponding to each respective network component and communicate this
information to trust mediator 116. The sensors measure a physical quantity, such as
an electronic signal or other data, and convert it into a signal which can be read by an
observer and/or by an instrument, such as one or more of the TM agents 108 or trust
mediator 116. Trust mediator 116, in turn, communicates instructions to one or more
of the TM agents 108 to modify implementation of security safeguards. Trust
mediator 116 also assesses information received from the TM agents 108 and
determines whether and/or how to modify security safeguards according to security
and/or trust mediation algorithms that can be singular or a summation of plural
safeguards and countermeasures interchangeable based on security goals.

[0042] An exemplary external terminal 102, as well as exemplary processes for
adapting security measures of a communication network based on dynamic feedback,
collecting data from sensors, and reporting the data to a trust mediator are disclosed in
U.S. Patent Application Serial No. [xx/xxx,xxx], entitled “Systems, Methods, and
Computer Program Products for Collecting and Reporting Sensor Data in a
Communication Network,” filed [date], Attorney Docket No. 03292.102880., which is
hereby incorporated by reference in its entirety.

[0043] FIG. 2 is a flowchart illustrating an exemplary process 200 for implementing
dynamically reacting policies and protections to secure mobile financial transactions.
At block 201, trust mediator 116 collects the protection methods that are available for
external terminal 102. In particular, a list of the protection methods that are available
to be implemented by external terminal 102 is transmitted to trust mediator 116 by TM
agent 108a over a communication channel, such as the external and/or internal
networks 120 and 118. An exemplary process for collecting the protection methods
that are available for external terminal 102 is discussed in further detail below with

respect to FIG. 3.



WO 2011/075413 PCT/US2010/059887

-11 -

[0044] At block 202, trust mediator 116 builds, modifies, and/or validates a matrix of
protection methods available for external terminal 102. The matrix is built based on
the list of protection methods received from TM agent 108a for external terminal 102,
as well as protection method information that is stored in a policy server (not shown).
An exemplary process for building, modifying, and/or validating the matrix of
protection methods available for external terminal 102 is discussed in further detail
below with respect to FIG. 4.

[0045] Block 203 represents a process for detecting security-related information that
is periodically reported to trust mediator 116 by one or more of TM agents 108a —
108f. Exemplary processes for detecting security-related information are discussed in
further detail in U.S. Patent Application Serial No. [xx/xxx,xxx], entitled “Systems,
Methods, and Computer Program Products for Collecting and Reporting Sensor Data
in a Communication Network,” filed [date], Attorney Docket No. 03292.102880.
[0046] Block 204 represents a process for managing a security policy by authorized
users of system 100. In general, the security policy is managed by maintaining
up-to-date lists of protection methods, detected security-related information, and
policy rules in the policy server for individual external terminals 102, as well as
maintaining master lists of the same, and then implementing the rules based on the
maintained lists. An exemplary process for managing a security policy is discussed in
further detail below with respect to FIG. 5.

[0047] At block 205, trust mediator 116 implements a security policy based on the
protection methods stored in the matrix built at block 202, the security-related
information detected at block 203, and the security policy managed in the policy
server at block 204. In general, the security policy is implemented by selecting one or
more protection methods from the matrix corresponding to external terminal 102.
Which protection method(s) are utilized depends on the security-related information
detected at block 203 and the rules that define the security policy managed at block
204. An exemplary process for implementing a security policy is discussed in further
detail below with respect to FIG. 6.

[0048] FIG. 3 is a flowchart illustrating an exemplary process 300 for collecting

protection methods available for external terminal 102. At block 301, trust mediator
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116 requests from TM agent 108a the list of protection methods available for external
terminal 102. Alternatively, TM agent 108a can transmit the list of protection
methods available for external terminal 102 to trust mediator 116 upon connecting to
internal network 118, without being prompted by trust mediator 116. The list of
protection methods includes each protection method available for external terminal
102 and can be in a tabular format or any other suitable format. Examples of
protection methods include encryption methods, identification methods, authentication
methods, pairing methods, digital signature methods, nonrepudiation methods,
steganographic methods, and the like. Protection methods can also include
lower-level methods such as specific implementation details. For instance, the
protection methods may include a specific encryption algorithm, and/or specific
capabilities relating to the encryption algorithm, such as key lengths, key exchange
methods, key building methods, etc. By identifying specific protection methods
capable of being implemented by external terminal 102, trust mediator 116 enforces a
dynamic security policy that is tailored to the particular security capabilities of
individual external terminals 102.

[0049] At block 302, if TM agent 108a does not respond to a request from the trust
mediator 116 for the list of protection methods after a predetermined time period then
trust mediator 116 uses a predetermined default matrix of protection methods. The
default protection methods can include protection methods that are common to a large
majority of external terminals 102. Alternatively, if TM agent 108a does not respond
to the request after a predetermined time period then trust mediator 116 can use a
matrix previously configured for a type of external terminal most similar to external
terminal 102, such as a mobile phone having the same manufacturer and/or model type
as external terminal 102. Trust mediator 116 then repeats its request for protection
methods from TM agent 108a so as to maintain an up-to-date list of the protection
methods available for implementation by external terminal 102.

[0050] At block 303, if TM agent 108a responds to the request within the
predetermined time period then trust mediator 116 receives the list of protection

methods available for external terminal 102. As those skilled in the art will recognize,
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the list could be stored and/or transmitted in a tabular format or any other suitable
format.

[0051] At block 304, trust mediator 116 stores, in a database 305, the received list of
protection methods available for external terminal 102 along with an external terminal
identifier corresponding to external terminal 102. In this way, lists of protection
methods are maintained for individual external terminals 102 for future
communications with internal network 118.

[0052] FIG. 4 is a flowchart diagram illustrating an exemplary process 400 for
building a matrix of protection methods for external terminal 102. At block 401, trust
mediator 116 performs a look-up in database 305 using the external terminal identifier
corresponding to external terminal 102, and retrieves the corresponding list of
protection methods stored in the database.

[0053] At block 402, trust mediator 116 matches each protection method on the
retrieved list of protection methods to a matching protection method stored in a master
list of protection methods in the policy server. If trust mediator 116 is unable to match
a particular one of the received protection methods to a protection method in the
master list, then trust mediator 116 adds the protection method to the master lists, as
described in further detail with respect to FIG. 5.

[0054] In one embodiment, the master list of protection methods is distinct from
individual lists of protection methods. Individual lists of protection methods are lists
that include protection methods corresponding to an individual external terminal 102,
whereas the master list of protection methods includes all protection methods known
by trust mediator 116. The master list of protection methods also includes, for each
protection method, category information, subcategory information, strength
information, and/or other pertinent information corresponding to the particular
protection method, which are discussed in further detail below.

[0055] At block 403, trust mediator 116 retrieves the category information,
subcategory information, strength information, and/or other information corresponding
to each matching protection method from the database 305. This information is used
by trust mediator 116 to build the matrix of protection methods for external terminal

102.
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[0056] At block 404, trust mediator 116 builds a matrix of protection methods
corresponding to external terminal 102. The matrix is built based on the list of
protection methods retrieved at block 401 that correspond to external terminal 102,
and the category information, subcategory information, strength information, and/or
other information retrieved at block 403 that correspond to each of the protection
methods. In particular, trust mediator 116 allocates one dimension of the matrix per
category or subcategory. In this way, the constructed matrix has multiple layers or
dimensions.

[0057] For example, a top layer or first dimension of the matrix could include entries
for general types of encryption, such as transport level encryption, payload level
encryption, transaction level encryption, and encryption of data at rest. Each entry
also has associated with it a second layer or dimension of the matrix including
different security algorithms such as Secure Sockets Layer (SSL) and Transport Layer
Security (TLS) for transport layer encryption, etc. As those skilled in the art will
recognize, other security algorithms can be used and still be within the scope of the
present invention.

[0058] Each entry also can have associated with it a third layer or dimension, which
includes implementation options for each of the algorithms of the second layer, such
as key lengths, methods for building keys, types of key exchange methods, etc. In this
way, the matrix is multidimensional, enabling many protection method options to be
selected based on the capabilities of individual external terminals 102.

[0059] Trust mediator 116 indexes the protection methods within the matrix
according to their corresponding strength, for example, in an order of increasing
strength. This enables trust mediator 116 to increase the strength of the protection
method chosen by simply increasing the index of the protection method used.

[0060] After block 404, trust mediator 116 retrieves another list of protection methods
stored in the database 305 for external terminal 102. Trust mediator 116 compares the
newly retrieved list to the previously retrieved list to validate the matrix of protection
methods. If there are any new protection methods the matrix is updated accordingly.
In this way, an up-to-date matrix of protection methods is maintained for external

terminal 102.
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[0061] FIG. 5 is a flowchart diagram illustrating an exemplary process 500 for
managing a security policy. At block 501, a selection from among three options is
received by trust mediator 116 via a user interface (not shown). The user interface
may be a computer or workstation in communication with internal network 118, or
any other suitable user interface. The three options correspond to aspects of the
security system to be modified. Option 1 corresponds to the modification of
protections, option 2 corresponds to the modification of detections, and option 3
corresponds to the modification of rules. Modifications, in this context, means adding,
deleting, and/or modifying data in any fashion.

[0062] If option 1 is selected, at block 502, one or more protection method
modifications are received by trust mediator 116 via the user interface. These
modifications could be made in response to new security-related information detected
at block 203. For instance, if it is discovered that a certain protection method, e.g., an
encryption algorithm, has been compromised or has a design flaw, then that protection
method is invalidated in the master list of protection methods. In this way, when an
external terminal 102 communicates with internal network 118, trust mediator 116
instructs the external terminal 102 not to use the invalidated protection method, but
instead to use an alternative protection method. As those skilled in the art will
recognize, other modifications to protection methods are possible, such as limiting the
implementation of a certain encryption algorithm to a 256-bit key. In this way, an up-
-to-date master list of protection methods is maintained, enabling trust mediator 116 to
implement a dynamic security policy as new security-related information is detected.
At block 503, the master list of protection methods is updated based on the received
protection method modification(s).

[0063] If option 2 is selected, at block 504, one or more modifications to a master list
of detections are received. In one embodiment, this master list of detections is distinct
from the detections received at block 203. The master list of detections is maintained
to give trust mediator 116 points of comparison for the detections received at block
203. This enables trust mediator 116 to properly identify, and to apply rules based on,
detected security-related information. The modifications to the master list of

detections may also be made in response to new security-related information detected



WO 2011/075413 PCT/US2010/059887

- 16 -

at block 203. For instance, if a new detection, such as a never-before-seen attack on a
particular protection methods is detected, that detection may not be included in the
master list of detections. Trust mediator 116 then, upon discovering the new
detection, adds it to the master list of detections, and flags it for later analysis and
characterization by a security professional. Once the detection is analyzed and
characterized, it is included in the master list and can have corresponding rules created
forit. At block 505, the master list of detections is updated based on the received
detection modification(s).

[0064] If option 3 is selected, at block 506, one or more modifications are received
for a master list of rules. The master list of rules includes the dynamic security policy
implemented by trust mediator 116. The modifications could be made, e.g., in
response to new security-related information detected at block 203. In general, the
rules dictate which specific protection methods to select from the matrix of protection
methods for implementation in the event that certain security-related information is
detected at block 203.

[0065] For example, based on receiving a certain type of detection signal (e.g., a
communication from a TM agent), a rule may dictate that trust mediator 116 selects
(1) a protection method randomly, (2) a protection method linearly (selecting a
protection method of increased or decreased strength by increasing or decreasing the
index of the matrix of protection methods by one or more steps), or (3) any alternative
protection method within a certain category because the currently implemented
method in that category has been invalidated, etc. In this way, if one protection
method becomes vulnerable, trust mediator 116 can implement the dynamic security
policy to select another protection method. Another rule may involve comparing a
particular security-related detection score to a predetermined threshold, and selecting
different protection methods based on the results of the comparison. The threshold
can be modified via the user interface (not shown) at block 506 as well. Alternatively,
the threshold can be modified in response to receiving certain security-related
information at block 203. At block 507, the master list of rules is updated based on

the received rule modification(s).
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[0066] FIG. 6 is a flowchart diagram illustrating an exemplary process 600 for
implementing a security policy based on a matrix of protection methods,
security-related information, and a security policy. At block 601, the matrix of
protection methods established at block 202 for external terminal 102 is retrieved
and/or validated from the database (not shown) by trust mediator 116. If the matrix of
protection methods has not yet been retrieved for a first time, then trust mediator 116
retrieves it. If, however, the matrix of protection methods has been retrieved at least
once, then trust mediator 116 simply validates the previously retrieved matrix, by
using a time stamp to confirm that the matrix of protection methods is up-to-date, i.e.,
that it has not changed since the last retrieval.

[0067] At block 602, the security-related information detected at block 203 is
retrieved, and/or validated. If the security-related information has not yet been
retrieved for a first time, then trust mediator 116 retrieves it. If, however, the
security-related information has been retrieved at least once, then trust mediator 116
simply validates the previously received security-related information, by using a time
stamp to confirm that the security-related information is up-to-date, i.e., that it has not
changed since the last retrieval.

[0068] At block 603, trust mediator 116 performs a look-up of the rules in the master
list of rules established at block 507 based on the security-related information
retrieved at block 602. In particular, trust mediator 116 retrieves all the rules in the
master list of rules that correspond to each security-related information detection.
[0069] At block 604, one or more protection methods are selected from the matrix of
protection methods that has been established for external terminal 102 based on the
security-related information retrieved at block 602 and the rules looked up at block
603. At block 605, the one or more protection methods selected at block 604 are
published to one or more of TM agents 108a — 108f instructing them to be employed
as necessary to implement the dynamic security policy.

[0070] If, at block 604, more than one protection method is selected for
implementation by trust mediator 116, then the total protection includes a sum of the

multiple selected protection methods. In other words, the protection is not
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one-dimensional, but instead is multi-dimensional. That is, multiple layers or
dimensions of protection are provided, which further reduces risk exposure.

[0071] In one embodiment, each particular multi-dimensional combination of
protection methods selected at block 604 represents a specific protection signature.
Similarly, each particular multi-dimensional combination of security-related
information (e.g., threats, exploits, attacks, etc.) detected by sensors and/or TM agents
108a — 108f at block 203 represents a specific attack signature. Rules are defined at
block 506 matching specific protection signatures to specific attack signatures. In this
way, when the detected attack signature changes, trust mediator 116 changes the
protection signature to react accordingly. Thus, multi-dimensional protection is
provided as a response to multi-dimensional attacks.

[0072] In another embodiment, the rules defined at block 506 do not simply authorize
or deny a transaction solely in response to detecting any particular one-dimensional
security threat. Instead, the rules involve a summation of the current
multi-dimensional protection and attack signatures, and a balance of the risk of loss
against opportunity cost. In particular, trust mediator 116 computes a risk of loss
associated with permitting a transaction to continue, based on the summation of the
current multi-dimensional protection and attack signatures. Trust mediator 116 then
computes an opportunity cost associated with denying the transaction, based on the
current value of exposure (e.g., the transaction amount).

[0073] The risk of loss is balanced against the opportunity cost using a table of rules.
The table of rules defines, for each value of exposure, a threshold of a maximally
permissible risk of loss. In response to a change in attack signature, trust mediator 116
can dynamically change the protection signature (e.g., by using a stronger combination
of protection methods), but is limited to selecting a protection signature that results in
a risk of loss within the maximally permissible risk of loss for the current value of
exposure. If, for the current attack signature and value of exposure, no protection
signature exists in the protection matrix that can keep the risk of loss within the
maximally permissible risk of loss, then trust mediator 116 may deny the transaction.
The risk of loss is thus balanced against the opportunity cost so as to minimize

exposure to risk while also minimizing interruptions to commerce.
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[0074] In one respect, denying a legitimate $10 transaction may be considered the
same loss of value as a theft of $10. By implementing the balancing rules, not only
are losses due to theft minimized, but losses due to denials of legitimate transactions
also are minimized.

[0075] Trust mediator 116 can also include time as a factor in computing the risk of
loss and the opportunity cost. For instance, in computing the risk of loss, trust
mediator 116 computes a period of time during which the current protection signature
will remain effective against the current attack signature.

[0076] In addition, rather than enforcing the thresholds of maximally permissible
risks of loss for each individual transaction, the thresholds can be enforced for
averages of multiple transactions completed over time. For instance, trust mediator
116 can compute a running average of the risks of loss for multiple transactions. If
multiple transactions having a risk of loss appreciably lower than the maximally
permissible risk of loss are accumulated, then trust mediator 116 may permit a
transaction having a risk of loss higher than the maximally permissible risk of loss, so
long as the running average of the risk of loss does not exceed the maximally
permissible risk of loss. In this way, an acceptable average risk of loss is maintained,
while permitting the completion of transactions that may have otherwise been deemed
too risky.

[0077] The present invention (e.g., system 100, processes 200-600, or any part(s) or
function(s) thereof) can be implemented using hardware, software or a combination
thereof and can be implemented in one or more computer systems or other processing
systems. However, the manipulations performed by the present invention were often
referred to in terms, such as adding or comparing, which are commonly associated
with mental operations performed by a human operator. No such capability of a
human operator is necessary, or desirable in most cases, in any of the operations
described herein which form part of the present invention. Rather, the operations are
machine operations. Useful machines for performing the operation of the present

invention include general purpose digital computers or similar devices.
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[0078] In fact, in one embodiment, the invention is directed toward one or more
computer systems capable of carrying out the functionality described herein. An
example of a computer system 700 is shown in FIG. 7.

[0079] Computer system 700 includes one or more processors, such as processor
704. The processor 704 is connected to a communication infrastructure 706 (e.g., a
communications bus, cross-over bar, or network). Various software embodiments
are described in terms of this exemplary computer system. After reading this
description, it will become apparent to a person skilled in the relevant art(s) how to
implement the invention using other computer systems and/or architectures.

[0080] Computer system 700 can include a display interface 702 that forwards
graphics, text, and other data from the communication infrastructure 706 (or from a
frame buffer not shown) for display on the display unit 730.

[0081] Computer system 700 also includes a main memory 708, preferably random
access memory (RAM), and can also include a secondary memory 710. The
secondary memory 710 can include, for example, a hard disk drive 712 and/or a
removable storage drive 714, representing a floppy disk drive, a magnetic tape drive, an
optical disk drive, etc. The removable storage drive 714 reads from and/or writes to a
removable storage unit 718 in a well known manner. Removable storage unit 718
represents a floppy disk, magnetic tape, optical disk, etc. which is read by and
written to by removable storage drive 714. As will be appreciated, the removable
storage unit 718 includes a computer usable storage medium having stored therein
computer software and/or data.

[0082] In alternative embodiments, secondary memory 710 can include other similar
devices for allowing computer programs or other instructions to be loaded into
computer system 700. Such devices can include, for example, a removable storage
unit 722 and an interface 720. Examples of such can include a program cartridge and
cartridge interface (such as that found in video game devices), a removable memory
chip (such as an erasable programmable read only memory (EPROM), or
programmable read only memory (PROM)) and associated socket, and other
removable storage units 722 and interfaces 720, which allow software and data to

be transferred from the removable storage unit 722 to computer system 700.
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[0083] Computer system 700 can also include a communications interface 724.
Communications interface 724 allows software and data to be transferred between
computer system 700 and external devices. Examples of communications interface
724 can include a modem, a network interface (such as an Ethernet card), a
communications port, a Personal Computer Memory Card International
Association (PCMCIA) slot and card, etc. Software and data transferred via
communications interface 724 are in the form of signals 728 which can be electronic,
electromagnetic, optical or other signals capable of being received by
communications interface 724. These signals 728 are provided to communications
interface 724 via a communications path (e.g., channel) 726. This channel 726 carries
signals 728 and can be implemented using wire or cable, fiber optics, a telephone
line, a cellular link, a radio frequency (RF) link and other communications channels.
[0084] In this document, the terms “computer program medium,”
“computer-readable medium,” and “computer-usable medium” are used to generally
refer to media such as removable storage drive 714, a hard disk installed in hard disk
drive 712, and/or signals 728. These computer program products provide software to
computer system 700. The invention is directed to such computer program products.
[0085] Computer programs (also referred to as computer control logic) are stored in
main memory 708 and/or secondary memory 710. Computer programs can also be
received via communications interface 724. Such computer programs, when
executed, enable the computer system 700 to perform the features of the present
invention, as discussed herein. In particular, the computer programs, when
executed, enable the processor 704 to perform the features of the present invention.
Accordingly, such computer programs represent controllers of the computer system
700.

[0086] In an embodiment where the invention is implemented using software, the
software can be stored in a computer program product and loaded into computer
system 700 using removable storage drive 714, hard drive 712 or communications
interface 724. The control logic (software), when executed by the processor 704,

causes the processor 704 to perform the functions of the invention as described herein.



WO 2011/075413 PCT/US2010/059887

-22 -

[0087] In another embodiment, the invention is implemented primarily in
hardware using, for example, hardware components such as application specific
integrated circuits (ASICs). Implementation of the hardware state machine so as
to perform the functions described herein will be apparent to persons skilled in
the relevant art(s).

[0088] In yet another embodiment, the invention is implemented using a combination
of both hardware and software.

[0089] While various embodiments of the present invention have been described
above, it should be understood that they have been presented by way of example, and
not limitation. It will be apparent to persons skilled in the relevant art(s) that various
changes in form and detail can be made therein without departing from the spirit and
scope of the present invention. Thus, the present invention should not be limited by
any of the above described exemplary embodiments, but should be defined only in
accordance with the following claims and their equivalents.

[0090] In addition, it should be understood that the figures illustrated in the
attachments, which highlight the functionality and advantages of the present invention,
are presented for example purposes only. The architecture of the present invention is
sufficiently flexible and configurable, such that it can be utilized (and navigated) in
ways other than that shown in the accompanying figures.

[0091] Further, the purpose of the foregoing Abstract is to enable the U.S. Patent and
Trademark Office and the public generally, and especially the scientists, engineers and
practitioners in the art who are not familiar with patent or legal terms or phraseology,
to determine quickly from a cursory inspection the nature and essence of the technical
disclosure of the application. The Abstract is not intended to be limiting as to the
scope of the present invention in any way. It is also to be understood that the steps and

processes recited in the claims need not be performed in the order presented.
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WHAT IS CLAIMED IS:

1. A method for securing mobile financial transactions, the method comprising:

receiving a list of protection methods from an external terminal over a
communication network;

creating a matrix of protection methods based on at least one of the protection
methods, the matrix corresponding to the external terminal;

receiving security-related information from one or more trust mediator agents
over the communication network;

retrieving, from a master list of rules, rules corresponding to the received
security-related information;

selecting at least one protection method from the matrix of protection methods
based on the rules obtained by the retrieving; and

transmitting the at least one selected protection method to the one or more trust
mediator agents,

wherein at least one of the above steps is performed by a processor.

2. The method of claim 1, wherein the creating the matrix of protection methods
further includes:

retrieving, from a master list of protection methods, at least one of category
information and strength information corresponding to each of the protection methods;

arranging the protection methods in the matrix by allocating one dimension of
the matrix per category based on the category information; and

arranging the protection methods in the matrix in an order of increasing

strength based on the strength information.

3. The method of claim 1, further comprising:
modifying at least one of the master list of rules, a master list of protection
methods, and a master list of security-related information detections based on the

received security-related information.
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4. The method of claim 1, wherein the protection methods include at least one of
an encryption method, an identification method, an authentication method, a pairing
method, a digital signature method, a nonrepudiation method, a steganography
method, an encryption method using a specific key length, an encryption method using
a specific key exchange method, and an encryption method using a key building

method.

5. The method of claim 1, wherein the rules include at least one of:

a rule indicating a protection method to select in response to receiving a certain
type of the security-related information,

a rule indicating that a protection method of increased strength is to be selected
in response to receiving a certain type of the security-related information,

a rule indicating that a protection method is to be selected randomly in
response to receiving a certain type of the security-related information, and

a rule indicating that a protection method has been invalidated and is not to be

used.

6. A system for securing mobile financial transactions, the system comprising:
a trust mediator including a processor coupled to a memory, operable to:

receive a list of protection methods from an external terminal over a
communication network;

create a matrix of protection methods based on at least one of the
protection methods, the matrix corresponding to the external terminal;

receive security-related information from one or more trust mediator
agents over the communication network;

retrieve, from a master list of rules stored in the memory, rules
corresponding to the received security-related information;

select at least one protection method from the matrix of protection

methods based on the rules obtained by the retrieving; and
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transmit the at least one selected protection method to the one or more

trust mediator agents.

7. The system of claim 6, wherein the trust mediator is further operable to:
retrieve, from a master list of protection methods, at least one of category
information and strength information corresponding to each of the protection methods;
arrange the protection methods in the matrix by allocating one dimension of
the matrix per category based on the category information; and
arrange the protection methods in the matrix in an order of increasing strength

based on the strength information.

8. The system of claim 6, wherein the trust mediator is further operable to:
modify at least one of the master list of rules, a master list of protection
methods, and a master list of security-related information detections based on the

received security-related information.

9. The system of claim 6, wherein the protection methods include at least one of
an encryption method, an identification method, an authentication method, a pairing
method, a digital signature method, a nonrepudiation method, a steganography
method, an encryption method using a specific key length, an encryption method using
a specific key exchange method, and an encryption method using a key building

method.

10. The system of claim 6, wherein the rules include at least one of:

a rule indicating a protection method to select in response to receiving a certain
type of the security-related information,

a rule indicating that a protection method of increased strength is to be selected
in response to receiving a certain type of the security-related information,

a rule indicating that a protection method is to be selected randomly in

response to receiving a certain type of the security-related information, and
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a rule indicating that a protection method has been invalidated and is not to be

used.

11. A computer-readable medium having stored thereon sequences of instructions,
the sequences of instructions including instructions, which, when executed by a
computer system, cause the computer system to perform:

receiving a list of protection methods from an external terminal over a
communication network;

creating a matrix of protection methods based on at least one of the protection
methods, the matrix corresponding to the external terminal;

receiving security-related information from one or more trust mediator agents
over the communication network;

retrieving, from a master list of rules, rules corresponding to the received
security-related information;

selecting at least one protection method from the matrix of protection methods
based on the rules obtained by the retrieving; and

transmitting the at least one selected protection method to the one or more trust

mediator agents.

12. The computer-readable medium of claim 11, wherein the sequences of
instructions further include instructions, which, when executed by the computer
system, cause the computer system to perform:

retrieving, from a master list of protection methods, at least one of category
information and strength information corresponding to each of the protection methods;

arranging the protection methods in the matrix by allocating one dimension of
the matrix per category based on the category information; and

arranging the protection methods in the matrix in an order of increasing

strength based on the strength information.
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13. The computer-readable medium of claim 11, wherein the sequences of
instructions further include instructions, which, when executed by the computer
system, cause the computer system to perform:

modifying at least one of the master list of rules, a master list of protection
methods, and a master list of security-related information detections based on the

received security-related information.

14. The computer-readable medium of claim 11, wherein the protection methods
include at least one of an encryption method, an identification method, an
authentication method, a pairing method, a digital signature method, a nonrepudiation
method, a steganography method, an encryption method using a specific key length,
an encryption method using a specific key exchange method, and an encryption

method using a key building method.

15. The computer-readable medium of claim 11, wherein the rules include at least
one of:

a rule indicating a protection method to select in response to receiving a certain
type of the security-related information,

a rule indicating that a protection method of increased strength is to be selected
in response to receiving a certain type of the security-related information,

a rule indicating that a protection method is to be selected randomly in
response to receiving a certain type of the security-related information, and

a rule indicating that a protection method has been invalidated and is not to be

used.
16. A method for completing secure mobile financial transactions, the method
comprising:

transmitting a list of protection methods available for an external terminal to a

trust mediator over a communication network;
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transmitting security-related information to the trust mediator over the
communication network, the security-related information including sensor data
received from a plurality of sensors; and

receiving, in response to the transmitting of the security-related information, at
least one protection method from the trust mediator for implementation; and

completing a financial transaction by using the external terminal and the at
least one received protection method,

wherein at least one of the above steps is performed by a processor.

17. A system for completing secure mobile financial transactions, the system
comprising:
an external terminal including a processor coupled to a memory, operable to:

transmit a list of protection methods available for an external terminal
to a trust mediator over a communication network;

transmit security-related information to the trust mediator over the
communication network, the security-related information including sensor data
received from a plurality of sensors; and

receive, in response to the transmitting of the security-related
information, at least one protection method from the trust mediator; and

complete a financial transaction by using the external terminal and the

at least one received protection method.

18. A computer-readable medium having stored thereon sequences of instructions,
the sequences of instructions including instructions, which, when executed by a
computer system, cause the computer system to perform:

transmitting a list of protection methods available for an external terminal to a
trust mediator over a communication network;

transmitting security-related information to the trust mediator over the
communication network, the security-related information including sensor data

received from a plurality of sensors; and
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receiving, in response to the transmitting of the security-related information, at
least one protection method from the trust mediator; and
completing a financial transaction by using the external terminal and the at

least one received protection method.
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