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(57) Abstract: Various embodiments provide a method and apparatus of providing SPOF elimination for cloud-based applications
that provides rules that support rapid elasticity, infrastructure maintenance such as, for example, software/firmware/hardware up -
grades, updates, retrofit, and growth, and preventative maintenance such as, for example, cleaning fan filters and replacing failed
hardware components. In particular, the SPOF elimination provided by the method and apparatus is based on network architecture
and persistent storage considerations in addition to VM to host instance mappings.
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METHOD AND APPARATUS FOR SINGLE POINT OF FAILURE
ELIMINATION FOR CLOUD-BASED APPLICATIONS

TECHNICAL FIELD

The invention relates generally to methods and apparatus for providing

5 single point of failure elimination for cloud-based applications.

BACKGROUND

This section introduces aspects that may be helpful in facilitating a
better understanding of the inventions. Accordingly, the statements of this
section are to be read in this light and are not {o be understood as admissions

10 about what is in the prior art or what is not in the prior art.

in some known high availability systems, the network architecture is
explicitly designed to contain sufficient redundancy to ensure that no single
point of failure (SPOF) exists in the provisioned network. in some known
cloud-based systems, anti-affinity rules are applied to ensure that there is “no

15  SPOF” between application Virtual Machine (VM) instances and physical host

mappings.

SUMMARY

Various embodiments provide a method and apparatus of providing
SPOF elimination for cloud-based applications that provide rules supporting
20 rapid elasticity and infrastructure growth. In particular, the SPOF elimination
provided by the method and apparatus is based on network architecture and
persistent storage considerations in addition to VM to host instance mappings.
In one embodiment, an apparatus is provided for providing single point
of failure elimination. The apparatus includes a data storage and a processor
25 communicatively connected {o the data storage. The processor is
programmed to: determine one or more application resource requirements;
determine a resource pool and a network architecture associated with the

resource pool; determine one or more rules; and determine a distribution of
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one or more component instances based on the one or more application
resource requirements, the resource pool, the network architecture and the
one or more rules.
in any of the above embodiments, the processor is further programmed
5 to determine a network status of one or more of the links and nodes and
further base the determination of the distribution of the one or more
component instances on the network status.
In a second embodiment, a system is provided for providing single
point of failure elimination. The system includes: one or more data centers,
10  the one or more data centers including a resource pool and a cloud manager
communicatively connected to the plurality of data centers. The cloud
manager is programmed to: determine one or more application resource
requirements; determine the resource pool and a network architecture
associated with the resource pool; determine one or more rules; and
15 determine a distribution of one or more component instances based on the
one or more application resource requirements, the resource pool, the
network architecture and the one or more rules.
in a third embodiment, a method is provided for providing single point
of failure elimination. The method includes: determining that a distribution
20 trigger has occurred; determining one or more application resource
requirements; determining a resource pool and a network architecture
associated with the resource pool; determining one or more rules; and
determining a distribution of one or more component instances based on the
distribution trigger, the one or more application resource requirements, the
25 resource pool, the network architecture and the one or more rules.
in any of the above embodiments, the distribution trigger is based on
migrating at least a portion of the component instances from one or more
resources in the resource pool.
in any of the above embodiments, determining the network architecture
30 comprises parsing a network architecture representation.
In any of the above embodiments, the one or more rules include one or
more anti-affinity rules and determining the one or more anti-affinity rules

comprises parsing an anti-affinity rules representation.
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in any of the above embodiments, the method further includes
determining a network status of one or more links or network nodes, where
the network architecture comprises the one or more links or network nodes;
and the step of determining the distribution of the one or more component
5 instances is further based on the network status.
in any of the above embodiments, the network architecture comprises
a first network device; and determining the distribution of one or more
component instances includes determining that a first component instance of
the one or more component instances may not be associated with a first
10  resource in the resource pool based on determining that a failure of the first
network device would violate at least one of the one or more anti-affinity rules.
in any of the above embodiments, the step of determining the
distribution of one or more component instances comprises using an objective
function.
15 In any of the above embodiments, the objective function minimizes
application access delays
In any of the above embodiments, the network architecture includes
links and network nodes.
in any of the above embodiments, the one or more application
20 resource requirements includes a current allocation of one or more resources,
the one or more resources being members of the resource pool; and cne or
more current application resource requirements, the one or more current
application resource requirements associated with an application.
In any of the above embodiments, the determination of the one or more
25 application resource requirements is based on an application resource
request received from the application.
in any of the above embodiments, the determination of the one or more
application resource requirements includes programming the processor to
monitor a resource usage of the application.
30 in any of the above embodiments, the one or more rules include one or
more anti-affinity rules.
In any of the above embodiments, the one or more rules further include

one of more business rules.
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in any of the above embodiments, the cne or more business rules
include a reservation of a portion of resources in the resource pool for
maintenance actions.

in any of the above embodiments, the determination of the distribution

5 of one or more component instances is further based on a set of failure points.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments are illustrated in the accompanying drawings, in
which:

FIG. 1 illustrates a cloud network that includes an embodiment of a

10  SPOF elimination system 100 for cloud-based applications;

FIG. 2 schematically illustrates a data center 200A and a portion of a
network 200B that are an embodiment of one of data centers 150 and a
portion of network 140 of FIG. 1;

FIG. 3 depicts a flow chart illustrating an embodiment of a method 300

15  for a cloud manager (e.g., cloud manager 130 of FIG. 1) to distribute
component instances in the SPOF elimination system 100 of FIG. 1;

FIG. 4 depicts a flow chart illustrating an embodiment of a method 400
for a cloud manager (e.g., cloud manager 130 of FIG. 1) to determine rules as
illustrated in step 340 of FIG. 3;

20 FIG. 5A illustrates reliability block diagram of an exemplary application
requiring component instances A; — A; and By — By;

FIG. 5B illustrates an initial component instant assignment of
component instances A, — Az and B4 — Bs;

FIG. 5C illustrates the assignment of component instance By in a first

25  exemplary distribution of component instances 500A of FIG. 5A;

FIG. 5D illustrates the assignment of component instance B, in a
second exemplary distribution of component instances 500A of FIG. 5A; and

FIG. 6 schematically illustrates an embodiment of various apparatus
600 such as one of cloud manager 130 of FIG. 1.

30 To facilitate understanding, identical reference numerals have been

used to designate elements having substantially the same or similar structure



WO 2013/184309 PCT/US2013/041042

or substantially the same or similar function.

DETAILED DESCRIPTION OF L LUSTRATIVE EMBODIMENTS

The description and drawings merely illustrate the principles of the
invention. It will thus be appreciated that those skilled in the art will be able to
5 devise various arrangements that, although not explicitly described or shown
herein, embody the principles of the invention and are included within its
scope. Furthermore, all examples recited herein are principally intended
expressly to be only for pedagogical purposes to aid the reader in
understanding the principles of the invention and the concepts contributed by

10 the inventor(s) to furthering the art, and are to be construed as being without
limitation fo such specifically recited examples and conditions. Additionally,
the term, "or," as used herein, refers to a non-exclusive or, unless otherwise
indicated {e.qg., “or else” or “or in the alternative”). Also, the various
embodiments described herein are not necessarily mutually exclusive, as

15  some embodiments can be combined with one or more other embodiments to
form new embodiments.

Varicus embodiments provide a method and apparatus of providing
SPOF elimination for cloud-based applications that provide rules supporting
rapid elasticity, infrastructure maintenance such as, for example,

20  software/ffirmware/hardware upgrades, updates, retrofit, and growth, and
preventative maintenance such as, for example, cleaning fan filters and
replacing failed hardware components. In particular, the SPOF elimination
provided by the method and apparatus is based on network architecture and
persistent storage considerations in addition to VM to host instance mappings.

25 The terms “no SPOF” and “SPOF elimination” as used herein means
that no single component failure shall cause an unacceptable service impact.
For example, a telephony service provider may accept a dropped call, but
may not accept a prolonged service outage where the redial of the dropped
call can not be completed because a single failure event impacted both the

30  primary/active service component as well as the secondary/redundant service

component, and thus no component is available or has sufficient capacity to
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serve user requests within a defined threshold period. it should be
appreciated that a failure of an automatic failure detection mechanism or
automatic recovery mechanism may preclude activation of service recovery
mechanisms and result in a prolonged service failure and is beyond the scope
of a “no SPOF” requirement.

FIG. 1 illustrates a cloud network that includes an embodiment of a
SPOF elimination system 100 for cloud-based applications. The SPOF
elimination system 100 includes one or more clients 120-1 — 120-n
(collectively, clients 120) accessing one or more allocated application
instances (not shown for clarity) residing on one or more of data centers 150-
1 — 150-n (collectively, data centers 150) over a communication path. The
communication path includes an appropriate one of client communication
channels 125-1 — 125-n (collectively, client communication channels 125),
network 140, and one of data center communication channels 155-1 — 155-n
(collectively, data center communication channels 155). The application
instances are allocated in one or more of data centers 150 by a cloud
manager 130 communicating with the data centers 150 via a cloud manager
communication channel 135, the network 140 and an appropriate one of data
center communication channels 155.

Clients 120 may include any type of communication device(s) capable
of sending or receiving information over network 140 via one or more of client
communication channels 125. For example, a communication device may be
a thin client, a smart phone (e.g., client 120-n), a personal or laptop computer
{e.g., client 120-1), server, network device, tablet, television set-top box,
media player or the like. Communication devices may rely on other resources
within exemplary system to perform a portion of tasks, such as processing or
storage, or may be capable of independently performing tasks. it should be
appreciated that while two clients are illustrated here, system 100 may include
fewer or more clients. Moreover, the number of clients at any one time may be
dynamic as clients may be added or subtracted from the system at various
times during operation.

The communication channels 125, 135 and 155 support

communicating over one or more communication channels such as: wireless
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communications (e.g., LTE, GSM, CDMA, Bluetooth); WLAN communications
(e.g., WiFi); packet network communications (e.g., |P); broadband
communications {(e.g., DOCSIS and DSL); storage communications {e.g.,
Fibre Channel, iSCSI) and the like. It should be appreciated that though
depicted as a single connection, communication channels 125, 135 and 155
may be any number or combinations of communication channels.

Cloud Manager 130 may be any apparatus that allocates and de-
allocates the resources in data centers 150 to one or more application
instances. In particular, a portion of the resources in data centers 150 are
pooled and allocated to the application instances via component instances. it
should be appreciated that while only one cloud manager is illustrated here,
system 100 may include more cloud managers.

The term “component instance” as used herein means the properties of
one or more allocated physical resource reserved to service requests from a
particular client application. For example, an allocated physical resource may
be processing/compute, memory, networking, storage or the like. In some
embodiments, a component instance may be a virtual machine comprising
processing/compute, memory and networking resources. in some
embodiments, a component instance may be virtualized storage.

The network 140 includes any number of access and edge nodes and
network devices and any number and configuration of links. Moreover, it
should be appreciated that network 140 may include any combination and any
number of wireless, or wire tine networks including: LTE, GSM, CDMA, Local
Area Network(s) (LAN), Wireless Local Area Network(s} (WLAN), Wide Area
Network (WAN), Metropolitan Area Network (MAN), or the like.

The data centers 150 may be geographically distributed and may
include any types or configuration of resources. Resources may be any
suitable device utilized by an application instance to service application
requests from clients 120. For example, resources may be: servers, processor
cores, memory devices, storage devices, networking devices or the like.

In some embodiments, cloud manager 130 may be a hierarchical

arrangement of cloud managers.
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FIG. 2 schematically illustrates a data center 200A and a portion of a
network 200B that are an embodiment of one of data centers 150 and a
portion of network 140 of FIG. 1. The data center 200A includes the resources
220-1-1-1 — 220-y-z-5 {collectively, resources 220). Resources 220 are

[T}

arranged in “y” rows, where each row contains a number (e.g., illustratively “x”
or “y”} of racks of resources (e.g., rack 205) that are accessed through a
communication path. The communication path communicatively connects
resources 220 with network 200B via an appropriate one of the top of the rack
switches 210-1-1 — 210-y-z (collectively, TOR switches 210), an appropriate
one of the end of the row switches 240-1 — 240-n (collectively, EOR switches
240), an appropriate one of the layer 2 aggregation switches 250-1 — 250-n
(collectively, aggregation switches 250) and appropriate links 230-1 — 230-2
(collectively, links 230) (remaining link labels have been omitted for the
purpose of clarity). Communication between data center 200A and network
200B is via one of aggregation switches 250, an appropriate one of routers
260-1 — 260-3 (collectively, routers 260), and appropriate links 230. It should
be appreciated that a data center may be architected in any suitable
configuration and that data center 200A is just one exemplary architecture
being used for illustrative purposes. For example, the communication path
may include any suitable configuration of devices (e.g., swiftches, routers,
hubs, and the like) to switch data between the resources 220 and network
200B.

TOR switches 210 switch data between resources in an associated
rack and an appropriate EOR switch. For example, TOR switch 210-1-1
switches data from resources in rack 205 to network 200B via an appropriate
EOR switch (e.g., EOR switch 240-1).

Resources 220 may be any suitable device as described herein. it
should be appreciated that while 5 resources are illustrated in each rack {e.g.,
rack 205), each rack may include fewer or more resources and that each rack
may contain different types or numbers of resources.

As illustrated, each resource 220 is labeled using a row-column-
resource number nomenclature. For example, resource 220-2-3-4 would be

the fourth resource in the rack residing in the second row and third column.
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EOR switches 240 switch data between an associated TOR switch and
an appropriate aggregation switch. For example, EOR switch 240-1 switches
data from TOR switches 210-1-1 — 210-1-x to network 200B via an
appropriate aggregation switch (e.g., aggregation switch 250-1 or 250-2).

Aggregation switches 250 switch data between EOR switches (e.g.,
rack 205) and an appropriate router. For example, TOR switch 210-1-1
switches data from resources in rack 205 to network 200B via an appropriate
EOR switch (e.g., EOR switch 240-1) and an appropriate aggregation switch
(e.g., aggregation switch 250-1 or 250-2).

Routers 260 switch data between network 200B and data center 200A
via an appropriate aggregation switch. For example, router 260-1 switches
data from network 200B to data center 200A via aggregation switch 250-1.

in some embodiments, TOR switches 220 or EOR switches 240 are
Ethernet switches.

in some embodiments, TOR switches 220 or EOR switches 240 may
be arranged to be redundant. For example, rack 205 may be serviced by two
or more TOR switches 210.

In some embodiments, aggregation switches 250 are layer 2 Ethernet
switches.

FIG. 3 depicts a flow chart illustrating an embodiment of a method 300
for a cloud manager (e.g., cloud manager 130 of FIG. 1) to distribute {(e.g.,
allocate or de-allocate) component instances in the SPOF elimination system
100 of FIG. 1. The method includes: upon a determination that a distribution
trigger has occurred (step 310), determining whether the distribution of
component instances should be modified (step 350) based on: (i) the
determined resource pool and the pool's associated network architecture
(step 320); (ii) the determined application resource requirements (step 330);
and (iii) a determined set of rules (step 340). The apparatus performing the
method then determines the distribution of component instances upon the
resources and allocates or de-allocates component instances (step 360)
based upon the determination of whether the distribution of component

instances should be modified.
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In the method 300, the step 310 includes determining that a distribution
trigger has occurred. Based on the trigger determination, the method either
proceeds to steps 320, 330 and 340 or returns (step 395). The trigger may be
any suitable event signaling that the distribution of component instances

5 should be modified. For example, the trigger event may be: (a) periodically
triggered at threshold intervals; (b) an initial resource allocation request (e.g.,
to startup an application); (c) a request for additional resources to grow
application capacity; (d) a request for shrinkage of resources to shrink
application capacity; (e) when migrating/reconfiguring cloud resources during

10  XaaS operations, such as when consolidating/balancing VM loads or storage
allocations across virtualized disk arrangements; (f) in preparation for
maintenance actions on servers or infrastructure (e.g., before taking server(s)
offline to upgrade firmware, hardware, or operating systems); (g) for routine
operations, such as consolidating applications onto a smaller number of

15 servers in low-usage periods {e.g., the middle of the night) so that excess
capacity may be turned off to save money; (h) when activating/resuming VM
snapshots; (i) when restarting/recovering/reallocating virtual resources (e.g.,
VM’s, storage) following failure (e.g., creating a new component instance to
replace one that died due to failure); (j) or the like. it should be appreciated

20 that multiple trigger events may occur af the same time.

in the method 300, step 320 includes determining the resource pool
and the resource pool’s associated network architecture. In particular, a
resource pool (e.g., resources 200 of FIG. 2) and the pool's associated
network architecture (e.g., TOR switches 210, links 230, EOR switches 240,

25 aggregation switches 250 and routers 260 of FIG. 2) are determined.

in the method 300, step 330 includes determining the application’s
resource requirements. in particular, the apparatus performing the method
determines (i) the current allocation of resources for an application; and (ii)
the current application resource requirements of the application. in some

30 embodiments, the determination of the current aliocation of resources may be

based on the current distribution of component instances.
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in the method 300, step 340 includes determining rules. In particular,
anti-affinity rules provide the constraint requirements for distribution of the
component instances to meet “no SPOF”.

Advantageously, by applying anti-affinity rules to component instances,
the apparatus performing the method may apply “no SPOF” requirements to
various resources (e.g., persistent storage devices) even when two
application instances are installed on independent hardware platforms.

In the method 300, step 350 includes determining whether the
distribution of component instances should be modified, and if so, whether a
“no SPOF” compliant distribution of component instances is possible. In
particular, the determination is based on: {i} the resource pool and the pool’s
associated network architecture determined in step 320, (ii) the application
resource requirements determined in step 330, (iii} and the rules determined
in step 340.

it should be appreciated that the apparatus performing the method may
analyze multiple distributions of an allocated or de-allocated component
instance on one or more resources and that those resources may be resident
in any number of data centers local or remote.

in the method 300, step 360 includes determining the distribution of
component instances among the resources of the resource pool. Distribution
may include, for example, determining the placement of newly created
component instance(s) or rearranging the placement of existing component
instance(s). In particular, the apparatus performing the method allocates or
de-allocates the component instance(s) on resources in the resource pool
based on: (i) the determined resource pool and associated network
architecture; (ii) the determined application resource requirements; and (iii)
the determined set of rules.

in some embodiments of step 320, the network architecture is
represented in a machine parseable grammar. Advantageously, when the
network architecture is stored in a machine parseable grammar, modifications
to the network architecture may be done dynamically, allowing for dynamic
growing and shrinking of network architectures. In some of these

embodiments, the machine parseable grammar is a graph or logical
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relationship.

In some embodiments, step 320 further includes determining the
network status. In particular, the status or state of network elements such as
links, access nodes, edge nodes, network devices or the like may be
determined. For example, the apparatus performing the method may
determine the operational state and congestion level of links 230 of FIG. 2.

in some embodiments of the step 330, the current application resource
requirements are based on an application request.

In some embodiments of the step 330, the current application resource
requirements are based on usage measurements. In some of these
embodiments, the apparatus performing the method monitors resource usage
by the application. Further to this embodiment, if a monitored resource
parameter (e.g., processing, bandwidth, memory or storage parameter) grows
or shrinks beyond a threshold, a trigger event may occur and new application
resource requirements based on the monitored resource usage may be
determined. For example, if an application currently has an allocated 10G
Bytes of storage and the monitored storage usage grows beyond a 10% spare
capacity threshold, then the apparatus may determine that the current storage
application resource requirement is 11G Bytes based on a predetermined
allocation policy (e.g., increase storage in 1G Byte increments when a usage
thresholds is exceeded).

In some embodiments of step 340, anti-affinity rules are expressed in
instance limit(s) (e.g., a requirement for “no SPOF” specifying a minimum
number of available component instance(s)). In some of these embodiments,
the instance limit is represented as n+k. Where “n” is the number of available
component instances required to meet “no SPOF” requirements and “k” is the
number of failure points that must tolerated to meet the “no SPOF”
requirements. For example, assume that a component instance of type “A” is
a virtual machine servicing a front end process for a web server and that each
component instance of type “A” processes 30 requests per minute. If the
application requires 300 requests to be processed every minute, then the
application may require n=10 available component instances of type "A”.

Moreover, if the application must tolerate k=2 failures, then the apparatus
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performing the method may be required to distribute at least two redundant
component instances of type “A” to service front end process requests in the
event that two of the n=10 component instances are impacted by failure(s).
For the purposes of simplicity, assume that none of the component instances
of type “A” are impacted by the same failure.

in some embodiments of step 340, anti-affinity rules are expressed in
resource limits (e.g., minimum threshold of storage, bandwidth, memory
access delays or processing cycles) and the number of tolerated failures
required (i.e., “k”) in order to meet “no SPOF” requirements. For example,
assume that a component instance of type “A” is a virtual machine servicing a
front end process for a web server and that the application requires 300
requests to be processed every minute. Moreover, assume that the
application requires a tolerance of k=2 failures. It should be appreciated that
the application may not specify a number of tolerated failures and a default
tolerance (e.g., k=1) may be used. In this example, any suitable configuration
of component instances of type “A” may be used where there are sufficient
available component instances of type “A” {o service at least 300 front end
processing requests after two failures. in a first example, there may be 10
component instances of type “A” capable of processing 30 requests per
minute and 4 component instances of type “A” capable of processing 15
requests per minute. in this first example, a failure of two component
instances of type “A” servicing 30 requests a minute would still leave available
components instances of type “A” capable of servicing 300 requests per
minute (i.e., 8*30 + 4*15 = 300). For the purposes of simplicity, assume that
none of the component instances of type “A” are impacted by the same
failure.

in some embodiments of step 340, an application may characterize the
anti-affinity rules for achieving “no SPOF”.

In some embodiments of step 340, the anti-affinity rules are
represented in a machine parseable grammar. For example, a grammar for
specifying the anti-affinity rules of virtual machine (e.g., processing+memory)
and virtualized storage may be defined.

in some embodiments of the step 350, the determination whether a
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component instance may be allocated or de-allocated will be based on a set

of failure points and their associated impacted component instances. Failure
points are any suitable virtualized server, resource, network element, cooling
or power component, or the like. For example, referring to FIG. 2, a failure of
TOR switch 210-1-1 will impact all component instances allocated on any of

resources 220-1-1-1 — 220-1-1-5 and any component instances allocated on,
for example, any virtualized server (not shown for clarity) having component

instances allocated on any of resources 220-1-1-1 — 220-1-1-5.

In some embodiments of the step 350, a failure point may be a
redundant component. For example, referring to FIG. 2, if aggregation switch
250-1 fails, aggregation switch 250-2 may take over. However, if the
redundant component (e.g., aggregation switch 250-2) does not have
sufficient capacity to take over sufficient load to meet the anti-affinity rules, a
“no SPOF” violation may occur.

In some embodiments, the step 350 includes enforcing at least a
portion of the determined rules (step 340) during initial allocation, dynamic
allocation or de-allocation, migration, recovery, or other service management
actions.

in some embodiments of the step 350, when the apparatus performing
the method is unable to allocate components instances without violating an
application’s anti-affinity rules (e.g., because the application is attempting to
horizontally grow beyond the “no SPOF” capabilities of a particular data
center), step 350 returns an appropriate error indicating that the requested
horizontal growth is prohibited so the application must out-grow. It should be
appreciated that different growth scenarios might have different “no SPOF”
limits. For example, a data center might be able to host growth in persistent
storage capacity without breaching “no SPOF” limits but may not be able to
grow service capacity (i.e., allocate new VM instances) without breaching
limits.

In some embodiments of the step 350 or 360, one or more of the
component instances of the same type have different resource parameters
such as differing storage, bandwidth, access delays or processing cycles

parameters. For example, two component instances of a virtualized storage
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type may specify differing storage sizes or access delays.

In some embodiments of the step 360, the determination of the
distribution of the component instances is based on at least one resource
parameter of at least a portion of the component instances.

in some embodiments of the step 350 or 360, the determination of
whether the distribution of components should be modified in step 350 or the
determination of the distribution of component instances in step 360 may be
further based on the network status determined in step 320. For example, the
apparatus performing the method may determine in step 320 the operational
state or congestion level of links 230 of FIG. 2.

In a first example of this network status embodiment, the apparatus
performing the method may determine that the congestion level of link 230-1
of FIG. 2 may not allow sufficient capacity to service component instances
residing on resources 220-1-1-1 — 220-1-1-5. In this example, embodiments of
the determinations in step 350 or 360 may be based on a reduced resource
capacity of one or more component instances resident on resources 220-1-1-
1 - 220-1-1-5, where the reduced capacity of the one or more component
instances is based on the congestion in link 230-1.

in a second example of this network status embodiment, the apparatus
performing the method may determine that link 230-2 of FIG. 2 is out of
service. In this second example, the determinations in step 350 or 360 may be
based on EOR switch 240-1 no longer being served by redundant aggregation
switch 250-2. As such, the determinations may be based on a reduced
resource capacity of one or more component instances resident on resources
220-1-1-1 — 220-1-x-5 if it is determined that aggregation switch 250-1 is
unable to provide sufficient capacity to service the component instances.
Moreover, the determinations may be based on aggregation switch 250-1
being a single point of failure for component instances resident on resources
220-1-1-1 — 220-1-x-5 since the availability of aggregation switch 250-2 has
been eliminated.

In some embodiments of the step 360, one or more of the current
component instances may be deleted, modified or rearranged to different

resources (e.g., in order to avoid “no SPOF” conditions). In some of these
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embodiments, the resource capacity of one or more component instances is
reduced (e.g., modified) based on a determination that sufficient capacity is
not available to service the one or more component instances (e.g., link
congestion on link 230-1 as described above).

5 in some embodiments of the step 360, the apparatus performing the
method creates two or more component instances to meet the application
resource requirements. For example, a requirement to allocate 3G Bytes of
storage may be satisfied by one component instance providing 3G Bytes of
storage or one component instance providing 2G Bytes of storage and one

10  component instance providing 1G Bytes of storage. In some of these
embodiments, the allocation to more than one component instance is based
on anti-affinity rules. In some of these embodiments, the allocation to more
than one component instance is based on the capabilities or availabilities of
resources in the system.

15 In some embodiments of the step 360, the component instance may be
distributed on a newly instantiated virtualized server that does not violate one
or more of the rules determined in step 340.

In some embodiments of the step 3860, the de-allocation of a
component instance may require one or more of the current component

20 instances to be rearranged. For example, when a component instance is
deleted due {o lowered application resource requirements, (e.g., based on an
application resource shrinkage request), one or more of the remaining
component instances may be split across different resources in order to meet
“no SPOF” requirements.

25 In some embodiments of the method 300, steps 320, 330, or 340 may
be determined concurrently or some of the steps 320, 330 or 340 may be
determined serially. For example, the spare capacity determined in step 330
may be determined concurrently with the determination of allocated resources
in step 320 and the distribution determination of step 360 may be performed

30  concurrently with the allocation or de-allocation determination of step 350.

FIG. 4 depicts a flow chart illustrating an embodiment of a method 400
for a cloud manager (e.g., cloud manager 130 of FIG. 1) to determine rules as

illustrated in step 340 of FIG. 3. The method includes determining anti-affinity
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rules (step 420), determining component allocation rules (step 440),
determining business rules (step 460), determining operational policies (step
480) and determining regulatory rules (step 490).

in the method 400, the step 420 includes determining anti-affinity rules.
In particular, as described above, anti-affinity rules describe the minimum
guantity of resources that are required to be available to an application in
order to meet “no SPOF” requirements.

The method 400 optionally includes step 440. Step 440 includes
determining component allocation rules. {n particular, component aliocation
rules describe the resource parameters of the component instance(s). For
example, the type of component instance required (e.g., processing cores,
virtual machines or virtualized storage) or the capabilities of the device (e.g.,
access delays, processing cycles or storage requirements).

The method 400 optionally includes step 460. Step 460 includes
determining business rules that may impact the distribution of component
instances in the system. in particular, business rules describe the resource
constraints of the “no SPOF” system. In some of these embodiments,
business rules may include: (1) resources identified for use in current or future
maintenance activities; (2) resources reserved for future use; (3) rescurces
reserved for one or more identified customers; and (4) the like.

The method 400 optionally includes step 480. Step 480 includes
determining operational policy rules that impact the distribution of component
instances. In particular, operational policy rules describe the application
specific distribution requirements. in some of these embodiments, operational
policy rules may include: (1) restrictions on allocation of component instances
(e.g., component instances of a particular type may not be allocated in
different data centers); (2); operational requirements (e.g., specifying a
maximum access delay between component instances of differing types); (3)
software licensing (or other commercial/financial) limit; or (4) the like.

The method 400 optionally includes step 490. Step 490 includes
determining regulatory rules that impact the distribution of component
instances. in particular, regulatory rules describe the regulatory resource

constraints of the “no SPOF” system. In some of these embodiments,
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regulatory rules may include restrictions on geographic placement of
component instances. For example, privacy laws may restrict storage of
personal information outside of a geographic boundary or export control
regulations may restrict storage of technical data outside of a geographic
boundary.

in some embodiments of the method 400, steps 420, 440, 460, 480 or
490 may be determined or executed concurrently.

Although primarily depicted and described in a particular sequence, it
should be appreciated that the steps shown in methods 300 and 400 may be
performed in any suitable sequence. Moreover, the steps identified by one
step may also be performed in one or more other steps in the sequence or
common actions of more than one step may be performed only once.

it should be appreciated that steps of various above-described
methods can be performed by programmed computers. Herein, some
embodiments are also intended {o cover program storage devices, e.g., data
storage media, which are machine or computer readable and encode
machine-executable or computer-executable programs of instructions,
wherein said instructions perform some or all of the steps of said above-
described methods. The program storage devices may be, e.g., digital
memories, magnetic storage media such as a magnetic disks and magnetic
tapes, hard drives, or optically readable data storage media. The
embodiments are also intended {o cover computers programmed to perform
said steps of the above-described methods.

Referring to FIG. 3 and 5A-5D, an example of the distribution of
application component instances in the SPOF elimination system 100 of FIG.
1 by cloud manager 130 of FIG. 1 is provided.

FIG. 5A illustrates a reliability block diagram of an exemplary two-tiered
application requiring component instances of type “A” and type “B”.
Component instances Ay — Az are of component type ‘A’ 500A-10 and
component instances By — B4 are of component type ‘B’ 500A-20 (collectively,
component instances 500A. In particular, a process path between application
process inflow 510A and application process outflow 520A is provided via

component instances 500A. In order to meet “no SPOF” requirements, the
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process path requires component instances 500A to be distributed over
resources based on rules determined in step 340 and applied in step 350 or
360 of FIG. 3. For example, if an anti-affinity rule requires at least one
component instance of type “A” to be available after a single failure,
component instances A and A, may not be impacted by the same failure
point.

For purposes of the examples illustrated in FIGs. 5B — 5D, component
instances of type “A” are front end processes {e.g., virtual machines) capable
of serving 100 requests per minute and component instances of type “B” are
back end processes {e.g., virtual machines) capable of serving 30 requests
per minute.

Referring to FIG. 5B, an initial assignment of component instances A, —
Az and B — B3 over virtualized servers S1 — S5 is illustrated {e.g., the
determination of current allocation in step 320).

In this example, the determined rules (step 340) for user service to be
fully available (i.e., with sufficient capacity to serve offered load with
acceptable service quality) are:

(1) the system requires available front end processing to process 60

requests per minute;

(2) the system requires available back end processing to process 60

requests per minute; and

(3) the system shall meet “no SPOF” for one failure point.

it should be appreciated that the initial distribution of component
instances in FIG. 5B satisfies the determined rules.

FiGs. 5C and 5D illustrate the assignment of component instance By in
two exemplary distributions of component instances 500A of FIG. 5A in
response to an application growth request. in these examples, the updated
determined rules (e.g., step 340 of FIG. 3) for user service to be fully available
based on the application growth request are:

(1) the system requires available front end processing to process 90

requests per minute;

(2) the system requires available back end processing to process 90

requests per minute; and
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(3) the system shall meet “no SPOF” for one failure point.

it should be appreciated that the initial distribution of component
instances in FIG. 5B does not satisfy the updated determined rules and thus,
the “no SPOF” requirement is not met with the current distribution of
component instances. For example, if any of virtualized servers 51 — S3 fail,
available component instances of type ‘B’ are only capable of servicing 60
requests per minute and thus, the requirement, “(2) the system requires
available back end processing to process 90 requests per minute”, is not met.

Referring to the distribution example of FIG. 5C, the distribution of
component instances 500A across virtualized servers S1 — S5 meets the
updated determined rules and thus, the distribution meets the “no SPOF”
requirement. For example, as illustrated, if any one of virtualized servers S1 —
S5 fails, available component instances of type ‘A’ are capable of servicing at
least 90 requests per minute (e.g., either server can service 100 requests per
minute) and available component instances of type ‘B’ are capable of
servicing at least 90 requests per minute (e.g., the at least three component
instances available after a failure can service 20 requests per minute). Thus,
the method may determine that an allocation of component instance B, may
be achieved (step 350) and allocate component instance B, to virtualized
server S4 (step 360).

In contrast, referring to the distribution example of FIG. 5D, the
distribution of component instances 500A across virtualized servers S1 — S5
does not meet the updated determined rules and thus, the distribution does
not meet the SPOF requirements. As illustrated, if both B, and B; are hosted
on Virtual Server S3, then failure of the virtualized server S3 violates the
requirement, *(2) the system requires available back end processing {o
process 90 requests per minute”, is not met.

it shouid be appreciated that an apparatus performing the method 300
may choose another distribution that does not violate the systems “no SPOF”
requirements (e.g., the distribution of FIG. 5C) or the apparatus performing
the method may determine that an allocation of a component instance (e.g.,
component instance Bs) may not be achieved using any distribution (step 450)

and return (step 495).
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Further to the example, the apparatus performing the method 300 may
determine the network architecture (step 320). For example, referring to FIG.
2, the virtualized servers S1 — S4 of FIGs. 5B — 5D may reside on resources
220-1-1-1, 220-2-1-1, 220-y-1-1 and 220-y-2-1 respectively. In the network
architecture of FIG. 2, resources 220-y-1-1 and 220-y-2-1 share a common
EOR switch {e.g., EOR switch 240-y) and thus, a failure of EOR switch 240-y
would impact the component instances resident on virtual servers S3 and S4
and thus, if component instance B, is placed on virtualized server S4, EOR
switch 240-y will be a single point of failure that would violate the updated
determined rules. In fact, distribution of component instance B on any of
resources S1 — S4 would violate the anti-affinity rules and thus, the “no
SPOF” requirements. In some embodiments, the apparatus performing the
method 300 may create a new virtualized server (e.g., S5) on a resource that
does not violate the anti-affinity rules {e.g., resource 220-3-1-1} and distribute
component instance B, to the newly created virtualized server. It should be
appreciated that similar to the failure of a network device such as EOR switch
240-y, a link failure (e.g., link 230 of FIG. 2) may impact one or more
resources (e.g., a failure of link 230 impacts resources 220-1-1-1 — 220-1-1-
5).

In some embodiments, if the failure point is a redundant component
such as aggregation switch 250-1, the capacity of the redundant device(s)
{e.g., aggregation switch 250-2) will be required to be sufficient to meet the
updated determined rules. In some of these embodiments, the determinations
in step 350 or 360 of FIG. 3 are based on the adequacy of network bandwidth
as described herein.

Referring back to FIG. 3, in some embodiments, the step 350 or 360
includes using conventional classical optimization techniques to determine
whether and where a component instance may be distributed. Conventional
classical optimization techniques involve determining the action that best
achieves a desired goal or objective. An action that best achieves a goal or
objective may be determined by maximizing or minimizing the value of an
objective function. In some embodiments, the goal or metric of the objective

function may be to minimize costs or to minimize application access delays.
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The problem may be represented as:

Optimizing:
[Ely =f(X4, X2, ..., Xn)
Subject to:
sl
5 [E.2] Gj(x1, X2, ..., Xn) :fbj i=1,2,..m
>

Where the equation E.1 is the objective function and equation E.2
constitutes the set of constraints imposed on the solution. The x; variables, xq,
X2, ..., Xn, represent the set of decision variables and y = f(xi, X2, ..., Xn) is the
objective function expressed in terms of these decision variables. it should be
10  appreciated that the objective function may be maximized or minimized.
Referring back to FiGs. 5B — 5D, the placement of component instance
B4 may be determined using an objective function that minimizes access
delays from another component instance. For example, if component instance
type B is virtual storage and component instance type A is virtual machines
15 (processing+memory), the objective function may be V resources ¢ resource
pool (e.g., resources 220 of FIG. 2), choose the resource for the distribution of
the component instance By as the resource that minimizes the average
access delay between component instances of type A and the newly allocated
component instance B4. Some rules for the distribution of component instance
20 Bgmaybe:
(1) resource type = storage device;
{2) spare capacity = requested allocation size;
(3) available storage capacity = MinimumStorageSizeThreshold Vv
failure points; and
25 (4) access delay = MaximumAccessDelayThreshold v component
instance type A.
FIG. 6 schematically illustrates an embodiment of various apparatus
600 such as one of cloud manager 130 of FIG. 1. The apparatus 600 includes
a processor 610, a data storage 611, and an l/Q interface 630.
30 The processor 610 controls the operation of the apparatus 660. The

processor 610 cooperates with the data storage 611.
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The data storage 611 may store program data such as anti-affinity
rules, component allocation rules, business rules, operational policy rules, or
the like as appropriate. The data storage 611 also stores programs 620
executable by the processor 610.

The processor-executable programs 620 may include an 1/O interface
program 621, a reconfiguration program 623, or a rules determination
program 625. Processor 610 cooperates with processor-executable programs
620.

The /O interface 630 cooperates with processor 610 and I/O interface
program 621 to support communications over communications channels 135
of FIG. 1 as described above.

The reconfiguration program 623 performs the steps of method(s) 400
of FIG. 4 as described above.

The rules determination program 625 performs the steps of method
500 of FIG. 5 as described above.

In some embodiments, the processor 610 may include resources such
as processors / CPU cores, the 1/0O interface 630 may include any suitable
network interfaces, or the data storage 611 may include memory or storage
devices. Moreover the apparatus 600 may be any suitable physical hardware
configuration such as: one or more server(s), blades consisting of
components such as processor, memory, network interfaces or storage
devices. In some of these embodiments, the apparatus 600 may include cloud
network resources that are remote from each other.

In some embodiments, the apparatus 600 may be virtual machine. in
some of these embodiments, the virtual machine may include components
from different machines or be geographically dispersed. For example, the
data storage 611 and the processor 610 may be in two different physical
machines.

When processor-executable programs 620 are implemented on a
processor 610, the program code segments combine with the processor to
provide a unique device that operates analogously to specific logic circuits.

Although depicted and described herein with respect to embodiments

in which, for example, programs and logic are stored within the data storage
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and the memory is communicatively connected to the processor, it should be
appreciated that such information may be stored in any other suitable manner
{e.g., using any suitable number of memories, storages or databases); using
any suitable arrangement of memories, storages or databases
5 communicatively connected to any suitable arrangement of devices; storing

information in any suitable combination of memory(s), storage(s) or internal or
external database(s); or using any suitable number of accessible external
memories, storages or databases. As such, the term data storage referred to
herein is meant to encompass all suitable combinations of memory(s),

10  storage(s), and database(s).

The description and drawings merely illustrate the principles of the
invention. it will thus be appreciated that those skilled in the art will be able to
devise various arrangements that, although not explicitly described or shown
herein, embody the principles of the invention and are included within its spirit

15 and scope. Furthermore, all examples recited herein are principally intended
expressly to be only for pedagogical purposes to aid the reader in
understanding the principles of the invention and the concepts contributed by
the inventor(s) to furthering the art, and are to be construed as being without
limitation to such specifically recited examples and conditions. Moreover, all

20 statements herein reciting principles, aspects, and embodiments of the
invention, as well as specific examples thereof, are intended to encompass
equivalents thereof.

The functions of the various elements shown in the FIGs., including
any functional blocks labeled as “processors”, may be provided through the

25 use of dedicated hardware as well as hardware capable of executing software
in association with appropriate software. When provided by a processor, the
functions may be provided by a single dedicated processor, by a single
shared processor, or by a plurality of individual processors, some of which
may be shared. Moreover, explicit use of the term “processor” or “controller”

30  should not be construed to refer exclusively to hardware capable of executing
software, and may implicitly include, without limitation, digital signal processor
(DSP) hardware, network processor, application specific integrated circuit

(ASIC), field programmable gate array (FPGA), read only memory (ROM) for
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storing software, random access memory (RAM), and non volatile storage.
Other hardware, conventional or custom, may also be included. Similarly, any
switches shown in the FIGS. are conceptual only. Their function may be
carried out through the operation of program logic, through dedicated logic,
through the interaction of program control and dedicated logic, or even
manually, the particular technigue being selectable by the implementer as
more specifically understood from the context.

it shouid be appreciated that any biock diagrams herein represent
conceptual views of illustrative circuitry embodying the principles of the
invention. Similarly, it should be appreciated that any flow charts, flow
diagrams, state fransition diagrams, pseudo code, and the like represent
various processes which may be substantially represented in computer
readable medium and so executed by a computer or processor, whether or

not such computer or processor is explicitly shown.
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What is claimed is:

1. An apparatus for providing single point of failure elimination, the
apparatus comprising:
a data storage; and
a processor communicatively connected to the data storage, the
processor being configured to:
determine one or more application resource requirements;
determine a resource pool and a network architecture
associated with the resource pool;
determine one or more rules; and
determine a distribution of one or more component instances
based on the one or more application resource requirements, the resource

pool, the network architecture and the one or more rules.

2. The apparatus of claim 1, wherein the network architecture includes
links and network nodes; and
wherein the processor is further configured to:
determine a network status of one or more of the links and
nodes;
wherein the determination of the distribution of the one or more

component instances is further based on the network status.

3. The apparatus of claim 1, wherein the one or more application
resource requirements includes a current allocation of one or more resources,
the one or more resources being members of the resource pool; and one or
more current application resource requirements, the one or more current

application resource requirements associated with an application.

4. The apparatus of claim 1, wherein the one or more rules include

one or more anti-affinity rules.
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5. The apparatus of claim 4, wherein the one or more rules further
include one or more business rules; and
wherein the one or more business rules include a reservation of a

portion of resources in the resource pool for maintenance actions.

5 6. The apparatus of claim 1, wherein the determination of the
distribution of one or more component instances is further based on a set of

failure points.

7. A method for providing single point of failure elimination, the method
comprising:
10 at a processor communicatively connected to a data storage,
determining that a distribution trigger has occurred;
determining, by the processor in cooperation with the data
storage, one or more application resource requirements;
determining, by the processor in cooperation with the data
15  storage, a resource pool and a network architecture associated with the
resource pool;
determining, by the processor in cooperation with the data
storage, one or more rules; and
determining, by the processor in cooperation with the data
20 storage, a distribution of one or more component instances based on the
distribution trigger, the one or more application resource requirements, the

resource pool, the network architecture and the one or more rules.

8. The method of claim 7, wherein the distribution trigger is based on
migrating at least a portion of the component instances from one or more

25 resources in the resource pool.

9. The method of claim 7, wherein the method further comprises:
determining, by the processor in cooperation with the data

storage, a network status of one or more links or network nodes;
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wherein the network architecture comprises the one or more
links or network nodes; and
wherein the step of determining the distribution of the one or

more component instances is further based on the network status.

10. The method of claim 7, wherein the network architecture
comprises a first network device; and wherein the step of determining the
distribution of one or more component instances comprises:

determining that a first component instance of the one or more
component instances may not be associated with a first resource in the
resource pootl based on determining that a failure of the first network device

would violate at least one of the one or more anti-affinity rules.
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