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(57) ABSTRACT

A system, apparatus, and method are provided for connect-
ing, configuring and testing new wireless devices and appli-
cations. For example, one embodiment of a computer-imple-
mented method for enabling a trial wireless device comprises:
automatically pre-provisioning one or more trial SIM cards
for operation on a particular wireless cellular network on
behalf of a prospective customer; automatically pre-config-
uring a trial wireless machine-to-machine (“M2M”) device
on behalf of the prospective customer; wherein the trial M2M
device includes testing and monitoring program code which,
when the trial M2M device is connected to a computer sys-
tem, performs the operations of: automatically connecting to
the wireless cellular network execute a plurality of test opera-
tions for testing the SIM card and the trial M2M device, the
test operations including determining whether the SIM card is
correctly provisioned for the wireless network; determining
whether the trial M2M wireless device is operating properly;
and determining the existence of wireless data connectivity.
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SYSTEM AND METHOD FOR CONNECTING,
CONFIGURING AND TESTING NEW
WIRELESS DEVICES AND APPLICATIONS

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is based upon and claims the ben-
efit of priority of prior Non-provisional application Ser. No.
14/267,352 filed on May 1, 2014, which is a continuation of
Non-provisional application Ser. No. 13/963,830, filed on
Aug. 9, 2013 and issued as U.S. Pat. No. 8,730,820 on May
20, 2014, which is a continuation of U.S. patent application
Ser. No. 13/670,191, filed on Nov. 6, 2012 and issued as U.S.
Pat. No. 8,531,972 on Sep. 10, 2013, which claimed the
benefit of priority of Non-provisional patent application Ser.
No. 12/652,694, filed on Jan. 5, 2010 and issued as U.S. Pat.
No. 8,325,614 on Dec. 4, 2012, the entire contents of which
are incorporated herein by reference.

BACKGROUND
[0002] 1. Field of the Invention
[0003] This invention relates generally to the field of wire-

less network systems. More particularly, the invention relates
to an improved architecture and method for connecting, con-
figuring and testing new wireless Machine-to-Machine
(“M2M”) devices and applications.

[0004] 2. Description of the Related Art

[0005] Virtually all wireless carriers today offer both voice
and data services. FIG. 1 illustrates a high level architecture
of a wireless service provider 110 communicating with one
wireless device 101 using both voice and data channels and
communicating with a second wireless device 103 using only
a data channel. By way of example, many wireless carriers
employ the Global System for Mobile Communications
(“GSM”) standard to support voice traffic and the General
Packet Radio Service (“GPRS”) standard to support data
traffic over the same wireless network. In such a configura-
tion, voice logic and circuitry 112 shown in FIG. 1 processes
the GSM voice traffic and separate data logic and circuitry
111 processes the GPRS data traffic. While some of the
embodiments of the invention described below implement the
GPRS standard for data services and GSM for voice services,
it should be noted that the underlying principles of the present
invention are not limited to any particular wireless network
protocol.

[0006] Using the data channel, wireless devices 101, 103
communicate with external servers 131 such as Web servers,
instant messaging servers and email servers via the Internet
120 (or other packet-based data network). One particular type
of wireless device 103 configured for data traffic only is a
“Machine-to-Machine” (hereinafter “M2M”) device. M2M
devices are deployed in application-specific telemetry sys-
tems to collect data using sensors and transmit the data to a
destination such as a server accessible over the Internet (or
other data network). In the past, telemetry systems were the
exclusive domain of very large well financed organizations.
For example, large oil and gas companies and electric utili-
ties, through the use of custom-built, proprietary data net-
works, were some of the first private organizations to use
telemetry. In recent years, however, the cost of access to
public wireless data networks has dropped, opening the door
for new, cost effective M2M applications including, for
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example, fleet management, point-of-sale transactions, con-
sumer electronics, healthcare monitoring, security, and sur-
veillance, to name a few.

[0007] Even with the decreased cost for wireless data com-
munication, however, the process of customer acquisition and
onboarding remains time-consuming and inefficient, requir-
ing a significant amount of manual effort on the part of the
prospective customer. In order to develop such applications, a
prospective customer must engage with the members of the
sales team at the wireless service provider (typically cellular
carriers or their resellers) and provide detailed plans, business
projections, and technical details just to get started. Once the
process is initiated, each step along the way takes a lengthy
amount of time and manual effort on the part of multiple
individuals inside the service provider organization. For
example, it may require a significant amount of time to simply
receive usable Subscriber Identity Modules (“SIMs™) for test-
ing purposes. Even after receiving usable SIMs from the
service provider, the prospective customer still has the daunt-
ing task of designing the final product, and very little help is
provided to iron out various defects/bugs introduced at this
early stage. Moreover, the sales team at the wireless service
provider has very little, if any, visibility into how the prospec-
tive customer is progressing, often resulting in time wasted
chasing poor-quality prospective customers. This process can
take many months (typically between 6-18 months) and dur-
ing this time, both the prospective customer and the service
provider waste a lot of time and effort in these discussions.

[0008] Consequently, what is needed is a more efficient
system and method which addresses the current inefficiencies
associated with integrating new customers and new wireless
data applications.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] A better understanding of the present invention can
be obtained from the following detailed description in con-
junction with the following drawings, in which:

[0010] FIG. 1 illustrates an high level architecture of a
wireless data and voice system.

[0011] FIG. 2 illustrates a system architecture according to
one embodiment of the invention.

[0012] FIG. 3 illustrates one embodiment of a USB test
device sent to prospective customers.

[0013] FIG. 4 illustrates a computer-implemented method
for connecting, configuring and testing wireless devices.

[0014] FIGS. 5a-billustrate one embodiment of a graphical

user interface for connecting, configuring and testing wireless
devices.

[0015] FIGS. 6a-4 illustrate one embodiment of a trial
order Website for collecting user and device data for wireless
trial devices.

[0016] FIGS. 7a-c illustrates one embodiment of a Web-
based graphical user interface employed at a control center.

[0017] FIG. 8 illustrates one embodiment of a Web-based
graphical user interface employed by a sales management
system.

[0018] FIG. 9 illustrates one embodiment of a computer-
implemented method for establishing new user accounts, test-
ing trial devices and managing user data.
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DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

[0019] Described below is a system and method for design-
ing and integrating new wireless data applications on a cel-
Iular network. Throughout the description, for the purposes of
explanation, numerous specific details are set forth in order to
provide a thorough understanding of the present invention. It
will be apparent, however, to one skilled in the art that the
present invention may be practiced without some of these
specific details. In other instances, well-known structures and
devices are shown in block diagram form to avoid obscuring
the underlying principles of the present invention.

[0020] The embodiments of the invention described below
reduce the time and cost associated with acquiring new wire-
less data customers and deploying new wireless applications.
In particular, in one embodiment, a Web-based system and
method for customer acquisition and onboarding are
employed with guides for quality design, efficient techniques
for testing, configuring and troubleshooting new wireless
devices, and dashboards for monitoring and managing the
Web-based distribution channel.

[0021] A system architecture according to one embodiment
of the invention is illustrated in FIG. 2. In this embodiment, a
control center 280 is communicatively coupled to a test com-
puter 250 over a wireless network 230 operated by a wireless
service provider. The control center 280 may also be coupled
to the test computer 250 through an Internet connection 260,
if one is available. This Internet connection is sometimes
referred to below as a “direct channel” between the Test
Computer and the control center 280. The control center 230
includes a plurality of servers for implementing the various
functional modules 204-205, 220-222, 270 illustrated in FIG.
2 (e.g., by executing program code designed to perform the
various functions). The control center 280 also includes a
plurality of databases 210-212 for storing data related to users
and wireless devices.

[0022] In operation, a prospective wireless data customer
visits a trial order Website 201 and requests trial SIMs
through a Web-based user interface, certain embodiments of
which are illustrated in FIGS. 6a-b. As shown in FIG. 6a, the
Web-based user interface includes a drop-down menu 601
containing a selectable list of wireless modules supported by
the wireless service provider. In the illustrated embodiment,
the service provider is AT&T and the wireless modules
include those wireless modules supported on the AT&T data
network. However, the underlying principles of the invention
are not limited to any particular service provider. Other infor-
mation entered in the Web-based user interface include con-
tact information 602 (user name, address, etc), account infor-
mation 603 (for specitying a user name and password for a
new user account), a referral code 604, payment information
605 (e.g., credit card data), billing information 606, and ship-
ping information 607. In one embodiment, the Website 201
includes data verification logic to ensure that the data entered
in the various data fields is in the correct data format. In
addition, although not shown in the figures, the trial order
Website 201 includes a connection to a credit card issuer
system to verify the credit card payment information entered
by the user. While various different platforms may be used to
implement the trial order Website (and other Web-based user
interface features described herein), in one embodiment, the
Website is an Apache Tomcat web server running on Linux
with software programmed in Java using an Oracle database.
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[0023] Upon entering all requested information, the Web-
site 201 verifies the transaction and transmits the user and
device data to a registration system 205. In one embodiment,
the registration system 205 exposes an Application Program-
ming Interface (API) to the trial order Website 201 and the
trial order Website communicates data to the registration
system using the API. The interactions between the Web site
and the registration system may be formatted as a Web ser-
vices-based transaction, with user data embedded in one or
more Extensible Markup Language (“XML”) files using the
SOAP protocol. However, various other data communication
protocols may be employed while still complying with the
underlying principles of the invention.

[0024] In response to receipt of the user data, the registra-
tion system 205 establishes a new user account and executes
a series of database operations to open new record(s) in a user
database 210 and an accounts database 211. For example, the
user’s name and contact information may be stored in the user
database 210 and a new account may be opened for the user in
the accounts database 211 (including an account number,
wireless device identification codes, etc.). In one embodi-
ment, the various databases shown in FIG. 2 are not actually
separate databases but, rather, separate data structures (e.g.,
tables) within a single relational database.

[0025] In one embodiment, a device management system
204 automatically provisions trial SIMs on behalf of the user
within a wireless device database 212. As part of the provi-
sioning process, an identification code for each trial SIM is
automatically associated with data services offered by the
wireless service provider. Each SIM includes a unique serial
number, international unique number of the mobile user
(“IMSTI”), security authentication and ciphering information,
temporary information related to the local network, a list of
services to which the user is provided access and password
data. In one embodiment, the SIMs are initially provisioned
with limited “trial” functionality for application development
and testing purposes. For example, in one embodiment, data
transmission thresholds are set to limit the amount of data
which the trial SIMs may utilize during the testing period. In
addition, in one embodiment, the SIMs are provisioned to
operate only for a specified trial period. At the end of the trial
period, the SIMs are automatically disabled and/or de-provi-
sioned and will no longer be permitted access to the wireless
service provider network.

[0026] As part of the provisioning process, the SIMs are
automatically registered with the Home Location Register
(“HLR”) 221 of the wireless service provider 230. An HLR is
a central database containing details of each mobile data
subscriber authorized to use the wireless network. While the
HLR 221 is illustrated in FIG. 2 within the domain of the
control center 280, in one embodiment, the HLR 221 com-
municates with a central HLR maintained by the wireless
service provider. Alternatively, in one embodiment, the entire
HLR is maintained by the service provider and the service
provider is provided access to the data stored within the
wireless device database 212 during the provisioning process.
The underlying principles of the invention are not limited to
any particular HLR/database configuration.

[0027] Following the automatic provisioning of the trial
SIMs and registration of the user, the owner/operator of the
control center 280 sends a wireless development kit to the
user containing the trial SIMs and an M2M test device with
application software for testing and configuration. As illus-
trated in FIG. 3, one embodiment of the test device comprises
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a wireless device 301 with a Universal Serial Bus (“USB”)
interface 312 for connecting to the USB port of a standard
computer system 250. However, the underlying principles of
the invention are not limited to any particular interface type.
Other interface types which may be used in lieu of USB
include, by way of example and not limitation, IEEE 1394b
(“Firewire”) and eSATA. In one embodiment, the computer
system 250 is a Windows-based computer with an Intel®
Core-2 Duo®, Core 17®, or similar x86-based processor, 2-4
GBytes of DDR2 or DDR3 memory, and a 250 GByte (or
larger) Serial ATA hard drive. Various other computer con-
figurations may also be used while still complying with the
underlying principles of the invention. For example, in one
embodiment, the test computer 250 is a Macintosh® com-
puter system such as a Macbook Pro® or Mac Pro® desktop.

[0028] One embodiment of the wireless USB device 301
includes a flash memory 304 for storing testing and monitor-
ing program code 305. The flash memory 304 may be inte-
grated directly within the device or may take the form of a
memory card coupled to a memory card slot within the USB
device (e.g., a Secure Digital card slot). In one embodiment,
the USB device 301 includes a wireless modem module 310
pre-configured to communicate over the wireless network
and a SIM interface into which the pre-provisioned trial SIMs
may be connected for configuring, testing and debugging
wireless applications. Once inserted into the SIM interface,
the SIM card 311 authorizes the wireless USB device to
communicate over the wireless service provider’s network
230 (according to the provisioning parameters associated
with the SIM card). In one particular embodiment, the USB
device 301 is a Sierra Wireless Compass 885 or 888 which
include a wide-area modem for 7.2 Mbps for HSPA networks.

[0029] In one embodiment, when the USB device 301 is
initially inserted into the USB port of the test computer 250,
auto-installation logic (e.g., an automatic installation script)
is executed and (upon authorization by the end user), the
testing and monitoring program code 305 is automatically
installed and executed on the test computer 250.

[0030] Inone embodiment, the USB device 301 is precon-
figured with the Access Point Name (“APN”")—i.e., the net-
work address used to identify a Gateway GPRS Support Node
(“GGSN”) 222 at the control center 280. During the testing
and configuration process, all wireless cellular communica-
tion with the control center 280 is routed through the GGSN
222. In addition to the APN, the USB device 301 is also
configured with the hostname of the control center diagnos-
tics system 270, which includes one or more test servers used
for IP traffic testing.

[0031] Inoneembodiment, the provisioning parameters for
each SIM includes a communication profile specifying the
wireless services allocated to the SIM (e.g., whether Short
Message Service (“SMS”) or voice functionality are permit-
ted, roaming restrictions, etc). The provisioning parameters
also include the rate plan associated with the SIMs including
the financial parameters (i.e., the price), the amount of data
permitted under the financial parameters, overage rates, etc.
As previously described, in one embodiment, each trial SIM
is allocated a limited amount of data usage for testing and
troubleshooting purposes, and is not provided with voice or
SMS communication services. In one embodiment, even
though the SIM is not provisioned for voice service, the SIM
is provided with GSM functionality in order to be authorized
with GSM network, prior to connecting to the GPRS network.
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[0032] As mentioned above, the testing and monitoring
program code 305 automatically establishes a connection
with the control center 280 over the wireless cellular network
230 and/or a direct channel through the Internet 260 and
executes a series of automated tests, thereby saving the end
user a significant amount of time and effort in the process of
developing new wireless applications. Moreover, because the
SIMs received by the end user are pre-provisioned and the
USB device is pre-configured by the control center 280, the
USB device is capable of establishing a wireless connection
with minimal effort on the part of the prospective customer.
[0033] One embodiment of a computer-implemented
method for testing, monitoring, and debugging the USB
device 301 is illustrated in FIG. 4 and a series of screenshots
of'a graphical user interface (“GUI”) employed by the testing
and monitoring program code 305 is illustrated in FIGS. 5a-5.
[0034] Turning initially to the method of FIG. 4, at step 401
the testing and monitoring program code 305 tests the provi-
sioning of the USB device 301 with a particular trial SIM
installed. In one embodiment, this involves checking the fol-
lowing parameters to determine whether traffic is allowed
using the given SIM: (a) the SIM’s status must be “Activation
Ready” or “Activated;” (b) the SIM must not have been
blocked due to excessive signaling activity; and (c) the SIM
must not have been blocked due to excessive data usage
beyond user-defined overage limits.

[0035] Assuming that the foregoing conditions are met, the
USB device with the SIM passes the provisioning test step
401. A test failure indicates that one or more of the foregoing
conditions were not met. For example, if the SIM’s status is
not “Activation Ready” or “Activated,” or if the SIM has been
blocked due to excessive signaling or excessive data usage,
then the USB device with the SIM will fail the provisioning
step 401. In response, one embodiment of the testing and
monitoring program code performs troubleshooting opera-
tions to fix the problem and/or notifies the user of trouble-
shooting steps to be taken. For example, if the SIM’s status is
not “Active” or “Activation Ready” then the testing and moni-
toring program may check to ensure that the SIM’s status is
correctly reflected in the wireless device database 212.
[0036] At step 402, the testing and monitoring program
code 305 tests the USB device and trial SIM. In one embodi-
ment, this test involves determining whether the given USB
device and SIM are available on the network based on one of
two factors (whichever comes first): (a) reporting from the
device via “direct channel” diagnostics, or (b) any detected
wireless signaling activity. With respect to (a), the direct
channel comprises the direct connection of the test computer
250 to the diagnostics system 270 through the Internet 260. In
one embodiment, the testing and monitoring program code
305 reports its status to the diagnostics system 270 periodi-
cally through the direct channel. These reports may include
local wireless statistics such as signal strength and data usage.
If the device is unable to connect wirelessly due to lack of
coverage or low signal strength, the direct channel provides
valuable diagnostic information that would otherwise be
unavailable to the diagnostics system.

[0037] If a direct channel connection or wireless connec-
tion are detected, then the USB device and SIM pass the
device/SIM testing step 402 illustrated in FIG. 4. In one
embodiment, if neither connection is detected, then trouble-
shooting steps are implemented including instructing the user
to confirm that the SIM card 311 is inserted properly and
determining whether wireless coverage exists at the test loca-
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tion. For example, in one embodiment, the control center 280
and/or the testing and monitoring program code 305 main-
tains a database of service coverage locations. If the current
location of the wireless device is outside of the coverage
location, then the testing and monitoring program code 305
may notify the user that coverage is not available at the
current location. The user’s current location may be deter-
mined manually (e.g., by requesting the current address or zip
code for the user) or automatically (using GPS if the user’s
test computer is equipped with GPS capabilities).

[0038] The user may also be asked to verify that the USB
device 301 has adequate signal strength (e.g., greater than 1
bar or a RSSI of 5 or more); verify that the device’s antenna
is properly connected; verify the USB device 301 is config-
ured with the proper frequency bands (850 & 1900 MHz for
the US, and 900 & 1800 MHz for Furope); and/or verify
whether other wireless devices (e.g., GSM/GPRS cell
phones) in the proximity are working. Upon verification of
one or more of the above variables, the testing and monitoring
program code 305 may re-execute step 402 in FIG. 4 to re-test
the USB device/SIM card.

[0039] At step 403, the testing and monitoring program
code 305 tests the USB device’s wireless network connec-
tion. In one embodiment, this involves checking the Home
Location Register 221 to determine whether there has been
any recent wireless signaling from the USB device 301. There
are three types of wireless signaling which may be detected:
a GSM authorization request; a Mobile Switching Center
(“MSC”) Location Update; and/or a Serving GPRS Support
Node (“SGSN™) Location Update. The presence of any of
these signaling events indicates that the device has success-
fully registered on the GSM (voice) network and/or the GPRS
(data) network. As such, if any of these signaling events are
detected, the testing and monitoring program code 305 indi-
cates that the USB device has passed the wireless network
testing step 403 in FIG. 4.

[0040] If none of these signaling events are detected, then
the testing and monitoring program code 305 may initiate one
or more troubleshooting operations. For example, in one
embodiment, the control center 280 may transmit an SMS
message to the USB device 301. If the SMS message is
successful, then GSM service is available (but perhaps not the
GPRS service). In addition, the testing and monitoring pro-
gram code 305 may check the GSM and GPRS registration
using AT commands sent to the wireless modem 310 (e.g., to
verify GSM registration, the “AT+CREG?”” command should
return “+CREG:x,1” or “+CREG:x,5”; where “x” is 0, 1 or 2;
to verify GPRS registration, the “AT+CGATT?” command
should return “+CGATT:1” and “AT+CGREG?” should
return “+CGREG:x,1” or “+CGREG:x,5”; where “x” is 0, 1
or 2). Finally, the testing and monitoring program code 305
may perform a soft reset of the USB device 301 or the end user
may be prompted to perform a hard reset of the USB device
301.

[0041] Returning to FIG. 4, at step 404, the testing and
monitoring program code 305 tests the [P/Internet connection
of the USB device 301. In one embodiment, this test includes
two parts:

[0042] (a) Checking the Gateway GPRS Support Node
(“GGSN”) to determine whether the USB device 301
has initiated a Packet Data Protocol (“PDP”) session.
PDP session context data will be present in the Gateway
GPRS Support Node (GGSN) when the USB device 301
has established an active session. Consequently, the
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existence of a PDP session data indicates that the device
was able to resolve the Access Point Name (“APN™)to a
GGSN and start a PDP session with that GGSN.

[0043] (b) Running test traffic from the USB device 301
to a control center test server within the diagnostics
system 270 and checking the GGSN for real-time IP
traffic statistics. This test fails if the device has no
upload/download bytes at all (which suggests a problem
with the USB device’s IP capabilities) or if it has upload
bytes but no download bytes (which suggests a problem
reaching the test server).

[0044] Assuming that the above conditions are met, the
testing and monitoring program code 305 confirms that the
USB device 301 has passed the IP/Internet test step 404. If
these conditions have not been met, the possible reasons
include: the APN is not configured properly; the USB device
is unable to open ports or sockets; the IP address is incorrect;
and/or the IP data cannot flow bi-directionally.

[0045] Inone embodiment, the testing and monitoring pro-
gram code 305 automatically performs the following trouble-
shooting operations and/or instructs the user to manually
perform these operations:

[0046] (a) Check whether the USB device 301 has been
configured with the correct APN.

[0047] (b) Verity that all sockets and ports on the USB
device 301 are closed and free to use.

[0048] (c) Verify that the destination IP address pro-
grammed in the USB device 301 is accurate.

[0049] In one embodiment, the results of all of the forego-
ing tests and troubleshooting steps are stored within a diag-
nostics database 275. If necessary, the results may be
reviewed by personnel within the control center 280 to pro-
vide guidance to the prospective customer when trouble-
shooting new wireless applications. In one embodiment, local
environment statistics are transmitted to the diagnostics data-
base 275 such as wireless signal strength of the trial device.
The local environment statistics (and other test data) are then
usable for performing diagnostics for the trial device and/or
aggregated across different trial devices to construct an esti-
mate of the conditions in a given geographical area.

[0050] One embodiment of the invention is implemented
on an independent, stand-alone wireless device such as a
Windows Mobile device. In this embodiment, the trial SIM
may be installed and the testing and monitoring software may
be executed directly on the independent mobile device (e.g.,
loaded from non-volatile to volatile memory and executed by
the mobile device’s processor). Consequently, there is no
need for an additional computer system in this implementa-
tion.

[0051] Moreover, in one embodiment, the testing and
monitoring software automatically checks for updates prior
to executing the various tests and troubleshooting steps
described above. The updates may include patches and addi-
tional tests/troubleshooting operations. If an update is avail-
able, the testing and monitoring software automatically
installs the update (upon confirmation by the end user) and
then executes the tests.

[0052] FIGS. 5a-b illustrate a graphical user interface
(“GUI”) employed by the testing and monitoring program
code 305 with graphical elements 501-504 corresponding to
steps 401-404 illustrated in FIG. 4. Each graphical element
provides an indication of progress of its corresponding step.
For example, in FIG. 5a, graphical element 501 correspond-
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ing to the provisioning step 401 generates a graphical
progress bar to show the progress of the provisioning step.

[0053] As each step in the test script is completed, an indi-
cation ofthe results is provided within each graphical element
501-504. For example, in FIG. 56, a “Passed” indication is
provided within graphical element 501 (to indicate that the
USB device passed the provisioning step 401) and a “Failed”
indication is provided within graphical element 502 (to indi-
cate that the USB device failed the device/SIM step 502). In
the event that the USB device fails one of the test steps, a
scrollable window 510 is generated within the graphical ele-
ment corresponding to the failed step to provide troubleshoot-
ing information to the end user. For example, in response to
the failure of the device/SIM card test, troubleshooting
instructions are provided to the end user to help determine the
problem.

[0054] As illustrated in FIG. 2, one embodiment of the
control center includes a Web server 250 which dynamically
generates a Web-based graphical user interface for monitor-
ing and managing wireless devices which have been added to
the system (e.g., following the testing and troubleshooting
techniques described above). Using the Web-based GUI, cus-
tomers and potential customers are provided with compre-
hensive access to all data stored in the wireless device data-
base 212 and the diagnostics database 275. This information
may be used to monitor, manage, and troubleshoot wireless
devices. As shown in FIG. 55, in one embodiment, a link 520
to the Web server is provided in the testing window to provide
quick access to the control center Web server 250.

[0055] Asillustrated in FIGS. 7a-¢, in one embodiment, the
user is initially provided with a “tour” of the control center
Website. The tour includes a sequence of informational win-
dows 703-705 identifying various aspects of the control cen-
ter, with certain features of the control center GUI displayed
behind the informational windows. As shown in FIGS. 7a-c,
a series of selectable tabs 701 are provided at the top of the
control center GUI to enable a customer or potential customer
to efficiently identify information related to the customer’s
wireless devices. In the specific embodiment illustrated, the
tabs include wireless devices, billing information, device
coverage information, account information, alerts, support,
and reports.

[0056] In the embodiments show in FIGS. 7a-c, the
“devices” tab is selected, thereby generating a table contain-
ing information related to each of the customer’s wireless
devices. Specifically, as indicated in column headings 702,
the information includes the SIM identification code for each
wireless device (“ICCID”). The status associated with each
wireless device (e.g., an indication as to whether the SIM
device has been activated), a device ID code, an indication as
to whether the device is currently connected to the control
center, the date each wireless device was added to the system,
and a modem ID uniquely identifying the wireless modem
310 used on each device. Links are also provided to provide
access to diagnostics for each wireless device and a “spot-
light” feature which provides detailed connectivity informa-
tion for each device (e.g., when and where different connec-
tivity events occurred). The “spotlight” feature is described in
Co-Pending patent application Ser. No. 12/387,962, entitled
“Virtual Diagnostic System for Wireless Communications
Network Systems”, filed on May 7, 2009, which is assigned to
the assignee of the present application and which is incorpo-
rated herein by reference.
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[0057] Once a trial USB device is preconfigured and pre-
provisioned as described above, a sales management team at
the control center 280 is provided with access to the user,
account, and device databases 210-212 through the sales
management system 220 illustrated in FIG. 2. FIG. 8 illus-
trates a Web-based graphical user interface employed by one
embodiment of the sales management system 220 in which a
“sales management” tab is provided to access the sales man-
agement data. In FIG. 8, the sales management tab is selected,
thereby generating a table with each row representing a dif-
ferent account and each column containing different variables
associated with each customer or potential customer. Specifi-
cally, as indicated in column headings 802, the information
provided under the sales management tab includes the
account name and identification code, the lead qualification
state (used to classify whether the trial has the potential to
become a paying customer—e.g. qualified, unqualified,
potential at later date, etc.), the industry of the customer (e.g.,
boating, ships, retail electronics, fleet management, health-
care, etc.), the device types employed by the customer (e.g.,
cell phones, M2M devices, etc.), the launch timeframe indi-
cated by the customer, the expected deployment numbers
(e.g., number of M2M units), and a referral code. It should be
noted that various additional or alternative data may be pro-
vided to the sales management team via the graphical user
interface while still complying with the underlying principles
of the invention.

[0058] A computer-implemented method according to one
embodiment of the invention is illustrated in FIG. 9. Various
aspects of the method have already been described with
respect to the system shown in FIGS. 2-3. However, the
underlying principles of the computer-implemented method
are not limited to any particular system configuration. In fact,
the computer-implemented method illustrated in FIG. 9 may
be implemented on virtually any computing platform.
[0059] As indicated at step 901, a prospective wireless data
customer initially requests trial SIMs via a Web-based user
interface by entering contact information, billing information
and information related to the prospective customer’s wire-
less data requirements. At 902, the SIMs are automatically
pre-provisioned and the trial device is pre-configured to oper-
ate on the wireless data network. At 903, trial SIMs, hard-
ware, and software are sent to the prospective customer to
enable the prospective customer to efficiently develop a wire-
less data solution. In one embodiment, the trial hardware
includes a test device with a computer interface (e.g., a USB
interface) and the trial software comprises a testing and moni-
toring application configured to be automatically installed
and executed when the test device is plugged into the interface
of a prospective customer’s computer system.

[0060] At 904, the test software executes an automated test
script to perform a plurality of tests on the USB device with a
particular SIM installed. In one embodiment, the tests include
(1) aprovisioning test to confirm that the trial device/SIM are
correctly provisioned for the wireless network; (2) a device/
SIM card test to test the operation of the trial device and SIM;
(3) a wireless network test to confirm operation of the trial
device on the wireless network; and (4) an IP/Internet test to
test Internet connectivity of the trial device. Details associ-
ated with some embodiments of these tests are provided
above.

[0061] At 905, the test results are processed. In the event of
a test failure, various troubleshooting steps may be taken
automatically or may be proposed to the customer (e.g., as
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described above). The results of each of the tests are stored
within the diagnostics database 275 at the control center 280
(assuming that network connectivity to the control center 280
exists).

[0062] At step 906, the prospective customer is automati-
cally directed to the control center Website 250 for a tour of
the control center. Some embodiments of the Web-based GUI
are described above with respect to FIGS. 7a-c. Finally, at
step 907, the wireless device data is provided to the sales
management team at the control center 280 where it may be
used to manage data of prospective customers. One embodi-
ment of a Web-based GUI for providing this information to
the sales management team is described above with respect to
FIG. 8.

[0063] Inoneembodiment, the Web server platformused to
implement the Web-based embodiments of the invention is an
Apache Tomcat web server running on Linux with software
programmed in Java using an Oracle database.

[0064] Embodiments of the invention may include various
steps as set forth above. The steps may be embodied in
machine-executable instructions which cause a general-pur-
pose or special-purpose processor to perform certain steps.
Alternatively, these steps may be performed by specific hard-
ware components that contain hardwired logic for performing
the steps, or by any combination of programmed computer
components and custom hardware components.

[0065] Elements of the present invention may also be pro-
vided as a machine-readable medium for storing the machine-
executable instructions. The machine-readable medium may
include, but is not limited to, floppy diskettes, optical disks,
CD-ROMs, and magneto-optical disks, ROMs, RAMs,
EPROMs, EEPROMs, magnetic or optical cards, propagation
media or other type of media/machine-readable medium suit-
able for storing electronic instructions. For example, the
present invention may be downloaded as a computer program
which may be transferred from a remote computer (e.g., a
server) to a requesting computer (e.g., a client) by way of data
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signals embodied in a carrier wave or other propagation
medium via a communication link (e.g., a modem or network
connection).
[0066] Throughout the foregoing description, for the pur-
poses of explanation, numerous specific details were set forth
in order to provide a thorough understanding of the invention.
It will be apparent, however, to one skilled in the art that the
invention may be practiced without some of these specific
details. For example, it will be readily apparent to those of
skill in the art that the functional modules such as wizards and
other logic described herein may be implemented as software,
hardware or any combination thereof. Accordingly, the scope
and spirit of the invention should be judged in terms of the
claims which follow.
What is claimed is:
1. A control center server for enabling a wireless device to
operate on a wireless cellular network comprising:
a processor; and
amemory coupled with the processor, wherein the memory
is configured to provide the processor with instructions
which when executed cause the processor to:
receive user data representative of a user from the wire-
less device;
automatically pre-provision one or more SIM cards for
operation on the wireless cellular network on behalf
of the user;
automatically pre-configure the wireless device,
wherein the wireless device includes testing program
code which enables a connection to the wireless cel-
lular network and executes a plurality of test opera-
tions for testing the wireless device and the one or
more SIM cards; and
receive results data generated by the plurality of test
operations from the wireless device, the results data is
utilized for analyzing and troubleshooting connectiv-
ity problems associated with the wireless device.
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