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(57) Abstract: A system and method for improving signal reception in an access point. The system and method may comprise the
steps of: transmitting a non-zero 802.1 1 NULL-data packet to a client, wherein the traffic test is initiated at intervals; receiving an
802.1 1 ACKnowledgement packet from the client wherein the 802.1 1 ACKnowledgement packet indicates that the non-zero 802.1

O 1 NULL-data packet was received by the client; and discarding the non-zero 802.1 1 NULL-data packet after receipt.
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NULL-DATA PACKET THROUGHPUT SYSTEM AND METHOD
CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] The present application claims priority to U.S. Provisional Patent Application

No. 61/612,962, filed March 19, 2012, the contents of which are incorporated herein by reference
in their entirety.
TECHNICAL FIELD

[0002] The present invention relates to wireless communication systems. More specifically,

the present invention relates to wireless local area networks (“WLAN™), Wi-Fi, and picocellular
wireless communications systems, including IEEE 802.11 systems.
BACKGROUND

[0003] With the evolution of wireless networks driven by a significant increase in wireless

mobile data, plus the proliferation of wireless transceivers, spectrum interference and the volume
of data communicated in a network are rapidly becoming limiting factors in determining cell
size, coverage, and efficiency.

[0004] Customers who purchase wired or wireless data plans typically demand service-level
agreements (“SLA”). These SLAs typically define gigabytes/month, service availability, and
service quality.

[0005] It is generally known that Wi-Fi networks are “best effort” because these systems
operate in unlicensed spectrum and are therefore not operationally guaranteed. However, service
level targets (“SLT”) can still be defined and published to customers so that they understand the
targeted service level expected of their data plan. An example SLT is for Voice over Internet
Protocol (VoIP) and video traffic. The service-level target is to be able to deliver VoIP (e.g.,
Skype™) and video traffic (e.g., video streaming such as “on demand” services or video calls,
such as “FaceTime™”). These services require a level of capacity and availability of the channel
to be able to offer a specified number of sessions at a given throughput and packet loss.

[0006] The present application employs a novel technique to characterize the coverage and
capacity of a Wi-Fi network so as to be able to establish reasonable confidence in the ability to
achieve service level targets as defined for specific applications, which may be accomplished
using NULL-data packets (“NDP” or “NULL-packets”).
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SUMMARY OF THE INVENTION

[0007] According to a first aspect of the present invention, a system and method for

improving signal reception in an access point comprises the steps of (a) transmitting a 802.11
NULL-data packet to a client wherein the traffic test is initiated at a predetermined interval; (b)
receiving an 802.11 ACKnowledgement packet from the client wherein the 802.11
ACKnowledgement packet indicates that the packet was received by the client; and (c)
discarding the 802.11 NULL-data packet after receipt.

[0008] According to a second aspect, a system for improving signal reception in an access
point comprises: a client device; and an access point, wherein the access point is
communicatively coupled with the client device, the client device being configured to: (1)
receive a packet having a non-zero byte length field from the access point; (2) transmit an
ACKnowledgement packet to the access point indicating that the packet was received by the
client device; and (3) discard the packet having a non-zero byte length field after transmitting the
ACKnowledgement packet. The 802.11 NULL-packet may be: (1) an IEEE 802.11a NULL-
packet; (2) an IEEE 802.11a NULL-packet; (3) an IEEE 802.11b NULL-packet; (4) an IEEE
802.11g NULL-packet; (5) an IEEE 802.11n NULL-packet; and/or (6) an IEEE 802.1l1ac
NULL-packet.

[0009] According to a third aspect, a method for testing data traffic comprises: transmitting
a plurality of 802.11 NULL-packets from a source radio to a destination radio, wherein said
plurality of 802.11 NULL-packets comprises at least one zero-byte length field 802.11 NULL-
packet; receiving, from the destination radio, an ACKnowledgement packet for at least one of
said plurality of 802.11 NULL-packets; and deriving statistics at the source radio using said
ACKnowledgement packet.

[0010] According to a fourth aspect, a method for improving signal reception in an access
point comprises: transmitting a plurality of 802.11 NULL-packets to a client, wherein at least
one of said plurality of 802.11 NULL-packets has a zero-byte length, wherein a traffic test is
initiated at a predetermined interval; receiving an 802.11 ACKnowledgement packet from the
client, wherein said 802.11 ACKnowledgement packet indicates that a 802.11 NULL-packet was
received by the client; and using 802.11 ACKnowledgement statistics to determine at least one
of: (1) Mbps throughput, (2) packet error rate, (3) packet latency, or (4) spectrum busyness for a

tested client.
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[0011] According to a fifth aspect, a method for improving signal reception in an access
point comprises the steps of: transmitting a plurality of 802.11 aggregated NULL-packets to a
chient, wherein at least one of said plurality of 802.11 aggregated NULL-packets has a zero-byte
length, wherein the traffic test is initiated at a predetermined interval; receiving a 802.11 Block
ACKnowledgement packet from the client wherein the 802.11 Block ACKnowledgement packet
indicates that two or more 802.11 aggregated NULL-packets were received by the client; and
using 802.11 Block ACKnowledgement statistics to determine at least one of Mbps throughput,
packet error rate, packet latency, and/or spectrum busyness for the specific client tested. Said
plurality of 802.11 aggregated NULL-packets may comprises zero-byte length field NULL-
packets and/or non-zero-byte length field NULL-packets.
[0012] According to a sixth aspect, a method for improving signal reception in an access
“point comprises the steps of: transmitting a plurality of 802.11 NULL-packets to a plurality of
clients using a Multi-User Multiple-Input and Multiple-Output protocol, wherein at least one of
said plurality of 802.11 NULL-packets has a zero-byte length, wherein the traffic test is initiated
at a predetermined interval; receiving an 802.11 ACKnowledgement packet from each client
wherein the 802.11 ACKnowledgement packet indicates that a 802.11 NULL-packet was
received by the client; and using 802.11 ACKnowledgement statistics to determine at least one
of: (1) Mbps throughput; (2) packet error rate; (3) packet latency; or (4) spectrum busyness for
the specific client tested.
[0013] According to a seventh aspect, a method for estimating the SLA or SLT of one or
more Access Points comprises the steps of: transmitting a plurality of NULL-packets to one or
more clients using an 802.11 or using Multi-User Multiple-Input and Multiple-Output protocol;
receiving a plurality of ACKnowledgement packets; and using said plurality of
ACKnowledgement packets to derive network level statistics.
[0014] In certain aspects, the destination radio or client may individually or Block
ACKnowledge each of said plurality of 802.11 NULL-packets and/or 802.11 aggregated NULL-
packets. The statistics may relate to one or more of: (1) throughput; (2) packet error rate; (3)
latency; or (4) spectrum busyness. The plurality of 802.11 NULL-packets and/or 802.11
aggregated NULL-packets may comprises zero-byte length field NULL-packets and/or non-zero-
byte length field NULL-packets. The one or more 802.11 NULL-packets and/or 802.11
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aggregated NULL-packets may be transmitted using (1) 802.11n packet aggregation or (2)
802.11 Multi-User Multiple-Input and Multiple-Output protocol.
DESCRIPTION OF THE DRAWINGS

[0015] These and other advantages of the present invention will be readily understood with

reference to the following specifications and attached drawings whetein:

(0016] Figure 1 illustrates network data for a network over a one-week period;

[0017] Figure 2 provides a view of data collected and manipulated using a Radio Frequency
(RF) Survey tool;

[0018] Figure 3a illustrates a MAC frame in accordance with Institute of Electrical and

Electronics Engineers (IEEE) standards;
[0019] Figure 3b illustrates a frame control field in accordance with IEEE standards;

[0020] Figure 3c illustrates examples of valid combinations of type and subtype in

accordance with IEEE standards;

[0021] Figure 3d illustrates a diagram illustrating timing spacing used in a handshake

protocol;
[0022] Figure 4 illustrates a graph of example SLA data;

[0023] Figure 5 provides an example view of NULL-data packet SLA-processed data with

geo-location;

[0024] Figures 6a~6c¢, illustrate how different Access Points may achieve unique SLA

coverage areas;
[0025] Figures 7a and 7b illustrate the components of an example Access Point;
[0026] Figure 8 illustrates a flowchart of a NULL-packet transfer; and

[0027] Figure 9 illustrates a NULL-packet transfer using an Access Point.
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DETAILED DESCRIPTION

[0028] Preferred embodiments of the present invention will be described hereinbelow with

reference to the accompanying drawings. In the following description, well-known functions or
constructions are not described in detail because they may obscure the invention in unnecessary
detail. For this disclosure the following terms and definitions shall apply:

[0029] The terms “IEEE 802.11” and “802.11” refer to a set of standards for implementing
WLAN computer communication in the 2.4, 3.6, and 5 GHz frequency bands. The set of
standards being maintained by the IEEE LAN/MAN Standards Committee (“IEEE 8027).
Section 3.239 of the IEEE 802.11n standard “IEEE Standard for Information technology—
Telecommunications and Information exchange between systems— Local and metropolitan area
networks—Specific Requirements. Part 11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) Specifications” Amendment 5: Enhancements for Higher Throughput”
defines a “null-data packet (NDP)” as “[a] physical layer convergence procedure (PLCP)
protocol data unit (PDU) that carries no Data field.” The IEEE standard defines NULL-data
packets for different applications, such as verification that a client is still associated and located
in the cell, and for sounding packets used for explicit beamforming. For additional information,
see ANSI Std. 802.11, 1999 Edition “Information technology—Telecommunications and
information exchange between systems—Local and metropolitan area networks—Specific
requirements—Part 11: Wireless LAN Medium Access (MAC) and Physical Layer (PHY)
Specifications.”

10030] The terms “communicate” and “communicating,” as used herein, include both
conveying data from a source to a destination, and delivering data to a communications medium,
system, channel, network, device, wire, cable, fiber, circuit, and/or link to be conveyed to a
destination; the term “communication,” as used herein, means data so conveyed or delivered.
The term “communications,” as used herein, includes one or more of a communications medium,
system, channel, network, device, wire, cable, fiber, circuit, and/or link.

[0031] The term “processor,” as used herein, means processing devices, apparatus,
programs, circuits, components, systems and subsystems, whether implemented in hardware,
tangibly embodied software or both, and whether or not programmable. The term “processor,” as
used herein, includes, but is not limited to, one or more computers, hardwired circuits, signal

modifying devices, and systems; devices and machines for controlling systems, central
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processing units, programmable devices and systems; field programmable gate arrays,
application-specific integrated circuits, systems on a chip, systems comprised of discrete
elements and/or circuits, state machines, virtual machines, data processors, processing facilities,
and combinations of any of the foregoing.

[0032] The terms “storage” and “data storage,” as used herein, mean one or more data
storage devices, apparatus, programs, circuits, components, systems, subsystems, locations, and
storage media serving to retain data, whether on a temporary or permanent basis, and to provide
such retained data. The terms “storage” and “data storage” as used herein include, but are not
limited to, hard disks, solid state drives, flash memory, dynamic random-access memory
(DRAM), random-access memory (RAM), read only memory (ROM), tape cartridges and any
other medium capable of storing computer-readable data.

[0033] To monitor and manage multiple access points (“APs”), a number of network
management tools are available. These network management tools may typically be used to
handle the activities, methods, procedures, and tools that pertain to the operation, administration,
maintenance, and provisioning of networked systems. An example of such a tool is Wi-Fi
Manager (previously known as “BelView”), available from Ericsson, which acquired BelAir
Networks in 2012 as a Product Development Unit (“PDU”) of Ericsson Canada Inc.

[0034] For example, Wi-Fi Manager may be used to support and/or monitor 100,000 APs
and may be used to provide comprehensive fault, configuration, accounting, performance, and
security (FCAPS) functions that reduce deployment and troubleshooting time and speed up
network deployments of the access points in a given network. Wi-Fi Manager may also be used
to remotely provide software and securely updates to all, or a selected group of APs already
deployed, while dual bank flash may allow for complete load reversion, if needed. In essence,
Wi-Fi Manager enables network operators and/or service provides to easily provision, monitor,
and manage a complete network built with any combination of products, including those by
Ericsson. Wi-Fi Manager may also use, for example, the latest geographic information system
(GIS) based mapping software and global positioning system (GPS) information to set up and
manage the network, maximizing utility while minimizing cost. A comprehensive set of
management features may include GPS-aware street map-based presentation, real-time fault and

performance monitoring, and inventory and security management. For additional information on
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Wi-Fi Manager and its operation see, for example, Ericsson’s Carrier Class Wi-Fi solutions
website.

[0035] Turning to the figures, Figure 1 illustrates the network data for a network over a one-
week period. Specifically, data representing the traffic and minutes shows an increase over the
week’s time. These increases may be attributed, at least in part, to the removal of the hidden
Service Set IDentifier (“SSID”) across the network. Generally, the SSID comprises of an ASIC
text readable name (such as “Optimum Wi-Fi”) plus an Ethernet MAC address (called the basic
service set identification (BSSID)), and is used to identify an 802.11 (Wi-Fi) network and
specific APs within that network. The SSID acts as a unique network identifier that the wireless
network administrator configures. Typically, users must know the SSID in order to connect to an
802.11 wireless network. However, in certain situations, network sniffing/scanning allows users
to determine the SSID. The SSID is part of the management beacon frames which are transmitted
at regular intervals, typically once every 100ms. The BSSID is also transmitted as the receive
address in every packet sent over the WLAN.

[0036] Each SSID that is transmitted at 1 Mbps, hidden or otherwise, represents a “static
beacon load” of approximately 2%. Assuming that every APs sees four other APs in the network,
and that each AP transmits both an SSID and a hidden SSID, then removal of the hidden SSID
beacon will result in a 10% increase in channel availability. Thus, these SSIDs can excessively
load the network. This was demonstrated when hidden SSIDs were removed from Wi-Fi
networks located in Brooklyn and Long Island. The corresponding traffic increase was in
proportion to the increase in channel availability. Thus, it is well-known by those skilled in the
art, that network traffic is greatly affected by continuous transmissions such as beacons.
Accordingly, the present disclosure relates to systems and methods for formally characterizing
network throughput with minimal impact to overall network throughput.

[0037] Thus, to improve the network performance, two sets of tools were developed to
enable rapid network optimization to occur. The first tool relates to changes to the RF-Survey
command. An RF-Survey command may be used to provide details on the receiver busy duty
cycle. The RF-Survey command enables an operator (e.g., a service provider or network
manager) to quickly and accurately assess how busy a channel is based on, for instance, visible
beacons. Figure 2 provides an example view of the data collected, which may be manipulated

using an RF-Survey tool. For example, each AP, which may be identified via its MAC address,
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may be listed along with information related to the AP, such as, for example, channel (“ch”),
received signal strength indicator (RSSI) (in dBm), rate, bytes, Int (in ms), time (us), age (s),
bsstype, privacy, and SSID. The RF-Survey command may also provide information such as the
noise floor and beacon-static, load-duty cycle. The RF-Survey command may be used to provide
information that may be used to optimize the channel selection algorithm.

[0038] A second tool employs NULL-packet methodology/functionality and, as used herein,
is generally referred to as a “NULL-packet tool.” A NULL-packet tool may be employed
through, or embodied within, for example, software and/or used in conjunction with a
processor-controlled device. The NULL-packet tool enables an operator to accurately determine
the delivered megabits per second (Mbps) traffic as a function of RSSI. In effect, a NULL-
packet tool can be used to enable service providers and other AP operators to measure the
performance of an AP on a channel and establish RSSI thresholds for “SLA” goals.

[0039] The NULL-packet tool, which may be selectively turned on/off (e,
enabled/disabled), may be used to enable performance of random traffic tests (e.g., 0.1-1000ms,
preferably 1-500ms, more preferably 50-250ms, and most preferably 100ms) at given intervals
(e.g., 1-100s, preferably 1-50s, more preferably 10-40s, and most preferably 20s) using, for
example, Quality of Service (QoS) NULL-packets (e.g., 1-3000 bytes, preferably 500-2500
bytes, more preferably 1000-2000 bytes, and most preferably 1500 bytes). The NULL-packet is
unique in that, for example, it may be received by a client device, 802.11 ACKnowledged, and
then discarded. As a result, the NULL-packet is not passed up to higher layer software
applications in the client devices, so that it does not cause unwanted behavior. A NULL-packet,
as used herein, refers to characterizing the IEEE 802.11 physical layer interface, as well as the
shared media — that is, the interference and activity levels of the unlicensed spectrum across
which the 802.11 protocol operates.

[0040] A NULL-packet test tool may be used as a direct measurement of the end user
experience. Each NULL-packet traffic test may enable a single data point to be collected (RSSI,
Mbps). For example, a total of 4320 data points/day/AP may be collected yielding a good
statistical view of the AP coverage with, for example, a 0.5% traffic load (less than one-fourth of

a single beacon).
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[0041] The NULL-packet test tool has an added advantage of enabling the AP to update the
statistical packet success rates for all associated clients in the cell, especially those whose data
transmissions have been sporadic and where the clients may have moved out of the cell.

[0042] The NULL-packet test tool may also be used in the dynamic decision process of
cellular “traffic steering” by enabling the AP to measure the client throughput at regular
intervals, so that decisions may be made by other software entities to transfer the client devices
from Wi-Fi to a higher performing cellular network, such as long-term evolution (LTE).

[0043] NULL-packet data may be collected in the AP and be available through a command-
line interface (CLI) command and/or otherwise communicated to a device, third party, and/or
other network. Confidence intervals can then be used to determine desired the RSSI thresholds
required to achieve SLA or SLT targets. A NULL-packet tool may also enable an operator to
accurately measure the impact of AP configuration changes such as channel changes, noise floor
settings, RSSI association thresholds, lowered beacon power levels, etc.) to achieve the best cell
performance. These Radio Resource Management (“RRM”) configuration changes are important
to ensuring that AP parameters are optimized to enable end clients to achieve the best possible
user experience.

[0044] To better understand NULL-data packets, a short description of the 802.11 MAC is
provided. The IEEE defines different a MAC frame as (a) an MAC header, which comprises
frame control, duration, address, and sequence control information; (b) a variable length frame
body, which contains information specific to the frame type; and (c) frame check sequence
(“FCS”), which contains an IEEE 32-bit cyclic redundancy code (“CRC”). This format is shown
in Figure 3a. The Frame control field is a type byte field defined in Figure 3b. The type and
subtype fields are defined in IEEE section 7.1.3.1.2, which states that the Type field is 2 bits in
length and the Subtype field is 4 bits in length. The Type and Subtype fields together identify the
function of the frame. There are three frame types: control, data, and management. Each of the
frame types has several defined subtypes. The table provided in Figure 3c defines valid
combinations of type and subtype. Valid type and subtype combinations are listed in the table.
The packet types inchide Management, Control, Data, and Reserved. NULL-packets are a
specific subtype of Data packet. The Subtype description for a NULL-data packet is “NULL
function (no data).”
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[0045] The NULL-data packet is a standard capability supported by all clients with known
and well-defined actions. The client is generally required to receive the packet and
ACKnowledge (“ACK”) the packet using an 802.11 ACKnowledgement packet (e.g., an ACK
protocol or “ACK packet”). After receipt, the NULL-data packet may be discarded.

[0046] The MAC procedure for data packet transmissions, followed by
ACKnowledgements (“ACK”) are shown in Figures 3a-3c. The Distributed Coordination
Function (“DCF”) Interframe Space (“DIFS”) and Short Interframe Space (“SIFS™) times are
unique to IEEE 802.11 and define interface timing spacing used in this handshake protocol.
Figure 3d provides a diagram illustrating timing spacing used in this handshake protocol.

[0047] Therefore, in a first configuration, a NULL-packet tool and/or associated NULL-
packet methodology may be employed in an Access Point (“AP”) and used to, for example,
initiate short 100ms periodic traffic tests, every 20s, to clients associated to that AP using
non-zero 1500 byte length 802.11 NULL-data packets. The NULL-packet tool and/or
methodology may be used to calculate the effective data rate delivered to that specific client at a
unique location in the cell at a given RSSI level, QoS setting, and packet size.

[0048] Moreover, a NULL-packet tool and/or methodology may be enabled or disabled
(i.e., turned ON/OFF), the packet length to be defined (e.g., 1500 bytes, but may be longer or
shorter), the traffic test duration to be defined (e.g., 100ms, but may be longer or shorter), and
the Wi-Fi QoS level to be set (typically high for voice, medium for video, low for data, and best
effort for other services). For example, the byte length of the 802.11 NULL-data packets may be
between 1000 and 2000 bytes, preferably approximately 1500 bytes, although different packet
sizes and QoS classes may be employed to determine the achievable SLTs for these
differentiated services and the periodic traffic test may be between 0.1ms and 1000ms,
preferably approximately 100ms. In the case where the periodic traffic test is short, the
throughput test is defined more discretely in packet counts, rather than in Mbps.

[0049] A NULL-packet tool and/or methodology may be used to collect statistics about the
various tests, including the Mbps, RSSI, QoS setting, data packet length, number of packet
retransmissions, number of dropped packets, packet success rates verses packet modulation rates,
packet success rates verses packet aggregation size, packet success rates verses QoS setting,
packet success rates verses RSSI, and client type derived from the FEthernet MAC
Organizationally Unique Identifier (OUI). Moreover, the NULL-packet test tool may be used to

10
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drive Self Optimizing Networks (“SON”) functionality, such as RRM channel characterization
and operation, characterizing packet error rate (“PER”) vs. Signal to Interference plus Noise
Ratio (“SINR”). Other SON functions may benefit from the NULL-packet tool such as
optimizing the tradeoff of receiver desensitizing vs. throughput, and characterizing the
operational performance of multiple-input and multiple-output (“MIMO”) transmissions,
including multi-user MIMO (“MU-MIMO”) operation.

[0050] A NULL-packet tool and/or methodology may facilitate collection of statistics that
are available through a CLI or Management Information Base (MIB) such as 15-minute PMs so
that overall service level targets can be determined as a function of the various parameters
collected, most notably RSSI, QoS setting, and client type. The SLA, in its most simplistic form,
may be seen as the ability to achieve a throughput of “X” Mbps to a client at a specified RSSI
(receive signal strength indication) to within a specified confidence level (e.g., 95%). The SLA
values may be different for voice and video. Figure 4 provides a graph illustrating example SLA
data.

[0051] In a second configuration, a NULL-packet tool and/or methodology may be
configured to include a scheduled throughput test wherein NULL-data packets are transmitted
not in a 100ms burst to determine throughput, but rather at 100ms or 200ms or 300ms intervals
and scheduled using the DTIM intervals. Accordingly, a NULL-packet tool and/or methodology
may take steps to closely approximate real-time VoIP or Video applications, such as Skype™ or
FaceTime™, wherein packet deliveries are scheduled at delivery traffic indication message
(DTIM) intervals so as to minimize the battery consumption for mobile devices.

[0052] Thus, a NULL-packet tool and/or methodology on the AP could be used to run short
10s to 30s “rated-limited” traffic tests delivering a few packets at a scheduled rate to one or more
clients associated to that AP. The rate limiting could yield, for example, a 50 kbps throughput for
a Skype™ call, or a 350 kbps limit for a YouTube™ video.

[0053] The clients may be “informed” through beacon DTIM indications that they have
data, and are required to wake up to receive that data, but they would be delivered NULL-data
packets. This configuration may be used to measure the service level targets for these
applications, and verifies subsystems such as “smart” antennas, or “transmit beamforming”
systems, all of which behave differently for directed throughput tests than they do for periodic

tests.

11
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[0054] A NULL-packet tool and/or methodology NULL may be further enabled to calculate
a mean opinion score (MOS) with each client test as defined by the type of client, the unique
location in the cell, the RSSI, level, QoS setting, etc.

[0055] This second configuration has control inputs and outputs similar to those of the first
configuration. Although it may or may not preferred, as disclosed herein, the ability to employ
other special 802.11 MAC subtypes, including future reserved codes to be able to perform the
same functions, is contemplated.

[0056] The NULL-packet tool and/or methodology may be used in conjunction with
geo-location, whereby the collected SLA statistics are associated with accurate location
information of the client being tested. Including accurate geo-location information with the data
collected from each NULL-data packet traffic test enables accurate topographical maps of SLA
zones to be drawn. The data collected by each NULL-packet traffic test could then include
location data—Iatitude/longitude details on where the test was conducted so that SLA zones can
be mapped—such as “BE” (best effort), “DATA” (data traffic), and SLA (VoIP/Video SLA).
Simplistically, the regions would be different for each type of AP tested. Figure 5 provides an
example view of NULL~data packet SLA processed data with geo-location.

[0057] The NULL-packet tool may also be used to characterize high capacity venues such
as stadiums, and to determine the statistical throughput limits of the stadium for 2.4 GHz and
5 GHz operation. For example, the NULL-packet tool may be used to determine that a specific
stadium, which has been deployed for high capacity Wi-Fi, is capable of carrying a maximum
network (bowl) level throughput of 5800 Mbps. This is a useful application, as those skilled in
the art know that every data system has theoretical capacity limits, and the ability to test and
determine those capacity limits is important to the formalized acceptance testing of a network.
[0058] The RF-Survey command and NULL-data packet functionality may be used,
whether in conjunction or separately, to enable an operator to optimize the channels and
operation of all APs in the provider’s network.

[0059] “Service-level agreement” and “Wi-Fi” are usually not synonymous terms largely
because of concerns over unlicensed spectrum. Unlicensed/uncontrolled spectrum affects both
cell size and throughput. However, without a direct measurement of end user experience in
relation to a desired SLA target, a higher performance network cannot be built. Therefore, these

tools are needed to measure desired SLA targets so that network planning, more advanced APs,
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and new controller features will allow us to build the a higher performance network. Building
blocks will need to be characterized. For example, as illustrated in Figures 6a—6c¢, different APs
will achieve unique SLA coverage areas.

[0060] Referring now to Figure 7a, an example AP 702 may comprise a processor 712,
power supply 718, antenna 716, wired communication link 714, wireless connection
interface 722 (e.g., RF transceiver, RF front end, etc.), and data storage including, for example,
RAM 710 and ROM 708. As depicted in the figure, the AP 702 may communicate with a client
720 (e.g., a wireless device) using an over-the-air wireless link (e.g., via an 8§02.11 wireless link)
and with a server 726 via the wired communication link 714 over a network 724. The server 726
generally comprises a computer 728, such as a processor-based device, coupled to data storage
730.

[0061] The antenna 716 may be a traditional antenna or a smart antenna. The wired
connection 714 may be enabled to receive a packet having a sequence number N from the
server 726, and to communicate an ACKnowledgement packet to the server 726. The wireless
connection 722 may be enabled to wirelessly communicate the packet from the server 726 to a
client 720, via AP 702, and receive a wireless-ACK (e.g., 802.11 ACK) from the client 720
using, for example, a smart antenna 716 coupled to the wireless connection 722. In operation,
receipt of the wireless-ACK from the client 720 may be used by the AP 702 to trigger
communication of the ACKnowledgement packet to the server 726, thereby increasing
efficiency.

[0062] Referring now to Figure 7b, two identical APs 702a and 702b, as described in
Figure 7a, are illustrated in communication with one another and at least one client 720. As
illustrated, an AP 702a is not limited to wireless communication with a client 720, but rather AP
702a may wirelessly communicate with another AP 702b and/or a client 720. While APs 702a
and 702b are illustrated as being identical to the AP 702 of Figure 7a, they need not be in order
to communicate. In fact, data collected or created by the AP 702a may also be communicated to
another AP 702b, client 720 or any other device capable of wired or wireless communication. In
certain embodiments, AP 702a may even communicate with AP 702b or a client device 720
using a wired communication link 714a in addition to, or in lieu of, the antenna 716a and

wireless interface 722a.
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[0063] As illustrated in Figure 8, a packet, with non-zero byte length field, may be
transmitted from a radio (e.g., Access Point 702) to a remote client device (e.g., client 720) at
step 802. The transmitted packet may be an 802.11 NULL-packet, including, for example, an
IEEE 802.11a, or 802.11b, or 802.11g, or 802.11n, and/or 802.11ac NULL-packet. If the NULL-
packet is received at step 806, the client may ACKnowledge receipt by transmitting an
ACKnowledgement packet to the radio at step 806. If the NULL-packet is not received at
step 806, process may return to step 803 where the radio may re-transmit the packet to the client.
Once the client has ACKnowledged receipt of the packet at 806, the client may subsequently
discard the packet at step 808 by, for example, the remote client’s MAC layer.

[0064] Accordingly, as illustrated in Figure 9, a system 900 for improving signal reception
in an access point may comprise one or more client devices 720a, 720b, and 720n and at least
one access point 702. As illustrated, the access point 702 is communicatively coupled with one
or more client devices 720a, 720b, and 720n via, for example, a wireless link. Each of said client
devices 720a, 720b, and 720n may be configured to: (1) receive a packet having a non-zero byte
length field from the access point 702, such as a 802.11 NULL-packet 902; (2) transmit an
ACKnowledgement packet 904 to the access point 702 indicating that the NULL-packet 902 was
received by the client device; and (3) discard the packet having a non-zero byte length field after
transmitting the ACKnowledgement packet 906. For instance, the client device may discard the
packet having a non-zero byte length field via the client device MAC layer.

[0065] In operation, a traffic test, comprising of a sequence of zero-byte length field 802.11
NULL-packets, may be transmitted from a source radio (e.g., Access Point 702) to a destination
radio (e.g., client 720), which may be individually ACKnowledged by the destination radio to the
source radio, so that the source radio can derive statistics of throughput, PER, latency, and/or
spectrum busyness from the received packet ACKnowledgements. The sequence may comprise
zero-byte length field and/or non-zero-byte length field NULL-packets. Similarly, a traffic test,
comprising of a sequence of zero-byte length field 802.11 NULL-packets, may be transmitted
using 802.11n packet aggregation from a source radio to a destination radio. The sequence of
zero-byte length field 802.11 NULL-packets may be Block ACKnowledged by the destination
radio to the source radio, so that the source radio can derive statistics of throughput, PER,
latency, and/or spectrum busyness. Another traffic test, comprising of a sequence of zero-byte
length field 802.11 NULL-packets, transmitted using 802.11 MU-MIMO protocols with from a
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source radio to a plurality of destination radios, and which are individually block
ACKnowledged by the destination radios to the source radio, so that the source radio can derive
statistics of throughput, PER, latency, and/or spectrum busyness independently for the
application of MU-MIMO.

[0066] Indeed, a method for improving signal reception in an access point may comprise
the steps of: transmitting a zero-byte length 802.11 NULL-data packets to a client, wherein the
traffic test is initiated at a predetermined interval; receiving an 802.11 ACKnowledgement
packet from the client wherein the 802.11 ACKnowledgement packet indicates that the packet
was received by the client; and processing the ACKnowledgement statistics to determine at least
one of Mbps throughput, PER, packet latency, and/or spectrum busyness for the specific client
tested, where the NULL-packets may comprise zero-byte and/or non-zero-byte length packets.
The predetermined interval may be between .01 and 60 seconds, preferably between 10 and 40
seconds, and even more preferably approximately 20 seconds. In certain aspects, however, the
intervals may not be regular; rather, the interval may be variable.

[0067] Throughput of a network refers to the average rate of successful message delivery
over a communication channel. The throughput is usually measured in bits per second (bit/s or
bps), and sometimes in data packets per second or data packets per time slot. The PER refers to
the number of incorrectly received data packets divided by the total number of received packets.
In general, a packet is declared incorrect if at least one bit is erroneous. The expectation value of
the PER is denoted packet error probability, which for a data packet length of N bits can be
expressed as Equation 1. Assuming that the bit errors are independent of each other. For small bit
error probabilities, this is approximately Equation 2. Similar measurements can be carried out for

the transmission of frames, blocks, or symbols.
— A
Pp = 1 - (1 — Pe) (Equation 1)

Pp & pelN (Equation 2)

[0068] Network latency in a packet-switched network may be measured either one-way (the
time from the source sending a packet to the destination receiving it), or round-trip (the one-way
latency from source to destination plus the one-way latency from the destination back to the

source). A ping may also be used to measure round-trip latency. A ping does not perform packet
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processing, but rather sends a response back when the client receives a packet, (e.g., performs a
no-operation), thus it is a relatively accurate way of measuring latency.

[0069] Another method for improving signal reception in an access point may comprise the
steps of: transmitting a zero-byte length 802.11 aggregated NULL-data packets to a client,
wherein the traffic test is initiated at a predetermined interval; receiving an 802.11 Block
ACKnowledgement packet from the client wherein the 802.11 ACKnowledgement packet
indicates that the packet was received by the client; and processing the Block
ACKnowledgement statistics to determine at least one of Mbps throughput, PER, packet latency,
and/or spectrum busyness for the specific client tested, where the aggregated NULL-packets may
comprise zero-byte and/or non-zero-byte length packets.

[0070] A method for improving signal reception in an access point comprising the steps of:
transmitting a zero-byte length 802.11 NULL-data packets to a plurality of clients using
MU-MIMO, wherein the traffic test is initiated at a predetermined interval; receiving an 802.11
ACKnowledgement packet from each client wherein the 802.11 ACKnowledgement packet
indicates that the packet was received by the client; and processing the 802.11
ACKnowledgement statistics to determine at least one of Mbps throughput, PER, packet latency,
and/or spectrum busyness for the specific client tested, where the NULL-packets may comprise
zero-byte and/or non-zero-byte length packets.

[0071] A method for estimating the SLA or SLT of an AP or network of APs by
transmitting a plurality of zero-byte length or non-zero-byte length NULL-packets which are sent
individually, or using 802.11 packet aggregation, to a single client, or a plurality of clients, using
802.11 or using MU-MIMO, and where the ACKnowledgement packets are used to derive
network level statistics, where the packet statistics may be used by a SON algorithm to:
determine optimal channel selection; determine maximum theoretical throughput of a high
capacity venue, such as a stadium; and/or optimize the operation of a MU-MIMO scheduling
algorithm.

[0072] In certain aspects, the methods above may be used to collect at least one of Mbps,
RSSIL, QoS setting, data-packet length, number of packet transmissions, number of packet
retransmissions, transmitter efficiency, transmitter hold-off times, number of dropped packets,
and client type derived from the Ethernet MAC OUI. Moreover, in certain aspects, the methods

above may be selectively enabled and disabled by, for example, an operator. In other aspects, the
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methods above may be continuously operating as a background operation of an access point,
group of access points, or a complete network. The methods above may be used as a means of
continuous network monitoring, or as a method of comparative testing of a current software
release with a new software release to verify the anticipated improvements in network
performance.

[0073] The above-cited patents and patent publications are hereby incorporated by reference
in their entireties herein. Although various embodiments have been described with reference to a
particular arrangement of parts, features and the like, these are not intended to exhaust all
possible arrangements or features, and indeed many other embodiments, modifications, and
variations will be ascertainable to those of skill in the art. Thus, it is to be understood that the

invention may therefore be practiced otherwise than as specifically described above.
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What is claimed is:
Claim 1. A system for improving signal reception in an access point comprising:
a client device; and
an access point,
wherein the access point is communicatively coupled with the client device, the
client device being configured to:
(1) receive a packet having a non-zero byte length field from the access
point;
(2) transmit an ACKnowledgement packet to the access point indicating
that the packet was received by the client device; and
(3) discard the packet having a non-zero byte length field after
transmitting the ACKnowledgement packet.
Claim 2. The system of claim 1, wherein the client device discards the packet having a

non-zero byte length field via the client device MAC layer.

Claim 3. The system of claim 1, wherein the packet having a non-zero byte length field is
an 802.11 NULL-packet.

Claim 4. The system of claim 3, wherein the 802.11 NULL-packet is: (1) an IEEE 802.11a
NULL-packet; (2) an IEEE 802.11a NULL-packet; (3) an IEEE 802.11b NULL-packet; (4) an
IEEE 802.11g NULL-packet; (5) an IEEE 802.11n NULL-packet; or (6) an IEEE 802.11ac
NULL-packet.

Claim 5. A method for testing data traffic, method comprising:

transmitting a plurality of 802.11 NULL-packets from a source radio to a destination radio,
wherein said plurality of 802.11 NULL-packets comprises at least one zero-byte length field
802.11 NULL-packet;

receiving, from the destination radio, an ACKnowledgement packet for at least one of said
plurality of 802.11 NULL-packets; and

deriving statistics at the source radio using said ACKnowledgement packet.

18
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Claim 6. The method of claim 5, wherein said destination radio individually

ACKnowledges each of said plurality of 802.11 NULL-packets.

Claim 7. The method of claim 5, wherein said destination radio Block ACKnowledges two

or more of said plurality of 802.11 NULL-packets.

Claim 8. The method of claim 5, wherein said statistics relate to at least one of:

(1) throughput; (2) packet error rate; (3) latency; or (4) spectrum busyness.

Claim 9. The method of claim 5, wherein said plurality of 802.11 NULL-packets comprises
zero-byte length field NULL-packets and non-zero-byte length field NULL-packets.

Claim 10. The method of claim 5, wherein said one or more 802.11 NULL-packets are

transmitted using 802.11n packet aggregation.

Claim 11. The method of claim 5, wherein said one or more 802.11 NULL-packets are
transmitted to a plurality of destination radios using a 802.11 Multi-User Multiple-Input and
Multiple-Output protocol.

Claim 12. A method for improving signal reception in an access point, the method
comprising the steps of:
transmitting a plurality of 802.11 NULL-packets to a client,
wherein at least one of said plurality of 802.11 NULL-packets has a zero-byte
length, A
wherein a traffic test is initiated at a predetermined interval;
receiving an 802.11 ACKnowledgement packet from the client, wherein said 8§02.11
ACKnowledgement packet indicates that a 802.11 NULL-packet was received by the
client; and
using 802.11 ACKnowledgement statistics to determine at least one of: (1) Mbps
throughput, (2) packet error rate, (3) packet latency, or (4) spectrum busyness for a tested

client
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Claim 13. The method of claim 12, wherein said plurality of 802.11 NULL-packets
comprises zero-byte length field NULL-packets and non-zero-byte length field NULL-packets.

Claim 14. A method for improving signal reception in an access point, the method
comprising the steps of:
transmitting a plurality of 802.11 aggregated NULL-packets to a client,
wherein at least one of said plurality of 802.11 aggregated NULL-packets has a
zero-byte length,
wherein the traffic test is initiated at a predetermined interval;
receiving a 802.11 Block ACKnowledgement packet from the client wherein the
802.11 Block ACKnowledgement packet indicates that two or more 802.11
aggregated NULL-packets were received by the client; and
using 802.11 Block ACKnowledgement statistics to determine at least one of Mbps
throughput, packet error rate, packet latency, and/or spectrum busyness for the

specific client tested

Claim 15. The method of claim 14, wherein said plurality of 802.11 aggregated NULL-
packets comprises zero-byte length field NULL-packets and non-zero-byte length field NULL-
packets.

Claim 16. A method for improving signal reception in an access point, the method
comprising the steps of:
transmitting a plurality of 802.11 NULL-packets to a plurality of clients using a
Multi-User Multiple-Input and Multiple-Output protocol,
wherein at least one of said plurality of 802.11 NULL-packets has a zero-byte
length,
wherein the traffic test is initiated at a predetermined interval;
receiving an 802.11 ACKnowledgement packet from each client wherein the 8§02.11
ACKnowledgement packet indicates that a 802.11 NULL-packet was received by the

client; and
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using 802.11 ACKnowledgement statistics to determine at least one of: (1) Mbps

throughput; (2) packet error rate; (3) packet latency; or (4) spectrum busyness for the

specific client tested.
Claim 17. The method of claim 16, wherein said plurality of 802.11 NULL-packets
comprises both zero-byte length field NULL-packets and non-zero-byte length field NULL-
packets. |
Claim 18. The method of claim 16, wherein said plurality of 802.11 NULL-packets
comprises both aggregated zero-byte length field NULL-packets and non-zero-byte length field
NULL-packets.
Claim 19. A method for estimating the SLA or SLT of one or more Access Points, the method
comprising the steps of:

transmitting a plurality of NULL-packets to one or more clients using an 802.11 or
using Multi-User Multiple-Input and Multiple-Output protocol;

receiving a plurality of ACKnowledgement packets; and

using said plurality of ACKnowledgement packets to derive network level statistics.
Claim 20. The method of claim 19, wherein said network level statistics are used by a SON
algorithm to determine optimal channel selection,
Claim 21. The method of claim 19, wherein said network level statistics are used to
determine maximum theoretical throughput of a high capacity venue, such as a stadium.
Claim 22. The method of claim 19, wherein said network level statistics are used to optimize

the operation of a Multi-User Multiple-Input and Multiple-Output scheduling algorithm.
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Valid type and subtype combinations
i ot afﬁm et by Subtype description
00 Manzgement GOo0 Association request
0o Management COoRl Association response
40 Mansgement G010 Ragssociation request
00 Mansgement 4ol Reassocistion response
00 Mansgement G100 Probe request
o0 Mansgement G101 Probe rssponse
00 Mamagemen: 2110-0111 Reserved
Ly Mansgement 1650 Begcon
Uy Massgement 001 Asmouncement waffic indication messages (AT
OG Mansgement 1010 Disassociation
oy Mamagemen? 1011 Andeatcanon
o0 Mansgeman 1160 Danthentication
Ly Mansgement 11631111 Reserved
a1 Control SOUD-1003 Raserved
ai Control 010 Power Seve [PS)-Poll
41 Conol 0613 Feqguest To Send (RTS)
a1 Control 1100 Cles To Send (CT%)
01 Coonpl 1108 Acknowledgment (ACE)
] Contral 1110 Contention-Free {{F-End
i Coutrol 11k {F-Zad + CF-Ack
i Dam Qoeh Data
34 Dats 3001 Data + CF-Ack
i0 Daw G010 Draes - CF-Poll
i Daw 3013 Digrs ~ CF-Ack + {F-Poil
ig Dats CIoh Pl fmction {ao damad
ih Do G141 CF-ACk {(no danas
0 Do 4110 CF-Boll (ne daw)
10 Dats 11l CF-Ack + CF-Poll {zo dats)
Ry Data 1600-1111 Reserved
i1 Reserved LO00-31111 Raserved
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