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(57) ABSTRACT 

The invention refers to a method for provisioning of a net 
work access for a mobile communication device having at 
least one communication interface. A mobile communication 
device comprising a secure payment application in a secure 
environment is provided. Network access from a network 
operator with the mobile communication device is requested. 
A payment to the network operator for the requested network 
access using the secure payment application is conducted. A 
network access application from the network operator is 
downloaded and the network access application in the secure 
environment of the mobile communication device is stored 
wherein the network access application is used for an authen 
tication of the mobile communication device to the mobile 
network. 
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METHOD FOR PROVISIONING OFA 
NETWORKACCESS FOR AMOBILE 

COMMUNICATION DEVICE USING THE 
MOBILE COMMUNICATION DEVICE 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The invention relates to a method for provisioning of a 

network access to a mobile communication device having at 
least one communication interface. 

2. Related Art 
Mobile communication devices like cell phones, comput 

ers, notebooks, game pads, watches and so on need a Sub 
Scription identity information to gain access to a communi 
cation network. Typically, this Subscription identity 
information is stored in a so-called subscriber identity mod 
ule (SIM). Each SIM comprises a tamper-resistant circuit 
module, commonly embodied in a small, card-like form fac 
tor, where the circuit modules stores credential information 
for a specific network operator of the communication net 
work. As a consequence, the user of the mobile communica 
tion device is tied to a particular network operator by virtue of 
the programmed SIM. To make the mobile communication 
device operational, a network operator marks that SIM as 
active in one or more Subscriber databases. 
A disadvantage of this procedure is that the user of the 

mobile communication device is bound to one specific opera 
tor once the SIM is activated. I.e., a dynamic Switching 
between different operators depending on parameters like 
tariff, network bandwidth, networkavailability and so on, and 
is only possible by a handover triggered manually by an 
operator of the communication network to which the mobile 
communication device is bound. WO-publication 2009/ 
098.130 A2 discloses a method to facilitate an over-the-air 
activation of mobile devices through the use of preliminary 
Subscription identity information maintained in centralized 
device directory that are accessible by a network operator. 
The communication devices are preconfigured by their manu 
facturers to use preliminary access credentials to gain tempo 
rary network access for downloading Subscription creden 
tials. The network operator which is issuing the Subscription 
credentials can verify that individual devices requesting cre 
dentials are trusted. The preliminary credential stored in a 
secure processing module of the mobile communication 
device will be replaced by a final credential which is to be 
stored in the secure processing module, too. 
The method disclosed simplifies manufacturing, sales and 

the registration of mobile communication devices with regard 
to secure over-the-air provisioning. Furthermore, security is 
enhanced since the number of actors being responsible for the 
operation of many of the involved steps is reduced. However, 
the method disclosed in WO 2009/098.130A2 may enable an 
automated provisioning process. However, the mobile com 
munication device is bound to one specific operator. As a 
result, dynamic Switching between different operators is not 
Supported by the method according to the prior art. 

It is therefore an object of the present invention to provide 
a method for provisioning of a network access for a mobile 
communication device which allows the user of the mobile 
communication device to choose a network access more flex 
ibly. 

SUMMARY OF THE DISCLOSURE 

The invention Suggests a method for provisioning of net 
work access for a mobile communication device having at 
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2 
least one communication interface. The method comprises 
the steps of providing a mobile communication device com 
prising a secure payment application in a secure environment; 
requesting network access from a network operator with the 
mobile communication device; conducting a payment to the 
network operator for the requested network access using the 
secure payment application; and downloading a network 
access application from the network operator and storing the 
network access application in the secure environment of the 
mobile communication device wherein the network access 
application is used for an authentication of the mobile com 
munication device to the mobile network. 
With the invention, the user of the mobile communication 

device is able to select on demand at any time a mobile 
operator which fits best for his or her needs. The only require 
ment to be able to select on demand one of a number of 
network operators (each of them being responsible for differ 
ent communication networks) is that the mobile communica 
tion device is equipped with a payment functionality. With the 
help of this payment functionality it is possible to pay the 
network operator of the desired network for the access to this 
network. 
To provide a secure access system the access application 

which is necessary for an authentication of the mobile com 
munication device to the mobile network is stored in the 
secure environment of the mobile communication device. 
Without the network access application the mobile commu 
nication device would not be able to connect to and access a 
desired network. 

It is to be noted that it is possible that network access may 
be requested from different network operators being assigned 
to different communication networks in parallel. In this way 
the user of the mobile communication device is able to switch 
between different communication networks at any time. 
Especially, the user of the mobile communication device can 
choose the communication network which fits best for his or 
her needs. 
The steps of requesting network access, conducting a pay 

ment to the network operator and downloading a network 
access application can be executed via an unsecured commu 
nication channel. However, it is preferred if the communica 
tion between the mobile communication device and the net 
work operator is made via a secured communication channel 
during the “purchase' of the network access. 

In a preferred embodiment a network access of the mobile 
communication device is granted as long as the network 
access application is stored in the secured environment. This 
enables the user of the mobile communication device that a 
repeated access to a network is possible with one “purchase' 
of a network access. 

According to a further preferred embodiment the network 
access application is temporarily stored in the secure envi 
ronment. With this embodiment the resources of the secure 
environment of the mobile communication device can be kept 
low. Temporarily storing of the network access application in 
the secure environment ensures that only valid or used net 
work access applications are stored within the mobile com 
munication device. 

According to a further preferred embodiment the duration 
of storage or validity of the network access application is 
dependent on at least one parameter described by the network 
operator. The duration of storage or validity of the network 
access application for example may be the longer the more the 
user of the mobile communication device pays for the net 
work access application. However, the duration of storage or 
validity of the network access application can be specified by 
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the network operator according to technical facts like the 
bandwidth, the kind of the communication network, and other 
variable parameters. 

According to a further preferred embodiment downloading 
the network access application comprises downloading an 
authentication key and/or an authentication algorithm of the 
mobile network to be accessed. The authentication key and/or 
the authentication algorithm may be received from the net 
work operator directly or a specific component of the network 
to be accessed or any other service entity. 

According to a further embodiment the authentication key 
and/or the authentication algorithm in the secure environment 
of the mobile communication device are invalidated or 
deleted after having reached in invalidation time and/or date. 
To prevent an access to a network after a default time it is 
additionally or alternatively possible that the authentication 
key is invalidated or deleted in the accessed network after 
reaching an invalidation time and/or date. To make the access 
to a specific network impossible it is sufficient to invalidate or 
delete the authentication key of the network access applica 
tion. In contrast, the authentication algorithm could stay 
stored in the mobile communication device. If the user of the 
mobile communication device wants to access the network 
again after the invalidation of the authentication key he could 
pay for further access and just receive the authentication key. 
The authentication key then can be processed by the authen 
tication-algorithm to again get an access to the network. In 
this embodiment the amount of data to be exchanged between 
the mobile communication device and the network operator 
could be reduced. 

According to a further preferred embodiment the requested 
network can be chosen freely from a user of the mobile 
communication device. 

In a further preferred embodiment conducting the payment 
to the network operator for the requested network access 
requires the following steps: receiving a personal identifica 
tion number which is to be input in the mobile communication 
device by its user, Verifying the personal identification num 
ber through the mobile communication device; in case that 
the verifying process is successful paying the network opera 
tor. Generally, the way the payment is made is not relevant for 
the invention. However, paying the operator could be made by 
transferring a credit card number of the user which is stored in 
the secure environment of the mobile communication device. 
Otherwise, the payment could be made by electronic cash or 
in any other way. In principle, payment is possible with pre 
paid or post-paid mechanisms or an electronic purse. 

In one alternative conducting the payment to the network 
operator for the requested network access comprises a direct 
communication and payment, respectively, to the network 
operator. In a second alternative conducting the payment to 
the network operator for the requested network access com 
prises an indirect payment to the network operator via a 
communication with a third party payment provider. 

According to a further preferred embodiment, the secure 
payment application is permanently stored in the secure envi 
ronment. It is preferred that the secure payment application is 
a reliable, widely accepted payment mechanism to enable the 
“purchase' of network access to a specific network. 

DESCRIPTION OF THE DRAWINGS 

The invention will be described by reference to the figures. 
FIG. 1 shows the basic components of a mobile communi 

cation system executing the method according to the inven 
tion. 
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4 
FIG. 2 shows the functionality of the method according to 

the invention by way of the communication procedure 
between the components involved. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS OF THE INVENTION 

FIG. 1 shows the components involved for executing the 
method for provisioning of a network access for a mobile 
communication device 10. Besides the mobile communica 
tion device 10 seeking for network access a network operator 
20, a communication network 30 and an optional third party 
payment provider 40 are shown. 
The mobile communication device 10 can be a mobile cell 

phone, a notebook, a netbook, a game pad, a watch and so on. 
The mobile communication device 10 comprises at least one 
communication interface. The communication interface(s) 
could be of any type. For example, the communication inter 
face could be a GSM (global system for mobile communica 
tion)-interface, a UMTS (universal mobile telecommunica 
tion system)-interface, a WLAN (wireless local area 
network)-interface, and so on. 
As prior art communication devices the mobile communi 

cation device 10 is able to exchange data with a number of 
communication networks each of them being under the con 
trol of a specific provider or operator. In FIG. 1 only one 
communication network 30 of all possible accessible com 
munication networks is illustrated by way of example. It is to 
be noted that the communication technology of the commu 
nication network 30 is not relevant for the invention. The 
network operator 20 represents an entity which is responsible 
for an authentication of each mobile communication device 
gaining for access to the communication network 30. 

While prior art mobile communication devices are bound 
to one specific operator, the mobile communication device 
according to the invention is adapted to freely choose the 
communication network the user of the communication 
device wants to have access. 
The communication device 10 therefore comprises an 

unsecured environment 11 with an unsecure operating system 
and a secure environment 12. The secure environment 12 may 
be based on ARM’s(R Trustzone(R) technology. The Trust 
Zone is depicted with reference numeral 13. Within the hard 
ware components of the Trust Zone 13 a secure operation 
system like MobiCore(R) may be implemented. The MobiCore 
security is based on the principle of isolation. This is realized 
by the combination of ARM TrustZone hardware and Mobi 
Core software. The main processor of Trust Zone 13 is 
enhanced by an additional secure execution mode which is 
called the TrustZone secure world. MobiCore is the secure 
operating system and is responsible for program execution 
within this secure environment. As a result, all data processed 
in the secure environment are strictly isolated from data pro 
cessed in the unsecure environment. 

Secure applications 15, 16, 17 running within the secure 
operating system MobiCore 14 are known as trustlets. They 
are protected from data leakage or malicious intrusion via 
unsecure environment applications. Moreover, the Secure 
applications 15, 16, 17 are separated from each other. This 
ensures that erroneous or malicious code can never influence 
a secure application 15, 16, 17 running on the secure operat 
ing system 14. It is to be noted that the number of secure 
applications can differ from the illustrated three secure appli 
cations 15, 16, 17, but will be never less than two. 
The secure application 15 is a permanent payment trustlet 

which is required for the provisioning of a network access to 
a desired communication network (here communication net 
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work 30). The payment trustlet 15 provides a payment func 
tionality of any kind. The payment functionality can be pre 
paid, post-paid or an electronic purse. The payment 
functionality furthermore can make use of credit cards. With 
help of this payment functionality the user of the mobile 
communication device 10 is able to select on demand the 
network provider which is preferred for the moment. 
The control of different services provided by different 

communication networks is made with the help of the secure 
applications 16, 17 which can be stored in the secure envi 
ronment 12 and will be executed by the secure operating 
system 14. The payment application 15 (also referred to pay 
ment trustlet) is the root for activating them. All other appli 
cations or trustlets are dynamically deployed depending on 
the services the user of the mobile communication device 10 
wants to wish. 

Referring to FIG. 2 the communication path between the 
mobile device 10 requesting network access from the network 
operator 20 is illustrated. Furthermore, as an optional com 
ponent, the payment provider 40 may be involved in this 
communication, too. 

In a first step S1 the mobile device 10 requests for connec 
tivity to the network operator 20 of communication network 
30 the mobile device 10 wants to connect to. As an answer to 
this request for connectivity the network operator 20 trans 
mits a payment request to the mobile device 10 (cf. step S2). 
The mobile device 10 processes this payment request and 
makes a confirmation of payment (step S3). For conducting 
the payment to the network operator one of the two illustrated 
alternatives may be chosen. In step S4a and step S4b of the 
first alternative an indirect payment via the payment provider 
40 is chosen. In the second alternative (cf. step S4c) a direct 
payment from the mobile device 10 to the network operator 
20 is performed. Releasing the payment functionality could 
be made dependent from a correctly identified personal iden 
tification number which is to be input by the user of the 
mobile communication device 10 in case he wants to request 
a network access. In the first alternative with the indirect 
payment via the payment provider 40, payment could be 
made with an authentication between the mobile device 10 
and the payment provider 40. In case of a positive authenti 
cation the payment provider 40 makes an issuing of payment 
(step S4b). In the second alternative of the direct payment 
(step S4C) for example a credit card number of the device's 
user can be transferred from a memory of the payment appli 
cation 15 to the network operator 20 directly. 

After having received payment information the network 
operator 20 deploys a network access application which is 
called network connectivity trustlet. This network connectiv 
ity trustlet comprises an authentication key and an authenti 
cation algorithm. The network connectivity trustlet is stored 
as a secure application 16. The authentication key and/or the 
authentication algorithm of the network connectivity trustlet 
may be temporarily stored in the secure environment 12. The 
duration of storage of validity of the network connectivity 
trustlet can be made dependent on at least one parameter 
prescribed by the network operator. One of these parameters 
may be the amount of payment and/or the bought bandwidth 
and/or a bought time and so on. 

After having loaded the network connectivity trustlet 16 
into the secured environment 12 of the mobile communica 
tion device 10 the mobile device 10 can access the network30 
via the network operator 20 (cf. step S6). The network con 
nectivity trustlet is used for an authentication of the mobile 
communication device to the network operator. 
The authentication of the mobile communication device 10 

to the mobile network 30 is only possible as long as the 
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6 
network connectivity trustlet is valid and/or is stored in the 
secure environment 12. After the expiration date of the net 
work connectivity trustlet has been reached at least the 
authentication key can be invalidated in a database of the 
network operator 20 and also the corresponding secure appli 
cation 16 containing the authentication key and the authenti 
cation algorithm may be deleted and/or made invalid. 

Since the secure environment 12 of the mobile communi 
cation device 10 separates the individual secure applications 
15, 16, 17 from each other it is possible that the user of the 
mobile communication device 10 loads a number of network 
connectivity trustlets being assigned to different communi 
cation networks into the secure environment 12 in parallel. In 
this case the user of the mobile communication device can 
switch between different communication networks. 

In the example above, the additional security offered by the 
secure environment 12 of the mobile communication device 
10 increases the flexibility of the mobile device. Different 
distribution channels of future mobile devices are taken into 
account. The network operator of a communication network 
is only one communication channel among others. Therefore, 
a connectivity using a specific communication interface of the 
mobile device is no longer a default feature and can be 
requested on demand. The only prerequisite for this is a 
reliable, widely accepted payment mechanism on the mobile 
device. 

In contrast to prior art applications using the secure envi 
ronment of a mobile device 10 is more flexible compared to 
storing of network connectivity information in a SIM-card. 
Storing of network connectivity information in a SIM leads to 
the result that every action concerning the network connec 
tivity requires the consent of the provider of the communica 
tion network. The security environment based solution is 
more flexible. Even after authentication between the mobile 
communication device and the network operator further ser 
vices can be paid and loaded onto the mobile device (either in 
the secure or the unsecure environment). 
The invention claim is: 
1. A method for provisioning network access for a mobile 

communication device having at least one communication 
interface, comprising: 

providing a mobile communication device comprising a 
secure environment having a secure operating system 
and an unsecure environment having an unsecure oper 
ating system, wherein said secure environment com 
prises a secure payment application; 

requesting communication network access from a network 
operator with the mobile communication device for the 
mobile communication device; 

processing a payment to the network operator for the 
requested communication network access by the mobile 
communication device using the secure payment appli 
cation executed in the secure environment by the secure 
operating system of the mobile communication device; 

downloading a communication network access application 
from the network operator and storing the communica 
tion network access application in the secure environ 
ment of the mobile communication device and using the 
communication network access application executed in 
the secure environment by the secure operating system 
for an authentication of the mobile communication 
device to a mobile communication network, 
wherein separate communication network access appli 

cations are downloaded for different communication 
networks so that the mobile communication device is 
able to switch between the different communication 
networks, 
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wherein downloading the communication network 
access application comprises downloading an authen 
tication key and/or an authentication algorithm of the 
communication network to be accessed, 

wherein the authentication key and/or the authentication 
algorithm in the secure environment of the mobile 
communication device are invalidated or deleted after 
having reached an invalidation time and/or date, and 

wherein the communication networks are cellular net 
works. 

2. A method for provisioning network access for a mobile 
communication device having at least one communication 
interface, comprising: 

providing a mobile communication device comprising a 
secure environment having a secure operating system 
and an unsecure environment having an unsecure oper 
ating system, wherein said secure environment com 
prises a secure payment application; 

requesting communication network access from a network 
operator with the mobile communication device for the 
mobile communication device; 

processing a payment to the network operator for the 
requested communication network access by the mobile 
communication device using the secure payment appli 
cation executed in the secure environment by the secure 
operating system of the mobile communication device; 

downloading a communication network access application 
from the network operator and storing the communica 
tion network access application in the secure environ 
ment of the mobile communication device and using the 
communication network access application executed in 
the secure environment by the secure operating system 
for an authentication of the mobile communication 
device to a mobile communication network, 
further comprising a step of downloading another com 

munication network access application, 
wherein downloading the communication network 

access application comprises downloading an authen 
tication key and/or an authentication algorithm of the 
communication network to be accessed, 

wherein the authentication key and/or the authentication 
algorithm in the secure environment of the mobile 
communication device are invalidated or deleted after 
having reached an invalidation time and/or date, and 

wherein the communication network is a cellular net 
work. 

3. The method according to claim 2, including granting a 
network access of the mobile communication device to the 
respective communication network as long as the respective 
communication network access application is stored in the 
secure environment. 

4. The method according to claim 2, including temporarily 
storing the communication network access application in the 
secure environment. 

5. The method according to claim 2, wherein the duration 
of storage or validity of the communication network access 
application is dependent on at least one parameter prescribed 
by the respective network operator. 

6. The method according to claim 2, wherein the authenti 
cation key is invalidated or deleted in the accessed network 
after having reached an invalidation time and/or date. 

7. The method according to claim 2, wherein the requested 
communication network is freely selectible from a user of the 
mobile communication device. 

8. The method according to claim 2, wherein the payment 
to the network operator for the requested communication 
network access is processed by: 
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receiving a personal identification number which is to be 

input in the mobile communication device by its user; 
verifying the personal identification number through the 

mobile communication device; 
in case that the verifying process is successful, paying the 

network operator. 
9. The method according to claim 8, wherein processing 

the payment to the network operator for the requested net 
work access includes using a direct communication and pay 
ment, respectively, to the network operator. 

10. The method according to claim 8, including processing 
the payment to the network operator for the requested com 
munication network access using an indirect payment to the 
network operator via a communication with a third party 
payment provider. 

11. The method according to claim 2, wherein the secure 
payment application is permanently stored in the secure envi 
rOnment. 

12. The method according to claim 2, wherein said another 
communication network access application is stored in the 
secure environment of the mobile communication device. 

13. The method according to claim 12, wherein said 
another communication network access application is 
executed in the secure environment. 

14. The method according to claim 13, wherein said mobile 
communication device is authenticated to another mobile 
communication network. 

15. The method according to claim 14, wherein said mobile 
communication device is switchable between said mobile 
communication network and said another mobile communi 
cation network. 

16. A method for provisioning network access for a mobile 
communication device having at least one communication 
interface, comprising: 

providing a mobile communication device comprising a 
secure environment having a secure operating system 
and an unsecure environment having an unsecure oper 
ating system, wherein said secure environment com 
prises a secure payment application; 

requesting communication network access from a network 
operator with the mobile communication device for the 
mobile communication device; 

processing a payment to the network operator for the 
requested communication network access by the mobile 
communication device using the secure payment appli 
cation executed in the secure environment by the secure 
operating system of the mobile communication device; 

downloading a communication network access application 
from the network operator and storing the communica 
tion network access application in the secure environ 
ment of the mobile communication device and using the 
communication network access application executed in 
the secure environment by the secure operating system 
for an authentication of the mobile communication 
device to a mobile communication network; 

requesting communication network access from another 
network operator with the mobile communication 
device for the mobile communication device; 

processing a payment to the another network operator for 
the requested communication network access by the 
mobile communication device using the secure payment 
application executed in the secure environment by the 
secure operating system of the mobile communication 
device; and 

downloading a another communication network access 
application from the another network operator and stor 
ing the another communication network access applica 
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tion in the secure environment for access to another 
mobile communication network 
wherein downloading the communication network 

access application from the network operator com 
prises downloading an authentication key and/or an 5 
authentication algorithm of the communication net 
work to be accessed, and 

wherein the authentication key and/or the authentication 
algorithm in the secure environment of the mobile 
communication device are invalidated or deleted after 10 
having reached an invalidation time and/or date. 
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