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DATA STORAGE SYSTEMS

FIELD OF THE INVENTION

The invention relates to data storage and in particular to data storage systems and services

that store data across a plurality of servers.
BACKGROUND OF THE INVENTION

As companies rely more and more on e-commerce, online transaction processing, and
databases, the amount of information that needs to be managed and stored can intimidate even

the most seasoned of network managers.

While servers do a good job of storing data, their capacity is limited, and they can become
a bottleneck if too many users try to access the same information. Instead, most companies
rely on peripheral storage devices such as tape libraries, RAID disks, and even optical storage
systems. These storage devices are effective for backing up data online and storing large
amounts of information. By hanging a number of such devices off of a server, a network
administrator can create a server farm that can store a substantial amount of data for the

enterprise.

Sophisticated storage technologies, such as RAID, provide differentiated classes of
storage. These storage classes may differ in regard to performance, reliability, error detection
and other factors. The different storage classes allow the system administrator to store

different types of data with different classes of storage.

Although existing systems can work quite well, they generally employ separate storage
devices for each class of service. Thus, one storage device can be set to a certain level of
performance, such as RAID Level 0, and this device (or devices) can store the appropriate data,
such as Photoshop temporary files. Thus, these systems require dedicated devices for the

different classes of storage.

As server farms increase in size, and as companies rely more heavily on data-intensive
applications such as multimedia, this traditional storage model is not quite as useful. This is
because access to these peripheral devices can be slow, and it might not always be possible for

every user to easily and transparently access each storage device.

Recently, a number of vendors have been developing Storage Area Network (SAN).

SANs provide more options for network storage, including much faster access than the
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peripheral devices that operate as Network Attached Storage (NAS) and SANs further provide

flexibility to create separate networks to handle large volumes of data.

A SAN is a high-speed special-purpose network or subnetwork that interconnects different
kinds of data storage devices with associated data servers on behalf of a larger network of
users. Typically, a storage area network is part of the overall network of computing resources
for an enterprise. A SAN is usually clustered in close proximity to other computing resources
such as IBM S5/390 mainframes but may also extend to remote locations for backup and
archival storage, using wide area network carrier technologies such as ATM or Synchronous
Optical Networks. A SAN can use existing communication technology such as optical fiber
ESCON or Fibre Channel technology.

SANSs support disk mirroring, backup and restore, archival and retrieval of archived data,
data migration from one storage device to another, and the sharing of data among different
servers in a network. SANs can incorporate subnetworks with network-attached storage

systems.

Although SANs hold much promise, they face a significant challenge. Bluntly, consumers
expect a lot of their data storage systems. Specifically, consumers demand that SANs provide
network type scalability, service and flexibility, while at the same time providing data access at
speeds that compete with server farms. This can be quite a challenge, particularly in
environments where the dynamics of client data usage vary greatly and tend to change over
time. For example, the speed at which a storage system can respond to a client demand,
depends at least in part on the resources available on the server that is processing the request.
However, client requests for data can be bursty and can tend to request certain portions of the
stored data much more frequently than some of the other data. Moreover, client requests can
follow patterns where certain portions of the stored data are commonly, although not always,

requested along with other portions of the stored data.

In enterprise storage systems, different techniques have been developed to deal with the
fact that certain portions of the stored data are requested more frequently than other portions.
Further, striping techniques have been developed to allow enterprise storage systems to form
patterns of data blocks that are more efficiently read from the disk storage devices. However,
these techniques are readily implemented on the typical enterprise storage system by modifying
the gateway or switch to monitor client requests and control how data is stored on the
underlying storage media. For storage area networks such techniques can also be employed,
however they force the SAN to use a gateway or switch architecture, and this can reduce the

speed at which client requests can be performed.
2
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Another approach is “storage virtualization” where an intermediary device is placed
between the client and the servers, with the intermediary device providing the request routing.
None of the servers is hereby aware that it is providing only a portion of the entire partitioned

service. Adding the intermediary device adds complexity to the system.

Accordingly, it would therefore be desirable to allows a client to contact any server in a
multi-server environment and to access resources distributed with a reduced reliance on an
intermediary device or server. It would also be desirable to provide a method and system that
allows storage are network to control how data is stored and managed on the systems without
requiring a gateway to monitor all incoming request traffic. It would be furthermore desirable
to provide storage systems with differentiated classes of storage without requiring class-

dedicated storage devices.
SUMMARY OF THE INVENTION

In one practice, the systems and methods described herein include systems for providing a
block level data storage service. More particularly, the systems and methods of the invention
provide a block level data storage service that may be employed with a server system that
partitions the block storage service across a plurality of equivalent servers. A system of
equivalents servers will be understood to encompass, but not be limited to, systems comprised
of a plurality of equivalent servers wherein each of the equivalent servers presents a similar
interface to a client and each equivalent server presents the same response to the same request
from the client. The systems and methods described herein may be applied to different
applications and are not limited to any particular application, however, for the purpose of
clarity, the systems and methods described herein will be described with reference to a block
level data storage application wherein a plurality of data blocks are stored on a block data
volume that is partitioned across a plurality of storage devices with different portions of the

data volume being associated with different equivalent servers on the system.

As further described herein, the server system optionally employs an adaptive storage
block data distribution process for distributing blocks of data across the different partitions of
the data volume. To this end, each equivalent server includes a routing table, a data mover
process and a request monitor process. The request monitor process is capable of monitoring
requests made to the server from the one or more clients that are accessing the system. The
request may be associated with data blocks stored on a partition or somewhere on the volume.
The request monitor can monitor the different requests that clients make to the associated
server. Additionally, the request monitor may communicate with other request monitor

processes running on the different equivalent servers on the system. In this way, the request
3



10

15

20

25

30

WO 2004/066277 PCT/US2004/001432

monitor can generate a global view of the requests being forwarded by clients to the partitioned
block data storage system. By sharing this information, each equivalent server may, through
its associated request monitor process, develop a global understanding of the requests being

serviced by the block data storage system.

Once this global understanding of the request traffic being handled by the block data
storage system is developed, each equivalent server may then employ its data mover process to
move data blocks, or the responsibility for different data blocks, from one server to another
different server. In one embodiment, each data mover process employs the global request data
to determine distributions of data blocks that provide‘for more efficient service to a requesting
client, more efficient allocation of resources, or in some other way improves the performance,

reliability, or some other characteristic of the block data storage system.

In one particular embodiment, each data mover process is capable of communicating with
another data mover process for the purpose of allowing the data mover processes of different
servers to communicate when data blocks are being moved from one server to another different
server. For example, in one embodiment, for the purpose of increasing reliability of data
transfer, the data mover processes on the different equivalent servers can employ a transaction
mechanism that monitors the transfer of data blocks from one server to the other and verifies

when the block data transfer is complete and whether or not the entire transfer was successful.

To maintain an understanding of the location of the different data blocks across the
different partitions of a volume and across the different volumes maintained by the data block
storage system, each equivalent server maintains a routing table. To this end, each equivalent
server includes a routing table process that tracks the different data blocks being stored on the
block data storage system and the particular equivalent server that is responsible for each data
block. In one embodiment, the routing table processes of the equivalent servers are capable of
communicating with each other for the purpose of having each equivalent server maintain a
routing table that provides a complete, system-wide database of the different data blocks
maintained by the block data storage system and the equivalent servers that are associated with

these different data blocks.

In accordance with this practice of the invention, the invention provides, infer alia,
methods, computer program products, and systems for allowing a plurality of servers to
provide coherent support for incoming requests for services or resources. To this end, the
systems and methods described herein distribute, organize and maintain resources across a
plurality of services. In one preferred embodiment, the servers are truly equivalent in that they

each can respond to an incoming request in the same manner. Thus, each server appears
4
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equivalent to clients that are requesting access to resources maintained on the system.

In one embodiment, the routing tables also store group membership information indicating
the groups to which a server is a member. The routing table may be updated as necessary to
reflect changes in group membership due to additions, removals, or temporary unavailability of
the various servers that make up the group. When changes have propagated through the server

group, all relevant routing tables at each server will contain identical information.

When a server receives a resource request, it uses the relevant routing table to identify
which group member should actually hold the resource object or a part of the resource object.
The request may then be serviced by laterally accessing the desired data object from the correct

server without making expensive query-response transactions over the network.

In onother practice of the invention, a process responds to client requests by detecting a
request from a client for access to a resource and by establishing a connection for
communicating with the client. The process then identifies a server available for servicing the
detected request, and determines whether state information is associated with the connection.
The process then grants the identified server access to the state information and allows the
identified server to create and transmit a response to the client, also allowing the identified

server to update the state information.

In another practice of the invention, a system provides services over a data network,
wherein the system includes a process for detecting a request from a client for access to a
resource and for establishing a communication connection with the client, a server
identification process for identifying a server associated with the requested resource, a request
router for forwarding the detected request to an identified server, and a socket server for
allowing distributed access to state information associated with the communication connection,

whereby the identified server may access the state information for responding to the client.

According to yet another practice of the invention, a server for access to a distributed
service over a data network includes a listening thread for detecting a request from a client for
access to a service and for establishing a communication connection with the client, wherein
the communication connection has state information associated therewith. The server further
includes a resource management process for maintaining a list of available servers capable of
servicing the detected request, a request router for forwarding the detected request to an
identified server, and a connection data server for allowing distributed access to state
information associated with the communication connection, whereby the identified server may

access the state information for responding to the client.
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According to another practice of the invention, a socket server is provided for allowing
a plurality of servers supporting a partitioned resource to respond to a detected request from a
client includes a file process, responsive to the detected request, for creating a data file
associated with a communication channel opened for communicating with the client and for
maintaining state information, a control process for detecting requests from the plurality of
servers to access the data file and for controlling access to the data file to grant at least one of
the plurality of servers access to the state information, and a file write process for allowing one

of the plurality of servers to update the state information stored in the created file.

Additional embodiments of the invention may include one or more of the following
features. The state information may be stored in a memory. An interlock process may be used
to control access to a file containing the state information, and the identified server may update
the state information by writing to a file. The interlock process may limit access to the file
containing the state information to one server at a time and may include a listening thread for
detecting requests from a client, for example, to a distributed service. The communication
connection may be implemented as a HTTP, FTP, iSCSI, NFS and/or CIFS communication
protocol. The state information may include IP addresses, TCP sequence numbers and/or iSCSI

sequence numbers, and may be associated with layers in a network stack.

In another yet practice of the invention, a block level data storage service provides
differentiated pools of storage on a single storage device. To this end, the systems and
methods described herein leverage the different performance characteristics across the logical
block name (LBN) space of the storage device (or devices). These different performance

characteristics may be exploited to support two or more classes of storage on a single device.

More particularly, the systems and methods described herein include, in one aspect,
systems for providing differentiated classes of storage. Such systems may comprise a storage
device having a plurality of storage locations and a logical block name space for organizing the
storage locations. A performance process may partition the storage locations into a plurality of
regions that provide different levels of performance, and a mapping process may map the
partitioned portions of the storage locations to a selected section of the logical block name

space.

In certain embodiments, the performance process separates the plurality of storage
locations into a plurality of categories being associated with a different level of service, which
for example may be associated with a different RAID level of performance. However, those of
skill in the art will know that other types of differentiated storage, other than RAID, may be

employed, including storage systems that distinguish between media employed, cost and other
6
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features or parameters. Moreover, in some embodiments the underlying storage device is a
single storage medium, although optionally, the mapping process may create multiple storage
volumes at a selected level of performance, and the multiple storage volumes may be

associated with one or more storage devices.

Optionally, the system may further comprise a load balancing mover process for
moving data between different portions of the logical block name space. The load balancing
mover process may include an adaptive data placement process for moving data between
storage pools to thereby improve system performance. Further, an admin process may allow an
administrator to move data between different storage pools. These systems may move, store
and access data blocks and to this end may move data blocks that are organized as files,
including files having a directory structure and hierarchy to provide a file system service. In
alternate embodiments, the systems may include a process for providing a storage volume

service.

In another embodiment, the systems provide storage systems supporting differentiated
classes of storage. Such systems can include a storage device having a plurality of storage
locations, a logical block name space for organizing the storage locations, and performance
parameters of the storage locations that vary across the storage device. The system may further
include a partitioning process for partitioning those storage locations into regions as a function
variations in performance parameters. The partitioning process may select a fixed set of
partitions as a function of a selected configuration of system components. Further, a
performance process may associate partitions with different levels of performance, and a
mapping process may map the identified partitions of the storage locations to a selected section

of the logical block name space.

The systems and methods described herein may be realized in many different forms,
including as part of a RAID controller, device driver, operating system, applicétion program, or

network service. In one particular embodiment the system is realized as a storage area

- network, that includes one or more servers executing computer code that configures the server,

at least in part, to carry out the processes that provide storage systems supporting differentiated

classes of storage.

In another aspect, the invention provides a process for providing differentiated classes
of storage. Such methods may comprise the steps of providing one or more storage devices
having a plurality of storage locations and a logical block name space for organizing the
storage locations. The process may partition the storage locations into a plurality of regions

providing different levels of performance, and may map the partitioned portions of the storage
7
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locations to a selected section of the logical block name space. Optionally, the process may
include the step of separating the plurality of storage locations into a plurality of categories
associated with a different level of service, and optionally separating the plurality of storage
locations into a plurality of categories being associated with a different RAID level of
performance. In one practice the mapping process associates different portions of the logical

block name space to different respective levels of RAID.

Optionally, the process may include the step of load balancing by moving data between
different portions of the logical block name space. Load balancing may include moving data
between storage pools, including storage pools that have different levels of performance, to
thereby improve overall system performance, or the performance of certain aspects of the
system, such as the overall performance of one class of storage, or to provide better service for

one class of data.

To this end, the process may allow an administrator to move data between different
storage pools. This can be done through a user interface that provides the administrator with
the ability to set parameters, including operating parameters, which will move data between

different storage pools.

The mapping step may create multiple storage volumes at a selected level of

performance.

Further features and advantages of the invention will be apparent from the following

description of preferred embodiments and from the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The following figures depict certain illustrative embodiments of the invention in which
like reference numerals refer to like elements. These depicted embodiments are to be

understood as illustrative of the invention and not as limiting in any way.

FIG.1 1isaschematic diagram of a client-server architecture with servers organized

in a server group;
FIG.2 isaschematic diagram of server group as seen by a client;

FIG.3  shows details of the information flow between the client and the servers of a

group,

FIG.4  isaprocess flow diagram for retrieving resources in a partitioned resource

environment;
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FIG.5  depicts in more detail and as a functional block diagram one embodiment of

a system according to the invention;

FIG.6  depicts one example of a routing table;

FIG.7  depicts schematically the structure of a prior art system for providing access

to a resource maintained on a storage area network;
FIG.8  presents a function block diagram of one system according to the inventjon;
FIG. 9 presents in more detail the system depicted in Fig. §;
FIG. 10 depicts the flow of data through layers of a network;
FIG. 11 depicts in more detail one embodiment of a system of FIG. §;

FIG. 12 presents a flow chart diagram of one exemplary process of the system
according to FIG. §;

FIG. 13 depicts an individual storage device that has different performance
characteristics based on a list of LBNs;

FIG. 14 illustrates RAID differentiated storage pools sharing the same storage
devices;

FIG. 15 depicts differentiated storage pools by combining individual storage device
performance and RAID performance characteristics;

FIG. 16 illustrates extent based and page based allocation of a storage service across
differentiated storage pools; and |

FIG. 17 depicts in more detail and as a functional block diagram an embodiment

similar to the embodiment of FIG. 5.

DETAILED DESCRIPTION OF CERTAIN ILLUSTRATED EMBODIMENTS

The systems and methods described herein include systems for organizing and managing
resources that have been distributed over a plurality of servers on a data network. More
particularly, the systems and methods described herein include systems and methods for
providing more efficient operation of a partitioned service. In particular, the systems and
methods described herein include systems and methods for managing the allocation of data
blocks across a partitioned volume of storage. Although the systems and methods described
herein will be largely directed to storage devices and applications, it will be understood by
those of skill in the art that the invention may be applied to other applications, including
distributed file systems, systems for supporting application service providers and other
applications. Moreover, it will be understood by those of ordinary skill in the art that the

systems and methods described herein are merely exemplary of the kinds of systems and
9
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methods that may be achieved through the invention and that these exemplary embodiments

may be modified, supplemented and amended as appropriate for the application at hand.

Referring first to FIG. 1, a system 10 for adaptive storage block data distribution according
to the invention is depicted. As show in FIG. 1, one or several clients 12 are connected, for
example via a network 14, such as the Internet, an intranet, a WAN of LAN, or by direct
connection, to servers 161, 162, and 163 that are part of a server group 16. Although FIG. 1
depicts the group 16 as a local collection of servers, this may be a collection or group of

servers that includes server that are physically remote from each other.’

The client 12 can be any suitable computer system such as a PC workstation, a handheld
computing device, a wireless communication device, or any other such device, equipped with a
network client capable of accessing and interacting with the server group 16 to exchange
information with the server group 16. The network client may be a any client that allows the
user to exchange data with the server. Optionally, the client 12 and the server group 16 rely on
an unsecured communication path for accessing services at the remote server group 16. To add
security to such a communication path, the client and the server can employ a security group
system, such as anjr of the conventional security systems that have been developed to provide
to the remote user a secured channel for transmitting data over a network. One such system is
the Netscape secured socket layer (SSL)‘ security mechanism that provides to a remote user a

trusted path between a conventional web browser program and a web server.

Each server 161, 162 and 163 may comprise a commercially available server platform,

such as a Sun Sparc™ system running a version of the Unix operating system.

Each server 161, 162 and 163 may also include other software components that extend
their operation to accomplish the transactions described herein, and the architecture of the
servers 161, 162 and 163 may vary according to the application. For example, each server may
have built-in extensions, typically referred to as modules, to allow the servers to perform the
operations hereinafter, or servers may have access to a directory of executable files, each of
which may be employed for performing the operations, or parts of the operations described
below. Further, in other embodiments, the servers 161, 162 and 163 may employ a software
architecture that builds certain of the processes described below into the server’s operating
system, into a device driver, or into a software process that operates on a peripheral device,
such as a tape library, a RAID storage system or some other device. In any case, it will be
understood by those of ordinary skill in the art that the systems and methods described herein
may be realized through many different embodiments, and practices, and that the particular

embodiment and practice employed will vary as a function of the application of interest and all
10
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these embodiments and practices fall within the scope hereof.

In such an arrangement, the client 12 will contact one of the servers, for example server
161, in the group 16 to access a resource, such as a data block, page, file, database, application,
or other resource. The contacted server 161 itself may not hold or have control over the
requested resource. To address this, the server group 16 is configured to make the partitioned
resources available to the client 12. For illustration, the diagram shows two resources, one
resource 18 that is partitioned over all three servers, servers 161, 162, 163, and another
resource 17 that is partitioned over two of the three servers. In the exemplary application of
the server group 16 being a block data storage system, each resource 18 and 17 may be a
partitioned block data volume. In the embodiment of FIG. 1, the server group 16 therefore
provides a block data storage service that may operate as a storage area network (SAN)
comprised of a plurality of equivalent servers, servers 161, 162 and 163. Each of the servers
161, 162 and 163 may support one or more portions of the partitioned block data volumes 18
and 17. In the depicted system 10, there are two data volumes and three servers, however there
is no specific limit on the number of servers. Similarly, there is no specific limit on the number
of resources or data volumes. Moreover, each data volume may be contained entirely on a
single server, or it may be partitioned over several servers, either all of the servers in the server
group, or a subset of the server group. In practice, there may of course be limits due to
implementation considerations, for example the amount of memory available in the servers
161, 162 and 163 or the computational limitations of the servers 161, 162 and 163. Moreover,
the grouping itself, i.e., deciding which servers will comprise a group 16, may in one practice
comprise an administrative decision. In a typical scenario, a group might at first contain only a
few servers, perhaps only one. The system administrator would add servers to a group as
needed to obtain the level of service required. Increasing servers creates more space (memory,
disk storage) for resources that are stored, more CPU processing capacity to act on the client
requests, and more network capacity (network interfaces) to carry the requests and responses
from and to the clients. It will be appreciated by those of skill in the art that the systems
described herein are readily scaled to address increased client demands by adding additional

servers into the group 16.

Referring now to FIG. 2, a client 12 connecting to a sexrver 161 (FIG. 1) will see the server
group 16 as if the group were a single server. The client 12 is not aware that the server group
16 is constructed out of a potentially large number of servers 161, 162, 163, nor is it aware of
the partitioning of the block data volumes 17, 18 over the several servers 161, 162, 163. Asa

result, the number of servers and the manner in which resources are partitioned among the

11
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servers may be changed without affecting the network environment seen by the client 12.

Referring now to FIG. 3, in the partitioned server group 16, any volume may be spread
over any number of servers within the group 16. As seen in FIGS. 1 and 2, one volume 17
(Resource 1) may be spread over servers 162, 163, whereas another volume 18 (Resource 2)
may be spread over servers 161, 162, 163. Advantageously, the respective volumes are
arranged in fixed-size groups of blocks, also referred to as “pages,” wherein an exemplary page
contains 8192 blocks. Other suitable page sizes may be employed. In an exemplary
embodiment, each server in the group 16 contains a routing table 165 for each volume, with the
routing table 165 identifying the server on which a specific page of a specific volume can be
found. For example, when the server 161 receives a request from a client 12 for partitioned
volume 18, block 93847, the server 161 calculates the page number (page 11 in this example
for the page size of 8192) by dividing the requested block number by the page size and looks
up in the routing table 165 the number of the server that contains page 11. If server 163
contains page 11, the request is forwarded to server 163, which reads the data and returns the
data to the server 161. Server 161 then send the requested data to the client 12. In other
words, the response is always returned to the client 12 via the same server 161 that received the

request from the client 12.

It is transparent to the client 12 to which server 161, 162, 163 it is connected. Instead, the
client only sees the servers in the server group 16 and requests the resources of the server
group 16. It should be noted here that the routing of client requests is done separately for each
request. This allows portions of the resource to exist at different servers. It also allows
resources, or portions thereof, to be moved while the client is connected to the server group 16
—if that is done, the routing tables 165 are updated as necessary and subsequent client requests
will be forwarded to the server now responsible for handling that request. At least within a
resource 17 or 18, the routing tables 165 are identical. The described invention is different
from a “redirect” mechanism, wherein a server determines that it is unable to handle requests
from a client, and redirects the client to the server that can do so. The client then establishes a
new connection to another server. Since establishing a connection is relatively inefficient, the

redirect mechanism is ill-suited for handling frequent requests.

FIG. 4 depicts an exemplary process flow 40 for handling client requests in a partitioned
server environment. The process 40 begins 41 by receiving a request for a resource, such as a
file or blocks of a file, step 42. The server will consult a routing table, step 43, to determine
which server actually holds the specific piece of data requested by the client, step 44. The

process checks in step 45 if the requested resource is present at the initial server that received
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the request from the client. If the requested resource is present at the initial server, the initial
server returns the requested resource to the client, step 48, and the process 40 terminates, step
49. Conversely, if the requested resource is not present at the initial server, the request is then
forwarded to the server that holds the requested resource, step 46, which returns the requested
resource to the initial server, step 47. The process then goes to step 48 as before, to have the

initial server forward the requested resource to the client, and the process 40 terminates, step
49.

The resources spread over the several servers can be directories, individual files within a
directory, or even blocks within a file. Other partitioned services could be contemplated. For
example, it may be possible to partition a database in an analogous fashion or to provide a
distributed file system, or a distributed or partitioned server that supports applications being
delivered over the Internet. In genéral, the approach can be applied to any service where a
client request can be interpreted as a request for a piece of the total resource, and operations on

the pieces do not require gldbal coordination among all the pieces.

Turning now to FIG. 5, one particular embodiment of a block data service system 10 is
depicted. Specifically, FIG. 5 depicts the system 10 wherein the client 12 communicates with
the server group 16. The server block includes three servers, server 161, 162 and 163. Each
server includes a routing table depicted as routing tables 20A, 20B, and 20C. Additionally,
each server includes a data mover process 22A, 22B, and 22C respectively. In addition to the
routing tables and data mover processes, each of the equivalent servers 161, 162, and 163 are
shown in FIG. 5 as including a request monitor process, 24A, 24B, and 24C respectively.
Further, and for the purpose of illustration only, the FIG. 5 presents an arrangement of data
blocks as a page of data 28 that may be transferred from one server, 162, to another server,
163. Tt will be understood that although FIG. 5 depicts the data blocks as organized into a data
page, this is only one particular practice and other practices may move individual data blocks
between the different servers. Moreover, different kinds of organizations of data blocks, such
as files, directories, and other organizations of data may be employed and the systems and
methods described herein are not to be limited to any particular embodiment such as an

embodiment that moves data blocks as pages from one server to another.

As shown in FIG. 5, each of the equivalent servers 161, 162, and 163 may include a
routing table 204, 20B, and 20C respectively. As shown in FIG. 5, each of the routing tables
20A, 20B, and 20C are capable of communicating with each other for the purposes of sharing
information. As described above, the routing tables can track which of the individual

equivalent servers is responsible for a particular resource maintained by the server group 16.
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In the embodiment shown in FIG. 5, the server group 16 may be a storage area network (SAN)
wherein each of the equivalent servers 161, 162, and 163 has an individual IP address that may
be employed by a client 12 for accessing that particular equivalent server on the SAN. As
further described above, each of the equivalent servers 161, 162, and 163 is capable of
providing the same response to the same request from a client 12. To that end, the routing
tables of the individual equivalent 161, 162, and 163 coordinate with each other to provide a
global database of the different resources (e.g., in this exemplary embodiment, data blocks,
pages, or other organizations of data blocks) and the individual equivalent servers that are

responsible for those respective data blocks, pages, files, or other storage elements.

FIG. 6 depicts one example of a routing table 20A and the information stored therein. As
depicted in FIG. 6, each routing table includes a server number 610 for each of the equivalent
servers 161, 162 and 163 that support the partitioned data block storage service. Additionally,
each of the routing tables identifies those pages 620 associated with each of the respective

equivalent servers.

As further shown in FIG. 5, the data mover process 22B employs the information stored
within the routing table 20B for the purpose of determining whether a more efficient or reliable
arrangement of data blocks may be achieved. To this end, the data mover process 20B
comprises a computer program that applies an algorithm to the data collected by the request
monitors 24A, 24B, and 24C. The data mover process applies an algorithm that reviews the
current distribution of data blocks and considers the current client demand for these data blocks
when determining whether a more efficient allocation of data blocks is available. To this end,

the data mover process 22B also is capable of communicating with the request monitor process
24B.

The request monitor processes 24A, 24B, and 24C each observer the request patterns
arriving at their respective equivalent servers to determine to determine whether patterns or
requests from clients 12 are being forwarded to the SAN and whether these patterns may allow
for more efficient or reliable partitioning of data blocks. In one embodiment, the request
monitor process 24A, 24B, and 24C merely monitor client requests coming to their respective
equivalent servers. In one embodiment, the request monitor processes each build a table
representative of the different requests that have been seen by the individual request monitor
processes. Each of the request monitor processes 24A, 24B, and 24C are capable of
communicating between themselves for the purpose of building a global database of requests
seen by each of the equivalent servers. Accordingly, in this embodiment each of the request

monitor processes is capable of integrating request data from each of the equivalent servers
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161, 162 and 163 in generating a global request database representative of the request traffic

seen by the entire block data storage system 16.

In one embodiment, this global request database is made available to the data mover
processes 22A, 22B, and 22C for their use in determining whether a more efficient or reliable
partitioning of data blocks is available. However, in alternate embodiments, each of the
request mover processes 24A, 24B, and 24C include pattern identification processes capable of
reviewing the request database to determine whether patterns of request exist within the
database. For example, in one embodiment, the request monitor process 24B is capable of
reviewing the global database of requests to determine whether there is a pattern where a
plurality of different data blocks are typically requested either together or in sequence. If such
a pattern is identified, then the pattern may be flagged and made available to any of the data
mover processes 22A, 22B, or 22C for their use in determining whether data blocks could be
striped across a plurality of servers to provide for more efficient servicing of client requests.
Additionally, in other embodiments, the request monitor processes may be able to identify
blocks of data that are typically requested together and which are being requested at a
frequency that is above a pre-identified or pre-determined threshold. This allows the request
monitors 24A, 24B, and 24C to identify “hot blocks” that may exist within the partitioned
volume. In other embodiments, the request monitor processes 24A, 24B and 24C may be
capable of identifying other patterns that occur within the requests being forwarded from

clients to the block data storage system 16.

Returning again to FIG. 5, an example of a redistribution of partitioned data blocks is
depicted. Specifically, FIG. 5 shows any example wherein the data mover process 22B and the
data mover process 22C coordinate their activities for the purposes of moving a page of data 28
from the equivalent server 162 to the equivalent server 163. In this embodiment, a pége of data
is being moved from one server to the next. As those of ordinary skill in the art will
understand, a page of data is typically an organization of data blocks that groups together a
plurality of data blocks such as 2,000 to typically 16,000 data blocks and provides a header
such that the page is identified as a separate unit of storage on the partitioned block data
volume 18. Accordingly, in this embodiment, the request monitor 24B may have determined
that the page 28 is requested with sufficient frequency as to be deemed a hot block. It may
further have determined that the equivalent server 162 is resource constrained in comparison to
equivalent server 163. Accordingly, the equivalent server 163 may have the available
resources for servicing requests from client 12 for page 28 more quickly than equivalent server

162 could do. As such, the data mover process 22B and data mover process 22C may operate
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together to transfer the page 28 from equivalent server 162 to equivalent server 163.

In one embodiment, the data mover process merely transfers page 28 from the storage
device of equivalent server 162 to the storage device of equivalent server 163 and then updates
the associated routing tables with this update being communicated across the plurality of
routing tables 20A, 20B, and 20C within the block data storage system 16. However, in other
embodiments, the data mover processes 22B and 22C may employ a transaction mechanism
process that monitors the transfer of page 28 from the equivalent server 162 to the equivalent
server 163 and determines when the transaction is complete and optionally whether the page 28
was transferred without error, and at that point updates the associated routing tables 20A, 20B,
and 20C. The transaction employed by the data mover processes 22B and 22C may be any of
the conventional transfer mechanism processes such as those commonly employed with a

distributed file system.

FIGS. 7 to 12 describe systems and methods that more efficiently address requests from

a client to access data or services.

Referring now to FIG. 7, there is depicted a prior art network system for supporting
requests for resources from a plurality of clients 12 that are communicating across a local area
network 24. Specifically, FIG. 7 depicts a plurality of clients 12, a local area network (LAN)
24, and a storage system 14 that _includes a switch 16, a master data table 18, and a plurality of
servers 22a-22n. The storage system 14 may provide a storage area network (SAN) that
provides storage resources to the clients 12 operating across the LAN 24. As further shown in
FIG. 7 each client 12 may make a request for a resource maintained on the storage system/SAN
14. Each request is delivered to the switch 16 and processed therein. During processing is that
the clients 12 can request resources across the LAN 24 and during processing, the switch 16
employs the master data table 18 to identify which of the plurality of servers 22A through 22N

has the resource being requested by the respective client 12.

In FIG. 7, the master data table 18 is depicted as a database system, however in
alternative embodiments the switch 16 may employ a flat file master data table that it
maintained by the switch 16. In either case, the switch 16 employs the master data table 18 to
determine which of the servers 22A through 22N maintains which resources. Accordingly, the
master data table 18 acts as an index that lists the different resources maintained by the storage
system 14 and which of the underlying servers 22A through 22N is responsible for which of

the resources.
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Although a LAN is described, those skilled in the art will realize that networks other
than a LAN can be used, such as a metropolitan area network (MAN), an wide area network
(WAN), a campus network, or a network of networks, such as the Internet. Accordingly, the

invention is not limited to any particular type of network.

As further depicted by FIG. 7, once the switch 16 determines the appropriate server
22A through 22N for the requested resource, the retrieved resource may be passed from the
identified server through the switch 16‘and back to the LAN 24 for delivery to the appropriaté
client 12. Accordingly, FIG. 7 depicts storage system 14 employing the switch 16 as a central
gateway through which all requests from the LAN 24 are processed. The consequence of this
central gateway architecture is that delivery time of resources requested by clients 12 from
storage system 14 can be relatively long and this delivery time may increase as latency periods

grow due to increased demand for resources maintained by storage system 14.

Turning to FIG. 8, a system 10 according to the invention is depicted. Specifically,
FIG. 8 depicts a plurality of clients 12, a local area network (LAN) 24, and a server group 30
that includes plurality of servers 32A through 32N. As shown by FIG. 8, the clients 12
communicate across the LAN 24. As further shown in FIG. 8, each client 12 may make a
request for a resource maintained by the server ;group 30. In one application, the server group
30 is a storage area network (SAN) that provides network storage resources for clients 12
communicated across the network 24. Accordingly, a client 12 may make a request across the
LAN 24 that is transmitted, as depicted in FIG. 8 as request 34, to a server such as the depicted

server 32B.

Server group 30, configured as a storage area network, may comprise a plurality of
equivalent servers 32A through 32N. Each of these servers has a separate IP address and thus
the server group 30 appears as a SAN that includes a plurality of different IP addresses, each of
which may be employed by the clients 12 for accessing storage resources maintained by the
SAN. Furthermore, the depicted server group/SAN 30 may employ the plurality of servers
32A though 32N to partition resources across the storage area network. Thus, each of the
individual servers may be responsible for a portion of the resources maintained by the server
group/SAN 30.

In operation, the client request 34 received by the server 32B is processed by the server
32B to determine the resource of interest to that client 12 and to determine which of the
plurality of servers 32A through 32N is responsible for that particular resource. In the example
depicted in FIG. 8, the storage area network 30 determines that the server 32A is responsible

for the resource identified in the client request 34. As further shown by FIG. 8, the storage
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“area network 30 employs a system where, rather than have the original server 32B respond to

the client request 34, the storage area network 30 employs a shortcut response that allows the
responsible server, server 32A, to respond directly to the requesting client 12 by having the
responsible server 32A deliver a response 38 that can be routed over the LAN 24 to the

requesting client 12.

As discussed above, the storage area network 30 depicted in FIG. 8 comprises a
plurality of equivalent servers. Equivalent servers will be understood, although not limited to,
server systems that expose a uniform interface to clients 12: each equivalent server will
respond in the same manner to a request presented by the client 12. Thus, each server 32A
through 32N presents the same response to a client 12 and therefore it is immaterial to the
client 12 which of the servers 32A through 32N responds to its request. Each of the depicted
servers 32A through 32N may comprise conventional computer hardware platforms such as
one of the commercially available server systems from Sun Microsystems, Inc. of Santa Clara,
California. Each server executes one or more software processes for the purpose of |
implementing the storage area network. The server group 30 may include a Fibre Channel
network system, an arbitrated loop, or any other type of network system suitable for providing

a storage area network.

Each server 32 may maintain its own storage resources or, as further shown in FIG. 9,
may have a storage device 44 coupled to a dedicated server unit 42. The storage device 44
may be a RAID system, a tape library system, a disk array, or any other device suitable for

providing storage resources for the clients 12 over LAN 24.

The systems and processes of the invention are not limited to storage area network
applications and may be applied to other applications where it may be more efficient for a first
server to receive a request and a second server to generate and send a response to that request.
Other applications may include distributed file systems, database applications, application
service provider applications, or any other application that may benefit from this short-cut

response technique.

FIGS. 9 and 10 depict in more detail one embodiment of a short-cut response suitable
for use with the system depicted in FIG. 8. Specifically, FIG. 10 depicts a functional block
diagram that shows one example of how connection and state information is created during a
short-cut response operation. As will be discussed in more detail hereinafter, when a client 12
and a server 32 exchange information, a connection is established between the client and the
server. For each established connection, the server 32 maintains some information about the

connection that the server will employ when responding to the client 12. In a traditional
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client/server exchange, the server that received the client request also responds to the client
requeét. In these cases then, the server that is responding to the request is also the server that
set up the connection to the client 12. Thus, all of the connection information is available at

the server when the server needs that information to make its response.

Under the short-cut response process described herein, the server generating and
transmitting the response may be different from the server that received the request 34 and set
up the connection. Accordingly, the server generating the response 38 may need to access the
connection information residing on the receiving server in order to be able to directly respond
to the client 12. This situation is depicted at a high level in FIG. 9 and explained in detail

below.

On example of a short-cut response is depicted in FIG. 10. Specifically, FIG. 10
depicts two servers 32A and 32B that take part in a short-cut response to a request 34
transmitted from one of the clients 12. In this embodiment, the receiving server is server 32A
and the responding server is server 32B. The short-cut response technique described herein
allows the request 34 to be received by receiving server 32A. The receiving server 32A may
determine that server 32B is actually responsible for the resource that has been identified in the
request 34. Accordingly, the receiving server 32A may forward the request 34 to the
responding server 32B. The responding server 32B may determine the appropriate response to
the request 34. The responding server 32B may then prepare a response 38 that may be
transmitted directly to the client 12. However, as discussed above, to generate the response 38,
the responding server 32B accesses connection information generated by the receiving server

32A in response to the request 34 transmitted by the client.

As depicted in FIG. 10, when the client request 34 is received by the receiving server
32A, the client request may be handled by a plurality of network layers including the data link
layer 46. (Typically, the physical layer employs an Ethernet adapter card and the Ethernet
protocol; however, the physical layer implementation may vary according to the application.)
Thus, further shown in FIG. 10, the request 34 may be processed by the data link layer 46,
network layer 48, and transport layer 50 that (in the depicted embodiment) comprise an
Ethernet protocol processing layer, Internet Protocol (IP) processing layer, and a Transmission

Control Protocol (TCP) transport layer, respectively.

As further shown in FIG. 10, both at the IP layer and the TCP layer connection
information 54 and 58 respectively is established. This information can include information

representative of the IP address of the client 12 that generated request 34 and to which the
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response 38 is to be forwarded. It may also include TCP and/or iSCSI sequence numbers,

which may also be used to identify the client in some embodiments.

At the TCP layer, connection information 58 may be established that includes
information such as the number of datagrams or packets received or other kinds of similar

information.

After the TCP layer 50, the request 34 may travel to the application layer (i.e., the
“upper layers” in the OSI model) 52. In the depicted embodiment, the application layer is the
Internet Small Computer System Interface (iISCSI) protocol that may be employed as part of
the storage area network. At the application layer, connection information 60 may be stored
where this connection information is representative of application level connection information
that is relevant to the proper functioning of the iSCSI application program. In addition to
connection informatidn, it will also be understood that state information, such as HTTP
cookies, TCP and/or iSCSI sequence numbers, and other similar information may be

maintained and stored.

In either case, it will be seen that at different levels of the network protocol information
is generated that is relevant to generating a response to the client 12. In the shortcut response
process described herein, the connection and state information maintained at the different
layers 54, 58 and 60 of the protocol stack are shared with the responding server 32B. As
shown in FIG. 10, the server 32B has a similarly established protocol stack. The protocol stack
includes a data link layer 62, a network layer 64, a transport layer 68, and an application layer
70. Similar to receiving server 32A, in responding server 32B each of the layers 64, 68 and 70
provides for storing connection or state information, such as the depicted connection and state

information shown by the functional blocks 72, 74, and 78 respectively.

In responding to the request 34, the receiving server 32A has the request 34 travel up
through the protocol stack, passing through each layer, as denoted by dashed line 81. Asis
known to those of ordinary skill in the art, as the request 34 travels through the protocol stack,
each layer processes the request, unpacking information, reviewing header information in the
request, and performing other functions including setting up and updating connection

information that may be employed when responding to the request 34.

As further shown in FIG. 10, at the highest layer 52, the iSCSI protocol may determine
that the server 32B is actually responsible for the resource requested by the client 12.
Accordingly, in this application the iSCSI application program may forward the client’s

request to the server 32B, as depicted by solid line 82. The application layer 52 forwards the
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client request to the application layer 70 of the server 32B that is in control of the resource
requested by the client 12. To this end, the server 32A may include a distributed socket server
that is capable of providing access to the connection data 54, 58 and 60 maintained at the
server 32A. As depicted in FIG. 10, the result of the distributed socket server is to provide the
server 32B with access to this connection and state information as if the request 34 had been
received and routed through the network stack of server 32B. As shown by path 82 in FIG. 10,
the distributed socket server achieves an effect as if the request 34 had been routed from server
32A to server 32B. Consequently, the server 32B has the necessary connection and state

information to generate the response 38 for the client 12.

Turning now to FIG. 11, one embodiment of a distributed socket server is depicted.
Specifically, FIG. 11 depicts the equivalent servers 32A and 32B. Server 32A has a plurality
of layers in the protocol stack that include layers 46, 48, 50 and 52. Alongside the layers is
shown the distributed socket server 84. Similarly, the server 32B is shown as having a
plurality of layers in the protocol stack including layers 62, 64, 68 and 70. Server 32B has a
distributed socket server process 85 that is shown as being in communication with each of the
layers of the protocol stack. Also depicted in FIG. 11 is an example of a data exchange
between the application layer 52 of server 32A and the application layer 70 of server 32B, as
well as a data exchange between socket server 84 of server 32A and socket server 85 of server
32B.

As shown in FIG. 11, the distributed socket server 84 may work with a socket
established by the application 52. In one embodiment, the application 52 receives the request
34 (not shown) from the client and determines that server 32A is not the server responsible for
the resource requested by the client. The server 32A then determines or identifies the server on
the network that is responsible for the requested resource. Application 52 determines that
server 32B is responsible for the requested resource. The application 52 then forwards the
request, at the application level, to the application 70 operating on server 32B. The forwarding
of the request is depicted by the communication 86 shown on FIG. 11. The application 70

receives the forwarded request and processes that request.

Upon processing the request, the server 32B determines that the connection and state
information for generating the response (not shown) is stored at server 32A. Accordingly, the
application 70 can direct the socket server 85 to request connection and state information from
the socket server 84. The socket server 84 is in communication with each layer 46, 48, 50, and
52 of the protocol stack. Accordingly, the socket server 84 can gather the appropriate

connection and state information from the different layers of the protocol stack and transfer the
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collected connection and state information to the socket server 85 via communication 88. The
socket server 85 can store or establish the appropriate information at the appropriate protocol
layers 64, 68 and 70. After server 32B generates the response, its socket server 85 sends any
necessary changes in the connection state back to socket server 84 in server 32A. Accordingly,
the distributed socket server 85 configures the server 32B to generate the response 38 (see FIG.
10).

Turning now to FIG. 12, one process for short-cut response is shown as a flow chart
diagram. Specifically, FIG. 12 depicts one process 90 that begins in a step 92 when a client
such as oﬁe of the depicted clients 12 sends an encapsulated request to the storage area network
(SAN). After step 92, the process 90 proceeds to step 94 wherein the request passes through
the protocol stack of the server to which the client directed the request. The request, while
passing through the protocol stack, alters and creates connection information and state
information related to this request. At block 98, the process 90 determines the appropriate
server for responding to the request generated by the client 12. In those cases where the
responding server is different from the server that received the request, the process 90 may

forward (or otherwise route or redirect) the request to the identified responding server.

At block 100, the responding server can process the forwarded request to determine the
server that has the connection and state information necessary for generating the short-cut
response (i.e., the receiving server). In an alternative practice, the forwarded request may also
contain the connection state information necessary for having the identified responding server,
such as server 32B, generate the appropriate response for the client. In either case, the server
that has been identified as being responsible for the resource requested by the client now has
the request from the client as well as the connection state information necessary to respond to
that request. In block 102 the responding server can create the response through the layers of
the protocol stack on that server and to the client. The distributed socket server can then
update the connection and state information on the appropriate server and in the process may

terminate.

FIGS. 13 - 17 relate to a storage system having differentiated storage pools, which allow a

system administrator to store different types of data with different classes of storage.

Referring now first to FIG. 13, there is depicted a storage device 10 which shows
graphically that different sections of the logical block name (LBN) can have different kinds of
performance characteristics. Specifically, in the example depicted by FIG. 13, the LBN of the
device 10 is divided into three different performance classes, which are shown respectively as

Section 12, 14 and 16. Thus, FIG. 13 is an abstract representation of the entire name space on
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the disc 10. Although the use of these terms can vary somewhat, it is generally understood that
the logical block name space is the full compliment of the addressable locations on the disc and
it will be understood that a logical block will be understood as the smallest addressable space
on a disc, such as the disc 10. Each logical block may be identified by a unique logical block
name (or number), typically assigned in order starting from O at the beginning of the disc.
Under the ISO 9660 standard, all data on a CD is addressed in terms of logical block numbers.
Thus, the device depicted in FIG. 13 is generally understood to be a storage disc, such as a hard
disk drive. However, the invention is not so limited. The systems and methods described
herein may also be applied to compact discs, floppy disks, tape drive systems, and other similar

kinds of data storage devices.

In any case, it can generally be understood that the logical block name space can be
subdivided into different sections where each of these sections has different kinds of
performance characteristics. The performance characteristics of interest might include the rate
in which data can be accessed from that portion of the disc, fhe reliability of that portion of the
disc, and how long it can take to access that portion of the memory device (which can be

particularly relevant to digital linear tape storage).

In one practice, the systems and methods described herein include a performance
measurement system that is capable of scanning an individual device, such as the depicted
storage device 10, and measuring certain characteristics to determine how the device should be
subdivided into different performance classes. In one embodiment, the performance
measurement system makes experimental read and write operations across portions of the LBN
and uses the collected experimental data to determine the performance characteristics of
different logical block areas within the LBN space. The measuring process may then
determine from these measured characteristics whether or not a collection of logical blocks can
be aggregated into a section, such as one of the depicted sections 12, 14, or 16 wherein the
aggregate logical blocks have common performance characteristics of interest and thereby
provide a subspace within the LBN space that may be associated with a particular level of
performance. Obviously, those of skill in the art can select the granularity over which the LBN
space is subdivided into different sections and the granularity selected will depend largely on
the application at hand and the number of storage classes desired or needed for the application
of interest. In other practices and embodiments, partitioning into performance regions will be
determined and done at system design time, and fixed for a particular system design. That
design process may involve experiment and measurement, but the product that results from the

design process typically will not itself incorporate a performance measurement component.
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The embodiment and practice selected can turn on the application being addressed and the
specifics of the product design. Doing measurement at “run time” may be useful if there will
be widely varying configurations of the product, not all of which have been seen or analyzed in
advance during the product design phase. Conversely, if product configurations are rigorously
controlled and analyzed prior to approval, then the performance analysis may be done at that

time and no measurement component is needed in the operational or delivered product.

Turning now to FIG. 14, one RAID system 20 is depicted wherein the RAID system 20
provides differentiated storage pools sharing the same storage devices depicted as devices 25A
through 25D. Specifically, FIG. 14 depicts a RAID storage system 20 that includes a pool A
22 and a pool B 24. As shown in this embodiment, pool A 22 is set up as a RAID 10 storage
pool and pool B 24 is set up as a RAID 50 storage pool. As known to those of skill in the art,
RAID is a term commonly employed for the acronym redundant ray of inexpensive (or
independent) disks. A RAID array is a collection of drives which collectively act as a single
storage system, which can tolerate a failure of a drive without losing data and which can
operate independently of each other. Although there are different types of RAID systems, in
general, the UC Berkeley term “RAID” defined six RAID levels. Each level is a different way
to spread data across the multiple drives in the system, such as the multiple systems 25A
through 25D. This technique provides a compromise between cost and speed. The different
levels have different meanings and each level is typically optimized for a different use or
application. For example, RAID level 0 is not redundant and splits data across the different
drives 25A through 25D resulting in higher data through-put. Since no redundant information
is stored, the performance is very good, but the failure of any disk in the array results in data
loss. This level is commonly referred to as striping. RAID level 1 is commonly referred to as
mirroring with two hard drives. This level provides redundancy by duplicating all the data
from one drive onto another drive. The performance of level 1 array is slightly better than a
single drive, but if either drive fails, no data is lost. RAID level 10, such as the depicted pool
A 22 employs, is a dual level array that employs multiple RAID 1 (mirrored) sets into a single
array. Data is striped across all mirrored sets. RAID 1 utilizes several drives, provides better
performance, and each drive is typically duplicated or mirrored. RAID 50, as employed by
pool B 24, is a dual level array that employs multiple RAID 5 levels into a single array. This
will be understood that the RAID system 20 depicted in FIG. 14 employs the four storage
devices 25A through 25D to support two different classes of storage, each of which has

different performance characteristics and different performance levels.

In one example system according to the invention, such as that depicted in FIG. 15,
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differentiated pools are created by combining the RAID levels depicted in FIG. 14 with the
device performance variations depicted in FIG. 13. Specifically, FIG. 15 depicts a system 30
that comprises four storage devices 35A through 35D. Other storage devices may be added as
needed. Similar to FIG. 13, the LBN space of the devices 35A through 35D is depicted
abstractly as extending over the surface of the device and, as shown in FIG. 13, the devices
35A through 35D are subdivided into three subspaces, each LBN subspace being associated
with a different performance level. Simultaneously, the system depicted in FIG. 15 associates
different RAID levels with different performance subspaces. For example, the performance A
LBN subspace is used to support a RAID 10 storage level, the performance B LBN subspace is
employed to support a RAID 5 service level, and the performance C LBN subspace is
employed to provide a RAID 50 performance level.

In the process of setting up the system 30, the storage system administrator can determine
which of the performanceé LBN subspaces should be used to support a particular one of the
RAID levels. Any suitable technique may be employed for choosing among the different
subspaces. For example, if Region A is the region of the drives that has particularly good
random access I/O performance, it will often be appropriate to allocate it to a RAID-10 set
since RAID-10 is also characterized by good random access performance, especially random
write performance; the characteristics of the two layers thus reinforce each other resulting in a

“Pool A” that has excellent random write performance.

FIG. 16, depicts one example of an extent based or page based allocation operation of a
storage service across the differentiated storage pools of the type depicted in FIG. 15. As
depicted, the system 30 provides a Pool A that can store data that is frequently accessed. To
this end, the Pool A subspace of the LBN is employed to support a RAID Level 10, which
provides a certain amount of fault tolerance and provides respectable data throughput. By
virtualizing the storage service across different classes of storage, while utilizing the same set
of devices, as illustrated here, both optimal or substantially optimal performance and least
physical device consumption may be obtained simultaneously. Multiple instances of the block
storage service (“logical volumes”) may be created, all sharing the same set of underlying
differentiated storage pools. Each is allocated portions of the pools according to its

performance requirements.

FIG. 17 depicts an optional embodiment wherein the system employs the aforedescribed
adaptive storage block data distribution process for distributing blocks of data across the
different partitions of the data volume (see also FIGS. 1 to 6). Each server 22A, 22B in the

system 50 includes a routing table 52, a data mover process 54 and a request monitor process
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58. The request monitor process 58 is capable of monitoring requests made to one of the

servers 22 A or 22 B from the one or more clients 12 that are accessing the system 50.

The request may be associated with data blocks stored on a partition or somewhere on the
volume of the storage device 30. The request monitor 58 can monitor the different requests
that clients 12 make to the associated server or servers 224, 22B. Additionally, the request
monitor 58 may communicate with other request monitor processes 58 running on the different
equivalent servers 22 on the system 50. In this way, the request monitor 58 can generate a
global view of the requests being forwarded by clients 12 to the partitioned block data storage
system 50. By sharing this information, each server 22A, 22B may, through its associated
request monitor process 58, develop a global understanding of the requests being serviced by

the block data storage system 50.

As further shown in FIG. 17, the data mover process 54 employs the information stored
within the routing table 52 for the purpose of determining whether a more efficient or reliable
arrangement of data blocks may be achieved. To this end, the data mover process 54
comprises a computer program that applies an algorithm to the data collected by the request
monitors 58. The data mover process 54 applies an algorithm that reviews the current
distribution of data blocks and considers the current client 12 demand for these data blocks
when determining whether a more efficient allocation of data blocks is available. In the
embodiment depicted, this algorithm can determine whether a particular data block is more
suited for a storage class that is different from the class presently used. Thus the adaptive
process can move data blocks between and among the different storage classes available on the
system, such as on the system 30. In this way, the system 50 can achieve the optimal or
substantially optimal storage performance for the data. The storage performance achieved may
also be realized with systems that employ a single server, wherein the data mover process

moves the data between different regions in the system.

Although FIGS. 13-17 depict exemplary systems as assemblies of functional block
elements, it will be apparent to one of ordinary skill in the art that the systems and methods of
the invention may be realized as computer programs or portions of computer programs that are
capable of running on the servers to thereby configure the servers as systems according to the
invention. Moreover, as discussed above, in certain embodiments, the systems of the invention
may be realized as software components operating on a conventional data processing system
such as a Unix workstation. In such embodiments, the system can be implemented as a C
language computer program, or a computer program written in any high level language
including C++, Fortran, Java or Basic. General techniques for such high level programming are
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known, and set forth in, for example, Stephen G. Kochan, Programming in C, Hayden
Publishing (1983).

Moreover, the depicted system and processes may be constructed from conventional
hardware systems and specially developed hardware is not necessary. For example, the
depicted server group and/or the client systems can be any suitable computer system such as a
PC workstation, a handheld computing device, a wireless communication device, or any other
such device equipped with a network client capable of accessing a néhNork server and
interacting with the server to exchange information with the server. Optionally, the client and
the server can rely on an unsecured communication path for accessing services on the remote
server. To add security to such a communication path, the client and the server can employ a
security system, such as any of the conventional security systems that have been developed to
provide to the remote user a secured channel for transmitting data over the Internet. The
servers may be supported by a commercially available server platform such as a Sun Sparc ™
system running a version of the Unix operating system and running a server capable of

connecting with, or exchanging data with, one of the clients.

While the invention has been disclosed in connection with the preferred embodiments
shown and described in detail, various modifications and improvements thereon will become

readily apparent to those skilled in the art.

27



WO 2004/066277 PCT/US2004/001432

CLAIMS

We claim:
1. A system for block level data storage, comprising:

a plurality of equivalent servers, each being responsible for a portion of stored blocks
and each having a data mover process capable of communicating directly with a data
mover process on another server for coordinating movement of blocks between the

servers,

a request monitor process capable of communicating directly with a request monitor
process on another server and capable of generating a coordinated analysis of requests

for blocks; and

a routing table process capable of communicating with the routing tables processor for
maintaining a coordinated list of equivalent servers and data blocks associated

therewith.

2. The system according to claim 1, wherein ,
the data mover process includes an adaptive moving algorithm for responding to an
operational characteristic of the plurality of servers and for identifying a reallocation of

block across the plurality of servers.

3. The system according to claim 1 or 2, wherein
the request monitor process determines a number of requests received by a server to

determine a measure of request load carried by the server.

4, The system according to one of the preceding claims, wherein
the request monitor process measures parameters selected from the group consisting of
a number of clients accessing a data volume, a number of I/O requests, and a measure

of available storage.

5. The system according to one of the preceding claims, wherein
the request monitor process identifies whether a group of blocks are accessed together

at a frequency above a hot block criterion.
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10.

11.

12.

13.

The system according to one of the preceding claims, wherein
the data mover process operates on data generated by the request monitor process to

determine a data block to move to a selected server for improving performance.

The system according to one of the preceding claims, wherein
the data mover process applies an adaptive block distribution algorithm to data

generated by the request monitor process.

The system according to one of the preceding claims, wherein
the data mover process includes a data striping algorithm for striping selected data

blocks across a plurality of servers.

The system according to one of the preceding claims, wherein
the data mover process includes a transaction process for monitoring a transfer of data

blocks between servers.

The system according to claim 9, wherein
the transaction process includes an error log process for logging an error detected

during the transfer of data blocks.

The system according to one of the preceding claims, wherein

the request monitor monitors requests made of two or more data volumes.

The system according to one of the preceding claims, wherein

the data mover process moves data blocks associated with two or more data volumes.

A process for providing block level data storage, comprising:

providing a plurality of equivalent servers each being responsible for a portion of stored
data blocks and each monitoring client requests received by a respective equivalent
server and communicating directly with a request monitor process on another server to

generate a coordinated analysis of requests for blocks;
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14.

15.

16.

17.

18.

19.

20.

21.

moving data blocks between the servers; and

maintaining a routing table representative of a coordinated list of equivalent servers and
data blocks associated therewith and communicating with other routing tables to
generate a global routing table processor for tracking data blocks stored across

different servers on the system.

The process according to claim 13, wherein
moving data blocks includes applying an adaptive algorithm for responding to an
operational characteristic of the plurality of servers and for identifying a reallocation of

block across the plurality of servers.

The process according to claim 13 or 14, wherein
monitoring requests includes determining a number of requests received by a server to

determine a measure of request load carried by the server.

The process according to one of the preceding claims, wherein
monitoring requests includes measuring parameters selected from the group consisting
of a number of clients accessing a data volume, a number of I/O requests, and a

measure of available storage.

The process according to one of the preceding claims, wherein
request monitoring includes identifying whether a group of blocks are accessed

together at a frequency above a hot block criterion.

The process according to one of the preceding claims, wherein

data moving includes striping selected data blocks across a plurality of servers.

The process according to one of the preceding claims, wherein

data moving includes monitoring a transfer of data blocks between servers.

The process according to claim 19, further including

generating an error log for logging an error detected during the transfer of data blocks.

The process according to one of the preceding claims, wherein
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22.

23.

24,

25.

26.

27.

28

29.

30.

monitoring requests includes monitoring requests made of two or more data volumes.

A process for providing services over a data network, comprising
detecting a request from a client for access to a resource and establishing a
connection for communicating with the client,
l identifying a server for servicing the detected request,
determining whether state information is associated with the connection,
granting the identified server access to the state information and allowing the
identified server to create and transmit a response to the client, and

allowing the identified server to update the state information.

The process according to claim 22, further comprising storing the state information in

memory.

The process according to claim 22 or 23, further comprising providing a file write

process for allowing the identified server to update the state information.

The process according to one of the claims 22 to 24, further comprising providing an

interlock process for controlling access to a file containing the state information.

The process according to claim 25, wherein the interlock process includes a listening

thread for detecting requests from a client.

The process according to claim 26, wherein the listening thread detects requests from a

client for access to a distributed service.

The process according to one of the claims 22 to 27, wherein the communication
connection follows a communication protocol selected from the group consisting of
HTTP, FTP, iSCSI, NFS, CIFS.

The process according to one of the claims 22 to 28, wherein the state information
includes information selected from the group consisting of IP addresses, TCP sequence

numbers, and iSCSI sequence numbers.

A system for providing services over a data network, comprising:
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31.

32

33.

34.

35.

36.

37.

38.

a process for detecting a request from a client for access to a resource and for
establishing a communication connection with the client,

a server identification process for identifying a server associated with the
requested resource,

a request router for forwarding the detected request to an identified server, and

a socket server for allowing distributed access to state information associated
with the communication connection, whereby the identified server may access the state

information for responding to the client.

The system according to claim 30, wherein the socket server includes a file write

process for allowing the identified server to update the state information.

The system according to claim 30 or 31, wherein the socket server includes an interlock

process for controlling access to a file containing the state information.

The system according to claim 32, wherein the interlock process limits access to the file

containing the state information to one server at a time.

The system according to claim 34, wherein the interlock process includes a listening

thread for detecting requests from a client.

The systém according to claim 34, wherein the listening thread detects requests from a

client for access to a distributed service.

The system according to one of claims 30 to 35, wherein the communication connection
follows a communication protocol selected from the group consisting of HTTP, FTP,
iSCSL NFS, CIFS.

The system according to one of claims 30 to 36, wherein the state information includes
information selected from the group consisting of IP addresses, TCP sequence numbers,

and iSCSI sequence numbers.

A server for access to a distributed service over a data network, comprising:
a listening thread for detecting a request from a client for access to a service and
for establishing a communication connection with the client, the communication

connection having state information associated therewith,

32



WO 2004/066277 PCT/US2004/001432

39.

40.

41.

42.

43.

44,

a resource management process for maintaining a list of available servers
capable of servicing the detected request,

a request router for forwarding the detected request to an identified server, and

a connection data server for allowing distributed access to state information
associated with the communication connection, whereby the identified server may

access the state information for responding to the client.

A socket server for allowing a plurality of servers supporting a partitioned resource to
respond to a detected request from a client, comprising:

a file process, responsive to the detected request, for creating a data file
associated with a communication channel opened for communicating with the client
and for maintaining state information,

a control process for detecting requests from the plurality of servers to access the
data file and for controlling access to the data file to grant at least one of the plurality of
servers access to the state information, and

a file write process for allowing one of the plurality of servers to update the state

information stored in the created file.

The socket server according to claim 39, wherein the control process includes an

interlock process for controlling access to the created file.

The socket server according to claim 39 or 40, wherein the control process includes a
listening process for responding to requests from the plurality of servers to access to the

created file.

The socket server according to one of claims 39 to 41, wherein the file process includes

a process for identifying state information associated with layers in a network stack.

A computer readable medium having stored thereon instructions for carrying out the

process according to one of claims 22 to 29.

A system for providing differentiated classes of storage, comprising

a storage device having a plurality of storage locations and a logical block name
space for organizing the storage locations,
a performance process for partitioning storage locations into a plurality of

regions providing different levels of performance, and
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45.

46.

47.

48.

49.

50.

5L

52.

53.

54.

a mapping process for mapping the partitioned portions of the storage locations

to a selected section of the logical block name space.

The system according to claim 44, wherein the performance process separates the
plurality of storage locations into a plurality of categories being associated with a

different level of service.

The system according to claim 45, wherein the performance process separates the
plurality of storage locations into a plurality of categories being associated with a

different RAID level of performance.

The system according to claim 44, wherein the mapping process associates different

portions of the logical block name space to different respective levels of RAID.

The system according to claim 44, further comprising a load balancing mover process

for moving data between different portions of the logical block name space.

The system according to claim 48, wherein the load balancing mover process includes
an adaptive data placement process for moving data between storage pools to thereby

improve system performance.

The system according to claim 48, wherein the load balancing process comprises an
admin process for allowing an administrator to move data between different storage

pools.

The system according to claim 44, further comprising a process for employing the

storage to provide a file system service.

The system according to claim 44, further comprising a process for providing a storage

volume service.

The system according to claim 44, wherein the mapping process creates multiple

storage volumes at a selected level of performance.

A process for providing differentiated classes of storage, comprising the steps of
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55.

56.

57.

58.

59.

60.

61.

62.

providing a storage device having a plﬁrality of storage locations and a logical
block name space for organizing the storage locations,

partitioning storage locations into a plurality of regions providing different levels
of performance, and

mapping the partitioned portions of the storage locations to a selected section of

the logical block name space.

The process according to claim 54, further including the step of separating the plurality
of storage locations into a plurality of categories associated with a different level of

service.

The process according to claim 54, further including the step of separating the plurality
of storage locations into a plurality of categories being associated with a different

RAID level of performance.

The process according to claim 54, wherein the mapping process associates different

portions of the logical block name space to different respective levels of RAID.

The process according to claim 54, comprising the further step of load balancing by

moving data between different portions of the logical block name space.

The process according to claim 58, wherein load balancing process includes moving

data between storage pools to thereby improve system performance.

The process according to claim 58, wherein load balancing comprises allowing an

administrator to move data between different storage pools.

The process according to claim 54, wherein mapping creates multiple storage volumes

at a selected level of performance.

A system for providing differentiated classes of storage, comprising
a storage device having a plurality of storage locations, a logical block name
space for organizing the storage locations, and performance parameters of the storage

locations that vary across the storage device, and
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a partitioning process for partitioning those storage locations into regions as a

function variations in performance parameters.

63.  The system according to claim 62, wherein the partitioning process selected a fixed set

of partitions as a function of a selected configuration of system components.

64.  The system according to claim 62, further including
a performance process for associating partitions with different levels of
performance, and
a mapping process for mapping the identified partitions of the storage locations

to a selected section of the logical block name space.
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