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(57) Abstract

A system (10) for controlling access to communications lines (30) is disclosed. The system includes a personal device (12)
and a central device (16). The personal device (12) includes a communications link address circuit embodying a plurality of ad-
dresses (44), an algorithm circuit (42), a processor (50) and a transmitting module (22). The processor (50) selects an address in
accordance with the algorithm which is transmitted by the module (22). The central device (16) has a selection circuit (60) which
designates one of the communication lines (30), retrieved from a candidate circuit (62), as an accessible link in accordance with

the algorithm.
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METHODS AND APPARATUS FOR CONTROLLING ACCESS
TO _TOLIL FREE TELEPHONE SERVICE

Reference to Related Application
Reference is made to co-pending PCT Application Serial No.

PCT/US92/10492, entitled "Methods and Apparatus for Data
Encryption and Transmission" filed by the same inventors. The
entire content of the foregoing patent application is hereby
incorporated herein by this reference.

Technical Field

The present invention relates, generally, to methods and
apparatus for controlling access to toll free telephone
service, and more particularly to a system for restricting the
unauthorized use of toll free telephone numbers by providing
a dialing device and a receiving device which cooperate, in
accordance with a predetermined algorithm, to effect a desired
call completion path.

Background Art and Technical Problems
Presently known telephone services, and particularly toll free

or "Green Line" telephone services, are increasingly used in
the sale and marketing of merchandise, and in the transmission
of confidential data and information. In the banking' and
credit card industries, for example, account information is
exchanged and substantial financial transactions are effected
through the use of toll free telephone lines.

The providers of services involving toll free access typically
assume the financial and security risks associated with the use
of toll free lines. In particular, the use of toll free lines
is predicated on the idea that the provider of the service
agrees in advance to pay for incoming calls, regardless of the
geographic source of the call, and further regardless of the
identity of the calling party. Consequently, providers of toll
free telephone services have experienced considerable fraud and

abuse through the unauthorized use of such telephone lines.

-]
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Attempts have been made to restrict access to toll free
telephone lines, for example by blocking incoming calls from
certain area codes or 'geograbhic locations. Indeed, certain
U.S. providers of toll free telephone service restrict access
to the toll free lines to only calls placed from the
contihental._United States, Other providers of toll free
telephone services have implemented call blocking'functions in
which all incoming’calls'from area codes wherein substantial
abuses have'ddcurred are simplyj?recluded from accessing the
toll free services. While this is generally effective 1n

curtailing certain unauthorized uses of the toll free lines,

it necessarily reducesrthe effectiveness of the toll free
service inasmuch as large segments of potentially desirable
users are precluded from using the toll free services.

Perpetrators of toll free telephone fraud have developed
sophisticated equipment and technigues for intercepting dual
tone multi-frequency (DTMF) ,trranrsmission of toll free telephone
numbers, as well as confidential (financial credit card)
information often transmitted in connection with a toll free
call. Once intercepted, the toll free telephoné numbers and
confidential information are -often subséquently used to

'perpetrate financial fraud on the account holders as well as

the toll free service providers. 'Specifically, an unauthorized
user in possession of a toll free number and/or access code may
utilize this information to access toll free lines and, in some
circumstances, access the accounts as well. Moreover , tracing
the.idéntity‘of’the;unauthorized'user is inherently problematic
inasmuch as such fraud_ ‘is often effected :through the use of
telephones, rather than in person. ' /

A system is thus needed which permits providers and users of
toll free telephone service the flexibility of convenient
access to the toll free numbers, yet which precludes the

fraudulent use of data transmitted'ovér’public telephone lines.

Summarx\of the Invention
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The present invention provides methods and apparatus for
controlling access to toll free telephone lines which overcomes
many of the short-comings of the prior art.

In accordance with one aspect of the present invention, a
transmitting device ("personal device") is configured to select
one of a plurality of telephone numbers in accordance with a
predetermined algorithm embedded in the transmitting device.
Once a particular telephone number is selected, a DTMF data
packet is transmitted to a central device configured to
cooperate with the telephone switch (e.g. PBX) located at the
toll free service provider's facility. The central device also
incorporates the foregoing algorithm used by the personal
device to select the transmitted telephone number. In
addition, the central device includes a plurality of telephone
lines, corresponding to the plurality of telephone numbers
associated with the personal device. 1In accordance with the
foregoing algorithm, one of the plurality of telephone lines
is designated as the accessible line at any given instant; the
remaining telephone lines are inaccessible. The accessible
telephone 1line at any given‘ instant corresponds to the
particular telephone number selected by the personal device at
that time.

In accordance with another aspect of the invention, the
telephone number selected and transmitted by the personal
device, and the accessible telephone line selected by the
central device, are updated in a predetermined fashion in
accordance with the foregoing algorithm. Thus, each accessible
telephone number line communication path remains valid for a
predetermined time period as determined by the algorithm.

'Thus, in the event a DTIMF transmission of a telephone number

is intercepted by an unauthorized user, the toll free number
and associated account data may not readily be used, - because
the unauthorized user lacks access to the algorithm used to

determine the discreet windows of time during which the
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particular intércepted tcll free number constitutes the

-accessible telephone line.

Brief Description of the Drawing Figqures

The subject invention will hereinafter be described in
conjunction with the appended drawing figures, wherein like
numerals denote like'elements, and: '

Figure 1 is..a schematic block diagram of a toll free telephone
line contreiisystem; - ' : -

- E PR

Figure 2 is a schematic block diagram of the personal device
shown in Figure 1; ' '

Figure 3 is a schematic block diagram of the central device
shown in Figure 1; and

Figure 4 is a schematic block diagram of an exemplary telephone
line selection implementation in accordance with the present
invention. '

Detailed Description of a Preferred Exemglarx'Embodiment
A preferred embodiment of thé-toll'free telephone line control

system which  is the subject of the present invention is
conveniently described in the context of a credit
card/financial account access scheme. Those skilled in the art
will appreciate, however,rthat the subject invention may be
employed in any suitable context involving the use of any data
communications path, including but not limitéd.to communication

paths involving toll telephone service, wireless communication

paths, and the like.

Referring now to Figures 1-4; an exemplary embodiment of a toll
free telephone access control system 10 suitably comprises a
personal device 12 including a key pad 14, a central device 16,
a switch 18, and respective vbiée/daté communication links 13
and 15, for example conventional telephone 1lines.

-4
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Communications link 13 is configured to maintain communication
between personal device 12 and central device 16.
Communications link 13 suitably comprises conventional public
telephone company communication lines.

Switch 18 suitably comprises a conventional telephone switch
board, for example, a private branch exchange (PBX). Switch
18 may be conveniently located at the facilities of the company
which provides the toll free telephone service. In
circumstances where a toll free number is used to access a
computer to retrieve information relating to, for example,
savings, checking or credit card accounts and the like, switch
18 may be advantageously configured to communicate directly
with such a computer system (not shown). Alternatively, switch
18 may be configured to direct incoming toll free telephone
calls to various human operators, as desired.

Those skilled in the art will appreciate that switch 18
typically interfaces with communications 1link 13 via a
conventional telephone interface system, for example, a T1
line. 1In accordance with a preferred embodiment of the present

invention, central device 16 is suitably interposed between the

T1 line and switch 18. Consequently, an incoming call received

at the Tl interface may be appropriately routed through central

device 16 to switch 18, as discussed in greater detail below.

As an alternate embodiment, switch 18 can be positioned before
the central device 16 if desired. The alternate embodiment is
particularly useful when .direct inward dialing technology is
employed. 1In direct inward dialing, a group of n telephone
numbers and m physical telephone lines, n>>m, is allocated to
a customer. In this scenario, the switch 18 will select the
physical line to be used by an incoming number. The central
device 16 then determines accessibility as discussed herein.

With particular reference to Figure 2, personal device 12

suitably comprises a control unit 20, for example a micro-

o
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processor, microcontroller, or other central processing unit
(CPU), a dual tone mul{:i'-frequency (DTMF) module 22, a RAM 24,

and key pad 14.

RAM 24 suitably comprises 'é. plurality of memory sectors,
including an algorithm sector 42, a telephone number sector 44,
a protocol sector 46, a code séctor 48 -and a control sector 50.
Control sector 50 suitably embodies various control software
for performing supervisory, communication, and other systenm
level ‘functions. Code sector 48 suitably comprises data
corresponding to a personal identification number (PIN) or
other identifying code corresponding to the individual or
entity to which the particuiaf personal device 12 has been
assigned, as discussed in greater detail below. Protocol
sector 46 suitably. comprises data corresponding to
predetermined protocolr and other related .communication
parameters for maintainingxprop_er coo_r&ination between personal
device 12 and central device 16, as discussed in greater detail
below. | Telephone number' sector 44 suifably includes a
plurality of tolljfreertelephohe numbers, one of which is
suitably selected in accordance with a predetermined algorithm
or mathematical function resident in algorithm sector 42.

In accordance with one aspect of the preéent invention, key
pad 14 is used to ent'er an access code, e.g., a PIN, and a
telephone number or other ehabling number assighed to pérsonal
device 14 by the provider of the subject toll free teiephone
service. 7 o '

In accordance with a further aspect of the invention, entry by
the user of a PIN or other access code into key pad 14 enables
device 12 to perform the functions described herein. As an
additional séc'u,rityrmechanism, ‘device 12 may be configured to
select a second PIN number from PIN sector 48 in accordance
with the aforementioned algorithm. - The second PIN number
retrieved from PIN srecto,r 48 may radvantageous'ly be transmitted
to central device 16 along with the selected telephone number.

_ 6 -
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In this way, an unauthorized user who observes or otherwise
intercepts the PIN number entered onto key pad 14 will not
thereby gain access to the second PIN number actually
trénsmitted. Conversely, an unauthorized user who intercepts
the second PIN number which is actually transmitted will not
necessarily thereby derive the PIN number entered onto key pad
14 by the authorized user.

Upon entering the foregoing information, the algorithm embedded
in RAM 24 (discussed in greater detail below) selects one of
the plurality of toll free telephone numbers resident in
telephone number sector 44 of RAM 24. In accordance with
various control software resident in control sector 50 and
various protocol parameters resident in protocol sector 46, the
selected toll free telephone number is applied to DTMF module
22. DTMF module 22 generates a data packet comprising DTMF
tones corresponding to the selected telephone number and
applies this data packet to communications 1link 13. In
practical effect, personal device 12 dials a toll free
telephone number, selected in accordance with the predetermined

algorithm embedded within personal device 12, in response to

the entry of the access information (e.g., PIN and telephone
number) by the user of personal device 12.

With particular reference to Figure 3, central device 16
suitably comprises a controller 26, for example a micro-
processor, microcontroller, or other suitable control device,
and a RAM 25 including a function sector 60, a telephone line
sector 62, a protocol sector 64, a PIN sector 66, and a control
sector 68. Control sector 68 suitably embodies software fbr
supervisory control, system level function, and the like. PIN
sector 66 suitably includes a look-up table or other memory
array for maintaining PIN or other access code numbers.
Protocol sector 64 embodies protocol and other parameters for
maintaining communication with personal device 12. Telephone
number sector 62 suitably comprises the addresses or other
identifying parameters corresponding to the plurality of toll

-]
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free telephone linesrmaintained by the provider of the toll
free service which is the subject of the present invention.
Function sector 60 suitably comprises a function or other
algorithm which is either identical to or compatible with the
algorithm executed by personal device 12, as discussed in
greater detail below. |

A suitable communications interface module 17, for example a
Tl line interface module,:is configﬁred to receive DTMF tones
from personal device 12. Those skilled in the art will
appreciate that appropriate 7DTMF compatible hardware and
software may be emploYed in conjunction with interface module
17 and central device 16 to ensure the compatible operation of
central device 16 with the DTMF-transmitted data.

In accordance with a further aspect of the invention, access
to a toll free,telephone_lihe is controlled by central device
16 such that access is limited to personal devices 12.

More particularly, switch 18 includes a number of telephone

lines owned or otherwise operated by the provider of the toll
free service. Of these, a discrete group of telephone lines
are designated as candidate linés'for_the purpose of this
invention. Central device 16, in accordance with the
predetermined algorithm embedded therein, selects one of these
candidate lines to be the accessible line at any given moment;
the remaining candidate 1inés remain inaccessible and, hence,

are incapable of receiving incoming telephone calls.

As discussed above, personal device 12 selects a particular
telephone number from a plurality of‘telephone numbers set
forth in telephone number sector 44 of RAM 24, in accordance
with an algorithm which is identical (or at least compatible)
with the algorithm used by central device 16 to select the
accessible line. Thus, at any particular point in time, the
telephone number selected and dialed byrpersonal device 12
corresponds to the accessible line selected by central device

77-8'7-
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16. Inasmuch as all of the candidate 1lines except the
accessible line are inaccessible, only the telephone number
selected by personal device 12 which corresponds to the
accessible 1line 1is capable of establishing communication
between personal device 12 and switch 18. Consequently, an
unauthorized user not in possession of personal device 12 is
precluded from accessing the toll free telephone 1lines
controlled by central device 16, inasmuch as the unauthorized
user has no way of determining which of the plurality of
candidate lines is the accessible line at any given moment.
Indeed, if the toll free telephone number corresponding to any
one of the candidate telephone lines which is not then the
current accessible line is dialed, communication will not
likely be established because the telephone line corresponding
to the dialed number is 1likely to be disconnected, or if
connected, such connection will be momentary due to lack of
appropriate protocol.

once the toll free telephone call is placed through the
accessible line, thereby establishing communication between
personal device 12 and switch 18, the accessible line remains
active until the call is terminated by the user of personal
device 12. In this regard, the algorithm embodied in central
device 16 may either cease operating for the duration of the
telephone call, or may continue to operate, allowing additional
parties to establish communication with additional telephone
lines, as desired.

In accordance with another aspect of the invention, a plurality
of identical or similarly programmed personal devices 12 are
provided to a select group of individuals or entities
designated by the provider of the toll free service as having
access to the toll free telephone lines controlled by central
device 16. By entering the appropriate enabling codes into
personal device 12, an authorized user may readily access the
then current accessible line, even though the user of the

device has no way of knowing which line is accessible. That

-9-
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is, the selection of the appropriate telephone number by
personal device 12 and the cohcomitant dresign'ati'on, of a
corresponding accessible telephone line by central device 16
is transparent to an authorized user. o

In an alternate embodiment of the invention, two or more
telephone' lines may be selected and sequentially transmitted
by pefsonal device ‘12, while two or more telephone lines
corresponding rthe'reto ai'e. simultaneously- made accessible by
central device 16, thefeby f’acilitating”higher volume telephone
traffic. ' ' | |

In accordance with a further aspect of an invention, the
unauthorized 'interception of DTMF signals does not thereby
permit access to one of the »torll free iinesr controlled by
central device 16. In particular, if the DTMF signal

‘corresponding to the dialed telephone number (and, Hence,

corresponding to the then active line) is intercepted during

' transmission , the unauthorized interce’ption may be analyzed to

reveal the dialed te’le’phcne number. However, if this dialed

" number is subsequently dialed by the urnauthofizred user, chances

are remote that the intercepted telephone number will
correspond to the accessible line at any arbii:rary time during
which the unauthorized user 'atrte'mpts to access the toll free
line. Moreover, the actual data which is transmitted in
accordance with ‘the subj:ecit invention ‘may be encrypted to
inhibit the determination of the dialed number and PIN number
by an unauthorized user who has intercepted the data. Suitable
encryption schemes are set forth in a related PCT Application

entitled "Methods and Apparatus for Data Encryption and

Transmission" filed aneqemb_eri 4, 71992 by the same inventors.

Referring now to Figure 4 , an exemplary'schemé for selecting
an active line from a plurality of candidate lines suitably
comprises a mulEplexér '28'7having select lines S1, S2 . . . Sn
and a plurality of candidate telephone lines schematically
represented as respective lines 30 interposed between

;lOf
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multiplexer 28 and communications interface module 17. Those
skilled in the art will appreciate that the function of
multiplexer 28 may be implemented in hardware or software as
part of central device 16, as desired.

With continued reference to Figure 4, the algorithm resident
in central device 16 applies logical signals to respective
select lines S1-Sn to thereby designate a particular one of
candidate lines 30 as the accessible 1link. Although the
particular candidate line which functions as the accessible
line changes periodically as a function of the foregoing
algorithm, at any given moment the accessible line functions
to maintain communication between communications link 13 and
switch 18 via a second communications link 15. By varying the
logical signals applied to select lines S1-Sn in accordance
with the algorithm, a different one of candidate lines 30
constitutes the accessible line at any given moment.

Thé»aforementioned process is applicable to telephone systems
that use hunting group technology. In a hunting group, a block
of telephone numbers is set up in an exchange such that an
incoming call which encounters a busy number is routed to an
open line. Usually, but not always, a leading number is used
for all incoming calls. The present invention is able to
determine that leading number at any given point in time.
Access to all other numbers would be restricted.

In accordance with another aspect of the present invention, the
selection algorithm suitably comprises a dynamic mathematical
function of time (e.g., Greenwich Mean Time ("GMT")) expressed
in terms of, for example, the current year, month, date, hour,
minute and/or second. Inasmuch as the same dynamic
mathematical function is employed in both personal device 12
and central device 16, the telephone number selected by
personal device 12 to be dialed desirably corresponds to the
accessible line selected by central device 16. However, those

skilled in the art will appreciate that typical DTMF

-11-
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transmission requires on the order of 30 milliseconds per
digit. Thus, transmission of a ‘data 'paéket comprising, for
example, 15-20 rdigits may,require on the order of 450-600
milliseconds. Thus, it may be desirable to employ a suitable
mechanism for ensuring that a data péckét transmitted by
personal device 12 is received and processed by central device
16 during a particular state of the subject algorithm
("validity window"); stated another way, a selected telephone
number remains valid for a particular validity window defined
by the execution of the algorithm by personal device 12. In
addition, the 'partic':urlar' accessible' line selected by central
device 16 remains valid (aécessible)v for a particular validity
window defined by central device 16. Accordihgly, it may be
desirable to offset the operation of the algorithm within
central device 16 with rrespect to the operation of the
algorithm within persbnal device 12 by a predetermined period
of time sufficient to account for the time required to transmit
the DTMF signals from personal de\iice 12 to central device 16.

Altei'nativ'ely, personal device 12 may be configured to monitor
each validity window and to delay transmission E)f a data packet
until the beginning of a subsequent' valrid'ity ‘window of
sufficient dﬁration to ensure Satisfactory__rt'ransmission of a
data pécket within a wvalidity window. As yet a further
alternative, a data packet may be transmitted by personal

~ device 12 without regard to whether sufficient time remains

within the then current validity window to transmit the data
packet to central device 16. In the event the validity window
associated with central rdevice 16 changes before central device
16 processes the data packet received frrom'per'sonal device 12,
central device 16 may be configured to transmit an appropriate
message to personal device 12 requesting that a new telephone
number be transmitted. This process may be repéated a number
of times until a data packet is successfully transmitted and

processed within a validity window.-

—12-
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Those skilled in the art will also appreciate that personal
device 12 and central device 16 suitably include an appropriate
mechanism (not shown) for mohitoring or otherwise generating
a signal representative of GMT. For example, personal device
12 and central device 16 may comprise an internal hardware or
software clocking mechanism configured to track GMT, which
mechanism may be periodically recalibrated to coincide with
GMT. Alternatively, the respective devices 12, 16 may comprise
a signal input terminal for directly receiving a signal
representative of GMT from an external source. Those skilled
in the art will further appreciate that the subject algorithm
may be based on a time value which is either offset from or
otherwise a function of GMT or some other dynamic variable
which may be conveniently calibrated from time to time to
ensure synchronous operation between personal device 12 and
central device 16.

In accordance with a further aspect of the present invention,
the subject selection algorithm may comprise any suitable
algorithm, including but not limited to a mathematical function
which sequentially selects an accessible line from among the
various candidate telephone lines. For example, a simple
function F(T)=1+T?, where T corresponds to the output of a
hardware or software counter (not shown) which is controlled
(incremented) by GMT, may be employed to select among the
various candidate lines, each candidate line having an address
corresponding to the various anticipated valﬁes of F(T).
Alternatively, a counter or analogous device may be employed
to sequentially designate each candidate line as the accessible
line in a repeating sequence, wherein the period of time in
which a particular telephone line remains active is controlled
by a predetermined function.

In accordance with the further aspect of the invention,
personal device 12 assembles a data packet including the
aforementioned DTMF signals and which also comprises a PIN or
other code which identifies a particular personal device 12

-13-
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When the data packet is received by central device 16,
controller 26 extracts the PIN from the data packet and applies
thé.PIN code number as an argument to PIN sector 66 of RAM 25.
In this regard,'PIN sector 66 may comprise aliook-up table
which associates the PIN number receivedtfrom personal device
12 with a'particulat authorized user. In this way, central
device 16 may ascertain which user has dialed the toll free
number and, henée, central device 16 may thereby discriminate
among various users;rrFor‘eXample, the provider of the subject
toll free telephone éervice;maj’desire to limit the ability of
certain users to access certain telephone numbers only at
predetermined times or -only from  predetermined locations.
Moreover, if a persohal device is reported as stolen, this
information may be incorporated into PIN sector 66, and access
to the toll free numbets 'from ‘the stolen ‘device may be
restricted, as desired. ' -

Although the invention has been described.herein in conjunction
with the appended drawing figures, those skilléd in the art

will appreciate that the scope'df the invention is not so

limited. Various modifications in- the selection and
arrangement of',the' various components“ and method steps
discussed herein may be made without departing from the spirit
of the invention as set forth in the appended claims.
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CLAIMS
We claim:
1. A System for controlling access to communication 1links,
comprising: '
5 a personal device, comprising:
a communication 1link address circuit embodying a
plurality of addresses;
an algorithm circuit configured to effect a
predetermined algorithm;
10 a processor configured to select one of said plurality
of addresses in accordance with said algorithm; and
a transmitting module configured to transmit a data
packet corresponding to said selected address over a data

link;
15 a central device configured to communicate with said
personal device through said data 1link, said central device
comprising:

a candidate circuit configured to store indicia of a
plurality of said communication links;

20 a selection circuit configured to designate one of
said communication 1links as an accessible 1link in
accordance with said algorithm to thereby establish
communication between said'personal device and said central
device.
25

2. The System of Claim 1 wherein said algorithm circuit is

configured to effect an algorithm which is a mathematical

function of GMT.

30 3. A method for controlling access to communication 1links,
comprising the steps of:
entering an access code into a personal device;
selecting a communication link address from a set of said
communication link addresses in accordance with a predetermined
35 algorithm;
transmitting said selected address to a central device
comprising a plurality of said communication links;

-15-
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designating one of said.pluralityrof communication links as
an accessible 1link correéponding'to’said Selected address in
accordance with said'algorithh;rand

establishing commuﬁicatiOn between,said.persoﬁal,device.and
said central device through said accessible link.

4. The Method of Claim 3, wherein said step of selecting one
of a plurality of  said communication link addresses in
accordance with a predeterminedralgorithm.comprises selecting
said address in accordanc¢xwith a‘mathématical function of GMT.

5. A method for controlling access to telephone service to
authorized users, the method comprising the steps of:

devoting a plurality of telephone lines to the service;

associating each of the plurality of 1inés with a value,
each of the values being derivable from a mathematical
function; ' | ' ) - ,

periodically computing ~one of the values from the
mathematical'function;" ’ o

selecting one or more of the plurality of telephone lines
corresponding to the cdmputed value, the one or more of the
telephone lines ‘being accessible for telephone service, the
remaining lines of the set are inaccessible for telephone
service; and '

providing the accessible number to thé authorized users.

6. The method of claim 5 wherein the mathematical fﬁnction

utilizes the date and the time as variables.

7. The method of claim 5 wherein a plurality of mathematical
functions are utilized. -

8. The method of claim 5 further comprisihg’ the step of

limiting access to the mathematical function to the authorized

users.

_16-
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9. The method of claim 8 wherein the step of limiting access
further comprises furnishing the authorized users with an
access code; and

requiring that the access code be transmitted and received

5 before use of the accessible line is permitted.

10. The method of claim 9 wherein the step of limiting
access further includes encoding the access code by performing
a mathematical transform on the access code input by the

10 authorized user, and transmitting the transformed access code.

-17-
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