Office de la Propriete Canadian CA 2411335 A1 2003/05/08

Intellectuelle Intellectual Property
du Canada Office (21) 2 41 1 335
v organisime An agency of 12 DEMANDE DE BREVET CANADIEN
d'Industrie Canada Industry Canada
CANADIAN PATENT APPLICATION
(13) A1
(22) Date de depot/Filing Date: 2002/11/07 (51) CL.Int.//Int.CI.* GO7C 9/00, B42D 15/10
(41) Mise a la disp. pub./Open to Public Insp.: 2003/05/08 (71) Demandeur/Applicant:
(30) Priorité/Priority: 2001/11/08 (60/337,847) US ACCU-TIME SYSTEMS, INC., US

(72) Inventeurs/Inventors:
BEALE, RICHARD A., US;
BENOIT, PAUL D., US;
SHEA, JOSEPH B., US

(74) Agent: KIRBY EADES GALE BAKER

(54) Titre : CONTROLE D'ACCES AUX AEROPORTS BASE SUR LIDENTIFICATION BIOMETRIQUE
(54) Title: BIOMETRIC BASED AIRPORT ACCESS CONTROL

50 . | READ INFORMATION ENCODED ON ACCESS
.
CARD I
21 INDIVIDUAL INPUTS PIN 1

I

22 BIOMETRIC READING(S) OF THE INDIVIDUAL IS5
TAKEN
23 ~ VALIDATE THE ACCESS CARD, PIN AND
BIOMETRIC READING

I

24 \| PERMIT OR DENY ACCESS TO INDIVIDUAL

20 STORE INFORMATION CONCERNING THE
ACCESS ATTEMPT
(57) Abrége/Abstract:

One aspect of the Invention Is a system controlling individual access at an airport. The system comprising an access card
having machine readable information of an encoded biometric characteristic. An access control terminal includes a reader for
reading the encoded biometric characteristic from the access card. A biometric reader makes a contemporaneous biometric
reading of the presenting individual. A processor grants or denies access by comparing the read encoded biometric reading with
the presenting individual biometric reading. Another aspect of the invention is controlling entry to commercial vehicles. A
biometric reading of a passenger Is taken. A boarding pass having the passenger's biometric reading Is generated. A
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encoded Information Is compared to a contemporaneous Input. Based on the comparison, access Is granted or denied.

:':‘;‘:‘-';:;‘:': Bt N,
R A -:::; N7
> \) Q"’...

I*I ] . Prven, B N o
C an ad a http:/opic.ge.ca + Ottawa-Hull K1A 0C9 - atip.://eipo.ge.ca OPIC 48 @igmr -~

| SRR RO S 2 _,\‘.s
OPIC - CIPO 191 5




CA 02411335 2002-11-07

ATS-PT006.1CA

ABSTRACT

One aspect of the invention is a system controlling individual access at an
airport. The system comprising an access card having machine readable information of
an encoded biometric characteristic. An access control terminal includes a reader for
reading the encoded biometric characteristic from the access card. A biometric reader
makes a contemporaneous biometric reading of the présenting individual. A processor
ogrants or denies access by comparing the read encoded biometric reading with the
presenting individual biometric reading. Another aspect of the invention is controlling
entry to commercial vehicles. A biometric reading of a passenger is taken. A boarding
pass having the passenger’s biometric reading is generated. A contemporaneous
biometric feading of each passenger presenting a boarding pass i1s taken. The
presented boarding pass encoded information is compared to a contemporaneous input.

Based on the comparison, access 1s granted or denied.
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[0001] BIOMETRIC BASED AIRPORT ACCESS CONTROL
0002] . FIELD OF INVENTION
(0003] The invention generally relates to security. In particular, the invention

relates to access control.

[0004] ' BACKGROUND

[0005] Terrorist activities have reinforced the need for high security at airports.

One aspect of airport security is access control. If terrorists are allowed access to

certain areas of an airport, such as gangWays, cockpii;s, tarmacs, baggage areas,

countless lives could be endangered. Accordingly, keeping unauthorized individuals

away from these areas is of great importance. '
[0006] Many airports currently utilized push button style locks to control access

to such areas. An individual desiring entry to the areas must push a proper sequence

of buttons to gain entry. Although such locks provide some protection, anyone pressing
the proper sequence, authorized or unauthorized, can gain access. To illustrate, an
unauthorized individual may see the sequence used by a authorized individual and
gain access or an authorized individual may tell unauthorized individuals the

sequence, breaching security.

[0007} Accordingly, 1t 1s desirable to have improved access control at airports.
[0008] SUMMARY
[0009] One aspect of the invention is a system controlling individual access at an

airport. The system comprising an access card having machine readable information of
an encoded biometric characteristic. An access control terminal includes a reader for
reading the encoded biometric characteristic from the access card. A biometric reader

makes a contemporaneous biometric reading of the presenting individual. A processor
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ogrants or denies access by comparing the read encoded biometric reading with the
presenting individual biometric reading.

[0010] Another aspect of the invention 1is cohtrolling entry to commercial
vehicles. A biometric reading of a passenger is taken. A boarding pass having the
passenger’s biometric reading is generated. A contemporaneous biometric reading of
each passenger presenting a boarding pass is taken. The presented boarding pass

encoded information 1s compared to a contemporaneous input. Based on the

comparison, access 1s granted or denied.

[0011] - BRIEF DESCRIPTION OF THE DRAWING(S)
[0012] Figure 1 is a flow chart of a preterred access control procedure.
[0013] Figure 2A is a simplified diagram of a stand-alone terminal for airport

access control.

[0014] Figure 2B is a simplified diagram of a networked terminal for airport

access control.

[0015] Figure 3 1s an 1llustration of a preferred access card.

[0016] Figure 4 1s an illustration of a preferred validation procedure.

[0017] Figure 5 1s an 1llustration of an access attempt record.

[0018] Figure 6 1s an illustration of a failed access attempt recbrd.

[0019] Figure 7 1s an 1illustration of boarding pass containing biometric
information. ‘ '

[0020] Figure' 8 1s a simplified diagram of a biometric boarding pass encoding
terminal.

10021} Figure 9 is a flow chart of airline passenger access control.

[0022] Figure 10 is a simpﬁﬁed diagram of a boarding terminal.

[0023] DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT(S)
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[0024] Figure 1 is a flow chart _of a preferred airport access control procedure.
- Although the preferred use of the invention is for use with the airline industry, it is
applicable to other uses. The flow chart of Figure 1 1s explained in conjunction with
the preferred stand-alone terminal 30 of Figure 2A and the preferred networked
terminal 32 of Figure 2B. Access to a restricted area of the airport is controlled by an
access terminal 30, 32. The access point, such as a door, controlled by the acéess
terminal 30, 32 has an access point number, such as a door identification number, to
identify the access point. Typically, the terminal 30, 32 restricts access to the area by
locking and unlocking a door into that area.

[0025] An individual desiring entry into a restricted area has an access card 49
as shown 1n Figure 3. The access card 49 is read by a card reader 34 of the access
terminal 30, 32, step 20. On the access card 49 1s encoded infbrmation, such as
information encoded on a bar code, magnetic stripe or chip. The read information 1s
transferred to the terminal’s processor 40. If the terminal is a networked terminal 32,
this information may also be sent to a host computer (host) 44 of a network 50. For the
networked terminal 32, the processor 40 sends the information to a network interface
device 48, such as a network card. The network interface de\}ice 48 converts the
information into a format compatible with the network 50, such as a serial, modem or
Ethernet network. The converted information 1s sent through the network 50 to the
host 44. '
10026] Figure 3 is an illustration of information stored on a preferred access card
49, although other types of access cards may be used. The access card 49 has an access
card number 50, 1ssue date 51, expiration date 52, issued by identifier 53, a j'ob
identifier 54, a clearance identifier 55, a che.ck value 56, a personal identification
number (PIN) 57, a biometric template 58 and a verification threshold 59.

[0027] The access card number 50 is a unique number assigned to the card 49 to

distinguish that card 49 from other cards. The issue date 51 identifies the date of '

issuance of the card 49 to the individual. The expiration date 52 indicates the date

3.
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that the card 49 expires. The issued by identifier 53 is an indicator of the location that
issued the card 49, such as Logan airport in Boston, Massachusetts. The job identifier
54 indicates the job classification of the individual, such as a baggage ha,ndler,
passenger or pilot. '

[0028] The clearance identifier 55 indicates the clearance level of the individual.
To illustrate, a manager may be given a highest clearance, allowing the manager
access to all areas. A baggage handler may have\ a lower clearance, allowing the
baggage handler access only to baggage handling areas. A preferred clearance
identifier 55 i1s a numeric value with a lower number indicating a higher clearance.
The clearance identifier 55 is also preferably linked to the job identifier 54. Each job
identifier 54 1s associated with a particular clearance identifier 55. To illustrate, all
baggage handlers have the same clearance identifier 55. '

[0029] A check value 56 is provided to verify that no tampering has occurred to
the card 49. The check value 56 is derived from other information stored on the card
49. If information is altered on the card 49, a check value generated from the altered
information will not match the check value 56 stored on the card 49. The individual’s
PIN 57 is used for comparison with an inputted PIN. The biometric template 58 has
information of one or multiple biometric characteristics of the individual. The
biometric template 58 is compared to - a or multiple biometric reading(s). The
verification threshold 59 indicates how close the read biometric information of the
individuél must match the template 58, such as a 90% match. Althoﬁgh this
information is preierably stored on the access card 49, this information may alternately
be stored at the access terminal 30, 32 or for a networked terminal 32, sent to the host
44.

[0030] After having the card’s information read, the individual is prompted to
input a PIN. The individual inputs a PIN using a PIN input device 36, such as a

numeric keypad, step 21. The inputted PIN is sent to the processor 40. For the
networked terminal 32, the inputted PIN may also be sent to the host 44.

4-
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[0031] Preferably, after inputting the PIN, the individual is prompted to have a
biometric reading, such as a finger print, finger geometry, iris, retina or facial
. characteristic read. For added security, multiple biometric scans may occur, such as
finger geometry and facial characteristic. The read biometric information is sent to the
processor 40 of the terminal 30, 32 and/or sent to the host 44, step 22.
[0032] After receiving the card, PIN and biometric information, the information
on the card 49 is validated, step 23. For the stand-alone terminal 30, the validation is
performed by the terminal’s processor 40. For the networked terminal 32, the
validation is performed by either the terminal’s processor 40, the host 44 or distributed
between them. Initially, the information stored on the card 49 is verified to determine
whether the card 49 is valid. This validation includes comparing the access card
number 50 against a blacklist. The blacklist indicates access cards 49 no longer -

permitted access.

[0033] After the card 49 is validated, the inputted PIN is compared to the stored
PIN 57 to verify that they match. Subsequently, the read biometric reading or
biometric readings are compared to the stored reading(s) 58, to verify that they rnatch.
If all the information is valid and the inputted information matches the stored
information, the i‘ndividual passes the validation. If any of the information is invalid
or does not match, the individual fails the validation.
[0034] A preferred validation procedure with the access card 49 of Figure 3 is
shown in Figure 4. From the information read from the access card 49, a check value is
senerated. The check value is compared to the stored check value 56 to verify that no
tampering has occurred to the card, step 60.
[0035] = After the tampering check, the inputted PIN is compared to the stored
PIN 57 to determine whether they match, step 61. Subsequently, the biometric
reading or readings are compared to the template 58 to verify that a close enough
match as dictated by the verification threshold 59 is met, step 62. The issue date 51 is ,
‘ checked to verify whether a valid date is present, step 63. If the issue date is after the

5.
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current date, the issue date is not valid. The expiration date 52 is compared to the
current date to verify that the card 49 has not expired, step 64.

[0036] The clearance identifier 55 is checked to determine whether the individual
has adequate clearance to access the area controlled by the access terminal 30, 32, step
65. To simplify the clearance check procedure, preferably, the access point number |
indicates the clearance identifier 55 required for entrance into that area. To illustfate,
an access card 49 has a clearance identifier 55 having a value of five (5). The access
card holder. is permitted access to any access points having an access point value less
than and including 599. If the clearance identifier 55 is four (4), the card holder is
permitted access to access numbers less than and including 499. Finally, the access
card number 50 1s checked against a blacklist to verify that the access card 49 is
permitted access, step 66. '

[0037] After the validation, access to the area is either permitted or denied to the
individuél, step 24, step 67. If the individual passes the validation, the processor 40
sends a signal to the access control device to allow access, such as by unlocking an
access door. If the individual is denied access, the individual is notified of the denial.
Preferably, the individual is not provided a reason for the denial. As a result, the
individual is not aware of which validation criteria was failed. This procedure prevents
an unauthorized individual from attempting to circumvent a particular failed
validation criteria. '

[0038] After a successful access attempt, a record 130 of the access attempt is
stored, step 25. Figure 5 illustrates a preferred access record 130 for use with the
access card 49 of Figure 3. The access record 130 indicates the access point number
131, the date 132 and time 133 of the access attempt, the access card number 134, the
issue date 139, the expiration date 136, the issuing location 137 of the access card 49,
the job identifier 138, the clearance identifier 139, the check value 140, the PIN 141,

and an error status code 142 indicating any errors in the access attempt. Preferably, \
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the error status code is a two byte field with each bit in the error status code 142
representing one potential error.

10039] For each failed access attempt, a failed access attempt report 150 is also
generated. The failed access attempt report 150 includes an indication of which
criteria was not pas_Sed. For the card of Figure 3, a preferred failed.access attempt
report 150 is shown in Figure 6. The failed access attempt report 150 includes an
1dentifier of whether the card 49 failed due to the blacklist 151, badge expired 152,
check value 1563, PIN 154, issue date 156, expiration date 157, clearance identifier 159
or biometric template 160. Also, included in the report 150 is the issued by identifier
155, the job type identifier 158 and the verification threshold 161.

[0040] Occasionally, information stored in the terminal 30, 32 must be updated,
such as for new employees and updates of the blacklist. To upd'ate the validation
criteria, the stand-alone terminal 30 may be connected to a host or have information
inputted into the terminal 30, such as by a keyboard. After connection to the host 44,
information is transferred to the terminal 30. For the networked terminal 32, the
information is updated by the host 44 transferring the information to the terminal 32
via the terminal’s network interface device 48.

[0041] Another aspect of the invention deals with passenger boarding security.
Although passenger boarding security is described with the preferred use for airline
passenger boarding, passenger boarding security is applicable to boarding in general,
such as any commercial vehicle boarding. Figure 7 is an illustration of a boarding pass
90 containing biometric information. The boarding pass 90 contains conventional
flight information 91, such as Airline, flight number, flight time, etc. Additionally, the
boarding pass 90 has a stored biometric template 92 of the passenger associated with
the boarding pass 90. The biometric template 92 is stored on the boarding pass 90, '
such as by a bar code, magnetic stripe or chip. One preferred boarding pass 90 is a

paper boarding pass with a bar code or magnetic stripe.
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[0042] Figure 8 is a preferred terminal 100 for encoding biometric information on
to a boarding pass 90. A biometric*reading device 101 takes a biometric reading of the
passenger. The reading is sent to the terminal’s processor 102. The processor 102
converts the biometric reading into a format compatible for storage on the boarding
pass 90, such as a bar code or magnetic stripe. A boarding pass encoding device 103
encodes the biometric template 92 of the passenger onto the boarding pass\ 90.
Preferably, the terminal 100 is integrated with the airline’s flight information so that
the boarding pass encoding device 103 is generating the boarding pass 90 with the
flight information 91 along with the encoded biometric template 92.
[0043] Figure 9 i1s a flow chart of the process to allow a passengef to access a
plane using the boarding pass 90 with the encoded bionietric templa.te 92. The flow
chart is described in conjunction with the preferred boarding terminal 120 of Figure 10. -
The biometric template 92 on the boarding pass 90 is read by a boarding pass reading
device 121, step 110. The read biometric template 92 is sent to the terminal’s processor
123.
[0044] A biometric reading device 122 takes a biometric reading of the passenger
presenting the boarding pass 90, step 111. This reading is also sent to the Processor
123 and the processor 123 compares the read biometric information to the passenger’s
biometric reading to determine whether they match to a specified certainty (threshold),
step 112. If they match, the output device 124 outputs an accesé allowed signal, such
as lighting a green light emitting diode (LED), step 113. If the readings do not match,
the output device 124 puts out an access denied signal, such as lighting a red LED,
step 114. Preferably, the access attempt information is stored in a memory associated

with the processor 123.
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CLAIMS
What is claimed 1is:
1. A system for controlling individual access at an airport, including:
an access card having machine readable information of an encoded biometric
characteristic;
an access control terminal including:
a reader for reading the encoded biometric characteristic;
a biometric reader for making a contemporaneous biometric reading of the
presenting individual; and -
a processor for granting or denying access by comparing the read encoded

biometric reading with the presenting individual biometric reading.

-2 The system of claim 1 further comprising a PIN input device for allowing
input of a PIN by the presenting individual; wherein the machine readable information
includes an encoded PIN, the reader for reading the encoded PIN and the processor

compares the read encoded PIN with the presenting individual PIN input to grant or

deny access.

3. The system of claim 1 wherein the access card having an access card
number and the processor comparing the access card number to a blacklist and denying

access if the access card number is on the blacklist."

4, The system of claim 1 wherein the access card having a job identifier

indicating a job classification of the presenting individual.

5. The system of claim 4 wherein the access terminal associated with an
access point having an access point number, the access point number indicating a

numeric values of the clearance identifier permitted access at the associated access

point.
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6. The system of claim 1 wherein the access card having a clearance

identifier and the processor determining whether the clearance identifier allows access

by the presenting individual.

7.  The system of claim 6 wherein the access card having a job identifier
indicating a job classification of the presenting individual and the clearance indicator

is derived from the job identifier.

8. The system of claim 1 wherein the access card having a check value and
the processor using the check value to determine whether the access card has been

tampered with and denying access if determined tampering occurred.

9. The system of claim 1 wherein the access card having a verification
threshold for indicating a level of required matching for the comparison of the read

encoded biometric reading with the presenting individual biometric reading.

10. The system of claim 1 wherein the comparison of the read encoded
biometric reading with the presenting individual biometric reading compares a
plurality of read encoded biometric readings with a plurality of presenting individual

biometric readings.

11. The system of claim 1 wherein if the presenting individual is denied
access, the presented individual is not provided an indication of a specific validation

criteria not met.

12.  An access control terminal for controlling access at an access point, the
access point having an associated access point number, the terminal comprising:
a reader for reading an encoded biometric characteristic, a PIN and a clearance

number from an access card;

-10-
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a PIN input device for allowing input of a PIN by an individual presenting the

access card;

a biometric reader for making a contemporaneous biometric reading of the
presenting individual; and

a processor for granting or denying access by comparing the read encoded .
biometric reading with the presenting individual biometric reading, the read encoded

PIN with the presenting individual PIN input and the read encoded clearance number

with the associated access point number.

13. A method for controlling entry to commercial transportation vehicles
comprising the steps of: '
taking a biometric reading of a passenger;

generating a boarding pass having the passenger's biometric reading encoded

thereon;

taking a contemporaneous biometric reading of each passenger presenting a

boarding pass;

comparing the presented boarding pass encoded information to a

contemporaneous input; and

egranting and denying access based on the comparison.

~14. The method of claim 13 wherein the boarding pass for use with airplane

boarding.

15. The method of claim 14 wherein the boarding pass includes ﬂight

information.

16.  The method of claim 13 wherein the boarding pass is a paper boarding

pass.
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17. A boarding pass for use in boarding a commercial vehicle, the boarding
pass comprising:
commercial vehicle information including a time of departure for the commercial

vehicle; and

a biometric reading of a passenger allocated the boarding pass; whereby the
biometric reading allows for a comparison of a contemporaneously made biometric
reading of a potential passenger presenting the boarding pass and the biometric

reading of the passenger allocated the boarding pass.

18. The boarding pass of claim 17 wherein the boarding pass for use with

airplane boarding.

19. The boarding pass of claim 18 wherein the boarding pass includes flight

information and the biometric template is a finger template.

20. The boarding pass of claim 19 wherein the boarding pass is a paper

boarding pass.

-192-
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