wo 2010/098749 A1 | I IF10) 0000 O OO OO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization /’@T‘?’i‘\
International Bureau v{ ’0
&)
(43) International Publication Date N\

2 September 2010 (02.09.2010)

(10) International Publication Number

WO 2010/098749 A1

(51) International Patent Classification:
HO4W 48/20 (2009.01) HO4W 12/04 (2009.01)
HO04W 12/06 (2009.01)

(21) International Application Number:

PCT/US2009/035126

(22) International Filing Date:

25 February 2009 (25.02.2009)
English
English
Applicant (for all designated States except US):
HEWLETT-PACKARD DEVELOPMENT COMPA-

NY, L.P. [US/US]; Hewlett-Packard Development Com-
pany, L.P., 20555 S.JH. 249, Houston, Texas 77070 (US).

(25)
(26)
1

Filing Language:

Publication Language:

(72) Inventors; and

(75) Inventors/Applicants (for US only): SABOFF, Michael
L. [US/US]; Hewlett-Packard Co, Mail Stop 4331, Cu-
pertino, CA B-46 Lower L4, 19091 Pruneridge Ave., Cu-
pertino, California 95014-0691 (US). BALTES, Wolf-
gang [DE/US]; 964 Bonita Avenue, Cupertino, CA B-45
45NMiddle F4, Mail Stop 4296, 10955 Tantau Ave,
Mountain View, California 95040 (US).

Agent: WASSON, Robert D.; Hewlett-Packard Compa-
ny, Intellectual Property Administration, Mail Stop 35,
P.O. Box 272400, Fort Collins, Colorado 80527-2400
(US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ,

74

62y

[Continued on next page]

(54) Title: WIRELESS DEVICE SETUP

(57) Abstract: A computer computes an SSID and a

key from a string. The computer wirelessly accesses a

MANUFACTURER AP1

| waAP-SPEGIFIC (WPS) STRING 19|

wireless-access-device preconfigured with the SSID

v

|  HASHGENERATOR21L |

;
/

/ HASH 23

/

and the key.

/ [ssbi5 | [ KEviz pmmy
/
/ A
PACKAGING 31 | / WAP 11
= / PACKAGE 25 —
/ s | wap-213 ||/
N\, ;
DISK 27 / LABEL 29 1 SSID15
HASH GENERATOR 21 | | | STRING 19 | KEY 17
| USER 33 |
r
| pisk27 | | sTRING 19 |
| HASH GENERATOR 21 | /
HASH 23
¥
| ssib1s | | keEYiz | | wapst |
| BROWSER 33 Je—-3>»] warP11
LAPTOP 35 WAP-2 13
SSID 15
KEY 17

FIG. 1



WO 2010/098749 A1 I 0000 )00 U000 AR OO T

84)

EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
NZ, OM, PG, PH, PL, PT, RO, RS, RU, SC, SD, SE, SG,
SK, SL, SM, ST, SV, SY, TJ, TM, TN, TR, TT, TZ, UA,
UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARTPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
TM), European (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,

MC, MK, MT, NL, NO, PL, PT, RO, SE, SL, SK, TR),
OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, GW, ML,
MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to the identity of the inventor (Rule 4.17(1))

as to applicant's entitlement to apply for and be granted
a patent (Rule 4.17(i1))

Published:

with international search report (Art. 21(3))



WO 2010/098749 PCT/US2009/035126

WIRELESS DEVICE SETUP

[01] BACKGROUND

[02] Wireless routers or access points are either shipped with their
wireless capabilities disabled or with the wireless capabilities enabled but
with no security. For a customer to use such a device, they need to either
connect using a cable or in the second case with an unsecured wireless
connection. Then they configure the wireless connection to their liking. For
some customers, all they do to configure their routers or access points is to
enable the wireless capability without any security. These existing

techniques are inconvenient and possibly insecure.

[03] BRIEF DESCRIPTION OF THE DRAWINGS

[04] FIGURE 1 is a flow diagram of a wireless-device setup method.

[05] FIGURE 2 is a flow chart of a portion of a wireless-device setup
method.

[06] FIGURE 3 is a flow chart of a “user-setup” portion of the method of
FIG. 2.

[07] DETAILED DESCRIPTION

[08] A manufacturer AP1 manufactures wireless-access-point devices
including wireless access points and converged devices. The converged
devices can serve as wireless access points and at least one other function of
devices such as routers, Ethernet switches, or broadband modems. FIG. 1
represents one such device, WAP 11. By “manufacturer” is meant any
company or group of companies involved in bringing a device to market

through packaging and shipping.
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[09] The manufactured devices support various wireless security
protocols, including WEP, WPA, and WPA?2 (in order of increasing security), to
prevent unauthorized users from accessing a wireless access point.
Manufacturer AP1 ships WAP-devices configured with WPS (WiFi Protected
Setup) keys, which are identified on the devices and in the packaging.
However, for enhanced security, the devices are shipped with WPA?2 security
as a default, as indicated at 13. WPA?2 security requires that an SSID, e.g.,
SSID 15 and a key (i.e., passphrase), e.g., key 17 be set. Manufacturer AP1
chooses the configured SSID and key as follows.

[10] Manufacturer AP1 assigns a collision-resistant string 19 to each
wireless access point device (at least of a particular model) it manufacturers.
By “collision-resistant” is meant “unique” or sufficiently close to unique that
it is very unlikely (less than 1% chance) that a randomly selected pair would
share the same string. For example, such a string can be generated by
concatenating two randomly selected dictionary words. However, in the
illustrated embodiment, the string is a randomly or quasi-randomly
generated eight-character string chosen such that it can also serve as the
WPS key. The choice to use the key also as WPS key provides the user with
the benefit that one string can serve two purposes, which reduces
complexity. In an alternative embodiment, the string used to generate the
SSID and WPA?2 key is independent of the WPS key.

[11] So that a user can transcribe the SSID and the WPA2 key, certain
constraints may be imposed on hash generator 21. Specifically, while it can
accept any characters as inputs, hash generator 21 does not produce any
ambiguous characters that might invite errors when a user attempts to
transcribe the resulting SSID 15 and key 17. Ambiguous characters can
include as “1” (one), “1” (lower case “L”), “I” (upper case “i”), “O” (upper case
“0”), “0” (lower case “0”) and “0” (zero).
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[12] The assigned string 19 is entered into a hash generator 21, which

generates a 16-character collision-resistant hash 23 from string 19. The first
five characters of the hash are used as part of the device SSID 15 and the last
ten characters are used as the device key 15. The sixth character is not used.

[13] Manufacturer AP1 packages each device. For example, package 25
includes WAP device 11, a CD-ROM disk 27, a label 29, and packaging 31.
Label 29 is human-readable media displaying string 19 in human-readable
form. Label 29 may be attached to WAP device 11 and/or to packaging 31.
CD-ROM disk 27 has tangibly encoded thereon programs and code of
computer-executable instructions including hash generator 21 for generating
SSID 15 and key 17 from string 19.

[14] A user 33 purchases or otherwise obtains package 25. Disk 27 is
inserted into a CD-ROM drive of a wireless-enabled computer, such as a
laptop computer 35, and hash generator 21 is installed thereon. User 33
reads string 19 from label 29 and enters string 19 into the instance of hash
generator 21 on laptop 35. Hash generator 21 generates hash 23, from
which SSID 15 and key 17 are determined by laptop 35. The laptop OS is
configured to use these values to access WAP device 11.

[15] Note that WAP device 11 is protected by strong WPA?2 security at least
until user 33 decides to change the default settings, even without a wired
connection at setup. Package 25 does not include an Ethernet cable,

resulting in some cost savings.

[16] A wireless-device setup method is flow charted in FIG. 2. The left side
of FIG. 2 emphasizes manufacturer-related aspects of the embodiment. At
method segment M11, a manufacturer manufactures a WAP device. At
method segment M12, the device is configured with a unique string (that

may also be used as a WPS key).
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[17] At method segment M13, the WPS string is used to generate an SSID
and a key. Two substeps are involved. At substep M14, a hash is generated
from the string. At substep M15, the SSID and the key are determined from
sections of the hash. At method segment M16, the device is configured to be
in WPA2 mode. In addition, the device is configured with the SSID and the
key generated at method segment M13.

[18] At method segment M17, the device is packaged with a program disk
and a label indicating the string assigned in method segment M12. The label
may be on the device or elsewhere in the package or both. In alternative
embodiments, media (e.g., a flash memory card or an Internet site) other

than a disk are used for storing the hash-generator program.

[19] The right side of FIG. 2 emphasizes the user aspects of method MEI.
At method segment M21, a user removes a WAP device, a CD-ROM disk, and
a label bearing said string from packaging. The label can be on the device,
on the CD-ROM, on a sleeve or case for the CD-ROM, etc. At method
segment M22, the CD-ROM is inserted into a computer and the software
encoded on the CD-ROM is installed on the computer. Alternatively, another
computer-readable storage medium can be included and thus removed from

the packaging for installing the software.

[20] At method segment M23, the software is launched on the computer.
At method segment M24, the user transcribes the string used to generate the
SSID and key into a dialog box presented by the software. At method
segment M25, the software then computes the SSID and the key from the
string. As noted earlier, this can involve computing a hash from the string
and then using respective parts of the hash as the SSID and key. At method
segment M26, the software configures the operating system to use WPA2,
the computed SSID and the key.
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[21] At method segment M27, the WAP device is powered on. Since
method segments M22-M26 are not pre-requisites to method segment M27,
the latter can be performed at any time between method segments M21 and
M28. At method segment M28, the computer (using a wireless access card)
accesses the WAP device, either using the newly installed software or a

browser resident on the computer.

[22] Method ME1 prevents “setup crosstalk” even when there is another
pre-configured WAP in the vicinity of the one being set up. For example,
method segment M11 can be iterated to provide a second WAP 51 (FIG. 1),
identical with WAP 11 except for the serial number and network identifiers.
However, the unique string applied at method segment M12 is different, so
that a different hash, a different SSID, and a different WPA-2 key are
involved in the method segments that follow. As a result, when, at method
segment M28, laptop 35 access WAP 11 exclusively, e.g., to the exclusion of
WAP 51, even though the latter is discoverable by laptop 35.

[23] In method ME1, the user does not have to configure the WAP device.
The same string is used as a WPS and as a string to generate both the SSID
and the WAP-2 key. The unique SSID computed as in method ME1 increases
the reliability of the setup process and avoids crosstalk to another similar
WAP device (since the latter will have a different unique SSID). Also,
“transcription” errors are avoided since “ambiguous” characters (that might

be confused with a similar-looking character) are avoided.

[24] An alternative method ME2 of setting up a WAP is flow charted in FIG.
3. At method segment S1, a string is provided to a computer. At method
segment S2, the computer computes an SSID and key from the string. At
method segment S3, the computer uses the SSID and the key to access the
WAP.
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[25] Herein, “wireless-access-point device” encompasses wireless access
points and converged devices providing the functionality of a wireless access
point. Herein, “wireless device” refers to wireless-access-point devices or to
devices (e.g., a wireless-enabled computer) that communicate with other
devices via a wireless access point, or both. A “wireless-device setup
method” can involve, without limitation, setting up one or more of the
following: a wireless access point, a converged device, a wireless-enabled
computer. The term “manufacture” has the same meaning it has in 35 U.S.C.

101 and encompasses disk 27.

[26] Alternative embodiments use different security protocols (WPA, WEP,
other password or passphrase-based security protocols). Further
alternatively embodiments provide for different types of devices
incorporating wireless-access-point functionality, different client computers,
etc. These and other variations upon and modifications to the illustrated

methods are provided for by the following claims.

[27] What Is Claimed Is:



WO 2010/098749 PCT/US2009/035126

CLAIMS

1. A wireless-device set-up method comprising:

providing a string to a wireless-enabled computer;

said computer computing an SSID and a key from said string;

said computer using said SSID and said key to wirelessly connect to a
first wireless-access-point device that is pre-configured with said SSID and

said key.

2. A wireless-device set-up method as recited in Claim 1 further
comprising removing said wireless-access-point device and a human-
readable label presenting said string in human-readable form from

packaging.

3. A wireless-device set-up method as recited in any of Claims 1 or 2
further comprising a manufacturer configuring said device with said SSID

and said key.

4. A wireless-device set-up method as recited in any of Claims 1-3 further
comprising packaging with said label said wireless-access-point device
configured with said SSID and said key.

5. A wireless-device set-up method as recited in any of Claims 1-4 further
comprising installing a program on said computer for computing said SSID

and said key from said string.

6. A wireless-device set-up method as recited in Claim 5 wherein said
packaging involves packaging computer-readable storage medium tangibly
encoded with said program, said installing involving said computer reading

said program from said medium.
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7. A wireless-device set-up method as recited in Claim 1 wherein said
wirelessly connecting involves wireless connecting to said first wireless-
access-point device and detecting but not connecting to a second wireless-
access-point device.

8. A package comprising:

a wireless-access-point device pre-configured with an SSID and a first key;

a human-readable label presenting a string in human-readable form; and

computer-readable storage media encoded with computer-executable
code, said code, when executed by a computer, providing for computing said
SSID and said key from said string.

9. A package as recited in Claim 8 wherein said code, when executed by a
computer, further provides for connecting said computer to said wireless-

access point device.

10. A package as recited in any of Claims 8 or 9 wherein said wireless-
access point device is configured with said string as a WPS key.
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