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METHOD AND SYSTEM OF ESTABLISHING WIRELESS COMMUNICATION CONNECTION

CROSS REFERENCE TO RELATED PATENT APPLICATION

This application claims foreign priority to Chinese Patent Application No.
201410092908.X filed on March 13, 2014, entitled “Method, Communication Master Device,
Communication Slave Device, Server and System of Establishing Wireless Communication

Connection”, which is hereby incorporated by reference in its entirety.

TECHNICAL FIELD
The present disclosure relates to the field of wireless communication technologies,
and in particular, to methods of establishing a wireless communication connection, a

communication master device, a communication slave device, a server, and a system.

BACKGROUND

In the field of wireless communication technologies, many kinds of specific wireless
communication technologies are provided to meet the needs of different scenarios. For
example, multiple different wireless communication technologies may also exist in a same
scenario at the same time. For example, in a scenario applicable to short-distance wireless
communication, there are communication technologies such as Bluetooth, infrared data
association (IrDA), wireless local area network (WI-FI or WLAN, in which 802.11 series
protocols are used in most cases), Wi-Fi Direct, Ultra Wide Band, Zigbee, Near Field
Communication (NFC), etc.

In existing wireless technologies applicable to short-distance communications,
ensuring the security of a communication process is an important issue. A process of
establishing a communication via Bluetooth is used herein as an example. In an existing
method of Bluetooth wireless communication, a Bluetooth master device sends a
broadcasted signal. A Bluetooth slave device may receive the signal broadcasted by the
Bluetooth master device. In this process, an asymmetric encryption technology (which is also
referred to as public-key cryptography), such as a conventional Rivest-Shamir-Adleman (RSA)

algorithm, is generally used to achieve authentication. The asymmetric key encryption
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technology uses a pair of matching keys for encryption and decryption. The two keys, namely,
a public key and a private key, have the following property: each key performs a
unidirectional processing on data, and the function of one key is opposite to that of the
other key; when one key is used for encryption, the other key is used for decryption. A file
encrypted using the public key can only be decrypted using the private key, and a file
encrypted using the private key can only be decrypted using the public key. The public key is
made public by an owner thereof, and the private key should be kept secret. In order to send
a confidential packet, a sender may use a public key of a receiver to encrypt data, and once
the data is encrypted, only the receiver can decrypt the data using a private key thereof. On
the other hand, a user may process data using a private key. If a sender encrypts data using a
private key, a receiver can decrypt the data using a public key provided by the sender.
Because only the sender knows the private key, such processed packet forms an electronic
signature, i.e., a file that cannot be generated by others. Commonly seen digital certificates
include public key information, from which an identity of a user who owns an associated key
pair is determined.

The signal broadcasted by the Bluetooth master device includes a Media Access
Control (MAC) address of the Bluetooth master device. However, in order to prevent others
from maliciously masquerading as the Bluetooth master device after cracking the MAC
address, the Bluetooth master device needs to encrypt the MAC address before broadcasting
the signal. In addition, the signal broadcasted by the Bluetooth master device further
includes a public key.

The Bluetooth master device sets up a public key and a private key as a pair. When
sending the broadcasted signal, the Bluetooth master device encrypts information including
the MAC address using the private key. After receiving the signal broadcasted by the
Bluetooth master device, the Bluetooth slave device can directly acquire, from the signal
broadcasted by the Bluetooth master device, the public key paired with the private key that
is used for encryption. Further, the Bluetooth slave device can use the public key to decrypt
content in the received broadcasted signal. After decryption, the Bluetooth slave device can
acquire the MAC address of the Bluetooth master device, thereby performing the

subsequent communication process.
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Generally, in the process described above, others cannot acquire and know the
private key used by the Bluetooth master device. Therefore, even if listening to the signal
broadcasted by the Bluetooth master device, others cannot masquerade as the Bluetooth
master device. The longer a key is, the longer a plurality of encryption blocks into which a
plaintext to be encrypted is divided during encryption are, and the better an encryption
effect is. However, a block length cannot exceed a length of the key. As such, the RSA
encryption algorithm converts each block of plaintext into a cipher text block having a same
length as the key. In the current Bluetooth protocol, a plaintext to be encrypted has a small
number of bits, and a cipher text after encryption also has a limited length. For example, in
Bluetooth version 4.0, a plaintext of a MAC address to be encrypted is generally six bytes in
length, and even after confusing bytes of a certain length are added, the total length is not
too long. The maximum total length of a broadcasted signal is thirty-one bytes, in which a
cipher text after encryption is generally only sixteen bytes or fewer in length, in addition to
fixed overheads such as a field header, a reserved field and a message type. Based on
specifications of the asymmetric encryption technology, a public key and a private key having
a same length as a cipher text which is sixteen bytes or fewer after encryption are needed to
be used, i.e., the public key and the private key are also sixteen bytes or fewer in length. In
addition, for a plaintext is to be encrypted that has even fewer bytes, an actual encryption
effect is unreliable.

Theoretically, the public key-private key pair used can be cracked in a sufficiently long
period of time. Actually, in 1999, the RSA-155 (512 bits) algorithm was cracked successfully
on a Cray C916 computer with a central memory of 3.2G, which took five months in total. In
2002, the RSA-158 algorithm was also cracked successfully. On December 12, 2009, an
algorithm numbered RSA-768 (768 bits, 232 digits) was also cracked successfully.

In the foregoing example of communications between Bluetooth devices, even if the
longest length, which is sixteen bytes, is used, a length of a public key and a private key is
only 16 bytes*8 bit/byte = 128bit. Moreover, other devices are all capable of receiving a
signal broadcasted by a Bluetooth master device. With a computing device having a strong
computing power, a hacker may very likely be able to crack to a used private key from a

received broadcasted signal in a relatively short period of time. As such, the hacker can



10

15

20

25

WO 2015/138792 PCT/US2015/020274

communicate with other Bluetooth slave devices using a disguised Bluetooth master device,
thus performing fraudulent activities. Apparently, the security is relatively low in this

situation.

SUMMARY

This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not intended
to identify all key features or essential features of the claimed subject matter, nor is it
intended to be used alone as an aid in determining the scope of the claimed subject matter.
The term “techniques,” for instance, may refer to device(s), system(s), method(s) and/or
computer-readable instructions as permitted by the context above and throughout the
present disclosure.

The present disclosure provides a method of establishing a wireless communication
connection, a communication master device, a communication slave device, a server and a
system so as to provide an enhanced security.

In order to solve the technical problem described above, the embodiments of the
present disclosure provide a method of establishing a wireless communication connection, a
communication master device, a communication slave device, a server and a system, which
are implemented as follows:

A method of establishing a wireless communication connection includes:

broadcasting a first signal via a first communication channel of a communication
master device, the first signal including verification information of a second communication
channel of the communication master device;

receiving, via the second communication channel, a communication connection
request generated by a communication slave device according to the first signal; and

establishing a data communication connection with the communication slave device

on the second communication channel according to the communication connection request.
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A method of establishing a wireless communication connection includes:

receiving a first signal broadcasted by a first communication channel of a
communication master device, the first signal including verification information of a second
communication channel of the communication master device;

analyzing the first signal and obtaining the verification information of the second
communication channel of the communication master device;

sending the verification information of the second communication channel of the
communication master device to a server;

receiving a link signature that is returned from the server and generated according to
the verification information of the second communication channel of the communication
master device; and

requesting to establish a communication connection with the second communication
channel of the communication master device based on the link signature.

A method of establishing a wireless communication connection includes:

receiving a message that is sent from a communication slave device, the message
comprising verification information of a second communication channel of a communication
master device;

querying whether the verification information of the second communication channel
of the communication master device is legitimate, and if the verification information is
legitimate, acquiring a link signature of the second communication channel; and

returning the link signature to the communication slave device.

A method of establishing a wireless communication connection includes:

a communication master device broadcasting a first signal through a first
communication channel, the first signal including verification information of a second
communication channel of the communication master device;

a communication slave device acquiring the verification information of the second
communication channel of the communication master device from the signal broadcasted by
the communication master device, and sending the acquired verification information of the

second communication channel of the communication master device to a server;
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the server receiving the verification information of the second communication
channel of the communication master device from the communication slave device,
querying whether the verification information of the second communication channel of the
communication master device is legitimate, and acquiring a link signature of the second
communication channel if the verification information is legitimate;

the server returning the link signature to the communication slave device;

the communication slave device establishing a connection with the communication
master device through the second communication channel of the communication master
device using the returned link signature; and

the communication master device communicating with the communication slave
device after verifying that the link signature sent from communication slave device is
legitimate using the second communication channel.

A communication master device comprises:

a first communication channel, the communication master device broadcasting a first
signal via the first communication channel, and the first signal including verification
information of a second communication channel of the communication master device;

the second communication channel, the communication master device receiving a
communication connection request that is sent from a communication slave device and
generated according to the first signal via the second communication channel; and being
further used in communications with the communication slave device when a verification
result of a verification unit is legitimate; and

the verification unit used for verifying whether the communication connection
request sent from the communication slave device is legitimate.

A communication slave device comprises:

a first receiving unit configured to receive a first signal broadcasted by a
communication master device, the first signal including verification information of a second
communication channel of the communication master device; and further configured to
receive a link signature that is returned from a server and generated according to the
verification information of the second communication channel of the communication master

device;
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a sending unit configured to send the verification information of the second
communication channel of the communication master device that is received by the first
receiving unit to the server; and

a connection establishing unit configured to establish a connection with the
communication master device through the second communication channel of the
communication master device using the returned link signature.

A server includes:

a second receiving unit configured to receive a message sent from a communication
slave device, the message including verification information of a second communication
channel of a communication master device;

a query unit configured to query whether the verification information of the second
communication channel of the communication master device is legitimate;

an acquisition unit configured to acquire a link signature of the second
communication channel when a query result of the query unit indicates legitimacy; and

a returning unit configured to return the link signature to the communication slave
device.

As can be seen from the above technical solutions provided by the embodiments of
the present disclosure, the embodiments of the present disclosure have a server to store a
link signature that is needed for establishing a communication connection between a
communication slave device and a communication master device. The server verifies
verification information of a second communication channel of the communication master
device, and the communication master device verifies the link signature sent from the
communication slave device. Such a double verification mechanism can enhance the
security of a communication process. Especially, in a situation when other devices need to
be verified by the server, a link signature of a second communication channel of a
communication master device is difficult to be obtained, and thus the communication

master device is extremely difficult to be masqueraded.
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BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the technical solutions in the embodiments of the present
disclosure or existing technologies more clearly, accompanying drawings that are needed for
describing the embodiments or the existing technologies are briefly described hereinafter.
The drawings in the following description are merely some embodiments recorded in the
present disclosure. One of ordinary skill in the art can obtain other drawings based on these
accompanying drawings without making any creative efforts.

FIG. 1 is a flow chart of an embodiment of a wireless communications method
according to the present disclosure.

FIG. 2 is a modular diagram of an embodiment of a wireless communications system
according to the present disclosure.

FIG. 3 is a modular diagram of an embodiment of a communication master device
according to the present disclosure.

FIG. 4 is a modular diagram of an embodiment of a communication slave device
according to the present disclosure.

FIG. 5 is a modular diagram of an embodiment of a server according to the present
disclosure.

FIG. 6 is a flow chart of an embodiment of a wireless communications method
according to the present disclosure.

FIG. 7 is a flow chart of an embodiment of a wireless communications method
according to the present disclosure.

FIG. 8 is a flow chart of an embodiment of a wireless communications method
according to the present disclosure.

FIG. 9 is a modular diagram of an embodiment of a wireless communications system
according to the present disclosure.

FIG. 10 is a flow chart of an embodiment of a wireless communications method
according to the present disclosure.

FIG. 11 is a structural diagram illustrating an example apparatus as described in FIGS.

2-5and 9.
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DETAILED DESCRIPTION

The embodiments of the present disclosure provide a method of establishing a
wireless communication connection, a communication master device, a communication
slave device, a server and a system.

In order to enable those skilled in the art to understand the technical solutions in the
present disclosure in a better manner, the technical solutions in the embodiments of the
present disclosure are described in a clear and complete manner with reference to the
accompanying drawings in the embodiments of the present disclosure. The described
embodiments are merely a part but not all the embodiments of the present disclosure. All
other embodiments that are acquired based on the embodiments in the present disclosure
without making any creative efforts by one of ordinary skill in the art shall fall within the
protection scope of the present disclosure.

In the existing technologies previously mentioned, a hacker may use a disguised
Bluetooth master device to communicate with other Bluetooth slave devices, thereby
conducting fraudulent activities. For example, a high risk exists during a transaction (such as
a face-to-face payment) that is carried out between a business and a customer via network
terminals. In many cases, a business may install devices used for transaction payments in
their stores, and such devices generally support one or more wireless payment methods
such as an acoustic wave payment, a code scanning payment, and a Bluetooth payment, etc.
For example, in a case where the Bluetooth payment is supported, a device of the business is
generally set up as a Bluetooth master device, and a customer uses a mobile phone thereof
as a Bluetooth slave device to carry out a payment process with the Bluetooth master device
of the business. As mentioned previously, the Bluetooth master device sends a Bluetooth
broadcasted signal, and normal Bluetooth devices may receive the broadcasted signal of the
Bluetooth master device after proper setting. The total length of the Bluetooth broadcasted
signal is thirty-one bytes, a message body carried thereby is only sixteen bytes or fewer, and
generally, the broadcasted signal of the Bluetooth master device does not change. Therefore,
after a Bluetooth device operated by a hacker receives the broadcasted signal sent by the
Bluetooth master device of the business, the hacker can easily crack the broadcasted signal

sent by the Bluetooth master device using a corresponding device, thereby acquiring a
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private key of the Bluetooth master device. Further, the hacker can easily masquerade as the
Bluetooth master device using the MAC address, private key and public key of the Bluetooth
master device. By using the disguised Bluetooth master device to conduct a transaction with
the customer, the hacker can carry out illegal activities such as a fraudulent activity, which
incurs damages to the interests of the business and the customer.

The present disclosure provides a wireless communications apparatus. The apparatus
may set up at least two wireless communication channels. The apparatus may be an
apparatus capable of using at least one of communication methods such as a Bluetooth
communication method, an IrDA communication method, WIFI, WIFI Direct, Ultra Wide
Band, Zigbee, and NFC, etc. This apparatus may replace a Bluetooth master device of a
business.

The present disclosure provides a wireless communications method, which includes
method blocks as shown in FIG. 10:

$210: A communication master device broadcasts a first signal through a first
communication channel, the first signal carrying verification information of a second
communication channel of the communication master device.

The communication master device may broadcast the first signal through the first
communication channel. The first communication channel of the communication master
device may send an encrypted signal by means of broadcasting. An encryption method such
as RSA or another asymmetric encryption method may be used as an encryption method for
the encrypted signed.

The first signal broadcasted by the communication master device may include the
verification information of the second communication channel of the communication master
device. The verification information of the second communication channel is used for
identification and subsequent verification of the second communication channel. A MAC
address of the second communication channel may be used as the verification information
of the second communication channel, or as a part of the verification information of the
second communication channel.

The first communication channel of the communication master device may perform

broadcasting within a specific frequency band. In order to identify a broadcasted signal, a
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specific wireless signal may be added to the broadcasted signal. For example, four fixed level
values having a fixed byte length, e.g., all low levels or all high levels, are used in a signal
broadcasted by the first communication channel to identify the signal.

$220: A communication slave device acquires the verification information of the
second communication channel of the communication master device from the signal
broadcasted by the communication master device, and sends the acquired verification
information of the second communication channel of the communication master device to a
server.

The communication slave device may be a device waiting for communications with
the communication master device. The communication slave device may monitor
broadcasted signals sent by the communication master device.

After receiving the signal broadcasted by the communication master device, the
communication slave device may acquire the verification information of the second
communication channel of the communication master device from the received broadcasted
signal. The verification information of the second communication channel of the
communication master device that is included in the signal broadcasted by the
communication master device may be broadcasted after being encrypted. Moreover, the
signal broadcasted by the communication master device may further include a public key
corresponding to a private key that is used for encryption. As such, after receiving the
broadcasted signal, the communication slave device may decrypt the encrypted signal using
the public key in the signal to acquire corresponding information.

Thereafter, the communication slave device may send the acquired verification
information of the second communication channel of the communication master device to a
server. The communication slave device may acquire a communication address of the server
using an application installed therein. Moreover, this application may arrange the
communication slave device to perform the method block $S220.

S230: The server receives the verification information of the second communication
channel of the communication master device from the communication slave device, queries

to determine whether the verification information of the second communication channel of
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the communication master device is valid, and acquires a link signature of the second
communication channel if the verification information is valid.

Generally, the server records verification information of a second communication
channel of each communication master device, and records a correspondence relationship
therebetween. Verification information of a second communication channel of a
communication master device may be unique, so that the second communication channels
of the communication master devices may be differentiated from one another.

Physically, the first communication channel and the second communication channel
of the communication master device may be two communications apparatuses disposed
together, for example, two Bluetooth chips disposed together. This communication master
device may be integrally issued/sold by an issuer/seller.

The server receives the verification information of the second communication
channel of the communication master device sent from the communication slave device,
and may perform verification therefor. If the verification information of the second
communication channel of the communication master device sent from the communication
slave device and received by the server is the same as recorded verification information of
the second communication channel of the communication master device, the verification
may be successful. By checking the validity of the correspondence relationship, the server
may avoid masquerading of the first communication channel of the communication master
device.

The server may store a link signature of the second communication channel of the
communication master device. The link signature may serve as a basis for accessing the
second communication channel, for example. In an embodiment, the link signature of the
second communication channel of the communication master device may additionally or
alternatively be stored on another entity or logical entity, so that the server can acquire the
link signature of the second communication channel of the communication master device by
accessing the entity or logical entity.

$240: The server returns the link signature to the communication slave device.

At S240, after successful verification, the server may return the link signature to the

communication slave device. The server stores the link signature corresponding to the
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second communication channel of the communication master device. The link signature may
serve as a basis for the communication slave device to access the second communication
channel of the communication master device. In this method block, the server may send the
stored link signature corresponding to the second communication channel of the
communication master device to the communication slave device.

Here, the server may return the link signature to the communication slave device
through a data network such as a 3G/4G data network.

S$250: The communication slave device establishes a connection with the
communication master device through the second communication channel of the
communication master device using the returned link signature.

As mentioned above, the link signature may serve as a basis for performing
communication with the second communication channel of the communication master
device. After the communication slave device receives the link signature returned from the
server, the communication slave device may use the returned link signature to initiate a
connection request to the communication master device, for example, including the link
signature in the connection request when creating the connection request.

$260: The communication master device communicates with the communication
slave device upon successful verification of the legitimacy of the link signature sent by
communication slave device using the second communication channel.

The communication master device may receive the request for establishing the
connection from the communication slave device through the second communication
channel. Further, the communication master device may verify the link signature included in
the connection establishing request sent from the communication slave device. In response
to verifying that the link signature is legitimate, the communication master device may
consider that the communication request sent from the communication slave device may be
trustable. In this way, the communication master device may perform communications with
the communication slave device.

In the foregoing method embodiment, the server acquires a link signature needed for
establishing a communication connection between a communication slave device and a

communication master device. The server verifies verification information of a second
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communication channel of the communication master device, and the communication
master device verifies the link signature sent from the communication slave device. Such a
double verification mechanism can enhance the security of a communication process.
Especially, in a situation where other devices need to be verified by the server, a link
signature of a second communication channel of a communication master device is difficult
to be obtained, and thus the communication master device is extremely difficult to be
masqueraded.

In solutions related to a wireless payment, the communication slave device may be a
mobile terminal such as a mobile phone, and the communication master device may be an
electronic store. The electronic store is a communications apparatus that a seller may
dispose in a store thereof, for example, a terminal device having a Bluetooth communication
format. The device may be bounded to a Taobao store account or an Alipay account thereof,
for example. When entering the store, a buyer may establish a communication connection
with the electronic store using an application of a mobile phone thereof through a process
of the foregoing method embodiment of the present disclosure. If deciding to buy a
commodity in the store, the buyer may directly create an order in the store via a wireless
connection method such as Bluetooth. The electronic store may send transaction
information such as an order number, an order type, an order quantity, and IDs of both
transaction parties to the mobile phone of the buyer through a wireless connection that is
established by this embodiment of the present disclosure, for example. After that, the
application in the mobile phone can transmit the order to a payment server through the
Internet to further complete the order. Therefore, what the process of S210-S260 actually
completes is a process of establishing a communication connection, and may further include
the following after S260 in the solutions related to the wireless payment:

$270: The communication master device sends payment information that includes a
payment ID of the communication master device to the communication slave device, and
the communication slave device transfers the payment information that includes the
payment ID of the communication master device to a payment server to complete payment.

In order to enhance the security of the communication process described above, the

first communication channel of the communication master device may be set to a

14



10

15

20

25

30

WO 2015/138792 PCT/US2015/020274

discoverable mode, in which pairing and connection are forbidden. For example, in a system
made up of a communication master device and a communication slave device that use the
Bluetooth communications protocol, a first communication channel of the communication
master device may be set to a Bluetooth discoverable mode. Under the circumstance of
knowing the existence of the first communication channel of the Bluetooth master device
only, no more than verification information of a second communication channel of the
communication master device may be known. Therefore, other Bluetooth devices can hardly
masquerade as the Bluetooth master device without going through verification by the
server.

In order to enhance the security of the communication process described above, a
second communication channel of a communication master device may be set to a passive
mode, which does not broadcast information. In this way, other communications devices
cannot know the existence of the second communication channel of the Bluetooth master
device without using the second communication channel of the Bluetooth master device.
For example, in a system made up of a communication master device and a communication
slave device that use the Bluetooth communications protocol, a second communication
channel of the communication master device may be set to a Bluetooth passive mode. Other
Bluetooth devices can hardly masquerade as the Bluetooth master device without knowing
the existence of the second communication channel of the Bluetooth master device.

As mentioned at S210, the broadcasted first signal may be encrypted, that is, the
signal including the verification information of the second communication channel of the
communication master device is encrypted. In addition, in order to improve the security
level of the communication process, the communication master device and the server
maintain a same key. The key may be added to the encrypted information at $210. The key
may be encrypted with the verification information of the second communication channel of
the communication master device using, for example, an asymmetric encryption method. In
this case, even if others acquire the broadcasted signal sent by the communication master
device and crack the asymmetric encryption, the verification information of the second
communication channel of the communication master device cannot be obtained because of

the lack of the legitimate key, thus improving the security of the communication process.
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As mentioned at $210, the encrypted information may include the verification
information of the second communication channel of the communication master device. In
addition, in order to improve the security level of the communication process, a dynamic
random number may be added to the encrypted information at $210. This dynamic random
number may be acquired by the communication master device and the server based on a
same algorithm and a same criterion, for example, based on a same time reference such as a
current time. When clocks of the Bluetooth master device and the server are in a
synchronous state, an accuracy up to a second may be achieved based on the current time.
In an embodiment, according to a condition of synchronization and a security requirement,
different levels of accuracy such as a minute or an hour may be selected. In this manner,
under the circumstance that the communication master device and the server have clocks
that are substantially consistent with each other, the server may verify the dynamic random
number according to the same algorithm and on the basis of the implementation of the
asymmetric encryption and decryption, so as to verify whether the verification information
of the second communication channel of the communication master device is valid. In this
way, even if others acquire the broadcasted signal sent by the communication master device
and crack the asymmetric encryption, the verification information of the second
communication channel of the communication master device cannot be obtained because of
the lack of knowledge of the algorithm that generates the dynamic random number, thus
enhancing the security of the communication process.

In an embodiment, for better security, in addition to the verification information of
the second communication channel of the communication master device, the encrypted
information at S210 may further include the dynamic random number and a key for
symmetric encryption.

In the foregoing method embodiment, a Bluetooth wireless communication
connection is suitable for use between the communication master device and the
communication slave device. In a situation when a Bluetooth wireless communication
connection is used, more buyers are supported and transactions are completed more quickly
and flexibly while ensuring the high security in a wireless payment scenario because the

Bluetooth technology does not need a directional connection between the Bluetooth master
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device and the Bluetooth slave device, and the Bluetooth technology supports a certain
number of concurrent connections and needs a short connection time for communications.
In addition, by supporting a multi-user concurrent mode, users do not need to wait in a
checkout line or stay at a certain place, but only need to be located within a signal range of
the Bluetooth device.

Similarly, such wireless connection technology as the WiFi Direct can also support
simultaneous connection of multiple devices. Moreover, a WiFi Direct device may achieve a
direct connection with a conventional WiFi device that does not support this standard, and
supports 2.4 GHz or 5 GHz frequency to achieve a transmission speed and coverage of the
conventional WiFi (with 802.11n being the highest standard). Based on the above
embodiment provided by the present disclosure, it is easy to know that the WiFi Direct
wireless connection technology is also applicable to the present disclosure.

Similarly, communications technologies such as IrDA, Ultra Wide Band, Zigbee, and
NFC are also applicable to the present disclosure, and are not redundantly described herein.

The present disclosure provides another wireless communications method, which
includes method blocks as shown in FIG. 1:

$110: A communication master device broadcasts a first signal through a first
communication channel, the first signal carrying an identifier of the communication master
device and verification information of a second communication channel.

The communication master device may broadcast the first signal through the first
communication channel. The first communication channel of the communication master
device may send an encrypted signal in a broadcasting manner. The encrypted signal may be
encrypted using, for example, RSA or another asymmetric encryption method.

The first signal broadcasted by the communication master device may include the
identifier of the communication master device and the verification information of the
second communication channel. The identifier of the communication master device is used
to uniquely identify the communication master device, so as to distinguish the
communication master device from other communications devices. For example, an
identifier of the first communication channel may serve as the identifier of the

communication master device. In practice, a communications device having a network
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communication capability is usually assigned with a globally unique identifier - MAC (Media
Access Control) address after manufacture. Such MAC address can be used for uniquely
identifying the communications device. For example, the MAC address of the first
communication channel may serve as the device identifier of the communication master
device herein, or serve as a part of the identifier of the communication master device.

The verification information of the second communication channel is used for
identifying and subsequent verifying the second communication channel. Similarly, a MAC
address of the second communication channel may be served as the verification information
of the second communication channel, or served as a part of the verification information of
the second communication channel.

The first communication channel of the communication master device may broadcast
the first signal within a specific frequency band. In order to identify the broadcasted signal, a
specific wireless signal may be added to the broadcasted signal for identification. For
example, in a signal broadcasted by the first communication channel, four fixed level values
having a fixed byte length, e.g., all low levels or all high levels, are used to identify the signal.

$120: The communication slave device acquires the identifier of the communication
master device and the verification information of the second communication channel from
the signal broadcasted by the communication master device, and sends the acquired
identifier of the communication master device and the acquired verification information of
the second communication channel to a server.

The communication slave device may be a device waiting to communicate with the
communication master device. The communication slave device may listen to the
broadcasted signal sent by the communication master device.

After receiving the signal broadcasted by the communication master device, the
communication slave device may acquire the identifier of the communication master device
and the verification information of the second communication channel from the received
broadcasted signal. The identifier of the communication master device and the verification
information of the second communication channel included in the signal broadcasted by the
communication master device may be broadcasted after being encrypted. Moreover, the

signal broadcasted by the communication master device may further include a public key
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corresponding to a private key that is used for encryption. In this manner, after receiving the
broadcasted signal, the communication slave device may decrypt the encrypted signal using
the public key therein to acquire corresponding information.

Thereafter, the communication slave device may send the acquired identifier of the
communication master device and the acquired verification information of the second
communication channel to the server. The communication slave device may acquire a
communication address of the server via an application installed thereon. Moreover, such
application may arrange the communication slave device to perform the method block $120.

S130: The server receives the identifier of the communication master device and the
verification information of the second communication channel from the communication
slave device, queries whether the identifier of the communication master device and the
verification information of the second communication channel are valid, and acquires a link
signature of the second communication channel if valid.

Generally, the server records an identifier of each communication master device and
verification information of a second communication channel of each communication master
device, and records a correspondence relationship therebetween. Identifiers of
communication master devices are unique, so that the communication master devices may
be differentiated from one another. As described above, an identifier of a communication
master device may be an identifier of a first communication channel of the communication
master device, for example, a MAC address of the first communication channel. Similarly,
verification information of second communication channels of the communication master
devices may also be unigque, so that the second communication channels of the
communication master devices may be differentiated from one another.

Physically, the first communication channel and the second communication channel
of the communication master device may be two communications apparatuses disposed
together, for example, two Bluetooth chips disposed together. This type of communication
master device may be integrally issued/sold by an issuer/seller.

It can be understand that, the correspondence relationship between the identifier of
each communication master device and the verification information of the second

communication channel is also unigque.
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The server receives the identifier of the communication master device and the
verification information of the second communication channel that are sent from the
communication slave device, and may perform verification thereof. If the identifier of the
communication master device and the verification information of the second
communication channel that are sent by the communication slave device and received by
the server are the same as and have the same correspondence relationship as the recorded
identifier of the communication master device and verification information of the second
communication channel, the verification is passed. The server checks the validity of the
correspondence relationship, thus avoiding masquerading of the first communication
channel or the second communication channel of the communication master device.

The server may store a link signature of the second communication channel of the
communication master device. The link signature may be served as, for example, a basis for
access to the second communication channel. In an embodiment, the link signature of the
second communication channel of the communication master device may additionally or
alternatively be stored on another entity or logical entity, so that the server may acquire the
link signature of the second communication channel of the communication master device by
accessing the entity or logical entity.

$140: The server returns the link signature to the communication slave device.

At S$140, after successful verification, the server may return the link signature to the
communication slave device. The server stores the link signature corresponding to the
second communication channel of the communication master device, and the link signature
may be served as a basis used by the communication slave device to access the second
communication channel of the communication master device. At this method block, the
server may send the stored link signature corresponding to the second communication
channel of the communication master device to the communication slave device.

Here, the server may return the link signature to the communication slave device via
a data network such as a 3G/4G data network.

S$150: The communication slave device establishes a connection with the
communication master device via the second communication channel of the communication

master device using the returned link signature.
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As mentioned above, the link signature may be served as a basis for communications
with the second communication channel of the communication master device. After the
communication slave device receives the link signature returned from the server, the
communication slave device may use the returned link signature to initiate a connection
request to the communication master device. For example, the link signature may be
included in the connection request when being created.

$160: The communication master device communicates with the communication
slave device in response to verifying that the link signature sent from communication slave
device is valid through the second communication channel.

The communication master device may receive the connection establishing request
sent by the communication slave device through the second communication channel.
Further, the communication master device may verify the link signature included in the
connection establishing request that is sent from the communication slave device. Upon
verifying that the link signature is valid, the communication master device may consider that
the communication request sent by the communication slave device is credible. In this way,
the communication master device may perform communications with the communication
slave device.

In the method embodiment described above, the server acquires a link signature
needed for establishing a communication connection between a communication slave device
and a communication master device. The server verifies an identifier of the communication
master device and verification information of a second communication channel of the
communication master device, and the communication master device verifies the link
signature sent by the communication slave device — such a double verification mechanism
can enhance the security of a communication process. Especially, in a case where other
devices need to be verified by the server, acquisition of a link signature of a second
communication channel of a communication master device is difficult, thus leading to a high
difficulty in masquerading as the communication master device.

In solutions related to a wireless payment, the communication slave device may be a
mobile terminal such as a mobile phone, and the communication master device may be an

electronic store. The electronic store is a communications device that a seller may dispose in
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a store thereof, for example, a terminal device having a Bluetooth communication format.
The device, for example, may be bounded to a Taobao store account or an Alipay account
thereof. When a buyer enters the store, the buyer may establish a communication
connection with the electronic store using a mobile phone thereof and through a process of
the method embodiment of the present disclosure described above. If the buyer decides to
buy a commodity in the store, the buyer may directly create an order in the store via a
wireless connection method such as Bluetooth. For example, the electronic store may send
transaction information such as an order number, an order type, an order quantity and IDs
of both transaction parties to the mobile phone of the buyer via a wireless connection
established using the embodiment of the present disclosure. Thereafter, an application in
the mobile phone may transmit the order to a payment server through the Internet, thereby
further completing the order. Therefore, what the process of $110-S160 actually completes
is a process of establishing a communication connection. In the solutions related to the
wireless payment, the method may further include, after S160, the following:

$170: The communication master device sends payment information that includes a
payment ID of the communication master device to the communication slave device, and
the communication slave device forwards the payment information that includes the
payment ID of the communication master device to a payment server to complete a
payment.

In order to enhance the security of the foregoing communication process, the first
communication channel of the communication master device may be set in a discoverable
mode, in which pairing and connection are forbidden. For example, in a system made up of a
communication master device and a communication slave device that use the Bluetooth
communications protocol, a first communication channel of the communication master
device may be set in a Bluetooth discoverable mode. Under the circumstance that only the
existence of the first communication channel of the Bluetooth master device is known, other
Bluetooth devices may at best learn an identifier of the communication master device and
verification information of a second communication channel, and therefore can hardly
masquerade as the Bluetooth master device without going through verification conducted

by the server.
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In order to enhance the security of the communication process described above, the
second communication channel of the communication master device may be set in a passive
mode, and does not broadcast information. In this way, other communications devices
cannot know the existence of the second communication channel of the Bluetooth master
device without using the second communication channel of the Bluetooth master device.
For example, in a system made up of a communication master device and a communication
slave device that use the Bluetooth communications protocol, the second communication
channel of the communication master device may be set in a Bluetooth passive mode. Other
Bluetooth devices can hardly masquerade as the Bluetooth master device without knowing
the existence of the second communication channel of the Bluetooth master device.

As mentioned at S110, the broadcasted first signal may be encrypted, that is, the
signal including the identifier of the communication master device and the verification
information of the second communication channel is encrypted. In addition, in order to
improve the security level of the communication process, the communication master device
and the server may maintain a same secret key. The secret key may be added to the
encrypted information at S110. This key, together with the identifier of the communication
master device and the verification information of the second communication channel, may
be encrypted in an asymmetric encryption manner. As such, even if others acquire the
broadcasted signal sent by the communication master device and crack an associated
asymmetric encryption, the identifier of the communication master device and the
verification information of the second communication channel cannot be obtained because
of the lack of the valid secret key, thus enhancing the security of the communication
process.

As mentioned at $110, the encrypted information may include the identifier of the
communication master device and the verification information of the second
communication channel. In addition, in order to improve the security level of the
communication process, a dynamic random number may be added to the encrypted
information at S110. This type of dynamic random number may be acquired by the
communication master device and the server according to a same algorithm and based on a

same reference. For example, the communication master device and the server acquire the
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dynamic random number based on a same time reference such as a current time. When
clocks of the Bluetooth master device and the server are in a synchronous state, the
accuracy of the random dynamic number can be obtained up to a second based on the
current time. In an embodiment, based on a condition of synchronization and security need,
different accuracy levels such as a minute and a hour may be selected. In this manner, when
the communication master device and the server have clocks that are substantially
consistent, the server may verify the dynamic random number according to the same
algorithm and on the basis of implementation of the asymmetric encryption and decryption,
so as to verify the validity of the identifier of the communication master device and the
verification information of the second communication channel. In this way, even if others
acquire the broadcasted signal sent by the communication master device and crack the
asymmetric encryption, the identifier of the communication master device and the
verification information of the second communication channel cannot be obtained because
of the lack of knowledge of the algorithm that generates the dynamic random number, thus
enhancing the security of the communication process.

In an embodiment, in order to achieve better security, in addition to the identifier of
the communication master device and the verification information of the second
communication channel, the encrypted information at S110 may further include a dynamic
random number and a secret key for symmetric encryption.

In the foregoing method embodiment, a Bluetooth wireless communication
connection is applicable for use between the communication master device and the
communication slave device. When the Bluetooth wireless communication connection is
used, the Bluetooth wireless communication connection can support more buyers and
complete transactions more quickly and flexibly while ensuring high security in a wireless
payment scenario, because the Bluetooth technology does not need a directional
connection between the Bluetooth master device and the Bluetooth slave device, and the
Bluetooth technology supports a certain number of concurrent connections with a
connection time for communications being short. In addition, the Bluetooth technology
supports a multi-user concurrent mode, so that no queuing or staying at a certain place to

make a payment is needed, as long as being within a signal range of the Bluetooth device.
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Similarly, a wireless connection technology such as the WiFi Direct can also support
simultaneous connections of multiple devices. Moreover, a WiFi Direct device may achieve a
direct connection with a conventional WiFi device that does not support this standard,
support 2.4 GHz or 5 GHz frequency, and may achieve the transmission speed and coverage
of the conventional WiFi (where 802.11n is the highest standard). Based on the above
embodiment provided by the present disclosure, it is easy to know that the Wi-Fi Direct
wireless connection technology is also applicable to the present disclos