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DEVICE MANAGEMENT SYSTEM

RELATED APPLICATIONS
[0001] This application claims the benefit of the U.S. Provisional

Application No. 60/585,465, filed July 1, 2004, the content of which is incorpo-
rated by reference in its entirety.

FIELD OF THE INVENTION

[0002] The invention relates to device management systems, more
specifically to arranging service management for a managed device.

BACKGROUND OF THE INVENTION

[0003] As different data processing devices, such as mobile sta-
tions, become more complex, the significance of device management becomes
more pronounced. Devices require several different settings, such as settings
related to Internet access points, and setting them manually by the user is ar-
duous and difficult. To solve this problem, for instance, device management
solutions have been developed so that the administrator of a company’s infor-
mation system or a teleoperator can set an appropriate configuration for a de-
vice. Device management generally refers to actions by which a person typi-
cally not using a device can change the configuration of the device; for in-
stance change the settings used by the device. In addition to device-specific
settings, it is also possible to transmit user-specific data, such as user profiles,
logos, ringing tones, and menus with which the user can personally modify the
settings of the device, or the modification takes place automatically in connec-
tion with device management.

[0004] One of the device management standards is OMA (Open
Mobile Alliance) DM (Device management), which is partly based on the
SyncML (Synchronization Markup Language) protocol. For instance, a per-
sonal computer (PC) can act as a device management server in a device
management protocol and a mobile station as a device management client. In
terms of device management, the device management client, possibly on the
basis of a triggering message from the device management server, transmits
information concerning itself in a session initiation message to the device
management server, and the device management server replies by transmit-
ting its own information and server management commands. The device man-
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agement client replies to these with status information, after which the server
can end the session or transmit more server management commands. If the
server transmits more server management commands, the client is to reply to
them with status information. The server can always, after receiving status in-
formation, end the session or continue it by transmitting more server manage-
ment commands. Device management can also be implemented by first
transmitting queries to the user about what (s)he wishes to update, and infor-
mation on the user’s selections is transmitted to the server. Next, the server
can in the next packet transmit the updates/commands the user desires.

[0005] As the number of functions on mobile handsets continues to
grow, users find it increasingly difficult to configure their devices to be capable
to connect or utilize services. As more services and software applications are
implemented in mobile devices, a need for remote management can only grow.

[0006] Current device management systems enable manipulation of
application and device specific configuration parameters, i.e. configuration
management. In addition to configuration management, a need also exists for
more sophisticated management capabilities enabling management of larger
entities, for instance software management.

BRIEF DESCRIPTION OF THE INVENTION

[0007] A method, data processing devices, computer programs, and
data storage mediums are provided, which are characterized by what is stated
in the independent claims. Some embodiments of the invention are described
in the dependent claims.

[0008] According to an aspect of the invention, a service manage-
ment arrangement is provided, wherein the service management arrangement
is bound to a device management framework in order to implement high-level
service management commands. Mapping instructions are stored in the sys-
tem, on the basis of which one or more device management commands are
defined for carrying out a management task indicated in a service manage-
ment command. The managed device comprises means for specifying one or
more service management commands on the basis of the one or more re-
ceived device management commands, and means for carrying out the de-
fined one or more device management commands.

[0009] Service management generally refers to any capability to
manage at least some aspect of one or more services of or enabled by a man-
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ageable device and the term “command” refers to any management command
or primitive, on the basis of which a management action can be effected in the
managed device. Management of a service typically involves management of a
particular software application providing the service, thus the service manage-
ment may include application management. The specification of a service
management command on the basis of one or more device management
commands is to be understood broadly to refer to any kind of mapping, defini-
tion and/or identification of a service management command or a required ser-
vice management operation on the basis of one or more device management
commands.

[0010] The invention makes it possible to enhance device manage-
ment systems, especially those including software management aspecits.
Higher level service management commands can be mapped to lower level
device management commands, thereby enabling use of already existing
management commands. These higher level management commands may be
utilized to manage software components, such as complete applications. It is
possible to arrange the management of services from service subscription to
service un-subscription. The present service and device management features
may be utilized to manage any assets that have impact to a service/application
of the managed device.

[0011] In one embodiment a service management command is for
managing a service management level deployment component. The deploy-
ment component may represent a group of manageable items controlling a
service. Thus it is possible to manage only parts of the service and to enable a
partial update of an application, for instance. This is a considerable improve-
ment as compared to techniques enabling updates of whole software of the
managed device, for instance.

BRIEF DESCRIPTION OF THE FIGURES

[0012] The invention is now described in greater detail by means of
some embodiments and with reference to the attached drawings, in which

Figure 1 illustrates a management tree;

Figure 2 illustrates some networking scenarios in which the present
service management system could be applied;

Figure 3 illustrates data processing devices according to an em-
bodiment of the invention;
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Figures 4a and 4b illustrate a method according to an embodiment
of the invention;

Figure 5 illustrates a deployment component;

Figure 6 illustrates a management tree configuration according to an
embodiment of the invention; and

Figure 7 is a signalling diagram illustrating a service management
scenario according to an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0013] One embodiment of the invention will be described in the fol-
lowing in a system supporting OMA device management; it should, however,
be noted that the invention can be applied to any device management system
in which device management objects can also be organized in structures other
than tree structure.

[0014] Items managed in a device management client device are ar-
ranged as device management objects. The device management objects are
entities that can be managed by device management commands to the device
management client. A device management object can for instance be a num-
ber or a large entity, such as a background image or a screensaver. At least
some of the device management objects can be standardized entirely or partly;
OMA DM device management standards include three standardized device
management objects at the moment.

[0015] In OMA device management, the device management ob-
jects are arranged in a management tree, which is illustrated in Figure 1. The
management tree is made up of nodes and defines at least one device man-
agement object formed of one or more nodes or at least one parameter of a
node. The following examines nodes that form management objects. A node
can be an individual parameter, sub-tree or data collection. For instance, a
“Vendor” node is an interior node, because it has child objects, “ScreenSaver”
and “RingingTones”. “ScreenSaver” is a leaf node, because it does not have
child objects. “RingingTones” is also an interior node, because it has child ob-
jects. The node may comprise at least one parameter that may be a configura-
tion value or a file, such as a background image file in the “ScreenSaver” node.
The data contents of the node can also be a link to another node. Each node
can be addressed by a uniform resource identifier (URI). URI of a node is
formed starting from the root “/", and when proceeding along the tree, each
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node has a name that is added to the earlier ones using “/" as the separator.
For instance, the node “RingingTones” can be addressed by URI
“/Vendor/RingingTones/”. The nodes can be fixed or dynamic. The device
management client or manager can add dynamic nodes to the management
tree.

[0016] Figure 2 illustrates a networked system. A network manager
or a PC typically serves as a server S. A mobile station, PC, laptop computer,
or PDA (Personal Digital Assistant) device typically serves as a terminal TE. In
the following embodiments, it is assumed that for device management, the
terminal TE serves as the device management client and the server S as the
device management manager. The server S can manage several clients TE.

[0017] Figure 2 shows two examples, in the first of which the clients
TE and the management servers S are connected to a local area network LAN.
A client TE connected to the network LAN comprises a functionality, such as a
network card and software controlling data transmission, for communicating
with the devices in the network LAN. The local area network LAN can be any
kind of local area network and the TE can also be connected to the server S
through the Internet, typically using a firewall FW. The terminal TE can also be
connected to the local area network LAN wirelessly through an access point
AP.

[0018] In the second example, the client TE communicates with the
server S through a mobile network MNW. A terminal TE connected to the net-
work MNW comprises a mobile station functionality for communicating wire-
lessly with the network MNW. There may also be other networks, such as a
local area network LAN, between the mobile network MNW and the server S.
The mobile network MNW can be any known wireless network, for instance a
network supporting GSM services, a network supporting GPRS (General
Packet Radio Service) services, a third-generation mobile network, such as a
network according to the network specifications of 3GPP (3™ Generation Part-
nership Project), a wireless local area network WLAN, a private network, or a
combination of several networks. One important service of the transport layer
in many mobile networks is a WAP which comprises a WSP (Wireless Session
Protocol) layer with which a transport service can be provided for a device
management application layer in a client TE and a server S. The system then
comprises at least one WAP gateway and possibly one or more WAP proxies.
Other protocols can also be used for transporting device management mes-
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sages. Another important transport technology that may be utilized is the HTTP
(Hyper Text Transfer Protocol). The lower-layer transport techniques can be
circuit- or packet-switched in accordance with the properties of an underlying
mobile network MNW. In addition to the earlier examples, many other device
management configurations are also possible, such as a management connec-
tion between terminals TE or a direct management connection between the
terminal TE and server S by using a wireless or a wired connection without any
other network elements.

[0019] Figure 3 illustrates functional entities of a data processing
device 100 functioning as a managed client device in view of service manage-
ment and a data processing device 200 functioning as a server in view of ser-
vice management. For instance, referring to Figure 2, the terminal TE could be
the client device 100 and the server S could be the server device 200. The
data processing device 100 comprises a service management agent 110
(which may also be referred to as a service management client) for monitoring
and/or performing service management level operations. The service man-
agement level operations may be performed by executing service manage-
ment commands originally defined by a service manager 210. The service
management (SM) manager (which may also be referred to as an SM server)
210 defines SM commands and may, in one embodiment, map SM commands
to device management (DM) commands on the basis of mapping instructions
250 which may be stored in a memory 230.

[0020] In the present embodiment, OMA device management capa-
bilities are used in the service management system. These OMA device man-
agement capabilities are specifically used for service management level pur-
poses such that service management level commands are specified (between
the managing device 200 and the managed device 100) by device manage-
ment commands. The data processing device 100 serving as an OMA device
management client comprises a DM (client) agent 120 that takes care of func-
tions related to the device management session in the client. The DM (client)
agent 120 may execute device management commands from a device man-
agement manager 220 (which may also be referred to as a device manage-
ment server) for management objects in a management tree 140, deliver the
DM commands to the SM agent 110, and/or perform the mapping between
received DM commands and SM commands. The data processing device 200
serving as a device management manager comprises a DM manager 220
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managing the OMA DM management session which, in one embodiment, may
perform mapping of SM commands from SM manager 210 to DM commands.
The management tree 140 is stored in a memory 130 of a data processing de-
vice 100, and information and/or device description thereof (240) may also be
stored in a memory 230 of a data processing device 200. A suitable transport
protocol, such as HTTP, may be used for DM level communication.

[0021] It is to be noted that the entities of Figure 3 are only exem-
plary and a single entity or more than two entities may implement the functions
of agents 110 and 120, for instance.

[0022] Mapping instructions (MI) 250 for arranging mapping be-
tween service management commands and device management commands
are stored in the data processing device 200. The SM manager 210 may be
configured to establish a device management command or primitive on the
basis of a service management command and the mapping instructions 250.

[0023] In an embodiment, mapping instructions for defining service
management commands for received device management commands are
stored in the memory of the device 100 comprising the SM agent 110 function-
ality. This embodiment enables received DM commands to be converted into
SM commands (for instance by the DM agent 120), which may then be carried
out by the SM agent 110. Alternatively, as will be illustrated in more detail be-
low, an SM command is defined in the client device 100 on the basis of the
execution of one or more DM commands.

[0024] It is to be noted that the mapping instructions may be directly
implemented in the control logic of the SM manager 210 or the DM manager
220 (or another entity performing the mapping between SM and DM com-
mands), whereby no separate file for mapping instructions 250 needs to be
stored but the mapping instructions may be stored within the program code
controlling the processor of the device (200), for instance.

[0025] The (client) data processing device 100 may further com-
prise a separate management tree module for modifying the management tree
(140) on the basis of the DM commands from the DM agent (120) and the SM
commands from the SM agent (110). The (client) data processing device 100
may also comprise information on dependencies between manageable ob-
jects.

[0026] The data processing devices 100, 200 further comprise a
transceiver for arranging data transfer, and a processing unit comprising one
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or more processors. Computer program codes executed in the processing unit
may be used for causing the data processing devices 100, 200 to implement
means for providing the above-illustrated entities, some embodiments of the
inventive functions also being illustrated below in association with Figures 4, 5,
6 and 7. A chip unit or some other kind of module for controlling the data proc-
essing device 100 and/or 200 may, in one embodiment, cause the device to
perform the inventive functions. The module may form part of the device and
could be removable, i.e. it can be inserted into another unit or device. Com-
puter program codes can be received via a network and/or be stored in mem-
ory means, for instance on a disk, a CD-ROM disk or other external memory
means, where from they can be loaded into the memory of the data processing
devices 100, 200. The computer program can also be loaded through a net-
work by using a TCP/IP protocol stack, for instance. Hardware solutions or a
combination of hardware and software solutions may also be used to imple-
ment the inventive functions. It is to be noted that the mapping instructions and
the manageable objects may be stored in internal memory or external memory
(for instance a removable memory card or an IC card) of the data processing
device 100, or in an external storage.

[0027] Figure 4a illustrates a method of an embodiment which can
be performed in the management server device 200. In step 401, a need exists
to perform service management (SM) for the managed device 100 and an SM
command is defined. This need may arise based on an upper layer command,
or a client device (100) request, for instance. The server device 200 may com-
prise a mapping function on the basis of which one or more SM level com-
mands (which may be referred to as primitives) are defined in response to
such an upper layer command. At least one device management (DM) com-
mand is defined on the basis of the one or more SM commands and mapping
instructions 250 in step 402. The defined DM command(s) is/are then transmit-
ted in step 403 to the managed device 100.

[0028] In one embodiment, a service management command com-
prises a plurality of subtasks and is mapped by the server 200 into a plurality of
device management commands.

[0029] In one embodiment, the service management manager 210
defines the one or more DM commands and forwards them to the DM manager
220 which communicates the DM command(s) using a DM protocol to the DM
agent 120 in the managed device 100. In this embodiment, the DM functions
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are used for serving the transmission of SM level commands. Thus, from the
point of view of protocol layers, the DM layer is below the SM layer and uses
transport services of an underlying transport protocol layer, such as the HTTP.
Alternatively, the DM manager entity 120 may be configured to perform the
mapping 402 between the SM and DM commands.

[0030] Figure 4b illustrates a method of an embodiment which can
be performed in the management client device 100. A DM message is received
in step 410. The receiving device 100 is configured to specify 411 at least one
service management (SM) command on the basis of the at least one DM
command in the received DM command message. The SM command may
then be carried out in step 412, as a result of which the management tree 140
may be modified 404 in the client device 100. The SM agent 110 may be con-
figured to modify the management tree 140 in accordance with the service
management command. It is to be noted that further actions besides step 412
may also be performed. For instance, before modifying the management tree
for deactivating a manageable SM level item, running processes are checked
and a process related to the item is ended.

[0031] In one embodiment, an SM command is mapped to at least
one DM command such that the execution of the DM command in the man-
aged device 100 causes identification and/or execution of the SM command.
Further, the SM command may be identified on the basis of one or more modi-
fications in the management tree 140 on the basis of the execution of the DM
command by the DM agent 120. Thus, the DM command(s) is/are defined in
step 402 on the basis of the mapping instructions 250 such that the SM com-
mand is identified on the basis of the execution of the DM command(s). The
DM agent 120 may carry out the one or more received device management
commands.

[0032] In one embodiment, the DM client 120 receives the DM mes-
sage and also performs step 411. The DM client 120 thus defines 411 a corre-
sponding SM command for the received DM command and may forward the
defined SM command or indicate the required SM command to the service
management agent 110. Thus, the DM agent 120 may be configured to notify
the SM agent 110 on the basis of the one or more received device manage-
ment commands. The SM agent 110 may then carry out the one or more ser-
vice management commands on the basis of the notification from the DM
agent 120. For instance, the DM agent 120 may on the basis of a target node
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or an area in the management tree 140 identified in the received DM com-
mand, notice that an SM command needs to be defined.

[0033] The DM agent 120 may perform the DM command on a node
controlled by the SM agent 110 in the DM tree 140. In an embodiment, the SM
agent 110 is configured to detect a modification in the management tree 140
due to execution of one or more device management commands. The SM
agent is thus triggered to initiate an action to carry out an SM level manage-
ment action, see for instance the use of “Local Operations” node illustrated
below. For instance, the SM agent 110 may be configured to follow one or
more nodes of the management tree 140 and detect an execution command
for such a node, thereby identifying the required SM command.

[0034] The SM agent 110 may be configured to further modify the
management tree 140 in step 412 in accordance with the derived service man-
agement command. In a further embodiment, the received device manage-
ment command comprises a plurality of subtasks and is mapped by the SM
agent 110 into a plurality of service management commands.

[0035] In an alternative embodiment the DM agent 120 merely de-
livers the received DM command to the SM agent 110. The SM agent 110 may
then define 411 an SM command corresponding with the received DM com-
mand and carry out 412 the required action.

[0036] Responses to the (successfully or unsuccessfully) carried-
out SM commands may be defined using reversely the above-illustrated fea-
tures. This means that the SM client 110 may define an SM response to an SM
command, based on which one or more DM commands are defined. The DM
commands are transmitted to the DM manager 220, and one or more SM
commands are then defined for (or by) the SM manager 210. Alternatively, re-
sponse DM commands are directly established, without specific SM response
commands by the AM agent 110 or the DM agent 120 on the basis of the exe-
cution of the AM and/or DM commands.

[0037] The management system is configured to support a number
of management commands in order to deliver and manage services, for in-
stance native applications and/or application components. In one embodiment,
the following SM commands or primitives are supported: service or application
inventory, delivery, installation, activation/deactivation (not necessary for all
services/applications), update, and removal. These commands may be utilized
in the above-illustrated method features, but it is to be noted that the scope of
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the invention is not limited to any particular commands, and any forthcoming
command types may also be used. In one embodiment, an inventory of exist-
ing deployment components is made before any other SM management com-
mands are defined by the SM manager 210.

[0038] The mapping instructions 250 comprise DM commands or
primitives corresponding with the SM level commands, in the present embodi-
ment with the above SM level primitive. Conversely, the mapping information in
the client device 100 may indicate appropriate SM level commands for re-
ceived DM level commands. In one embodiment, an SM level primitive is im-
plemented by a series of DM level commands and thus also a sequence of DM
level commands needs to be received and possibly also executed before an
SM level command may be specified.

[0039] The SM level command message may, in an alternative em-
bodiment, be encapsulated with the one or more device management com-
mands corresponding to the required SM level command or action. Thus, the
SM command has already been defined in the DM message and the managed
device 100 only needs to retrieve the SM command from the message. With
this embodiment, it is possible to arrange the execution of the received SM
command in the client device 100 such that no specific mapping instructions
are required in the client device 100.

[0040] In transmission of the DM commands it is possible to utilize
at least some of the features of the OMA specifications; for a more detailed
description of the OMA device management protocol and other commands, for
instance, reference is made to the OMA specification “SyncML Device Man-
agement Protocof’, version 1.1.2, 12 June 2003, 41 pages, and the OMA
specification “SyncML Representation Protocol Device Management Usage”,
version 1.1.2, 12 June 2003, 39 pages. In chapter 6.5, the latter specification
defines the different protocol operation elements with which the DM manager
220 and/or the SM agent 110 may define the DM commands to the manage-
ment tree 140 of the managed client device 100. The OMA DM specification
“SyncML Device Management Tree and Description“, version 1.1.2, chapter
9.3.4 describes the current management tree related features. In one scenario,
conventional OMA DM procedures are applied between the DM manager 220
and the DM agent 120 for configuration management, i.e. for setting appropri-
ate configuration parameters, and the present SM procedures are applied for
management of entire applications or at least application portions, and ser-
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vices thereof, covering for instance installation and updates instead of merely
setting appropriate settings.

[0041] The SM level entities (SM manager 210 and the SM client
110) may be configured to use at least some of the DM layer services, in the
present embodiment the OMA DM services, specified in the OMA DM specifi-
cations. Besides the above-illustrated device management features, OMA DM
security and session management features may be utilized, for instance.

[0042] In an embodiment, the service management system employs
deployment components for controlling some of manageable items controlling
a service in the client device 100. A deployment component is an abstraction
model dedicated especially for service management (SM) level management
functions, and represents a group of manageable items of a service. As an
application may provide a specific service, a deployment component may thus
represent a group of manageable items of an application. This embodiment
provides flexibility for service management operations, and closely-related
manageable items may be gathered as a single deployment component.

[0043] For instance, a deployment component can be an executa-
ble, a library, a setting, a resource, a Ul element, a certificate, or a license. A
deployment component may be associated with a predetermined number of
states. A current state of the deployment component may be changed by
atomic state transfer primitives. The deployment component may be an inde-
pendent file, an .SIS file, a .CAB file, a .JAR file, or a .ZIP file, for instance. At
least some of the following metadata attributes can be determined in a man-
agement tree 140 for a deployment component, and also in a delivery package
from the DM manager 220 comprising one or more deployment components:
Version, identifier, name ( Displayable name for the component), type (If not
part of the component data content), size, and location. One example of a de-
ployment component information is illustrated in Figure 5. The deployment
components may be bundled into a delivery package between the SM man-
ager 210 and the SM agent 110, optimised for delivery purposes (for instance
compressing or DRM (Digital Rights Management)). The SM system keeps a
record of deployment components and their status, in the present embodiment
by the management tree 140. The service management SM commands (see
steps 401 and 412 in Figures 4a and 4b) from the SM manager 210 to the SM
agent 110 are thus addressed to one or more deployment components.
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[0044] In one embodiment, at least one node is stored in the man-
agement tree 140 for a deployment component. This embodiment enables the
use of management tree 140 also for service management purposes, more
precisely for representing service management items or objects, in the present
embodiment deployment components. These deployment component nodes
may be modified using SM commands which may be derived (by the SM agent
110 or the DM agent 120) from one or more DM level commands on the basis
of the mapping instructions. As already mentioned above, the service man-
agement agent 110 may be configured to maintain information on deployment
components in the management tree 140.

[0045] According to an embodiment, the deployment component is
associated in the management tree 140 with a state describing the current
status of the deployment component. Thus, state information can be easily
obtained for a deployment component from the same management tree 140. In
a further embodiment, the management tree 140 comprises a node for at least
some of possible states such that the deployment component is stored under a
node described the current state. For instance, suitable states could be “Ac-
tive”, “Inactive”, and “Delivered’. This embodiment is illustrated in the exem-
plary management tree in Figure 6, wherein deployment components may be
stored under an appropriate state node. If a deployment component is associ-
ated with the state “Delivered” (in the example of Figure 6 stored under the
“Delivered” node), the deployment component has been delivered to the client
device 100 but has not been installed. After installation, the component would
have the state “Inactive”.

[0046] Further, the service management system may provide
means for making an inventory of the existing deployment components. In one
embodiment, the inventory is carried out by the SM agent 110 and the results
of the inventory, i.e. information indicating the existing deployment components
in the device 100, are returned to the DM client 120 which forwards them by a
DM message to the DM manager 120. The DM manager 120 forwards infor-
mation on the existing deployment components to the SM manager 210. The
inventory may be carried out by traversing through the management tree 140,
searching for deployment components. The management tree 140 may com-
prise a specific inventory node for arranging an inventory of the deployment
components. In one possible implementation scenario, nodes for each possible
state are sub-nodes of an inventory node, as illustrated in Figure 6. The man-
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aging device 200 may be configured to get an inventory by specifying a DM
command (derived from a SM level inventory request) to the inventory node,
and the deployment component inventory may be returned by the managed
device 100 by utilizing DM procedures. It is to be noted that the states may
also be implemented in other ways, for instance under a node other than the
“Inventory” node, or state information may be stored in a deployment compo-
nent node.

[0047] The inventory means enable a flexible way for advertising
the already available services in the client device 100 for potential successors
in the service-value-chain in a controlled way.

[0048] In one embodiment, the management tree 140 comprises a
node “Local Operations” for arranging (local) operations for the management
tree 140.

[0049] As illustrated in the example of Figure 6, a sub-node may be
stored for each local operation in the management tree 140. In response to an
execution command to an operation sub-node, an associated local operation is
carried out and, as a result, one or more other nodes in the management tree
140 are modified. In one embodiment, the DM command is defined in the
server device 200 such that the DM agent 120 issues an execution command
to a local operation sub-node. On the basis of this execution command, the SM
agent 110 is configured to carry out the actual (SM level) local operation asso-
ciated with the local operation sub-node and modify the management tree 140
appropriately. Thus, at least one required local operation to a second node in
the management tree 140 may be specified in the managed device 100 on the
basis of a received management command to a first node (for instance the
specific local operations node). The DM command (addressed to the local op-
erations node) may thus comprise a URI (uniform resource identifier) or an-
other identifier of the node to which the local operation is to be addressed. The
DM command may also comprise other information specifying the local opera-
tion.

[0050] For instance, a sub-node is arranged for an activation opera-
tion (“Activate”). In response to an execution command to this sub-node, at
least one node comprising a deployment component or another manageable
object is set to an active state. Referring to the state embodiment also illus-
trated in Figure 6, a deployment component under the “Inactive” node would
then be moved under the “Active” node.
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[0051] Other exemplary local operations shown in Figure 6 are “De-
activate” for deactivating an object or a component, “Install” for installing an
object or a component, “Update” for updating an object or a component, and
“Remove” for removing an object or a component.

[0052] It is to be noted that instead of the example in Figure 6, op-
erations in the management tree 140 may be carried out without local opera-
tions and the “Local operations” node in the management tree. For instance,
state transactions (between states “Delivered”, “Inactive”, and “Active”) may be
carried out by direct “ADD” and “DELETE” commands to the respective nodes.

[0053] Figure 7 illustrates one example relating to uninstalling of an
existing service in the managed client data processing device 100, and refer-
ence is also made to the management tree structure of Figure 6. As there is a
need to find out the active deployment components in the managed device
100, the SM manager 210 may define an exemplary SM level command “Make
Component Inventory”. By this command the SM manager 210 requests a
component inventory. This SM command is mapped to a DM GET request
indicating the Inventory/Active node in the management tree 140 as illustrated.
The DM command GET sub-tree is carried out on this node, whereby at least
one of components is retrieved from the management tree 140 (either by the
SM agent 110 or the DM agent 120). The device 100, in response to the server
device 200, sends a message 702 comprising a list of existing components.
The SM manager 210 defines an SM level “De-Activate” command, based on
which a DM level execution message 703 to the “Local Operations/DeActivate”
node is defined and transmitted to the managed device 100. Based on this DM
command, an execution command is carried out on this node in the manage-
ment tree 140. In response to this execution command (or possibly a notifica-
tion from the DM agent 120), the SM level deactivation command is carried
out, on the basis of which the SM agent 110 relocates the component “a” un-
der the “InActive” node in the “Inventory” node. Similarly, in order to carry out
the SM level “Remove” command for removing the component “a”, a DM level
execution command 704 for “Local Operations/Remove” node is defined and
transmitted to the managed device 100. Based on the DM execution com-
mand, the SM command for carrying out the local removal operation is speci-
fied. The SM agent 110 removes the component “a” from the “Inactive” node
(under which it was moved in response to the command 703) in the manage-
ment tree 140. The component “a” has then been removed from device 100.
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For the sake of clarity, Figure 7 shows no logical commands between the SM
agent 110 and the SM manager 210, neither are responses to messages 703
and 704 shown.

[0054] In the following, some service management uses are illus-

trated.
[0055] - Corporate IM (IT Management) installs a new business ap-
plication.

[0056] - Corporate IM updates an existing business application.

[0057] - Corporate IM analyzes a virus definition file in a manage-
able device.

[0058] - Service provider updates an existing plug-in for a browser.

[0059] - Service provider updates a messaging application Ul (User
Interface).

[0060] - Service provider controls game service: According to the
terms of a service agreement, the service provider de-activates a service and
the service is activated only after the user pays the bill.

[0061] - Corporate IM reinstalls a faulty application.

[0062] - Service provider installs a new codec for a media player.

[0063] It is to be noted that instead of the above-illustrated corpo-
rate IM and service provider entities, other kinds of administrative entities may
be in control of the management server device 200 and manage the client de-
vice 100 by the present SM and/or DM features. For instance, network opera-
tors or manufacturers could also be such administrative entities.

[0064] According to an aspect of the present application, at least
two different management methods are available for the device (200) function-
ing as a service management server. This means that the management server
device (200) may select an appropriate management method for managing the
client device (100), i.e. for delivering a managed asset, such as a deployment
component, to the client device. This selection may be carried out on the basis
of the properties of the managed asset to be delivered, on the basis of the
properties of the manageable device and/or some other decision criterion.

[0065] According to an embodiment, at least two different manage-
ment channels are applied. The term “channel” herein generally refers to a par-
ticular delivery method for arranging delivery of a management command
and/or asset to a managed device.

[0066] In one embodiment, a first managed asset is delivered to the
managed device (100) by direct delivery, i.e. by transmitting a command by a
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(DM or SM) management protocol from the managing device (200). Another
alternative (for a second managed asset) is to apply indirect delivery, whereby
only a direct or an indirect reference to the managed asset is first delivered to
the managed device. This reference may be transmitted by a management
protocol. The managed device may then retrieve the managed asset, for in-
stance an automatically installing software update package, on the basis of the
reference. The reference may be a URI to the location from which the man-
aged asset is to be retrieved. Selection of a management method may be de-
termined as described herein, and/or as described in U.S. Patent Application
No. 10/966,745 (Attorney Docket No. 2041384US; KOLS.143PA) entitled “Se-
lection of Management Method,” filed on October 15, 2004, the content of
which is incorporated herein by reference in its entirety. Further, determining
how local operations may be arranged in a management system may be de-
termined as described herein, and/or as described in U.S. Patent Application
No. 10/966,503 (Attorney Docket No. 2041433US; KOLS.142PA) entitled “Ar-
ranging Management Operations in Management System” filed on October 15,
2004, the content of which is incorporated herein by reference in its entirety.

[0067] In a further embodiment, again referring to Figure 6, the
management tree 140 is provided with a “Download” node for storing refer-
ences to the managed assets. In Figure 6, one exemplary entry including an
identifier, a name, a version and a URI for such a referred-to managed asset is
illustrated. The agent (110 or 120) may retrieve the reference from this node in
response to an external or internal trigger, for instance an input from the user
or an installation command from the managing device (200). Downloading of
the managed asset may be activated in the embodiment of Figure 6 by send-
ing an execution command for an entry of the managed asset in the
“Download” node. The managed asset can then be retrieved from the URI and
possibly stored in the “Delivered” node. Next, already illustrated further fea-
tures may be applied to the managed asset, for instance the “Install” command
may be executed. It is to be noted that the information in the entry, i.e. a sub-
node of the “Download” node, is only an example. For instance, if the URI or
some other type of identifier identifying the location of the managed asset does
not indicate the appropriate retrieval method for retrieving the object, a specific
“Type” information attribute indicating the retrieval method, such as “HTTP”,
could be stored in an entry for a referred managed asset. This feature may be
applied to service management and/or device management.
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[0068] It should be noted that the embodiments described above
could also be applied in any combination thereof. It is apparent to a person
skilled in the art that as technology advances, the basic idea of the invention
can be implemented in many different ways. The invention and its embodi-
ments are thus not restricted to the examples described above but can vary
within the scope of the claims.
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CLAIMS

1. A data processing device for a service management system
comprising:

service management means for defining a service management
command for one or more managed devices,

means for defining one or more device management commands on
the basis of predetermined mapping instructions and the service management
command, and

means for transmitting the one or more device management com-
mands to a managed device.

2. The data processing device according to claim 1, wherein a ser-
vice management manager configured to define the service management
command is further configured to define the device management commands.

3. The data processing device according to claim 1, wherein the
data processing device comprises a device management manager configured
to transmit the one or more device management commands to the managed
device.

4. The data processing device according to claim 3, wherein the de-
vice management manager is configured to define the one or more device
management commands.

5. The data processing device according to claim 1, wherein the
service management command comprises a plurality of subtasks and is
mapped into a plurality of device management commands.

6. The data processing device according to claim 1, wherein the
data processing device is configured to define the service management com-
mand for managing a service management level deployment component rep-
resenting a group of manageable items controlling a service.
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7. The data processing device according to claim 6, wherein the
data processing device is configured to define the service management com-
mand for arranging an inventory of the deployment components, and

the data processing device is configured to address the device
management command to a specific storage location in a management struc-
ture of the managed device for inventory of the deployment components.

8. A data processing device for a service management system
comprising:

means for storing a management structure comprising or represent-
ing managed items, a service management agent for monitoring and/or per-
forming a service management level command,

means for specifying one or more service management commands
on the basis of one or more received device management commands.

9. The data processing device according to claim 8, wherein the
data processing device comprises a device management agent for executing
device management commands from a device management manager for
management objects in or represented by the management structure, wherein
the device management agent is configured to carry out the one or more re-
ceived device management commands.

10. The data processing device according to claim 9, wherein the
service management agent is configured to carry out the one or more service
management commands on the basis of a modification in the management
structure due to execution of the one or more device management commands.

11. The data processing device according to claim 9, wherein the
device management agent is configured to notify the service management
agent on the basis of the one or more received device management com-
mands.

12. The data processing device according to claim 11, wherein the
service management agent is configured to carry out the one or more service
management commands on the basis of a notification from the device man-
agement agent.
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13. The data processing device according to claim 8, wherein the
service management agent is configured to modify the management structure
in accordance with the specified one or more service management commands.

14. The data processing device according to claim 8, wherein the
management structure comprises or represents a service management level
deployment component to which the one or more service management com-
mands are addressed.

156. The data processing device according to claim 14, wherein in
the management structure, the deployment component is associated with a
state describing the current status of the deployment component.

16. The data processing device according to claim 15, wherein the
management structure comprises a specific storage location for each possible
state.

17. The data processing device according to claim 14, wherein the
management structure comprises a specific storage location for arranging in-
ventory of the deployment components.

18. The data processing device according to claim 8, wherein the
management structure is an OMA DM management tree and the device man-
agement commands are OMA DM management commands.

19. A method for arranging service management in a service man-
agement system, the method comprising:

defining one or more device management commands on the basis
of predetermined mapping instructions and a service management command,

transmitting the one or more device management commands to a
managed device,

specifying in the managed device one or more service management
commands on the basis of the one or more received device management
commands, and

carrying out the defined one or more service management com-
mands in the managed device.
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20. A computer program downloadable into a memory of a data
processing device for a service management system, the computer program
comprising a computer program code which, when executed in a processor of
the data processing device, causes the data processing device to:

define one or more device management commands on the basis of
predetermined mapping instructions and a service management command.

21. A data storage medium for storing a computer program
downloadable into a memory of a data processing device for a service man-
agement system, the computer program comprising a computer program code
which, when executed in a processor of the data processing device, causes
the data processing device to:

define one or more device management commands on the basis of
predetermined mapping instructions and a service management command.

22. A computer program downloadable into a memory of a data
processing device for a service management system, the computer program
comprising a computer program code which, when executed in a processor of
the data processing device, causes the data processing device to:

specify one or more service management commands on the basis
of one or more received device management commands.

23. A data storage medium for storing a computer program
downloadable into a memory of a data processing device for a service man-
agement system, the computer program comprising a computer program code
which, when executed in a processor of the data processing device, causes
the data processing device to:

specify one or more service management commands on the basis
of one or more received device management commands.
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