
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2013/0301830 A1 

BAR-EL et al. 

US 201303 01830A1 

(43) Pub. Date: Nov. 14, 2013 

(54) 

(71) 

(72) 

(21) 

(22) 

(60) 

DEVICE, SYSTEM, AND METHOD OF 
SECURE ENTRY AND HANDLING OF 
PASSWORDS 

Applicants: Hagai BAR-EL, Rehovot (IL); Yaacov 
SELLA, Haifa (IL); Alon ZIV, Netanya 
(IL); Roni SASSON, Tel Aviv (IL) 

Inventors: Hagai BAR-EL, Rehovot (IL); Yaacov 
SELLA, Haifa (IL); Alon ZIV, Netanya 
(IL); Roni SASSON, Tel Aviv (IL) 

Appl. No.: 13/740,291 

Filed: Jan. 14, 2013 

Related U.S. Application Data 
Provisional application No. 61/643,977, filed on May 
8, 2012, provisional application No. 61/730,996, filed 
on Nov. 29, 2012. 

Publication Classification 

(51) Int. Cl. 
H04L 9/08 (2006.01) 
G06F 3/0 (2006.01) 

(52) U.S. Cl. 
CPC. H04L 9/08 (2013.01); G06F 3/017 (2013.01) 
USPC ........... 380/210; 715/773: 340/5.83; 382/100 

(57) ABSTRACT 
Devices, system, and methods of secure entry and handling of 
passwords and Personal Identification Numbers (PINs), as 
well as for secure local storage, secure user authentication, 
and secure payment via mobile devices and via payment 
terminals. A mobile electronic device includes: a secure 
execution environment (SEE) to securely execute code; and a 
secure video path (SVP) to securely exchange information 
between the SEE and a touch-screen of the mobile electronic 
device; wherein the SEE includes a secure password entry 
module to generate a scrambled on-screen interface, and to 
send the scrambled on-screen interface to the touch-screen 
through the SVP 
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DEVICE, SYSTEM, AND METHOD OF 
SECURE ENTRY AND HANDLING OF 

PASSWORDS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims priority and benefit from 
U.S. provisional application 61/643,977, entitled “Device, 
System, and Method for Secure Entry of Personal Identifica 
tion Numbers', filed on May 8, 2012, which is hereby incor 
porated by reference in its entirety. 
0002 This application claims priority and benefit from 
U.S. provisional application 61/730.996, entitled “Device, 
System, and Method for Secure Interface Binding, filed on 
Nov. 29, 2012, which is hereby incorporated by reference in 
its entirety. 

FIELD 

0003. The present invention relates to the field of telecom 
munications security. 

BACKGROUND 

0004 Millions of people utilize smartphones, tablets, and 
other mobile computing devices to perform various tasks. 
Some tasks may not pose major security risks, for example, 
taking photographs with a camera of the mobile device. How 
ever, some tasks may pose security risks, for example, utiliz 
ing the mobile device in order to access an online banking 
website, to perform electronic commerce (E-commerce) 
transactions of mobile payments (M-payments) transactions. 
0005. Some of the threats posed to a user of a mobile 
device may include, for example, a "phishing scam in which 
an attacker presents to the user a mock web-page imperson 
ating a legitimate banking site. The user may be induced into 
entering his username and password on the mock web-page, 
thereby allowing the attacker to capture the username and 
password which may be then used by the attacker to imper 
Sonate the real user and log-in to the real banking site. 
0006 Furthermore, mobile devices utilized in a corporate 
environment, and particularly in accordance with a “bring 
you own device” (BYOD) organizational policy, may expose 
both the user and the entire organization to risks of data loss 
or monetary loss. For example, an attacker may capture the 
username and password of a user and may utilize them to 
log-in to a corporate network or resource. 
0007 Some websites and some corporate organizations 
may require a password to have a minimum length (e.g., at 
least 8 characters) and/or a required entropy (e.g., having at 
least one letter and at least one digit). However, many users 
are incapable of memorizing a cumbersome password, and 
end-up choosing a weak password which may be easily 
cracked by a brute-force attack, or otherwise guessed. This is 
particularly true for users of mobile devices, in which the 
physical keyboard or the virtual (on-screen) keyboard are of a 
Small form factor, which renders password entry tedious and 
effort-consuming. Furthermore, even a “strong password 
may be captured from many users by an attacker which oper 
ates a "phishing scam, or utilizes a Software-based keylog 
ger malware application. 
0008 Public-Key Infrastructure (PM) attempts to mitigate 
security problems by utilizing digital certificates issued by a 
Certificate Authority (CA). However, cryptography-based 
authentication via PM requires a cumbersome user enroll 
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ment process, often lacks a key repository at the client side, 
and often lacks a unified user experience. 
0009 Furthermore, securing the authentication process 
between the user of a mobile device and a service may not 
suffice to fully protect the user. For example, the service may 
provide confidential data which may be cached or stored in 
the mobile device, or may be captured by other applications 
(e.g., legitimate applications or malware modules) which 
may be running on the mobile device and which may option 
ally transmit the captured data overa communication network 
to a remote location. This problem may be partially mitigated 
by encryption of locally-stored or locally-cached data. How 
ever, the encryption often utilizes a weak user-selected pass 
word, which may be cracked by a brute-force attack, a dic 
tionary attack, a keylogging module. Other encryption 
methods may be circumvented by a module which searches 
the mobile device for a locally-stored copy of the encryption 
key. 

SUMMARY 

0010. The present invention may include, for example, 
devices, system, and methods of secure entry and handling of 
passwords and Personal Identification Numbers (PINs), as 
well as for secure local storage, secure user authentication, 
and secure payment via mobile devices and via payment 
terminals. 

0011. In accordance with the present invention, for 
example, a mobile electronic device may comprise: a secure 
execution environment (SEE) to securely execute code; a 
secure video path (SVP) to securely exchange information 
between the SEE and a touch-screen of the mobile electronic 
device; wherein the SEE comprises a secure password entry 
module to generate a scrambled on-screen interface, and to 
send the scrambled on-screen interface to the touch-screen 
through the SVP 
0012. In accordance with the present invention, for 
example, the secure password entry module may comprise: a 
touch-event recognizer to securely identify within the SEE a 
character which corresponds to a virtual key that a user 
selected via the touch-screen on the Scrambled on-screen 
interface. 

0013. In accordance with the present invention, for 
example, the mobile electronic device may comprise: a 
secure content channel to transport the scrambled on-screen 
interface, securely against interception, from the SEE to the 
touch-screen. 

0014. In accordance with the present invention, for 
example, the mobile electronic device may comprise: a 
secure content channel to transport the scrambled on-screen 
interface, from the SEE to the touch-screen, as an encoded 
Digital Rights Management (DRM) protected video. 
0015. In accordance with the present invention, for 
example, the mobile electronic device may comprise: a 
DRM-enabled playback module to playback the encoded 
DRM-protected video representing the scrambled on-screen 
interface. 

0016. In accordance with the present invention, for 
example, the scrambled on-screen interface may comprise at 
least one of an on-screen scrambled virtual keyboard; an 
on-screen scrambled virtual keypad; an on-screen represen 
tation of wheels of digits, wherein each wheel is rotatable in 
response to a user gesture on the touch-screen. 
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0017. In accordance with the present invention, for 
example, the scrambled on-screen interface may comprise a 
user-specific authenticity reassurance image. 
0018. In accordance with the present invention, for 
example, the user-specific authenticity reassurance image 
may comprise a user-uploaded image captured by the user 
through a camera of the mobile electronic device. 
0019. In accordance with the present invention, for 
example, the SEE may comprise code to securely modify, 
based on a user command, one or more visible properties of 
said image prior to an upload of said image. 
0020. In accordance with the present invention, for 
example, the SEE may comprise code to securely modify, 
based on a user command, one or more visible properties of 
the user-specific authenticity reassurance image Subsequent 
to selection of the user-specific authenticity reassurance 
image from a collection of images. 
0021. In accordance with the present invention, for 
example, the user-specific authenticity reassurance image 
may comprise at least one of an image overlaid as a water 
mark on top of the scrambled on-screen interface; an image 
overlaid as a watermark under the scrambled on-screen inter 
face; an image displayed in proximity to the scrambled on 
screen interface. 

0022. In accordance with the present invention, for 
example, the SVP may comprise a uni-directional SVP to 
send information securely only in a direction from the SEE to 
the touch-screen of the mobile electronic device. 

0023. In accordance with the present invention, for 
example, the mobile electronic device may comprise a device 
selected from the group consisting of a laptop computer, a 
tablet, a Smartphone, a portable computing device, a portable 
gaming device, a portable multimedia player, and a portable 
payment terminal. 
0024. In accordance with the present invention, for 
example, the mobile electronic device may comprise: a 
secure storage unit to securely store a cryptographic key, 
wherein the cryptographic key is unique to a particular task to 
be performed by said mobile electronic device; and a crypto 
graphic operations module to release the cryptographic key 
from the secure storage unit based on a user gesture, received 
through said touch screen and indicating confirmation, and to 
utilize the cryptographic key for performing a cryptographic 
operation associated with said particular task. 
0025. In accordance with the present invention, for 
example, the cryptographic key may be also unique to a user 
of said mobile electronic device. 

0026. In accordance with the present invention, for 
example, the cryptographic operation may comprise at least 
one of encryption using the cryptographic key; decryption 
using the cryptographic key. 
0027. In accordance with the present invention, for 
example, the cryptographic operation may comprise a cryp 
tographic operation transparent to said particular task on said 
mobile electronic device. 

0028. In accordance with the present invention, for 
example, said particular task, for which said cryptographic 
key is unique, may comprise a task of unlocking access to an 
entirety of a storage unit of said mobile electronic device. 
0029. In accordance with the present invention, for 
example, the mobile electronic device may comprise: a pay 
ment card reader to read a payment card Swiped therethrough; 
and a visual indicator to indicate to a user that the secure 
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password entry module is activated and that the user can 
Swipe the payment card through the payment card reader. 
0030. In accordance with the present invention, for 
example, the payment card reader is operational when the 
secure password entry module is activated; and the payment 
card reader is non-operational when the secure password 
entry module is non-activated. 
0031. In accordance with the present invention, for 
example, the mobile electronic device may comprise: a 
secure operations module to securely receive, from the secure 
password entry module, a password entered by a user via said 
touch-screen; to encrypt the password; and to send the 
encrypted password for verification at a verification module 
external to the mobile electronic device; wherein the verifi 
cation module external to the mobile electronic device is to 
send a verification response indicating whether or not the 
password is verified; wherein the verification module may 
comprise at least one of a remote server, and a Smart-card 
external to the mobile electronic device. 
0032. In accordance with the present invention, for 
example, in response to a user entering a password via said 
scrambled on-screen interface on said touch-screen, the 
mobile electronic device may send, to a remote server, a 
message indicating touch coordinates to enable the remote 
server to determine the password and to initiate a process of 
verifying the password; wherein the mobile electronic device 
is unaware of the password entered by said user. 
0033. In accordance with the present invention, for 
example, a server or a computer may comprise: a secure 
execution environment (SEE) system to securely execute 
code; wherein the SEE System may comprise a secure pass 
word entry module (a) to generate a scrambled on-screen 
interface, and (b) to send the scrambled on-screen interface, 
as an encoded Digital Rights Management (DRM) protected 
video to a remote mobile device. 
0034. In accordance with the present invention, for 
example, the encoded DRM-protected video, when played by 
a DRM-enabled playback module of the remote mobile 
device, causes a touch-screen of the remote mobile device to 
securely display said scrambled on-screen interface gener 
ated by the SEE system of said server. 
0035. In accordance with the present invention, for 
example, the scrambled on-screen interface may comprise at 
least one of an on-screen scrambled virtual keyboard; an 
on-screen scrambled virtual keypad; an on-screen represen 
tation of wheels of digits, wherein each wheel is rotatable in 
response to a user gesture on a touch-screen. 
0036. In accordance with the present invention, for 
example, the scrambled on-screen interface may comprise a 
user-specific authenticity reassurance image. 
0037. In accordance with the present invention, for 
example, the server may comprise: a verification module to 
Verify a user-entered password entered on said scrambled 
on-screen interface via a touch-screen of the remote mobile 
device; wherein the verification module is to receive from 
said remote mobile device a message indicating touch coor 
dinates corresponding to touch gestures of a user on said 
touch-screen; wherein the verification module determines the 
user-entered password from said touch coordinates while the 
user-entered password remains unknown to the remote 
mobile device 
0038. In accordance with the present invention, for 
example, a computing device may comprise: a secure storage 
unit to securely store a confidential data item; a non-secure 
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execution environment to execute program code, the program 
code to transport to a remote server a message; a secure 
execution environment (SEE) to securely execute code, the 
SEE comprising: a rewriter module to securely obtain the 
confidential data item from the secure storage, and to securely 
write the confidential data item into one or more fields in said 
message prior to its encrypted transport to the remote server. 
0039. In accordance with the present invention, for 
example, the confidential data item may comprise at least one 
of a password, a Personal Identification Number (PIN), a 
username, a string representing user credentials, a data item 
for authentication; wherein the SEE comprises code to 
securely perform an encryption operation on said message 
prior to its transport to the remote server. 
0040. In accordance with the present invention, for 
example, the program code may comprise an application to 
transport the message to the remote server via a transport 
security protocol. 
0041. In accordance with the present invention, for 
example, the message may be associated with a data object 
indicating a particular field in which the confidential data 
item is to be inserted by the rewriter module. 
0042. In accordance with the present invention, for 
example, the rewriter module may comprise: an inference 
module to infer a particular field of the message, in which the 
confidential data item is to be inserted by the rewriter module, 
based on contextual analysis. 
0043. In accordance with the present invention, for 
example, the rewriter module may comprise: a field determin 
ing module to determine a particular field of the message, in 
which the confidential data item is to be inserted by the 
rewriter module, based on a service certificate received from 
a remote Server. 

0044. In accordance with the present invention, for 
example, the program code may comprise a web browser, and 
the message may comprise data transferred over HyperText 
Transfer Protocol Secure (HTTPS). 
0045. In accordance with the present invention, for 
example, the message may comprise at least a username field 
and a password field. 
0046. In accordance with the present invention, for 
example, the message may comprise one or more data items 
for authenticating a user to the remote server. 
0047. In accordance with the present invention, for 
example, the rewriter may be capable of operating indepen 
dently of a particular type of authentication scheme utilized 
by the remote server, wherein operations of the rewriter keep 
the remote server unaware that rewriting is performed on said 
computing device. 
0048. In accordance with the present invention, for 
example, the computing device comprises a device selected 
from the group consisting of a Smartphone, and a tablet. 
0049. In accordance with the present invention, for 
example, a method implementable on a computing device 
may comprise: securely storing a confidential data item in a 
secure storage unit of said computing device; executing a 
program code in a non-secure execution environment of said 
computing device, wherein the program code comprises pro 
gram code to transport a message to a remote server, securely 
executing code in a secure execution environment (SEE) of 
said computing device, wherein securely executing the code 
in the SEE may comprise: securely obtaining the confidential 
data item from the secure storage, and securely writing the 
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confidential data item into one or more fields in said message 
prior to its encrypted transport to the remote server. 
0050. In accordance with the present invention, for 
example, the confidential data item may comprise at least one 
of a password, a Personal Identification Number (PIN), a 
username, a string representing user credentials, a data item 
for authentication; wherein the SEE may comprise code to 
securely perform an encryption operation on said message 
prior to its transport to the remote server. 
0051. In accordance with the present invention, for 
example, the program code may comprise an application to 
transport the message to the remote server via a transport 
security protocol. 
0052. In accordance with the present invention, for 
example, the message is associated with a data object indi 
cating a particular field in which the confidential data item is 
to be inserted by the rewriter module. 
0053. In accordance with the present invention, for 
example, a server or a computer may comprise: an authenti 
cation module to send, to a remote client device, a server 
authentication certificate; an accreditation certificate stored 
in a pre-defined location on the server, wherein the pre-de 
fined location is accessible to the remote client device; 
wherein the accreditation certificate indicates a condition that 
the server authentication certificate needs to meet in order for 
the server authentication certificate to be accepted for authen 
tication by the remote client device. 
0054. In accordance with the present invention, for 
example, the accreditation certificate is accessible for auto 
matic polling by the remote client device based on a pre 
defined storage location at which the accreditation certificate 
is assumed to be stored. 

0055. In accordance with the present invention, for 
example, the condition may comprise a reference to a public 
key of the server authentication certificate. 
0056. In accordance with the present invention, for 
example, the condition may comprise a reference to an issuer 
of the server authentication certificate. 

0057. In accordance with the present invention, for 
example, the condition may comprise a reference to a data 
item unique to the server authentication certificate. 
0058. In accordance with the present invention, for 
example, the accreditation certificate is protected with a digi 
tal signature. 
0059. In accordance with the present invention, for 
example, the accreditation certificate is digitally signed by a 
first entity, and the server authentication certificate is digitally 
signed by a second, different, entity. 
0060. In accordance with the present invention, for 
example, the accreditation certificate has a timed-bound 
validity or an expiration time/date stamp. 
0061. In accordance with the present invention, for 
example, a mobile electronic device may comprise: an 
authentication module to receive, from a remote server, a 
server authentication certificate; an accreditation certificate 
fetcher to fetch an accreditation certificate; wherein the 
accreditation certificate indicates a condition that the server 
authentication certificate needs to meet in order for the server 
authentication certificate to be accepted for authentication by 
said authentication module of the mobile electronic device. 

0062. In accordance with the present invention, for 
example, the accreditation certificate fetcher is to fetch the 
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accreditation certificate from a pre-defined location on said 
remote server which is accessible to the mobile electronic 
device. 
0063. In accordance with the present invention, for 
example, the accreditation certificate has a timed-bound 
validity. 
0064. In accordance with the present invention, for 
example, the accreditation certificate fetcher is to fetch the 
accreditation certificate from a local storage within the 
mobile electronic device. 
0065. In accordance with the present invention, for 
example, the accreditation certificate is hard-coded within an 
application running on the mobile electronic device. 
0066. In accordance with the present invention, for 
example, the mobile electronic device may comprise a device 
selected from the group consisting of a Smartphone, and a 
tablet. 
0067. The present invention may provide other and/or 
additional benefits and/or advantages. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0068 For simplicity and clarity of illustration, elements 
shown in the figures have not necessarily been drawn to scale. 
For example, the dimensions of some of the elements may be 
exaggerated relative to other elements for clarity of presen 
tation. Furthermore, reference numerals may be repeated 
among the figures to indicate corresponding or analogous 
elements. The figures are listed below. 
0069 FIG. 1A is a schematic block diagram illustration 
demonstrating the architecture of a mobile device, in accor 
dance with some demonstrative embodiments of the present 
invention; 
0070 FIG.1B is a schematic block-diagram illustration of 
a Secure Operations Module (SOM) and its components, in 
accordance with Some demonstrative embodiments of the 
present invention; 
0071 FIG.1C is a schematic block diagram illustration of 
Secure Password Secure Module (SP-SM), in accordance 
with some demonstrative embodiments of the present inven 
tion; 
0072 FIG. 2 is a schematic block diagram illustration of 
system, in accordance with some demonstrative embodi 
ments of the present invention; 
0073 FIG. 3 is a schematic flow chart of a method of 
authenticating a user at a Point of Sale (PoS) terminal of a 
merchant, in accordance with some demonstrative embodi 
ments of the present invention; 
0074 FIG. 4 is a schematic block diagram illustration of a 
terminal capable of secure PIN entry, in accordance with 
Some demonstrative embodiments of the present invention; 
and 
0075 FIG. 5 is a schematic block diagram illustration of a 
system comprising a transaction server and a payment termi 
nal, in accordance with Some demonstrative embodiments of 
the present invention. 

DETAILED DESCRIPTION OF SOME 
EMBODIMENTS 

0076. In the following detailed description, numerous spe 
cific details are set forth in order to provide a thorough under 
standing of some embodiments. However, it will be under 
stood by persons of ordinary skill in the art that some 
embodiments may be practiced without these specific details. 
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In other instances, well-known methods, procedures, compo 
nents, units and/or circuits have not been described in detail 
So as not to obscure the discussion. 
0077. Applicants have realized that in conventional sys 
tems, key-based authentication may be too complex to pro 
vision and manage, making it barely used in practice, which 
in turn leads to limited and fragmented Support. Additionally, 
password-based authentication may not be properly deployed 
on mobile devices, due to user-interface limitations, as well as 
due to user inability to select or remember long cryptic pass 
words. Although “password manager programs exist, they 
often require a long and cumbersome master password, or 
they often insecurely utilize passwords in the clear. 
0078. Applicants have further realized that even if 
deployed, a significant security flaw remains by carrying out 
authentication using logic that runs on top of a High Level 
Operating System (HLOS) of a mobile device, where keys 
and passwords may be captured by a malware software mod 
ule. Furthermore, although local data protection may assist in 
protecting stored application data, this mechanism is seldom 
used, also due to the inability to present a reasonably secure 
solution that runs over the HLOS. 
0079 Applicants have also realized that some mobile 
devices may be equipped with a Secure Execution Environ 
ment (SEE), for example, facilitated by Trustzone Technol 
ogy (available from ARM Holdings PLC of Cambridge, 
England, United Kingdom). However, the SEE may be tai 
lored for protecting secure applications running within the 
SEE, rather than for assisting HLOS applications (e.g., most 
of the applications on the mobile device) protect themselves 
and their data. Furthermore, a conventional SEE may not 
provide a secure input mechanism, which is important for 
secure authentication. Applicants have further realized that a 
remote server may operate as a SEE. 
0080. The present invention may include methods, 
devices and systems for securely entering, transmitting, 
receiving and/or handling a password. Particularly, the 
present invention may provide the user of a mobile device, a 
computing device and/or a portable device with a secure 
unified component for authentication and authorization on 
behalf of the user. The secure password entry and handling of 
the present invention may be based on an agent module which 
may run in a secure execution environment (e.g., facilitated 
by TrustZone Technology, or by a remote server operating as 
a SEE), which may perform the authentication and authori 
Zation cryptographic computations using securely stored 
passwords and key material. Authentication and authoriza 
tion on behalf of the user may be carried out only after the 
human user is positively identified using a secure password 
entry routine. The password entry routine may, by itself, be 
protected from malware-based password interception and/or 
entry, for example, by utilizing secure video path capabilities 
of the mobile device. 
I0081. The present invention may securely handle pass 
words and may facilitate user authentication and authoriza 
tion in a robust and user-friendly manner. For example, the 
present invention may provide the facility for secure storage 
of passwords and client certificates, and by enabling authen 
tication-token based capabilities. Additionally, the present 
invention may utilize secure storage for passwords and keys, 
a Secure Password Entry Module (SPEM), and modules able 
to use the passwords and keys to securely authenticate the 
user of the mobile device on behalf of the user. Only upon 
secure entry of a correct userpassword, may a Secure Storage 
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Module (SSM) allow other system components to use the 
credentials belonging to that user. 
0082. The present invention may allow, for example, 
secure password entry by utilizing a secure content path or a 
secure video path of the mobile device. Following the secure 
user authentication and authorization, the present invention 
may enable HLOS applications to protect their own authen 
tication processes, as well as their own locally-stored data. 
0083. The term “password” as used herein may include, 
for example, a string of combination of characters represent 
ing a password, a passphrase, a Personal Identification Num 
ber (PIN), a string of characters utilized for authenticating a 
user identity and/or for authorizing a user's access to a ser 
vice, or other secret data-item or signal shared between a user 
and a system and useful in authentication of the user to the 
system. Optionally, the term “password” may include other 
types of confidential or semi-confidential or non-confidential 
data items, for example, a username, a user nickname, a user 
ID string, a user identifier, a token, and/or other data items, 
particularly data item(s) which may be used in a user authen 
tication process. 
0084. Reference is made to FIG. 1A, which is a schematic 
block diagram illustration demonstrating the architecture of a 
mobile device 100 in accordance with the present invention. 
Device 100 may be, for example, a cellular phone, a smart 
phone, a tablet, a laptop computer, a portable electronic 
device, a portable computing device, or other Suitable com 
puting device. 
0085. Device 100 may include one or more modules run 
ning in a Secure Execution Environment (SEE) 140 (e.g., a 
TrustZone Technology environment, optionally associated 
with a Secure Operating System (Secure OS) 107 such as, for 
example, MobiCore available from Giesecke & Devrient 
GmbH of Munich, Germany), and one or more modules run 
ning in an Unsecure Execution Environment (UEE) 120 (e.g., 
an Android environment). 
I0086 UEE 120 may comprise, for example, a touch 
screen 152, a secure DRM-enabled media player 153 which 
may be associated with a Secure Password (SP) DRM plug-in 
154, a Secure Password (SP) Activity 159, a TLS/SSL inte 
gration library 193, and a TLS/SSL Authorization Activity 
191. 
I0087 SEE 140 may comprise a Secure Operations Mod 
ule (SOM) 130 able to securely store, transmit, receive and 
handle user password(s) and/or PINS, as well as other keys 
and assets, without exposing Such password(s) or PINS to 
UEE 120 or to any module or application within UEE 120, or 
to other attackers which may be internal or external to device 
100. SOM 130 may be able to generate and send User Inter 
face (UI) elements that will be rendered by a secure CODEC 
155. 

0088 Reference is also made to FIG. 1B, which is a sche 
matic block-diagram illustration of SOM 130 and its compo 
nents, in accordance with the present invention. SOM 130 
may comprise, for example, a Secure Storage Module (SSM) 
141 associated with a Secure Storage 149; a Secure Password 
Entry Module (SPEM) 142; a secure TLS/SSL support mod 
ule 151; a local encryption/decryption services module 146; 
and an optional crypto-token module 147. 
I0089. Secure TLS/SSL support module 151 may com 
prise, for example, a TLS/SSL support library 131; a cookie 
handler 192: a rewriter 132; an application support API 133; 
and an enrollment module 137, which may be associated with 
an enrollment database 138 and an enrollment cache 139. For 
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demonstrative purposes, enrollment database 138 is shown as 
part of secure TLS/SSL support module 151, although in 
some implementations, enrollment database 138 may be 
stored within secure storage 149. 
0090 Local encryption/decryption services module 146 
may comprise, for example, an encryption module 143, a 
decryption module 144, a key generator 145; and an 
encrypted partition manager 197. 
0091 Secure storage 149 may be a memory unit (or a 
dedicated portion or segment of a memory unit or memory 
area), in which confidential data may be stored. SSM 141 may 
be a secure software module which may control the writing 
into (and the reading from) secure storage 149. For example, 
SSM 141 may be an application running in SEE 140, and may 
facilitate storage in secure storage 149 of passwords, client 
certificates, private encryption keys, other types of crypto 
graphic credentials which may be used in crypto-systems, or 
other data that needs to be kept secure. 
0092. Each one of the cryptographic credentials in SSM 
141 may be associated, for example, with a User-ID (associ 
ating a cryptographic credential with a user identification) 
and with a Service-ID (associated a cryptographic credential 
with an identifier of a service to which the user authenticates 
using that cryptographic credential). The Service-ID may be 
an identity obtained from a Service Certificate which may be 
issued to every service provider (or application) that enrolls to 
use a mechanism of the present invention. This new type of 
digital certificate (not to be confused with an X.509 Certifi 
cate, a Transport Layer Security (TLS) certificate or with a 
Secure Sockets Layer (SSL) certificate) may allow the service 
provider full flexibility when using different TLS certificates 
while providing protection to the end-user against phishing 
attempts. 
(0093. Passwords which may be stored in SSM 141 may be 
numeric passwords, alpha-numeric passwords, strings of 
alphanumeric and/or non-alphanumeric characters, or the 
like. The digital certificates that may be stored in SSM 141 
may be client certificates, for example, in accordance with 
ITU-T standard X.509, and/or a private key. Additionally, 
SSM 141 may store the password assigned to each User-ID, 
as well as information necessary to securely recover a per 
Sonal user-selected image which may be associated with each 
User-ID and may be utilized in the authentication process as 
described herein. 
(0094. Secure Password Entry Module (SPEM) 142 may 
run in SEE 140, and may be responsible for polling a user for 
his password, prior to using any of the secure storage creden 
tials to authenticate on behalf of that user. SPEM 142 may 
utilize a Secure Video Path (SVP) feature of device 100 to 
display to the user an on-screen keyboard or an on-screen 
keypad which cannot be intercepted by a malware module 
which may be running on device 100. The present invention 
may thus utilize a secure content path or SVP feature of 
device 100, originally intended for the secure display of pro 
tected media content, e.g., Digital Rights Management 
(DRM)-protected content, for a different purpose of securely 
communicating an on-screen virtual keypad/keyboard. 
0.095 For example, when a user needs to be asked for his 
password, SPEM 142 may utilize SVP to securely render and 
present on the screen of device 100: (a) a background image 
which comprises, or is constructed based on, a personal 
image previously-selected by the user; (b) a shuffled or 
scrambled on-screen keypad or keyboard, Such that on-screen 
keys that represent digits and/or letters appear, at each invo 
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cation, at random or pseudo-random locations, in a randomly 
or pseudo-randomly scrambled order, or in an order which is 
randomly or pseudo-randomly different from their regular 
order in a conventional physical keyboard or keypad; the 
identity of the service provider, as securely obtained from, or 
otherwise pointed by, the Service Certificate. The user may 
enter his password by tapping, touching, clicking, or other 
wise selecting keys on the Scrambled on-screen keyboard or 
keypad. The coordinates of the user's key-presses may be 
communicated from a driver of the touch-screen of device 
100 (e.g., running in UEE 120, for example, an insecure 
High-Level Operating System (HLOS) such as Android) to 
SPEM 142 which runs in SEE 140. As the user enters his 
password, SPEM 142 may convert the coordinates into 
pressed letters or digits, based on the notion of where each 
letter or digit was displayed in the current invocation of the 
randomly scrambled on-screen keyboard or keypad. It is 
noted that the display of the user-selected personal image may 
allow the user to ascertain that the user is entering his pass 
word into a genuine interface rather than into a phishing 
web-page or mock website. Similarly, the description of the 
service provider may allow the user to assure that the proper 
service provider is being authenticated to. 
0096. Secure TLS/SSL support module 151 may utilize 
the user's cryptographic credentials, which are stored in SSM 
141, in order to authenticate on behalf of the user, after the 
user correctly enters his password. As mentioned above, the 
user's cryptographic credentials stored in SSM 141 may be, 
for example, either a user-designated password, or a TLS 
client certificate (along with a private key). If the user creden 
tial is a client certificate with a private key, then the private key 
may be securely incorporated into the TLS handshake. If the 
user credential is a password, then that password may be used 
in TLS either through rewriter 132 or through Application 
Support API 133, as described herein. It is noted that at least 
part (or all) of the TLS/SSL implementation may be executed 
in SEE 140, to eliminate any need for processing user cre 
dentials over the HLOS or in UEE 120 of device 100. 

0097. Secure TLS/SSL support module 151 may utilize 
client certificates in accordance with the TLS protocol during 
the handshake phase. In accordance with the present inven 
tion, part of a TLS implementation may run in SEE 140, 
thereby allowing the securely stored private key that belongs 
to the client certificate to be incorporated into the handshake 
process, without ever having to expose it to the HLOS or to 
UEE 12O. 

0098. Secure TLS/SSL support module 151 may option 
ally comprise rewriter 132, for example, a HyperText Trans 
fer Protocol (HTTP) rewriter. When passwords, rather than 
client certificates, are used with TLS/SSL for authentication, 
such passwords may not be passed as part of the TLS/SSL 
handshake. Instead, such passwords may be transferred after 
the handshake process may be completed, as session data 
(e.g., in accordance with a RESTful authentication method). 
For example, a password entered by the user may be commu 
nicated to a remote web-server over an HTTP POST com 
mand that is part of the HTTP interaction with the website. In 
a conventional system the TLS/SSL protocol implementation 
may be oblivious of this password, and may be agnostic to any 
data that the web browser (or other application) sends to or 
receives from the web-server: a conventional TLS/SSL 
implementation merely encrypts and decrypts the session 
data without caring for its contents. In contrast, rewriter 132 
may be a component of secure TLS/SSL support module 151, 
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which breaks the TLS/SSL obliviousness towards the data 
being encrypted and/or decrypted. Rewriter 132 may run in 
SEE 140, and may provide the part of the to-be-encrypted 
record (e.g., input provided on a web page) which contains 
the password. This may allow the password to be securely 
stored by SSM 141 without ever having to be delivered in the 
clear to the HLOS or to UEE 120 during that TLS invocation. 
For example, rewriter 132 may replace the contents of form 
fields in a submitted HTML page, with entries obtained 
securely within SEE 140 from SSM 141. Rewriter 132 may be 
able to replace all (or some) of the user fields in the form page, 
with entries retrieved securely within SEE 140 from SSM 
141; or, rewriter 132 may replace only password field(s) in the 
submitted HTML page with the relevant password(s) 
obtained securely within SEE 140 from SSM 141. Password 
fields in a submitted HTML page may be recognized based on 
their unique field type. 
0099. It is noted that rewriter module 132 is described 
herein in terms or "rewriting, although in some implemen 
tations it may operate as a “writer module which may write 
original data into Suitable field(s) rather than rewriting or 
replacing data (or fake data). In other implementations, 
rewriter module 132 may operate as a replacer module or a 
Substitution-performing module, as described. 
0100. It is further noted that rewriter module 132 may 
receive from one or more sources (e.g., from a service certifi 
cate; from a password field; from a browser) indications of 
which field(s) to write or rewrite or replace; and/or may 
automatically infer or deduce which field(s) or location(s) 
require rewriting or content replacement. 
0101 Secure TLS/SSL support module 151 may option 
ally comprise Application Support API 133. For example, a 
password may be sent from device 100 to a remote server not 
through a web browser, but through a local application run 
ning on device 100 (e.g., if the interaction between the user 
and the remote server does not occur over a web browser, but 
by a user running a dedicated downloaded or pre-installed 
application). The local application may create its own con 
nection to the remote server. Traffic outgoing to the remote 
server may be, for example, wrapped as XML, being passed 
along as HTTP traffic. In some cases, there may be no HTML 
forms that are filled by the user, but rather, there may be local 
forms displayed on device 100 by the local application, with 
the local application pre-processing the form contents before 
sending them to the remote server. Since the password is not 
entered in a typical HTML form, rewriter 132 may not be 
operable to replace HTML field content. A conventional local 
application which sends secure traffic, may utilize a pre 
provided OS implementation of the TLS/SSL protocol, and 
may thus still use the secure TLS/SSL implementation pro 
vided by secure TLS/SSL support module 151. However, 
since rewriter 132 may not be able to determine where and 
how to paste the securely-stored user credential, it may be 
required indirectly by the local application to provide Such 
information. Application support API 133 may provide an 
interface to application providers and application developers, 
which may be utilized by a local application in order to cause 
secure TLS/SSL support module 151 to insert securely stored 
credentials into TLS/SSL connections that the local applica 
tion maintains with a remote server. 
0102 Encryption module 143 and decryption module 144 
may allow SOM 130 to support local data protection by using 
data encryption in a robust way. Each application that 
attempts to keep its data protected may be provided access to 
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a “virtual partition', for example, in the form of a Linux 
mount under the application’s regular data directory. The 
application may treat this directory in the same way that it 
treats any other directory, for example, by creating, writing, 
reading, deleting and/or modifying file(s) in Such virtual par 
tition directory. However, the content of the virtual partition 
directory may be transparently encrypted (and decrypted, as 
needed) by SOM 130. Accordingly, the application provider 
or developer may not be required to have any understanding 
of how encryption works, or to account for Such encryption in 
any way other than by Storing files in that virtual partition 
sub-directory rather than in the parent directory of the local 
application. The encryption and decryption operations may 
be performed by encryption module 143 and decryption mod 
ule 144, respectively, e.g., using Advanced Encryption Stan 
dard (AES). 
0103) In a demonstrative implementation, the encryption/ 
decryption key may be internally generated by key generator 
145 within SEE 140, for example, as a function of the User-ID 
and the Service-ID. The key may be securely stored by SSM 
141, and may be unique for each device, for each User-ID, 
and for each application. Alternatively, it may be securely 
derived whenever it is needed. This architecture limits the 
Scope of damage from a leaked key, prevents encrypted data 
from being usable on other devices, and prevents a first local 
application from reading data associated with a second local 
application. Similarly to other security features provided by 
SOM 130, use of the key by an application may be granted 
only after the user provides his consent using SPEM 142. For 
example, SPEM142 may ask the user for his password, while 
securely displaying the human-readable Service-ID of the 
application that is seeking encryption/decryption with its key. 
If the user approves the usage of the particular key (belonging 
to the particular application), then the proper key may be 
loaded and the hidden mount (the virtual partition directory) 
may appear and may be usable by that particular application. 
0104. It is noted that other means may be deployed at the 
HLOS level to form an additional layer of security, for 
example, by ensuring that a request for a key is issued only by 
an unmodified application for which the key was generated. 
This feature may be provided in addition to the display of the 
application identity when seeking user approval for using the 
encryption key. 
0105. It is noted that in some alternative implementations, 
a local application may not access transparently-encrypted 
mounted Volumes or virtual partitions, but rather, may store 
its application data regularly, while accessing the data by 
utilizing modified functions which may be provided as part of 
SOM 130. Such modified functions may take care of the 
transparent encryption and decryption of files and/or data 
without affecting file locations. 
0106 SSM 141 may provide secure storage services for 
passwords, client certificates, and other information that 
needs to be stored only in encrypted form and/or integrity 
protected form. SSM 141 may build a primitive database 
abstraction on top of secure storage facilities which may be 
provided by a Secure OS of SEE 140. SSM 141 may keep 
each data item associated with the respective User-ID and 
Service-ID, for example, represented using encrypted XML 
files (or other suitable representation formats), holding the 
data provided by upper layers. In order to achieve compat 
ibility with a wide range of types of Secure OS, the SSM 141 
may rely exclusively on the platform services of Secure OS 
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for accessing a device-unique key and for storing a copy of the 
Initialization Vector (IV) used for each encrypted file. 
0107 Secure Password Entry Module (SPEM) 142 as well 
as associated secure code may be invoked by an application 
running on device 100 (e.g., an Android application if device 
100 runs Android OS) requiring access to secure assets. 
SPEM 142 may display on a touch-screen display unit of 
device 100, for example, a password (or PIN) entry screen. 
SPEM 142 may then receive the users input (password), and 
if the password is correct, SPEM142 may enable access to the 
relevant secure assets. 
0108. In some implementations, secure password entry 
may span over both SEE 140 and UEE 120, and may involve, 
for example, all or some of the components of FIG. 1A. 
0109 SP activity 159 may be an Android activity (e.g., 
Java activity), invoked in response to an intent posted from 
other application(s). For example, a local Android application 
requiring access to a password-protected asset may use an 
instance of a secure component to generate a request and sign 
it with the request key (which may only be accessible to 
secure components). The application may then issue a start 
ActivityForResult() to invoke SP Activity 159 and send the 
signed request it received from the instance of the secure 
component. Then, SP Activity 159 may send its response 
encrypted by another device-specific key available only to 
secure components, which the requesting application pro 
vided to the relevant secure component instance. The request 
and the response may further include a cryptographic nonce 
generated by the requesting application, in order to prevent 
reuse of old or previous response(s). The requesting applica 
tion may be, for example: a secure application requiring pass 
word authentication services; a HLOS application, requiring 
password authentication, e.g., to protect its local storage 
using the secure component described herein; or a TLS Activ 
ity serving an application that utilizes TLS connections, as 
described herein. 

0110 Secure video path may ensure that an incoming 
protected video (or image, multimedia file, or the like) is 
securely decrypted by the scheme used to protect it, within 
device 100, and is securely displayed on touch-screen 152 in 
a way that bypasses the HLOS, and thus prevents the video/ 
image from being captured. The present invention may thus 
utilize and leverage the capabilities of secure video path, for 
example, by creating the image of a scrambled PIN pad (or 
other Suitable type of on-screen input interface) as a secure 
image/video, encoding it like a video, and wrapping it in a 
certain protection scheme, in SOM 130. The protected video 
may then be delivered to SP activity 159. SP activity 159 may 
transfer the protected video to the secure DRM-enabled 
media player 153 available by device 100. Secure DRM 
enabled media player 153 may identify that the video is an 
encrypted video based on a certain DRM scheme, and may 
pass the encrypted video to the suitable DRM plugin 154, 
which in turn may utilize the services of SPEM 142 in SOM 
130 to decrypt the encrypted video. The decrypted video may 
be transferred to secure codec 155 which may render it 
securely onto touch-screen 152. 
0111. A suitable mechanism may be used to allow conver 
sion of touch events, performed by a user on touch-screen 
152, into secure identification within SOM 130 of the keys 
that correspond to those touch events. SOM 130 may generate 
a scrambled PIN pad or other scrambled password-entry 
interface; touch events are transferred from the Activity that 
detects them to SOM 130, which in turn may convert them 
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into the entered PIN. Since SOM 130 generated the 
scrambled password-entry interface, and the scrambled pass 
word-entry interface may be displayed securely by leveraging 
the capabilities of secure video path, then SP activity 159 or 
other components of HLOS 120 may not be capable of deter 
mining what was drawn on touch-screen 152 that the user 
pressed on. Therefore, SP activity 159 may only identify 
coordinates of the user's finger(s), for example, indicating 
that the user tapped on an upper-left region of touch-screen 
152, but not knowing which key was displayed at that region 
of touch-screen 152 as part of the scrambled password-entry 
interface (e.g., scrambled PIN pad) that was generated 
securely by SOM 130 and was displayed securely via secure 
video path 150. SP activity may thus “blindly' pass the touch 
event coordinates to SOM 130, which in turn is able to 
securely determine which character (e.g., digit, symbol, or 
letter) was displayed under each of the points that the user 
touched, and SOM 130 may thus securely convert the touch 
event coordinates back into PIN digits or password charac 
terS. 

0112 Most of the logic at the Android or Java level of 
Password Entry Activity 159 may concern required interac 
tions with the OS, for example, acquiring access to touch 
screen 152, or driving the platforms hardware CODEC to 
display the User Interface (UI) generated by the secure com 
ponent). The activity logic may drive user interaction by 
displaying the UI as a full-screen video surface, employing 
secure video path to prevent "snooping of the UI, and direct 
ing touch events on touch-screen 152 to SOM 130. 
0113 Reference is made to FIG. 1C, which is a schematic 
block diagram illustration of Secure Password Secure Mod 
ule (SP-SM) 168 in accordance with the present invention. 
SP-SM 168 may be a demonstrative implementation of 
SPEM 142. 
0114 SP-SM 168 may comprise, for example, a link pro 
tection encryption module 182, a SP service certificate vali 
dator 183, a UI control logic 184, a secure text renderer 185, 
an image composition module 186, a secure frame buffer 187. 
and a video encoder 188 (e.g., utilizing H.264 or other suit 
able CODEC). 
0115 SP-SM 168 may run in SEE 140 and may generate 
the UI for secure password entry for example, as a back 
ground PNG picture of the user-selected personal image and 
overlays. SP-SM 168 may react to touch events arriving from 
SP Activity 159; may update the display to reflect UI 
progress; may encode the UI to a video (e.g., by utilizing 
H.264 or other suitable video codec); and may protect the 
encoded video using a custom protection scheme. Such as a 
DRM protection scheme. 
0116 UI control logic 184 may implement a graphics 
library. UI control logic 184 may be based on a PNG decoder 
and a TrueType font renderer, and may draw random or 
pseudo-random or scrambled digits (or characters). Secure 
text renderer 185 may render text of the context (e.g., the 
Service-ID), whereas image composition module 186 may 
compose an image of the digits and text together with the 
personal reassurance image. Video encoder 188 may encode 
the display output into an H.264 video stream (or other suit 
able video stream or video clip or video file, encoded using 
other suitable standard or protocol), which may be encrypted 
(e.g., using AES-CTR) with a randomly-generated per-ses 
sion key. This may allow utilization of a platform-defined 
secure content path or secure video path, which is designed 
for using secure display for DRM-protected video. 
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0117 UI control logic 184 may be responsible for drawing 
a scrambled PIN pad layout, a scrambled password-entry 
interface, a set of rotatable dials having a random initial value, 
or the like. UI control logic 184 may create an image of Such 
PIN pad or password-entry interface. SP service certificate 
validator 183 may receive and check an “accreditation cer 
tificate” (or “service certificate'), and, if valid, may obtain 
from it the service provider name. Secure text renderer 185 
may obtain the ID or name of the service provider from the 
certificate processed by service certificate validator 183, and 
may obtain other textual details about the context of the 
authorization required (for example, amount paid in a com 
merce context; or service provider details in a TLS context). 
UI control logic 184 and secure text renderer 185 may operate 
to draw the text on the image (e.g., textual details and the 
name of the service provider), using its own version of secure 
fonts, to avoid using unsecure font(s) of the HLOS. Image 
composition module 186 may take all the graphics created for 
the PIN-pad (or password-entry interface), as well as the 
service details and the personal assurance image, and may 
compose out of them a combined image which may then be 
passed to secure frame buffer 187, which comprises an image 
buffer. Secure frame buffer 187 passes one or more buffered 
image(s) or frame(s) to video encoder 188, which generates a 
video therefrom (e.g., a video file encoded with H.264). The 
encoded video is passed from video encoder 188 to link 
protection encryption module 182, which generates the ran 
dom or pseudo-random key, encrypts the video with it, and 
wraps it or encapsulates it as protected video (e.g., Widevine 
video, PlayReady video), which may then be passed back to 
the SP activity 159. Optionally, SP-SM 168 may further 
implement a CryptoPlugin::decrypt function, to decrypt the 
custom DRM-like protection scheme. This may allow inte 
gration of the password entry display into an existing secure 
content path (or secure video path) on any platform Support 
ing CryptoPlugin (e.g., used for PlayReady and Widevine). 
0118 Referring again to FIGS. 1A and 1B, secure TLS/ 
SSL support module 151 may comprise TLS/SSL support 
library 131 that runs in the secure execution environment, and 
communicates with TLS/SSL integration library 193, run 
ning in UEE 120. TLS/SSL integration library 193 may fur 
ther comprise a full TLS/SSL implementation in user-space. 
For example, TLS/SSL integration library 193 may comprise 
an enhanced TLS/SSL library (e.g., a TLS library), which 
augments the TLS/SSL implementation in the HLOS with 
SEE-based secure session establishment, and may provide 
optional Support for protecting user credentials (e.g., pass 
words and client certificates) by the SEE, such as by interact 
ing with TLS/SSL support library 131 running in the SEE. 
When SEE-based operation is enabled, TLS/SSL integration 
library 193 may process the TLS handshake protocol using 
TLS/SSL support library 131 running in the SEE (or on the 
server). The secure TLS/SSL integration library 193 may 
operate in one of two modes: it may use the secure component 
running in the SEE for the handshake phase only, or it may use 
the secure component for the handshake phase as well as for 
the encryption and decryption of records. 
0119 Operation of TLS/SSL support library 131 may be 
triggered or invoked by a triggering condition or event, for 
example, identifying that a website has a Service Certificate. 
TLS/SSL integration library 193 may fetch the Service Cer 
tificate from a well-known URL on the website during ini 
tialization. If the website is not yet known to device 100, then 
an "enrollment mode” (e.g., a “first-time wizard') may be 
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initiated by enrollment module 137 (e.g., a website enroll 
ment module and/or an application enrollment module, 
which may be part of TLS/SSL support library 131, and may 
comprise an enrollment database 138 of previously-enrolled 
websites and/or applications, as well as a non-persistent 
enrollment cache 139 of non-enrolled websites), allowing the 
user to enter his username, his password, and optionally other 
identifying details. The application or browser may then 
cause the storage of the confidential identification details in 
secure storage (e.g., using extended APIs provided by TLS/ 
SSL support library 131) for use in subsequent connections to 
the service. 
0120. Once the handshake is completed, ifuser credentials 
protection is not required, then the secure component (or the 
server, in a remote server implementation as demonstrated in 
FIG. 2) may return the agreed-upon session keys to the HLOS 
library layer, thereby minimizing the performance impact of 
a split architecture. This mode may be deployed when authen 
ticating the user using a client certificate, as described above. 
0121 Secure credentials handling may require TLS/SSL 
integration library 193 to operate in a different manner: when 
this mode is enabled, a new API may be used to cause rewriter 
132, which may be part of secure TLS/SSL support module 
151, to send a specified credential (e.g., password) into the 
encrypted stream. To prevent malware running over the 
HLOS from capturing the credential from the encrypted 
stream, the session key may not be exported from the secure 
environment (or the server, in a remote server implementation 
as demonstrated in FIG. 2); rather, every encryption (or 
decryption) operation may be directed to the secure compo 
nent. 

0122) The application may still request to switch to the 
HLOS-based payload processing mode after sending the cre 
dentials. The mode switch may cause TLS/SSL integration 
library 193 to perform an abbreviated TLS renegotiation, 
generating a new key for use in the continued session. The 
Service Certificate may include information pertaining to the 
authorization for the fall-back into HLOS-based payload pro 
cessing. 
0123. As demonstrated herein with reference to FIG. 2. 
TLS/SSL support library 131 (or, a TLS/SSL handshake Sup 
port module 103, able to perform a similar role) may run on a 
remote secure proxy server. In Such case, traffic from mobile 
device 100 to the secure proxy server may be protected using 
a data protection module for communicating securely 
towards the secure proxy server, and the secure proxy server 
maintains the TLS connection with the actual service server, 
on behalf of Device 100. If renegotiation is done, the TLS 
session may resume, following renegotiation from mobile 
device 100 to the service server (TLS server), no longer going 
through the secure proxy server. 
0.124 Local encryption services module 146 may com 
prise a library that allows local HLOS applications to trigger 
encryption and/or decryption processes using securely stored 
keys, to protect local data. Local encryption services module 
146 may provide services to applications requiring secure 
local storage. Local encryption services module 146 may 
include, for example: an Android activity for communication 
with the client applications; a system daemon for managing 
secure mount points; and a secure component for actual 
encryption and decryption of stored data. 
0125. In a server implementation (e.g., as demonstrated in 
FIG. 2), a key generator 145 may run on the server, whereas 
encryption module 143 and decryption module 144 may 
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reside and run on mobile device 100, but in its HLOS. Encryp 
tion module 143 and decryption module 144 of device 100 
may interact securely with the remote server in order to obtain 
the relevant key, after the server authenticates the user with its 
secure password entry module 142. Once the server authen 
ticated the user, the server may make the correct key available 
to the encryption module 143 and decryption module 144 of 
device 100. 
0.126 Crypto-token module 147 may allow applications to 
trigger authentication and digital signature routines to be 
performed using securely stored keys, as described herein. 
(O127 Components of SOM 130 may be integrated into 
mobile device 100, at the HLOS (e.g., Android) level and at 
the Secure OS level, as detailed herein. Components of SOM 
130 may also be integrated in a remote server (e.g., as dem 
onstrated in FIG. 2) 
I0128. It is noted that components of SOM 130 may be 
implemented in SEE 140 or in the remote server. In some 
implementations, utilization of crypto-token module 147 
may require a “token conduit in UEE 120; the token conduit 
may be an Activity able to interact with crypto-token module 
147 of SOM 130, to enable crypto-token module 147 to 
perform cryptographic operations with credentials stored by 
SSM 141 in secure storage 149. 
0129. At the HLOS level, TLS/SSL Authorization Activ 
ity 191 may be used. In order to enable the secure operation of 
TLS/SSL support library 131, an application may need to 
request user authorization for using the user's credentials 
(e.g., either a password, or a private key associated with a 
client certificate). The authorization request may be accom 
plished by issuing an Android Intent with, e.g., the website's 
URL, or any other service identifier, and an optional User-ID. 
This may invoke TLS/SSL Authorization Activity 191, which 
may issue an HTTP HEAD request to the website in order to 
retrieve the website's TLS server certificate. The TLS/SSL 
Authorization Activity 191 may then invoke a Secure Pass 
word request in order to display some available information, 
such as: website's URL, common name of the website from 
the Service Certificate, and/or the User-ID. The user-supplied 
password may then unlock, or authorize, the access to the 
user's digital certificate and/or password. 
0.130. Once the user authorized the use of his credentials, 
TLS/SSL Authorization Activity 191 may return a secure 
“cookie' value to the application. The secure “cookie' value 
may then be used (e.g., verified) by cookie handler 192 to 
enable the secure operation of the TLS/SSL support library 
131. The secure “cookie' may be generated by secure TLS/ 
SSL support module 151. The secure “cookie' may be veri 
fied by cookie handler 192 of secure TLS/SSL support mod 
ule 151, which may perform cookie creation and/or cookie 
verification; an invalid or stale “cookie' may not leak any 
unexpected capabilities. For demonstrative purposes, cookie 
handler 192 is shown as part of secure TLS/SSL support 
module 151; although cookie handler 192 may be imple 
mented as part of, or may be associated with, one or more 
other modules, for example, TLS/SSL support library 131, 
SPEM 142, local encryption/decryption services module 
146, and/or crypto-token module 147. 
I0131 TLS/SSL support library 131 may augment conven 
tional capabilities of a TLS/SSL library. TLS/SSL support 
library 131 may comprise an additional module for authoriz 
ing secure operation; this module may be associated with API 
which may be a Java function, which may invoke the TLS/ 
SSL Authorization Activity (via an Android Intent) and may 
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update internal state according to the results. TLS/SSL Sup 
port library 131 may further comprise, for example, a new 
function, which may add the ability to set an SSL session 
object to high-confidentiality mode (performing encryption/ 
decryption in the SEE 140), enabling the utilization of secret 
user credentials. Changing the mode on an already-active 
session (e.g., where data has already been exchanged) may 
cause TLS/SSL support library 131 to trigger an abbreviated 
renegotiation of the TLS connection, resulting in a changed 
key being used thereafter. TLS/SSL support library 131 may 
also comprise a new function, which may accept the name of 
a (previously-enabled) user credential, and may instruct 
rewriter 132 to write the value of this user credential into the 
output stream; the SSL session object should be in high 
confidentiality mode when this function is used. 
(0132) TLS/SSL support library 131 may further interact 
with the corresponding TLS/SSL integration library 193 in 
the HLOS of device 100. TLS/SSL integration library 193 
may comprise, for example, a session confidentiality module 
194 able to set and/or modify a session confidentiality flag or 
parameter (e.g., toggle between “high” and “low”, or vice 
versa); a rewriter trigger 195 able to identify that rewriter 132 
needs to be invoked; and a send/receive module 196 able to 
interact with TLS/SSL support library 131 and able to send to 
(and receive from) TLS/SSL support library 131 data to 
encrypt or decrypt. 
0133) Internally, TLS/SSL integration library 193 may 
dispatch functions to either a copy of the HLOS-based TLS/ 
SSL implementation or to TLS/SSL support library 131. The 
HLOS version of the code may be used for SSL write/SSL 
read as long as the session is not in high-confidentiality mode. 
The HLOS version of the code may also be used for session 
establishment (e.g., SSL connect) if access to secure creden 
tials has not been authorized. 
0134 Components of SOM 130 may also be integrated 
into the Secure OS level. For example, SOM 130 may com 
prise modules running in SEE 140, under control of SEE 140. 
These modules may be implemented as “secure applica 
tions’: they may use Secure OS services, and may be loaded 
like other secure services (e.g., as used for DRM). The secure 
modules may comprise, for example, Secure Password Entry 
Module (SPEM) 142, a secure TLS/SSL module (e.g., secure 
TLS/SSL support module 151), Secure Storage Module 
(SSM 141), and encrypted partition manager 197. 
0135 SPEM 142 may implement the user interface for 
secure password entry. The input received by 142 may be a 
“password request', for example, the website's details (do 
main and name from the Service Certificate) and the User-ID 
to use forlogging into the website, all signed with a secret key. 
The output generated by SPEM 142, if the password entered 
is correct, may be a user-specific and service-specific secure 
storage key, encrypted for use solely by the secure component 
requesting authentication. The secure storage keys may be 
derived from a device-private master key using a determinis 
tic Key Derivation Function (KDF) which may utilize, as 
parameters, the User-ID and the Service-ID, as well as addi 
tional data. 

0136. Secure TLS/SSL support module 151 may imple 
ment a minimal TLS, e.g., TLS v1.2, stack, and may support 
DHE RSA-based handshake and key exchange, as well as 
AES-based record payload protection, as well as other 
modes. Secure TLS/SSL support module 151 may be initial 
ized by accessing a service parameters package, containing 
the server's Service Certificate and user's credentials. The 
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service parameters package may be stored in SSM 141, and 
access to the service parameters package may require a pass 
word provided using SPEM 142. TLS/SSL support module 
151 may further enable user enrollment, which may create a 
service parameters package and may stores Such package 
(through SSM 141) in secure storage. 
0.137 SSM 141 may handle the confidentiality and integ 
rity of service parameters and userparameters. SSM 141 may 
be invoked directly from other secure modules (e.g., from 
SSL/TLS support module 151), and may manage the encryp 
tion and signing of provided data using SEE-internal keys. 
0.138 Encrypted partition manager 197 may be part of, or 
may be separate from, local encryption services module 146. 
For example, encrypted partition manager 197 may handle 
encryption and decryption of data involved in file access 
operations of local applications utilizing the local data pro 
tection feature, as described above. In some embodiments, 
the application may directly utilize the encryption and/or 
decryption functions of local encryption services module 
146; whereas in other embodiments, encrypted partition man 
ager 197 may create an encrypted partition which the appli 
cation may then transparently use. 
0.139 Local encryption services module 146 may provide 
local encryption and decryption functionality. Sensitive data 
of each local application may be locally stored as an 
encrypted sub-volume; the sub-volume may be backed by a 
file stored inside the application's data directory, or at any 
other location. Each Such Sub-volume may be encrypted 
using a different key, derived from the device master key 
using a secure KDF parameterized by the User-ID and the 
application identifier (package name). Alternatively, the key 
may be generated randomly or pseudo-randomly. The 
encryption may utilize AES-XTS for the data sectors, and 
may scramble the sector addresses using an AES-driven 
Thorp shuffle. Other suitable ciphers and/or modes may be 
used. 
0140. Initially (e.g., at System start-up), the sensitive data 
containers may be closed. When an application needs to 
access its sensitive data, the application may invoke the 
Android Binder InterProcess Communication (IPC) mecha 
nism to request access from a 'secure storage manager dae 
mon (e.g., started at System boot) which may be implemented 
as encrypted partition manager 197. Encrypted partition man 
ager 197 may issue a Secure Password request in order to 
access the user's master key. Encrypted partition manager 
197 may manage the mounting and un-mounting of protected 
volumes using a LinuxNetwork Block Device (NBD) mecha 
nism, and may implement the server-side logic for these 
Volumes, accessing the backing files and performing encryp 
tion/decryption using a secure component, Such that the keys 
used for encryption and decryption may never leave the 
secure component. Encrypted partition manager 197 may 
also utilize Android Binder mechanisms to detect when a 
local application is closed or "killed, and un-mount any 
protected volumes mounted on behalf of that local applica 
tion. 
0141 FIG. 2 is a schematic block-diagram illustration of a 
system 200 in accordance with the present invention. System 
200 may include mobile device 100, which may be able to 
communicate with a remote server 101 over one or more 
communication networks, wireless links and/or wired links. 
0.142 Server 101 may comprise a secure agent 198, for 
example, a secure component or secure environment which 
may be generally similar to SEE 140. In some implementa 
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tions of system 200, device 100 may not comprise a SEE: or, 
device 100 may comprise a SEE but such local SEE of device 
100 may be un-usable or need not be used by the present 
invention. Accordingly, SOM 130 may be implemented 
within secure agent 198 of server 101 (instead of being imple 
mented within a SEE internal to device 100). Secure agent 
198 of server 101 may further comprise a secure video creator 
102, which may be responsible for the functions of some orall 
of the components of FIG. 1C, particularly for the functions 
associated with link protection encryption module 182 and 
video encoder 188. Secure video creator 102 may generate a 
DRM-encrypted video representing an on-screen scrambled 
PIN pad (or other suitable scrambled password-entry inter 
face). Secure video creator 102 may communicate the DRM 
encrypted video to secure DRM-enabled media player 153 of 
device 100, which in turn may display it on touch-screen 152. 
Video feedback, including touch-events of the user on touch 
screen 152, may be exchanged between SP activity 159 of 
device 100 and a remote SOM 130 running in secure agent 
198 of server 101. 
0143 SOM 130 may be implemented within secure agent 
198 of server 101. In such implementation, SOM 130 need 
not comprise encryption module 143 and/or decryption mod 
ule 144, as the encryption/decryption services may be pro 
vided by the HLOS of device 100. Server 101 may comprise, 
within its SOM 130 of secure agent 198, a TLS/SSL hand 
shake support module 103, which may utilize using the client 
certificate or password of the user. Additionally, application 
support API 133 may similarly be implemented within server 
101, instead of within device 100. In the server-based archi 
tecture, mobile device 100 need not necessarily include TLS/ 
SSL support module 151 and/or augmented TLS/SSL library 
131. Rather, instead of utilizing its own augmented TLS/SSL 
library 131, mobile device 100 may be assisted by TLS/SSL 
handshake support module 103 of server 101, which may 
provide services generally similar to augmented TLS/SSL 
library 131. 
0144. In system 200, the HLOS of device 100 may further 
comprise a server interaction module 104 for interacting with 
server 101. Server interaction module 104 may run in HLOS 
120 (since device 100 may not comprise a usable SEE), and 
may utilize data and control-flow obfuscation to protect its 
logic and data. Server interaction module 104 may utilize a 
device internal key 105 that may be shared with server 101 to 
protect communications exchanged between server interac 
tion module 104 of device 100, and remote server 101. Other 
keying schemes, such as Public Key Cryptography, may simi 
larly be used. Device internal key 105 may be securely pro 
visioned, or may be generated by device 100 in a pre-defined 
SCU al. 

(0145. In system 200, SPEM 142 may be included in SOM 
130 within secure agent 198 of server 101, and may operate 
by connecting (e.g., over a communication network) to a 
secure playback component 199 of device 100. Rewriter 132 
may reside on server 101, instead of within device 100; and 
HLOS 120 of device 100 may utilize server interaction mod 
ule 104 to interact with server 101 which may perform the 
required rewriting. 
0146 In system 200, encryption module 143 and decryp 
tion module 144 may be part of HLOS 120 of device 100, 
which may be implemented in a logic-obfuscated form and/or 
with data-obfuscation. These modules may communicate 
securely with a suitable module in server 101 which sends the 
encryption/decryption key, or data from which key material 
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can be derived, to encryption module 143 and to decryption 
module 144 for them to operate. 
0147 Accordingly, server 101 may cause the authentica 
tion of the user (since SPEM 142 runs within secure agent 198 
of server 101), and may then send the correct key to device 
100, in a protected manner, such that encryption module 143 
and/or decryption module 144 and/or encrypted partition 
manager 197 may utilize the key within device 100. 
0.148. In system 200, key generation may be performed by 
key generator 145 on server 101, which may also handle 
secure storage. System 200 need not comprise and/or need 
not utilize any SEE on mobile device 100. For example, for 
secure password entry, a local HLOS application within 
device 100 may invoke a SPEM application 142 on server 
101, which in turn may generate a DRM-encrypted video or 
image representing a scrambled PIN pad that is communi 
cated to HLOS, which uses a secure playback component to 
render the video onto touch-screen 152, capturing keystrokes 
(as touch-event coordinates) and sending them back to server 
101 for secure correlation with the scrambled keys repre 
sented in the scrambled PIN pad. In some embodiments, the 
PIN pad may not be scrambled, but rather, may be conveyed 
in a suitable method that prevents an entity or module, which 
is capable of capturing touch events, from determining the 
entered PIN or password. 
0149 Server 101 may receive from device 100 the Service 
Certificate (for validation by SP service certificate validator 
183 within server 101), as well as other contextual data. 
0150. The present invention may include a process of web 
site enrollment using secure password authentication. The 
process may allow a user of a mobile device to enroll a new 
website for secure authentication using the Secure Operations 
Module (SOM) of the present invention, when authentication 
is performed using a password (rather than by using a client 
certificate). 
0151. The user of the mobile device may navigate to a new 
website (for example, https://www.Bank.com) using a web 
browser application running on the mobile device. The 
browser may detect that the URL contains an “https' prefix, 
indicating a secure connection; and the browser may thus 
initialize TLS/SSL integration library 193 of secure TLS/SSL 
Support Module 151. 
0152 TLS/SSL integration library 193 may query its 
enrolled-sites database, and may detect that this particular 
website has not been enrolled yet. TLS/SSL integration 
library 193 may query its (non-persistent) cache of non-en 
rolled-websites; and may detect that this particular website is 
not listed. The non-enrolled-sites cache may prevent repeated 
enrollment tests for non-participating websites. 
0153. TLS/SSL integration library 193 may fetch the Ser 
vice Certificate of the website, from a URL associated with 
the website (e.g., from http://www.Bank.com/SecureMobi 
leCertificate), and may pass the certificate so to verify the 
validity of the fetched Service Certificate by TLS/SSL Sup 
port library 131. For example, certificate signature may be 
checked against a reference public key that may be hard 
coded in SEE 140 or in remote server 101, and only then, the 
format and the expiration may be verified. Alternatively, 
Online Certificate Status Protocol (OCSP) or other suitable 
protocols for obtaining revocation status may be used. 
0154 The user may be asked by website enrollment mod 
ule 137 for the user's confirmation or permission to enroll the 
website; and the user may indicate his approval by tapping, 
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clicking, selecting, or otherwise engaging with a suitable UI 
element displayed on device 100. 
(O155 TLS/SSL support library 131 may add this website 
to the secure enrolled-websites database 138, and may enable 
the use of secure TLS for this website on this device 100. For 
example, for each service that is enrolled, there may be a 
record in secure storage 149 that contains data from the cer 
tificate (e.g., pinning information), and the user credentials 
that the user entered when enrolling (e.g., a client certificate 
or credentials to be used with rewriter 132). When the user 
enrolls for a website with a Service Certificate, these data 
items may be populated into that record within secure storage 
149; and Subsequently, when the user logs in again to a site or 
service with such data present, the data may be obtained from 
that record and may be used automatically. 
0156 The browser may fetch the website's log-in page, 
and may display it to the user on device 100. The user may 
enter his login details (e.g., the username and password that 
the user utilizes in order to access that website) on the login 
form, and may command the browser to Submit the login 
details to the website. 

O157. If the Service Certificate so indicates, then the user 
may be requested or prompted to enter the login details on a 
secure UI Supporting an alphanumeric keypad (e.g., an on 
screen keypad or an on-screen keyboard). The user may 
securely enter his login details, in a manner that prevents 
interception of the login details by code running over the 
HLOS. 

0158. The browser may ask TLS/SSL support library 131 
to save confidential credential information for this website, 
along with a User-ID selected by the user. The confidential 
credential information may be stored in secure storage 149 
via SSM 141, and may comprise, for example, the form 
field(s) having a type of “password' (or, optionally, all the 
form fields of the loginpage of the website). The browser may 
save (e.g., insecurely) non-confidential fields in its local 
form-data history database. It is noted that the User-ID men 
tioned is not the “username that the user may have associated 
with the website, but rather, the User-ID may be selected by 
the user from a list presented to the user (e.g., this option may 
be used if the mobile device is shared by multiple users). 
0159. TLS/SSL support library 131 may issue a Secure 
Password Entry request to SPEM 142, listing the site domain 
(“Bank.com') and certificate Common Name (CN) as well as 
a first-enrollment indication. In response to the enrollment 
request, the user may enter his password. Then, the confiden 
tial data may be permanently filed by SSM 141 in secure 
storage. It is noted that in some embodiments, firstly, the user 
may enters his “real' password (the password that the user 
defined to log-in for the website, not necessarily via mobile 
devices), to have it recorded within mobile device 100: 
whereas in the current step, the user may input a secondary 
password or a PIN (using a secure PIN entry interface) to 
acknowledge and initiate the login. 
0160 The browser may submit the form data to the web 
site, over the TLS/SSL connection. The browser may switch 
the TLS connection to lower-confidentiality mode, resulting 
in a key renegotiation. The session may then continue without 
requiring additional operations from TLS/SSL support 
library 131 of TLS support module 151, as all TLS key 
exchange operations may be performed in the SEE, while 
record payload protection may be performed in the HLOS 
library by TLS/SSL integration library 193. For example, an 
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attack presenting certificate parameters that are different 
from the enrolled version, may result in an error. 
0.161 It is noted that dis-enrollment may be implemented 
by using a UI which shows to the user a list of the services 
and/or websites for which he already enrolled, and which 
allows the user to select an item on that list and request 
removal or deletion, upon which, the appropriate record may 
be deleted from secure storage 149. In some embodiments, 
the user may modify his mobile PIN or password for a pre 
viously-enrolled website or service, through a dedicated UI 
component or process, or by dis-enrolling the website (or 
service) and then enrolling it again with a new password or 
PIN. It is further noted that if the user changes his password 
that is used for logging-in into the website (or service), not 
necessarily in connection with mobile devices, then auto 
matic login through SOM 130 of device 100 may fail, and the 
user may need to dis-enroll and then re-enroll the website 
through his mobile device 100 in order to commit the new 
password into secure storage 149. 
0162 The present invention may further include a process 
of user login into a previously-enrolled website, by utilizing 
secure password authentication in accordance with the 
present invention. 
0163 The user of the mobile device may navigate to the 
previously-enrolled website (for example, https://www. 
Bank.com) using a web browser application running on the 
mobile device. The browser may detect that the URL contains 
an "https' prefix, indicating a secure connection; and the 
browser may thus initialize TLS/SSL integration library 193. 
0164. TLS/SSL integration library 193 may query its 
enrolled-sites database, and may detect that this particular 
website has already been enrolled. TLS/SSL integration 
library 193 may fetch the Service Certificate of the website, 
from a URL associated with the website (e.g., from http:// 
www.Bank.com/SecureMobileCertificate), and may trigger 
the verification of the validity of the fetched Service Certifi 
cate. The Service Certificate may be fetched or obtained from 
any other location, or may otherwise be available to the 
device. 

(0165 TLS/SSL integration library 193 may issue a Secure 
Password Entry request to SPEM 142, listing the site domain 
(“Bank.com') and certificate Common Name (CN). In 
response to the enrollment request, the user may enter his 
password. 
(0166 TLS/SSL integration library 193 may enable high 
security. In some embodiments, for example, the present 
invention may provide an augmented TLS implementation in 
the HLOS, which may know how to use assistive libraries for 
TLS that run in SEE 140, e.g., TLS/SSL support library 131. 
In a non-secure mode (or low confidentiality mode), the TLS 
library of the HLOS may operate similar to a conventional 
TLS library, except that the handshake may be performed by 
using the TLS/SSL support library 131 of SEE 140. In secure 
mode (or high confidentiality mode), the TLS library of the 
HLOS may utilize TLS/SSL support library 131 for encryp 
tion and decryption of the session traffic as well. A flag or 
other parameter, indicating the confidentiality mode, may be 
set or modified by the application (or browser) that utilizes 
TLS; and the Service Certificate may indicate (or may force) 
what the value should be, such that the application may not be 
able to change it. For example, the application may decide to 
request TLS to work in non-secure mode (low confidentiality 
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mode), unless the Service Certificate dictates that this appli 
cation should remain in secure mode (high confidentiality 
mode). 
0167. The browser may fetch the website's log-in page, 
and may display it to the user on device 100. Optionally, the 
browser may fetch default values of one or more non-confi 
dential fields, e.g., from the browser's local form-data data 
base. 

0168 The browser may insert mock values into the confi 
dential fields, e.g., if such operation was indicated by data in 
the Service Certificate. 

0169. The user may command the browser to submit the 
login details to the website. The browser may send the login 
form to the website over the TLS/SSL connection. During the 
sending process, when the browser reaches a confidential 
field, instead of writing its own (mock) values, the browser 
may request TLS/SSL support library 131 to use the values 
already recorded in its secure storage database. It is noted that 
in some implementations, the browser may be a web-browser 
or other client-side application, modified or adapted to utilize 
he services of TLS/SSL support library 131. 
(0170 Rewriter 132 may rewrite the submitted HTML 
page, such that it contains the true credentials from the data 
base of TLS/SSL support library 131 instead of the mock 
values. TLS/SSL support library 131 may encrypt the sub 
mitted page, similar to the way it encrypts other records over 
TLS/SSL. 

(0171 It is noted that the browser may communicate with 
TLS/SSL integration library 193 in the HLOS, which in turn 
utilizes services from TLS/SSL support library 131 in SEE 
140. For example, TLS/SSL integration library 193 in the 
HLOS may request TLS/SSL support library 131 in SEE 140 
to insert the credentials; and TLS/SSL support library 131 in 
SEE 140 performs the handshake with the remote server 
using data sent and received through TLS integration library 
193. It is further noted that in high-confidentiality mode, 
TLS/SSL support library 131 in SEE 140 performs session 
encryption; whereas in low-confidentiality mode, TLS inte 
gration library 193 may perform session encryption. 
0172. The browser may switch the TLS connection to 
lower-confidentiality mode, resulting in a key renegotiation. 
The session may then continue without requiring additional 
operations from TLS/SSL support library 131 of TLS support 
module 151, as all TLS key-exchange (i.e., handshake) opera 
tions may be performed in the SEE, while record payload 
protection may be performed in the HLOS library. For 
example, an attack presenting certificate parameters that are 
different from the enrolled version, may result in an error. 
0173 The present invention may also include a process of 
enrollment of an application for using secure password 
authentication, in accordance with the present invention. The 
process may allow a user of a mobile device to enroll an 
application (or other application which may be accessible or 
run through a web browser) for secure authentication using 
the Secure Operations Module (SOM) of the present inven 
tion, when authentication is performed using a password 
(rather than by using a client certificate). It is noted that the 
term “application” may include, for example, a Software 
application which may be at least partially installed locally 
(or may otherwise reside locally) on the mobile device, and/or 
may run at last partially on the mobile device, and/or which 
may require communication of the mobile device with a 
remote server, externally of a web browser. 
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0.174. The user of the mobile device may launch the appli 
cation. The application may initialize TLS/SSL integration 
library 193, as well as TLS/SSL support library 131 of secure 
TLS/SSL Support Module 151; and may inform TLS/SSL 
support library 131 of its cloud server address (example, 
http://www.Bank.com). In some implementations, the local 
application may communicate with TLS integration library 
193 of the HLOS, which in turn may check whether the 
service is enrolled (e.g., may check directly, or may request 
TLS/SSL support library 131 in SEE 140 to check). 
(0175 For example, if the service is not enrolled, TLS 
integration library 193 of the HLOS may attempt to fetch the 
Service Certificate. Alternatively, TLS/SSL support library 
131 may query its enrolled applications database, and may 
detect that this particular application has not been enrolled 
yet. TLS/SSL support library 131, through TLS/SSL integra 
tion library 193, may fetch the Service Certificate of the 
service, from a URL associated with the service (e.g., from 
http://www.Bank.com/SecureMobileCertificate), or from 
another suitable location or repository of Service Certificate 
(s), and may verify the validity of the fetched Service Certifi 
Cate. 

0176 TLS/SSL support library 131 may add this applica 
tion to the secure enrolled-applications database, and may 
enable the use of SEE-enabled TLS for this application on this 
device 100. 
0177. The application may obtain from the user his login 
details (e.g., username and password), through an on-screen 
UI presented by the application, or through a secure UI asso 
ciated with TLS/SSL support library 131. 
0.178 If the Service Certificate so indicates, then the user 
may be requested or prompted to enter the login details on a 
secure UI Supporting an alphanumeric keypad (e.g., an on 
screen keypad or an on-screen keyboard). The user may 
securely enter his login details, in a manner that prevents 
interception of the login details by code running over the 
HLOS. 
0179 The application may ask TLS/SSL support library 
131 to save confidential credential information for this appli 
cation, along with a User-ID selected by the user. The appli 
cation may indicate to TLS/SSL support library 131 which 
field(s) or data-item(s) require secure storage (e.g., only the 
userpassword, or other data-items too); and the content of the 
required field(s) may be stored. 
0180 TLS/SSL support library 131 may issue, through 
TLS/SSL integration library 193, a Secure Password Entry 
request to SPEM142, listing the name of the application (e.g., 
“Bank.com') and certificate Common Name (CN) as well as 
a first-enrollment indication. In response to the enrollment 
request, the user may enter his password. The application may 
Submit a login request (e.g., using Simple Object Access 
Protocol (SOAP), using JavaScript Open Notation (JSON) 
standard, or the like) to the server of the application, over the 
TLS/SSL connection. 
0181. It would be appreciated that TLS/SSL integration 
library 193 may operate in order to cause secure modules of 
the system to perform one or more tasks. As a demonstrative 
example, augmented TLS/SSL library 131 may be a secure 
library within SEE 140, but augmented TLS/SSL library 131 
may not operate unless or until it is triggered, for example, by 
TLS/SSL integration library 193 which may provide the input 
to augmented TLS/SSL library 131 and may receive the out 
put from augmented TLS/SSL library 131. For example, two 
secure modules within SEE 140, may not directly communi 
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cate between themselves, but rather, may require the indirect 
operation of TLS/SSL integration library 193 which may 
facilitate the required process (e.g., Verifying a certificate, 
such that TLS/SSL integration library 193 may open a net 
work Socket, obtain the certificate, and pass it as a parameter 
to augmented TLS/SSL library 131; or, when augmented 
TLS/SSL library 131 requires triggering of PIN entry by 
SPEM 142, augmented TLS/SSL library 131 may report such 
requirement as a response to TLS/SSL integration library 
193, which in turn may trigger SPEM 142 to operate). 
0182 Optionally, the application may switch the TLS con 
nection to lower-confidentiality mode, resulting in a key rene 
gotiation. The session may then continue without requiring 
additional operations from TLS/SSL support library 131, as 
all TLS key-exchange operations may be performed in the 
SEE, while record payload protection may be performed by 
the HLOS library. For example, an attack presenting certifi 
cate parameters that are different from the enrolled version, 
may result in an error. 
0183 The present invention may additionally include a 
process of user invoking a previously-enrolled application, by 
utilizing secure password authentication in accordance with 
the present invention. 
0184 The user of the mobile device may launch the appli 
cation. The application may initialize TLS/SSL integration 
library 193; and may informTLS/SSL integration library 193 
of its cloud server address (example, https://www.Bank. 
com). 
0185. TLS/SSL support library 131 may query its enrolled 
applications database, and may detect that this particular 
application has already been enrolled. 
0186 TLS/SSL support library 131 may, in combination 
with TLS/SSL integration library 193, fetch the Service Cer 
tificate of the application, from a URL associated with the 
application (e.g., from http://www.Bank.com/SecureMobi 
leCertificate), and may verify the validity of the fetched Ser 
vice Certificate. 

0187 TLS/SSL support library 131 may issue a Secure 
Password Entry request to SPEM 142, listing the name of the 
application (e.g., "Bank.com') and certificate Common 
Name (CN). In response to the enrollment request, the user 
may enter his password. 
0188 TLS/SSL support library 131 may enable high-se 
curity operation (e.g., SEE-enabled TLS). 
0189 The application may Submit a login request (e.g., 
using Simple Object Access Protocol (SOAP), using JavaS 
cript OpenNotation (JSON) standard, or the like) to the server 
of the application, over the TLS/SSL connection. During the 
Submission process, when the application reaches a confiden 
tial field (e.g., password field), the application may request 
TLS/SSL support library 131 to insert the credentials values 
that are securely stored locally in the application-database. 
Rewriter 132 may rewrite the submitted request, prior to 
sending it to the remote server, Such that the Submitted request 
includes (in the fields or places indicated by the application, 
or indicated in the Server Certificate) the true credentials 
values obtained from the local application-database. TLS/ 
SSL support library 131 may encrypt the submitted request, 
similar to the way it encrypts other records over TLS/SSL. 
0190. The application may receive a response from the 
remote server over the TLS connection, and may save the 
session information (e.g., by utilizing a "cookie' or other 
mechanism). 
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0191 Optionally, the application may switch the TLS con 
nection to lower-confidentiality mode, resulting in a key rene 
gotiation. The session may then continue without requiring 
additional operations from TLS/SSL support library 131, as 
all TLS key-exchange operations may be performed in the 
SEE, while record payload protection may be performed by 
the HLOS library. For example, an attack presenting certifi 
cate parameters that are different from the enrolled version, 
may result in an error. 
0.192 Some embodiments of the present invention may 
optionally include, for example, general-purpose key secure 
storage. For example, SSM 141 which may be used for stor 
ing client certificates, passwords, and symmetric keys, may 
further be used for storage of general-purpose key material, 
e.g., as symmetric keys and/or asymmetric keys. Some 
embodiments of the present invention may optionally 
include, for example, key provisioning. This may allow, for 
example, secure over-the-air provisioning of key material 
directly from service providers to SSM 141. Some embodi 
ments of the present invention may optionally include, for 
example, crypto-token capabilities. Such capabilities may 
allow performing authentication and digital signature com 
putation operations using the above-mentioned key material. 
The above-mentioned features of some embodiments of the 
present invention may extend the functionality of the Secure 
Operations Module to a general-purpose remotely-provi 
Sioned crypto-module that may serve all authentication and 
authorization needs of a wide range of service providers, not 
necessarily using TLS/SSL connections. 
0193 In some implementations, enrollment may be per 
formed over a website, which may then send the enrollment 
information to device 100, and may directly insert the data 
into the secure storage. Similar to a way in which a service 
provider may utilize a provisioning protocol to insert keys 
into a secure storage, the service provider may utilize a simi 
lar mechanism to store into the secure storage the values 
inserted to it by the user enrollment process described above. 
Accordingly, the user may not need to perform service enroll 
ment, because enrollment may be performed without his 
action. 

0194 Reference is made to FIG. 3, which is a schematic 
flow-chart of a method of authenticating a user at a Point of 
Sale (PoS) terminal of a merchant or vendor, in accordance 
with the present invention. The PoS terminal may comprise, 
for example, a terminal having a touch-screen which may be 
operably associated with a payment card reader. 
0.195 The PoS terminal may display on the touch-screen a 
scrambled PIN interface (block 310). The user may swipe a 
payment card through the card reader (or, may insert the 
payment card into the card reader) (block 320). The user may 
enter his PIN through the scrambled PIN interface (block 
330). The entered PIN may be checked (block 340), for 
example, against the payment card or against a server of the 
payment card issuer (e.g., per the EMV standard or other 
suitable standard). The term “swipe' as used herein may 
comprise, for example, an action of sliding a payment card 
through a card reader; inserting a payment card into a card 
reader and/or removing a payment card from a card reader; 
creating contact between a payment card and a card reader; or 
otherwise performing an action which causes the card reader 
to read data (e.g., from a magnetic stripe or a chip) of the 
payment card. 
0196. In an alternate embodiment of the present invention, 
the user may swipe the payment card in a card reader as 
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above; but then, the user may enter his PIN on his own mobile 
device (rather than on the merchant's terminal), and may 
utilize a scrambled PIN interface on his own mobile device 
for PIN entry; and the user's mobile device may then send the 
PIN, in an encrypted form, to the card issuer as above, may 
receive a response, and may send the confirmation code (e.g., 
encrypted) to the merchant's payment terminal. Other Suit 
able operations or methods may be used. 
0197) In other embodiments of the present invention, the 
entered PIN may not be verified by the card issuer, but rather, 
by the payment card itself, for example, based on EMV card 
verification standards or methods. In such case, the PIN may 
be encrypted and may be passed to the payment card, which 
in turn may perform the check and may send back the verifi 
cation response. In some embodiments of the present inven 
tion, mobile device 100 may not even be capable of “know 
ing the correct PIN; rather, mobile device 100 may be trusted 
only with receiving the users input, encrypting it, and trans 
ferring it for verification purposes to another module external 
to mobile device 100. 
0198 The Secure Password of the present invention may 
be implemented by utilizing a security model comprising 
assets Such as, for example, a PIN, a password, a client cer 
tificate (Client-Cert), an application key (App-Key), Service 
Accreditation Data, and Internal Root-of-Trust (ROT). The 
security model may be used to implement a system aimed at 
securely authenticating a human user and his intent to per 
forman authentication action that involves one of his securely 
stored credentials, as well as to carry out this authentication 
action. 
(0199 The PIN may allow a user with a given User-ID to 
authenticate himself and his intent to authenticate. The pass 
word may be one or more textual credential(s) used to authen 
ticate a user of a given User-ID to a service provider with a 
given Provider-ID; the password asset may typically be a 
user-identifier and/or a user-designated password. 
(0200. The Client-Cert may be a client X.509 certificate 
used to authenticate a user with a given User-ID to a server 
associated with a given Service-ID, over the TLS/SSL proto 
col (if supported by the service). App-Key may be a locally 
generated symmetric key for a user of a given User-ID and an 
application associated with a given Service-ID; used by the 
application to protect locally-stored data. 
0201 Service Accreditation Data may be a structure con 
taining values that indicate the accreditation of a service 
provider to use a given Service-ID, properties of the server 
certificates used in TLS, and related parameters. Internal ROT 
may be an internal symmetric key stored in SEE 140, which 
may serve as the ROT for secure storage. 
0202 The present invention may require that the platform 
include a Secure Execution Environment (SEE). The SEE 
may be, for example, an environment provided by ARM 
Trust Zone, possibly in conjunction with a Secure OS. Code 
running in the SEE may be protected against being modified 
(in run-time, as well as in storage); may be protected from 
having its control flow tampered with; and may be protected 
from having its runtime state (including data) revealed or 
altered by an attacker. 
0203 The present invention may require that the platform 
include a secure Root-of-Trust (ROT). For example, it may be 
required that a secret symmetric key of adequate entropy be 
available to the secure code of the Secure Password solution, 
in away that it may not be revealed to (or modified by) another 
entity or another application, on the mobile device or outside 
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the mobile device. The ROT key may be used to facilitate the 
secure storage that the Secure Password solution may utilize. 
0204 The present invention may further require that the 
mobile platform include a Secure Video Path, which may 
allow code running within the SEE to produce and transmit 
media content (images and/or videos) that may be rendered 
on the device screen, in full screen, without having the media 
exposed and/or tampered with by code running on the HLOS 
(e.g., another local application, or a malware module). 
0205 The present invention may be able to protect a 
mobile device, a communication system, and/or a user of a 
mobile device, from one or more suitable types of attackers or 
attacking entities, such as, for example: a permanent illegal 
possessor of the mobile device (e.g., a thief who stole the 
mobile device; a person who found a lost mobile device and 
does not return it to its legal owner); a transient illegal pos 
sessor who obtains temporary illegal custody of the mobile 
device (e.g., if the mobile device is left unattended for a few 
minutes); a generic malware module which may infest the 
mobile device (e.g., tailored to attack particular application 
(S), but notaparticular user); a targeted malware module (e.g., 
tailored to attack a particular user); and/or other suitable types 
of attackers or attacks (e.g., a man-in-the-middle attacker, a 
“phishing attack, a side-channel attack, or the like). 
0206. The present invention may be able to protect against 
various types of attacks, for example, offline attacks, runtime 
attacks, and/or API attacks. An offline attack may involve 
reading or altering values not through the execution environ 
ment of the device (e.g., not through the services provided by 
the mobile device, its CPU, or the like, for executing code), 
but rather using bypass means. An offline attack may include, 
for example, reading flash memory directly using a physi 
cally-connected controller when the device is powered off. A 
runtime attack may involve access to assets through the 
execution environment of the mobile device, yet outside the 
intended API of the Secure Password; for example, running a 
debugger to reveal contents of memory (RAM) or CPU reg 
isters; modifying the code that the execution environment 
performs, such as by replacing part of the code (applications 
and/or OS), re-flashing the device, or the like. API attacks 
may involve access to assets through the intended interfaces 
implemented by the Secure Password, but with an intent that 
differs from that assumed by the system design; some API 
attacks may be mounted without changing any of the code 
running on the mobile device. 
0207. The PIN asset may be protected against offline 
attacks. For example, the PIN may be protected against access 
that is not through the code running on the mobile device by 
the use of secure storage. SSM 141 may utilize an internal 
ROT key, which may be present and secured by the platform, 
to secure the data. The secure data may be protected against 
disclosure, as well as againstillegal alteration. SSM 141 may 
run in SEE 140 facilitated by TrustZone. The secure storage 
may not store decrypted data other than in RAM, which may 
be accessible only by code running in SEE 140. Therefore, 
there may be no trace of decrypted secure storage data avail 
able when the device is powered off. 
0208. The PIN asset may be protected against runtime 
attacks. PIN values may only be available inside SEE 140, 
which protects its logic and intermediate data. PIN values 
may be entered into SEE 140 by utilizing SPEM 142; further 
more, PIN values may never be produced as output, other than 
in encrypted form. A PIN value may be first initialized by a 
human attacker (e.g., a “Permanent Illegal Possessor 
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attacker, or a “Transient Illegal Possessor' attacker) to a value 
of his choice, if a Control PIN is not used (e.g., an initial PIN 
that may be securely communicated to the legitimate owner 
of the mobile device, for example, on the packaging of the 
mobile device upon purchase, or in the paper documents 
provided with the mobile device upon purchase). The request 
for a correct PIN upon registration of new services may be 
intended to alert the user to Such a situation, and to prevent 
other assets from being collected if the mobile device is in a 
state where the PIN set is not the one known to the user. 
0209. The PIN asset may be protected against API attacks. 
PIN values may be only accessible through APIs that set 
them, re-set them, check them against an entered value to 
provide a match or no-match response, or output in an 
encrypted form. Resetting a PIN may be performed only once 
the user is securely authenticated using the existing PIN; 
enforced by code running in SEE 140, such that it may not be 
not possible, through the publicly available interface, to reset 
the PIN without correctly entering the currently-set PIN. An 
initial PIN may be set by utilizing a Control PIN as described 
above. It is noted that PIN values may typically be susceptible 
to brute-force guessing attacks; however, in accordance with 
the present invention, PIN entry may only occur through 
SPEM 142 which utilizes the Secure Video Path. Accord 
ingly, PIN guessing may only be performed manually, by a 
human interacting with mobile device 100 through its touch 
screen unit. This may strictly restrict the ratio at which 
guessed PINs may be entered. Some implementations may 
further utilize a throttling function to restrict the number of 
PIN trials submitted per a time unit (e.g., perminute, per hour, 
per day). 
0210. The password asset may be protected against offline 
attacks. For example, textual credentials may be protected 
against offline attacks by being stored in the secure storage 
facilitated by SSM 141. The password asset may further be 
protected against runtime attacks. For example, textual cre 
dentials may only be available inside SEE 140, once they 
were entered. SEE 140 may protect the logic and intermediate 
data of any code that processes these credentials. 
0211. In some implementations, unless otherwise indi 
cated by the Service Certificate, textual credentials that are 
entered by the user for the first time may be entered using the 
native device interface functions (e.g., an on-screen key 
board), where they might be captured by malware that may be 
positioned to capture such inputs. To mitigate this risk, the 
Service Certificate may indicate that such details (e.g., a 
textual oralphanumeric password) should be entered by using 
the more secure scattered (or Scrambled) on-screen alphanu 
meric keyboard, in which characters appear in Scattered or 
random places or appear to be out-of-order relative to a typi 
cal (QWERTY) keyboard. 
0212. The password asset may be protected against API 
attacks. For example, passwords and other user textual cre 
dentials may never be exported from the logic of the Secure 
Operations Module; they may only be entered into, and used 
within, the Secure Operations Module. 
0213 Usage of textual credentials may be supported only 
by incorporating them into an existing TLS/SSL session, 
through an operation that may not cause them to exit SEE 140 
in plaintext form. There may thus be no perceived way of 
recovering the plaintext of those credentials from the 
encrypted TLS/SSL stream. 
0214 Textual credentials could theoretically be captured 
by causing the TLS handshake to be carried out using a server 
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public key of which the private counterpart is known to the 
attacker. However, this attack may be blocked by the accredi 
tation process that server keys go through; a credential may 
only be encrypted for a server which uses the same public key 
of the server with which the password was first enrolled, and 
which was approved to use the Secure Password service, 
thereby blocking “phishing' attacks against the user of the 
mobile device. 
0215. The Client-Certasset, e.g., user private keys that are 
associated with TLS client certificates, may be protected 
against offline attacks. For example, user private keys may be 
stored in the secure storage facilitated by SSM 141. The 
Client-Cert asset may also be protected against runtime 
attacks, as user private keys may only be used in the TLS/SSL 
handshake process, which is performed by TLS/SSL support 
library 131 that runs in SEE 140. Therefore, client certificate 
data (e.g., the user's private key), may never be made avail 
able outside SEE 140, where it is protected. 
0216. The Client-Certasset may be protected against API 
attacks, as user private keys may not be served by any API 
function published by the secure code. Services may only be 
provided for using loaded private keys for TLS/SSL hand 
shake computations, which may not reveal information from 
which a private key can be deduced, guessed, or reverse 
engineered. 
0217 Application Keys, e.g., application symmetric keys 
for secure local storage, may be protected against offline 
attacks, by being stored in the secure storage facilitated by 
SSM 141. Application Keys may further be protected against 
runtime attacks. For example, application keys may be used 
for encryption and decryption of application data, using 
encrypt and decrypt functions that may be implemented only 
within SEE 140 (this may not be applicable to a server-based 
implementation). Therefore, the application keys may never 
be available outside of SEE 140. Furthermore, in contrast 
with othersecurity assets, the application keys may be locally 
generated within SEE 140, and thus they may not even be 
Susceptible to interception during their initial provisioning. 
0218 Application keys may be protected against API 
attacks. The module of Secure Password that provides 
encryption and decryption services may be the only module 
having access to the application symmetric keys. Its only 
interface may be for encryption and decryption using appli 
cation keys, and it may support no interface for input or output 
of application keys, neither in plaintext nor in encrypted form. 
The ciphers and modes that may be used with the application 
keys may be resistant to known and chosen plaintext attacks, 
making it unfeasible to deduce the application keys from the 
results that the interface may emit. 
0219 Service Accreditation Data, pertaining to accredita 
tion of services and applications, may be protected against 
offline attacks, by being stored in the secure storage facili 
tated by SSM 141. Service Accreditation Data may further be 
protected against runtime attacks. For example, Service 
Accreditation Data may control the authorization of a service 
provider, associated with a Service-ID. The authorization 
may include association of the Service-ID with certain public 
keys that may be part of the Service-ID's TLS/SSL certifi 
cates, as well as information pertaining to its local applica 
tions, their identities, and their right to use local data encryp 
tion. 

0220. The Service Accreditation Data may contain, for 
example: (a) identity of the service, or indication that this 
identity is to be obtained from the TLS certificate; (b) infor 
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mation on the rights of the service to use the technology on the 
mobile device, for example, indication that local data encryp 
tion with a specific application key is to be supported; and (c) 
a specification resembling a query, or indications of condition 
(s), which may determine which TLS certificates of the server 
are allowed to be accepted. For example, the augmented TLS 
library may use the TLS certificate only if the TLS certificate 
was issued by a particular issuer, or only if the TLS certificate 
contains a particular public key, or other Suitable condition(s). 
0221 Service accreditation data may be sensitive in terms 
of integrity and authenticity, but not in terms of confidential 
ity; and thus service accreditation data may only need to be 
protected against illegal alteration. The service accreditation 
data may mostly be stored outside of SEE 140, and some of 
the service accreditation data may be obtained or transferred 
over a network (e.g., as part of the Service Certificate). How 
ever, all consumers of the service accreditation data may be 
modules running within SEE 140, and these modules may 
verify the authenticity of the service accreditation data prior 
to using it, using a hard-coded public key. The public key for 
verification may be pinned to the implementation code of the 
Secure Operations Module, which may be protected via SEE 
140. As a result, each element of the set of elements referred 
to as “service accreditation data” may be verified before it is 
used, by logic and reference key material which may be 
protected by SEE 140. No system components rely on the 
service accreditation data that are not running within SEE 
140. 

0222 Service accreditation data may be protected against 
API attacks. Due to its non-secrecy, the only threat to service 
accreditation data may be illegal alteration. All service 
accreditation data may only be read by components of the 
Secure Password module; and therefore, no interface may be 
provided which supports alteration of the service accredita 
tion data, neither legally (by the user) nor illegally (by an 
attacker). 
0223) The Internal ROT asset for secure storage may be 
protected against offline attacks, as a requirement from the 
platform of device 100. The Internal ROT may be protected 
againstruntime attacks, as the Internal ROT may only be used 
by SSM 141, which itself may run only within SEE 140. The 
Internal ROT may thus never be exposed outside of SEE 140. 
0224. The Internal ROT may be protected against API 
attacks, as there may be no direct interface to Internal ROT 
key. The Internal ROT key may only be provided by the 
platform within SEE 140, and the Secure Password module 
may support no functionality of access to the Internal ROT 
key. The Internal ROT key may be only used internally within 
SEE 140 by SSM 141. 
0225 Reference is made to FIG. 4, which is a schematic 
block diagram illustration of a terminal 400 capable of secure 
PIN entry, in accordance with the present invention. Terminal 
400 may be generally similar to mobile device 100 of FIG. 
1A, or may be other suitable device, for example, a mobile 
handset, a cellular phone, a Smartphone, a PDA, a tablet, a 
device having a touch screen, a portable or handheld device, 
a laptop computer having a touch-screen, a desktop or tablet 
computer having a touch-screen, or the like. Terminal 400 
may comprise, for example, SEE 140 and a touch-screen 402. 
SEE 140 may be able to securely execute code which may 
cause touch-screen 402 to render and display a scrambled 
PIN layout 403 representing (e.g., as an image, or a sequence 
of images, or a video) a scrambled on-screen keypad (or a 
scrambled virtual keypad); and touch-screen 402 may be able 
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to receive user input, e.g., from a user who may touch, click, 
tap, or otherwise select key(s) from the scrambled on-screen 
keypad displayed as scrambled PIN layout 403 on touch 
screen 402. SEE 140 may further be able to securely execute 
code which may cause touch-screen 402 to display a user 
selected authenticity assurance image 406. For demonstrative 
purposes, and for purposes of clarity, authenticity assurance 
image 406 is depicted to be displayed on touch-screen 402 
near or next to scrambled PIN layout 403. However, in some 
implementations, authenticity assurance image 406 may be 
displayed as a background image, a grayed-out or “washed 
image, oran overlaid image or overlaid layer, below or above 
scrambled PIN layout 403, or as an image which partially or 
entirely overlaps with scrambled PIN layout. 
0226 For demonstrative purposes, scrambled PIN layout 
403 is depicted as a keypad of 10 digits which are out of their 
numeric order and are not in a the order used in a conventional 
keypad. In some implementations, scrambled PIN layout 403 
may be depicted using other Suitable representations, for 
example, as four (or other number of) jack-pot wheels or 
slot-machine wheels, each wheel able to spin around its cen 
ter and rotate among the digits “0” through '9', thereby 
representing a four-digit combination; with the initial com 
bination being set to a random or pseudo-random value each 
time that scrambled PIN layout 403 is invoked. Other suitable 
types of representations or selection mechanisms may be 
used. 
0227 SEE 140 may comprise a Routine for Secure PIN 
Entry (RSPE)404, which may be able to randomly or pseudo 
randomly generate the PIN layout 403 displayed on touch 
screen 402, and may be able to recognize the on-screen keys 
selected by the user via touch-screen 402. 
0228 Terminal 400 may allow secure data entry by a user, 
and particularly secure entry of a PIN or a password using the 
scrambled on-screen keypad (or a similar scrambled 
on-screen keyboard). Furthermore, terminal 400 may allow 
secure entry and secure communication of passwords and 
PINS by utilizing the scrambled virtual keypad (or scrambled 
virtual keyboard) in conjunction with a Secure Video Path 
(SVP) 405. Accordingly, the combination of SVP 405 with 
touch-screen 402 showing a scrambled on-screen keypad 
may allow secure PIN entry which may be more resistant to 
some types of attacks. It is noted that SVP 405 may be used 
for transporting both (or at least one of) the scrambled PIN 
layout and/or the authenticity assurance image. 
0229 SEE 140 may allow execution of code which, as part 
of its operation, requires the entry of a PIN by a user. The code 
that runs in SEE 140 may comprise RSPE 404, which may be 
protected from certain types of interference by being securely 
executed by SEE 140. RSPE 404 may generate scrambled 
PIN Layout 403, as an image or a video comprising at least 
icons representing characters that may be used for PIN entry 
(e.g., numeric digits, alphanumeric characters, characters or 
symbols that appear in a standard QWERTY keyboard, or the 
like). 
0230 PIN Layout 403 may include a scrambled or 
pseudo-random collection of images of keys, in a layout that 
differs from a standard QWERTY layout or a standard keypad 
layout. Scrambled PIN layout 403, or, a different Scrambled 
PIN layout 403, may be generated whenever a PIN is required 
to be entered by a user and processed by RSPE 404. 
0231 Optionally, RSPE 404 may comprise a module to 
generate authenticity assurance image 406, which may be 
presented to a user before the user enters the PIN. Authentic 
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ity assurance image 406 may comprise an image, a video or a 
text, and may be recognizable by the user (e.g., may match a 
pre-designated image previously defined by the user as an 
authenticity assurance image). 
0232 RSPE 404 may generate scrambled PIN layout 403 
and/or authenticity assurance image 406 Such that the image 
(s) comprise a representation of a value to be accepted by a 
user that enters the PIN. Prior to the entry of a PIN by the user, 
RSPE 404 may display to the user authenticity assurance 
image 406 over Secure Video Path 405. The user may deduce, 
from recognition of the representation in authenticity assur 
ance image 406, the authenticity of the display, and in turn the 
user may deduce the authenticity of RSPE 404 (e.g., rather 
than suspecting that PIN layout 403 is presented by a “phish 
ing' attacker or by a mock website). 
0233 RSPE may display the value to be accepted by the 
user along with authenticity assurance image 406. 
0234. According to some demonstrative embodiments of 
the present invention, RSPE 404 may cause touch-screen 402 
to display scrambled PIN layout 403 and authenticity assur 
ance image 406 simultaneously. RSPE 404 may display the 
value to be accepted by the user simultaneously with PIN 
Layout 403 and authenticity assurance image 406. Option 
ally, a user may be presented with an option of aborting the 
operation (e.g., the PIN entry process) at any point until a PIN 
is fully entered and/or submitted by the user. 
0235. The user may enter a PIN by selecting the suitable 
icons or keys which may be displayed, in a scrambled manner 
of in an out-of-order manner, on touch-screen 402, as Such 
iconsor on-screen keys are visible to the user from the display 
of scrambled PIN layout 403. The selection process causes 
touch events to be triggered on terminal 400, the touch events 
conveying positions that are touched by the user on touch 
screen 402. The location(s) of touched positions as conveyed 
by the touch events may be provided by a suitable code 
running on terminal 400 to RSPE 404. Accordingly, RSPE 
404 may use its locally-stored data describing scrambled PIN 
layout 403 to map the touched positions into the correspond 
ing icons or keys that were selected, and may map them 
further to the matching symbols that were selected. RSPE 404 
may output the sequence of selected symbols, in the order 
they were selected by the user via the scrambled on-screen 
keypad. An application running on terminal 400, and particu 
larly an application running within SEE 140, may then per 
form operations (e.g., a login process; an authentication pro 
cess) based on the PIN securely entered by the user. 
0236. Some embodiments of the present invention may 
include or may utilize other Suitable architectures, or may 
utilize modules which may be located in other devices, for 
example, in a remote server and/or externally to the mobile 
device or the payment terminal. In a demonstrative imple 
mentation, for example, SEE 140 and RSPE 404 may reside 
on a remote server, rather than being included within terminal 
400. Other suitable architectures may be used. 
0237. The present invention may further include a method 
and system for selecting and/or modifying an authenticity 
assurance image, which may also be referred to as a Personal 
Security Image (PSI). In some implementations, the user of 
the mobile device may select an image from the HLOS (e.g., 
from a local repository or "image gallery’), or may capture an 
image using a camera of the mobile device; and may then 
securely perform one or more image modification operations 
by utilizing a secure interface running securely within the 
SEE, thereby generating a truly unique PSI that only the user 
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may recognize and that may not be intercepted or captured 
while it is being generated by the user. The image modifica 
tion operations may include, for example, modification of 
color(s), brightness, darkness, contrast, Saturation, hue, light 
level; color replacement (e.g., replace blue with green); 
image distortion; applying a filter to an image; or otherwise 
modifying or transforming the image from its original form, 
or otherwise modifying one or more visible properties of the 
image. In accordance with the present invention, the user may 
modify the PSI in a secure subsystem (the SEE) of the mobile 
device, even if the PSI was originally selected by the user (or 
captured by the user) over a GUI that is not necessarily secure. 
0238. In other implementations, the user may select the 
PSI from a pre-defined collection of images which may be 
available for selection at a remote website or server, and may 
then locally and securely modify the selected PSI, which may 
then be securely uploaded back to the remote website or 
server. This may allow the user to select a pre-defined PSI that 
was created by a third party, but to also introduce to such PSI 
a unique modification that only the user is aware of. A mal 
ware module which may run on the mobile device, and may 
possibly capture the selection of the PSI from the collection of 
pre-defined PSI items, may not be able to capture the image 
modification operation(s) that are performed by the user 
within the SEE, and may not be able to capture the modified 
image which may be transported securely from the SEE to the 
remote Server. 

0239 Reference is made to FIG. 5, which is a schematic 
block diagram illustration of a system555 comprising a trans 
action server 533 and a payment terminal 500, in accordance 
with the present invention. System 555 may demonstrate 
secure interface binding, in accordance with the present 
invention, and may be used for payment to a merchant or 
Vendor by a customer utilizing a payment card (e.g., credit 
card, debit card, magnetic stripe card, check-card, ATM card, 
Chip & PIN card, EMV card, or the like). 
0240 Payment terminal 500 may be or may comprise, for 
example, a mobile device, a mobile handset, a cellular phone, 
a Smartphone, a PDA, a tablet, a laptop, a computer, an elec 
tronic consumer device, a device having a touch-screen, a 
portable or handheld device, a non-portable or stationary 
payment terminal, a Point of Sale (PoS) terminal, a payment 
terminal associated with a cash register or with a PoS termi 
nal, or the like. 
0241 Payment terminal 500 may comprise, for example, a 
touch-screen 501; a payment card reader 502 able to read a 
payment card Swiped through it or inserted into it; one or 
more binding indicator(s) 511; and a SEE 504 or other trusted 
execution environment which may comprise a Secure PIN 
Entry Module (SPEM) 505. For demonstrative purposed, 
payment card reader 502 is depicted to be connected to pay 
ment terminal 500; although payment card reader may be part 
of payment terminal 500, may be internal to or embedded 
with payment terminal 500, may be integrated with payment 
terminal 500, may be external to (and associated with) pay 
ment terminal 500, or may be a removable (or non-remov 
able) add-on module to payment terminal 500. It is further 
noted that modules may be distributed across multiple 
devices; for example, in a server-based architecture, SEE 504 
may be implemented on a remote server. 
0242. The present invention may allow secure PIN entry 
process on touch-screen 501 of payment terminal 500 which 
may provide a secure UI 544 protecting the PIN against 
capturing by an attacker. Secure UI 544 may comprise, for 
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example, a scrambled PIN pad layout and/or an authentica 
tion assurance image. Secure UI 544 may be regarded as 
“activated or “operational when payment terminal 500 pro 
vides protection of either (a) output data displayed on touch 
screen 501, or (b) input data entered manually by a user onto 
touch-screen 501 (via a touch, gesture, click, finger move 
ment, finger Swipe, finger selection, or the like). Additionally 
or alternatively, secure UI 544 may be regarded as “activated 
or “operational if, and only if, secure UI 544 is able to (a) 
securely receive data from SEE 504 for display through 
touch-screen 501, or (b) securely transfer data from touch 
screen 501 into SEE 504. Additionally or alternatively, secure 
UI544 may be regarded as “activated” or “operational if, and 
only if, a bi-directional secure communication path is estab 
lished between logic or code running on SEE 504 and logic or 
code running on payment card reader 502. Such that the 
secure path is protected against compromise of its contents 
integrity and/or confidentiality by any unauthorized logic or 
entity within payment terminal 500 and/or externally to pay 
ment terminal 500. 
0243 Binding indicator 511 may comprise, for example, a 
Light Emitting Diode (LED) or other illumination unit, able 
to illuminate in a particular color (e.g., green or yellow). 
Binding indicators may be located on payment card reader 
502, or on other components of System 555. Optionally, two 
or more binding indicators 511 may be incorporated in pay 
ment system 555, for example, a binding indicator 511 on 
payment card reader 502 and another binding indicator on or 
near touch-screen 501. 
0244. In accordance with some embodiments of the 
present invention, binding indicator 511 may illuminate only 
when secure UI 544 is activated or operational; and binding 
indicator 511 may not illuminate when secure UI 544 is not 
activated or is non-operational. 
0245. In accordance with some embodiments of the 
present invention, binding indicator 511 may illuminate in a 
first color (e.g., green) when secure UI 544 is activated or 
operational; and binding indicator 511 may illuminate in a 
second color (e.g., red) when secure UI 544 is not activated or 
is non-operational. 
0246. Once secure UI 544 is activated, SPEM 505 may 
send a signal or a command which causes binding indicator 
511 to illuminate (or, to illuminate in the first color). Once 
secure UI 544 is non-activated, SPEM505 may send a signal 
or a command which causes binding indicator 511 to turn off 
and not illuminate (or, to illuminate in the second color). 
0247. It is noted that the mode of binding indicator 511 
(e.g., illuminating or non-illuminating; or, illuminating in a 
first color or illuminating in a second color) may be controlled 
by (or triggered by, or modified by) a module or component 
external to payment card reader 502, and/or by SPEM 505, 
and/or by other module or logic running within SEE 504. 
0248 Binding indicator 511 may be or may comprise, for 
example, a LED, an Organic LED (OLED), an illumination 
unit, a visual signal, an audible signal or sound or audio-clip, 
a video clip or animated clip, a graphical or textual item, or 
other Suitable indicator or signal indicating to the user that 
secure UI 544 is activated and that, therefore, it may now be 
safe for the user to enter his PIN (or password) on touch 
screen 501 of payment terminal 500. 
0249 Upon entry of the PIN, payment terminal 500 may 
communicate securely over wired and/or wireless link(s) 
with transaction server 533 to verify the entered PIN, or to 
provide transaction details. In some embodiments, option 
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ally, the entered PIN may be tested or verified on the payment 
card within payment card reader 502, rather than at transac 
tion server 533. 
(0250 SPEM 505 or other suitable logic within payment 
terminal 500 may further operate to prevent other logic from 
modifying and/or capturing any of the data displayed on 
touch-screen 501, for as long as secure UI 544 is activated. 
(0251 While secure UI 544 is activated, SPEM 505 may 
cause payment card reader 502 to operate or to fully operate, 
and to read a payment card. In contrast, while secure UI 544 
is not activated, SPEM 505 may cause payment card reader 
502 to not operate, or to avoid reading a payment card Swiped 
through it or inserted into it. 
(0252) While secure UI 544 is activated, SPEM 505 may 
cause payment terminal 500 to run one or more functions on 
data Subsequently arriving from payment card reader 502. 
0253) Once secure UI 544 is no longer activated, and/or 
once touch-screen 501 no longer displays a secure interface 
(e.g., a scrambled PIN pad), SPEM 505 may cause payment 
card reader 502 to cease operation, e.g., to disable the capa 
bility of payment card reader 502 to read a payment card. 
0254. Once secure UI 544 is no longer activated, and/or 
once touch-screen 501 no longer displays a secure interface 
(e.g., a scrambled PIN pad), SPEM 505 may cause payment 
terminal 500 to stop running one or more functions on data 
subsequently arriving from payment card reader 502. 
(0255 SPEM505 may cause a secure data connection to be 
established between payment terminal 500 and transaction 
server 533, e.g., before secure UI544 is activated. The secure 
data connection, if established, may transfer data from trans 
action server 533 to SPEM 505, and the data may allow 
SPEM 505 to render on touch-screen 501 an authenticity 
assurance image (e.g., a user-recognizable image that was 
pre-designated by the user). 
0256 In some embodiments of the present invention, the 
secure data connection between payment terminal 500 and 
transaction server 533 may be used to convey Accreditation 
Data or an Accreditation Certificate from transaction server 
533 to payment terminal 500. 
(0257 SPEM 505 may implement logic that controls the 
functionality of SPEM 505 in accordance with information 
contained in the Accreditation Certificate. For example, the 
Accreditation Certificate may contain information that, when 
processed by SPEM 505, may cause SPEM 505 to refrain 
from performing at least a part of the PIN pad functionality if, 
for example, data conveyed over the connection between 
payment terminal 500 and payment card reader 502 indicates 
a particular identity (or particular type) of payment card 
reader 502. 
0258. It would be appreciated that system payment termi 
nal 500 is not merely a computerized system in which a LED 
indicator signals that a “secure mode” is operational, or that 
payment card reader 502 is ready for Swiping a payment card 
through it. Rather, payment terminal 500 demonstrates LED 
indicator or other Suitable indicator, located on a secure (e.g., 
closed) appliance (e.g., payment card reader 502) indicating 
to an unwary user whenever a usually-untrusted open device 
can be temporarily trusted due to the temporal takeover of its 
secure part over its insecure part. The LED indicator may not 
merely indicate readiness for Swiping the payment card, but 
rather, that this normally-insecure device is temporarily 
secure enough for the user to enter his PIN or password 
thereon. The LED indicator may indicate the takeover of a 
secure Subsystem of the UI of a general-purpose device, at 
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least in the context of PIN entry or password entry. It is noted 
that the LED indicator may truly indicate secure binding 
between payment card reader 502 and payment terminal 500: 
such that even if the HLOS of payment terminal 500 is com 
promised, the attacker may not be able cause the LED indi 
cator to illuminate. 

0259. The term "cryptographic operation” as used herein 
may include, for example, encoding, decoding, signing, 
authenticating, hashing, and/or performing other suitable 
operations related to cryptography and/or data security. For 
example, a "cryptographic operations module' or a "crypto 
token module' may include an encoding module and/or a 
decoding module and/or other Suitable modules or units. 
0260 Some embodiments of the present invention may be 
implemented by using a suitable combination of hardware 
components and/or software modules, which may include, 
for example: a processor, a central processing unit (CPU), a 
digital signal processor (DSP), a single-core or multiple-core 
processor, a processing core, an Integrated Circuit (IC), a 
logic unit, a controller, buffers, accumulators, registers, 
memory units, storage units, input units (e.g., keyboard, key 
pad, touch-screen, stylus, physical buttons, microphone, on 
screen interface), output units (e.g., Screen, touch-screen, 
display unit, speakers, earphones), wired and/or wireless 
transceivers, wired and/or wireless communication links or 
networks (e.g., in accordance with IEEE 802.11 and/or IEEE 
802.16 and/or other communication standards or protocols), 
network elements (e.g., network interface card (NIC), net 
work adapter, modem, router, hub, Switch), power source, 
Operating System (OS), drivers, applications, and/or other 
Suitable components. 
0261 Some embodiments of the present invention may be 
implemented as an article or storage article (e.g., CD or DVD 
or "cloud-based remote storage), which may store code or 
instructions or programs that, when executed by a computer 
or computing device or other machine, cause Such machine to 
perform a method in accordance with the present invention. 
0262 Some embodiments of the present invention may be 
implemented by using a software application or “app' which 
may be downloaded or purchased or obtained from a website 
or from an application store (or "app store' or an online 
marketplace). 
0263. Functions, operations, components and/or features 
described herein with reference to one or more embodiments 
of the present invention, may be combined with, or may be 
utilized in combination with, one or more other functions, 
operations, components and/or features described herein with 
reference to one or more other embodiments of the present 
invention. 

0264. While certain features of the present invention have 
been illustrated and described herein, many modifications, 
Substitutions, changes, and equivalents may occur to those 
skilled in the art. Accordingly, the claims are intended to 
cover all Such modifications, Substitutions, changes, and 
equivalents. 
What is claimed is: 

1. A mobile electronic device comprising: 
a secure execution environment (SEE) to securely execute 

code; 
a secure video path (SVP) to securely exchange informa 

tion between the SEE and a touch-screen of the mobile 
electronic device; 
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wherein the SEE comprises a secure password entry mod 
ule to generate a scrambled on-screen interface, and to 
send the scrambled on-screen interface to the touch 
screen through the SVP. 

2. The mobile electronic device of claim 1, wherein the 
secure password entry module comprises: 

a touch-event recognizer to securely identify within the 
SEE a character which corresponds to a virtual key that 
a user selected via the touch-screen on the scrambled 
on-screen interface. 

3. The mobile electronic device of claim 1, comprising: 
a secure content channel to transport the Scrambled on 

Screen interface, securely against interception, from the 
SEE to the touch-screen. 

4. The mobile electronic device of claim 1, comprising: 
a secure content channel to transport the Scrambled on 

screen interface, from the SEE to the touch-screen, as an 
encoded Digital Rights Management (DRM) protected 
video. 

5. The mobile electronic device of claim 4, comprising: 
a DRM-enabled playback module to playback the encoded 

DRM-protected video representing the scrambled on 
Screen interface. 

6. The mobile electronic device of claim 1, wherein the 
scrambled on-screen interface comprises at least one of: 

an on-screen scrambled virtual keyboard; 
an on-screen scrambled virtual keypad; 
an on-screen representation of wheels of digits, wherein 

each wheel is rotatable in response to a user gesture on 
the touch-screen. 

7. The mobile electronic device of claim 1, wherein the 
scrambled on-screen interface comprises a user-specific 
authenticity reassurance image. 

8. The mobile electronic device of claim 7, wherein the 
user-specific authenticity reassurance image comprises a 
user-uploaded image captured by the user through a camera 
of the mobile electronic device. 

9. The mobile electronic device of claim 8, wherein the 
SEE comprises code to securely modify, based on a user 
command, one or more visible properties of said image prior 
to an upload of said image. 

10. The mobile electronic device of claim 7, wherein the 
SEE comprises code to securely modify, based on a user 
command, one or more visible properties of the user-specific 
authenticity reassurance image Subsequent to selection of the 
user-specific authenticity reassurance image from a collec 
tion of images. 

11. The mobile electronic device of claim 7, wherein the 
user-specific authenticity reassurance image comprises at 
least one of: 

an image overlaid as a watermark on top of the scrambled 
on-screen interface; 

an image overlaid as a watermark under the scrambled 
on-screen interface; 

an image displayed in proximity to the scrambled 
on-screen interface. 

12. The mobile electronic device of claim 1, wherein the 
SVP comprises a uni-directional SVP to send information 
securely only in a direction from the SEE to the touch-screen 
of the mobile electronic device. 

13. The mobile electronic device of claim 1, wherein the 
mobile electronic device comprises a device selected from the 
group consisting of a laptop computer, a tablet, a Smart 
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phone, a portable computing device, a portable gaming 
device, a portable multimedia player, and a portable payment 
terminal. 

14. The mobile electronic device of claim 1, comprising: 
a secure storage unit to securely store a cryptographic key, 

wherein the cryptographic key is unique to a particular 
task to be performed by said mobile electronic device; 
and 

a cryptographic operations module to release the crypto 
graphic key from the secure storage unit based on a user 
gesture, received through said touch screen and indicat 
ing confirmation, and to utilize the cryptographic key for 
performing a cryptographic operation associated with 
said particular task. 

15. The mobile electronic device of claim 14, wherein the 
cryptographic key is also unique to a user of said mobile 
electronic device. 

16. The mobile electronic device of claim 14, wherein the 
cryptographic operation comprises at least one of 

encryption using the cryptographic key; 
decryption using the cryptographic key. 
17. The mobile electronic device of claim 16, wherein the 

cryptographic operation comprises a cryptographic operation 
transparent to said particular task on said mobile electronic 
device. 

18. The mobile electronic device of claim 14, wherein said 
particular task, for which said cryptographic key is unique 
comprises a task of unlocking access to an entirety of a 
storage unit of said mobile electronic device. 

19. The mobile electronic device of claim 1, further com 
prising: 

a payment card reader to read a payment card Swiped 
therethrough; and 

a visual indicator to indicate to a user that the secure pass 
word entry module is activated and that the user can 
Swipe the payment card through the payment card 
reader. 

20. The mobile electronic device of claim 19, wherein the 
payment card reader is operational when the secure password 
entry module is activated, and wherein the payment card 
reader is non-operational when the secure password entry 
module is non-activated. 

21. The mobile electronic device of claim 19, comprising: 
a secure operations module to securely receive, from the 

secure password entry module, a password entered by a 
user via said touch-screen; to encrypt the password; and 
to send the encrypted password for verification at a 
verification module external to the mobile electronic 
device; 

wherein the verification module external to the mobile 
electronic device is to send a verification response indi 
cating whether or not the password is verified; 
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wherein the verification module comprises at least one of: 
a remote server, and a Smart-card external to the mobile 
electronic device. 

22. The mobile electronic device of claim 19, wherein in 
response to a user entering a password via said scrambled 
on-screen interface on said touch-screen, the mobile elec 
tronic device is to send, to a remote server, a message indi 
cating touch coordinates to enable the remote server to deter 
mine the password and to initiate a process of Verifying the 
password; 

wherein the mobile electronic device is unaware of the 
password entered by said user. 

23. A server comprising: 
a secure execution environment (SEE) system to securely 

execute code; 
wherein the SEE system comprises a secure password 

entry module (a) to generate a scrambled on-screen 
interface, and (b) to send the Scrambled on-screen inter 
face, as an encoded Digital Rights Management (DRM) 
protected video to a remote mobile device. 

24. The server of claim 23, wherein the encoded DRM 
protected video, when played by a DRM-enabled playback 
module of the remote mobile device, causes a touch-screen of 
the remote mobile device to securely display said scrambled 
on-screen interface generated by the SEE system of said 
SeVe. 

25. The server of claim 23, wherein the scrambled on 
screen interface comprises at least one of: 

an on-screen scrambled virtual keyboard; 
an on-screen scrambled virtual keypad; 
an on-screen representation of wheels of digits, wherein 

each wheel is rotatable in response to a user gesture on a 
touch-screen. 

26. The server of claim 23, wherein the scrambled on 
screen interface comprises a user-specific authenticity reas 
Surance image. 

27. The server of claim 23, comprising: 
a verification module to verify a user-entered password 

entered on said Scrambled on-screen interface via a 
touch-screen of the remote mobile device, 

wherein the verification module is to receive from said 
remote mobile device a message indicating touch coor 
dinates corresponding to touch gestures of a user on said 
touch-screen, 

wherein the verification module determines the user-en 
tered password from said touch coordinates while the 
user-entered password remains unknown to the remote 
mobile device 


