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FIBRE CHANNEL INPUTAOUTPUT DATA 
ROUTING SYSTEMAND METHOD 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application is a continuation of U.S. patent applica 
tion Ser. No. 13/150,545 filed Jun. 1, 2011, the entire disclo 
sure of which is incorporated herein by reference. 

BACKGROUND 

The present disclosure relates generally to input/output 
processing, and in particular, to facilitating transfer of data 
between a channel Subsystem and a network interface during 
input/output processing. 

Input/output (I/O) operations are used to transfer data 
between a host computer system memory and I/O devices of 
an I/O processing system. Specifically, data is written from 
memory to one or more I/O devices, and data is read from one 
or more I/O devices to memory by executing I/O operations. 

To facilitate processing of I/O operations, an I/O sub 
system of the I/O processing system is employed. The I/O 
subsystem is coupled to main memory and the I/O devices of 
the I/O processing system and directs the flow of information 
between memory and the I/O devices. One example of an I/O 
Subsystem is a channel Subsystem. The channel Subsystem 
uses channel paths as communications media. Each channel 
path includes a channel coupled to a control unit, the control 
unit being further coupled to one or more I/O devices. 

The channel Subsystem may employ channel command 
words (CCWs) to transfer data between the I/O devices and 
memory. A CCW specifies the command to be executed. For 
commands initiating certain I/O operations, the CCW desig 
nates the memory area associated with the operation, the 
action to be taken whenever a transfer to or from the area is 
completed, and other options. 
The channel subsystem and I/O device may operate in a 

transport mode that Supports the transfer of one or more 
command control blocks to transfer data between the I/O 
devices and memory. A transport control word (TCW) speci 
fies one or more I/O commands to be executed. For com 
mands initiating certain I/O operations, the TCW designates 
memory areas associated with the operation, the action to be 
taken whenever a transfer to or from the area is completed, 
and other options. 

Generally the host computer system and the channel Sub 
system are connected to I/O devices over a link via a hostbus 
adaptor (HBA). The HBA is coupled to a channel, which 
includes hardware including a channel microprocessor and 
local channel memory that appears as the host system to the 
HBA. The channel hardware isolates the HBA from the host 
computer and its memory spaces. 

SUMMARY 

Another embodiment includes a method of performing an 
input/output (I/O) processing operation at a host computer 
system configured for communication with a control unit. 
The method includes: obtaining information relating to an I/O 
operation at a channel Subsystem in the host computer sys 
tem, the channel Subsystem including at least one channel 
having a channel processor and a local channel memory, the 
channel Subsystem in communication with a network inter 
face configured to transmit data between the channel Sub 
system and the control unit during the I/O operation; gener 
ating at least one address control word (ACW) specifying one 
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2 
or more host memory locations for transfer of data between 
the host computer system and the control unit, and storing the 
at least one ACW in the local channel memory, the at least one 
ACW including a field for storing header information for use 
in one or more messages transmitted between the channel 
Subsystem and the control unit; generating an address control 
structure for each data transfer specified by the I/O operation 
and forwarding each address control structure from the at 
least one channel to the network interface, each address con 
trol structure specifying a location in the local channel 
memory of a corresponding ACW; forwarding an I/O com 
mand message to the at least one I/O device via the network 
interface; responsive to the I/O command message, receiving 
a data transfer request from the network interface that 
includes the address control structure; responsive to the data 
transfer request including a header and data to be stored in the 
host memory, routing the data to at least one host memory 
location specified by the corresponding ACW and storing the 
header information in the corresponding ACW; and respon 
sive to the data transfer request including a header and 
requesting data to be retrieved from the host memory, routing 
the data from a host memory location specified by the ACW 
to the network interface and appending header information to 
the data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The subject matter which is regarded as the invention is 
particularly pointed out and distinctly claimed in the claims at 
the conclusion of the specification. The foregoing and other 
objects, features, and advantages of the invention are apparent 
from the following detailed description taken in conjunction 
with the accompanying drawings in which: 

FIG. 1 depicts one embodiment of an I/O processing sys 
tem incorporating and using one or more aspects of the 
present invention; 

FIG. 2 depicts exemplary control blocks generated by a 
host computer system for a transport mode I/O operation; 

FIG.3 depicts a prior art configuration of an I/O processing 
system including a hostbus adaptor (HBA) connected to a 
channel Subsystem; 

FIG. 4 depicts one embodiment of an I/O processing sys 
tem including a hostbus adaptor (HBA) connected to a chan 
nel Subsystem; 

FIG. 5 depicts embodiments of an address field for an 
address control structure; 

FIG. 6 depicts an example of various messages transmitted 
between a channel and a control unit during a transport mode 
I/O operation; 

FIG. 7 is a flow chart depicting an exemplary method of 
processing data transfers via a channel data router and a HBA 
during an I/O operation; 

FIG. 8 depicts an embodiment of a channel local memory 
region utilized by the data router of FIG. 7: 

FIGS. 9A-9B (collectively referred to as FIG.9) is a block 
diagram depicting the data flow through logical components 
of the data router of FIG. 7: 

FIG. 10 depicts one embodiment of an address control 
word (ACW); 

FIG. 11 depicts an embodiment of the ACW of FIG. 10; 
FIG. 12 depicts an embodiment of the ACW of FIG. 10; 
FIG. 13 depicts an embodiment of the ACW of FIG. 10; 
FIG. 14 depicts an embodiment of the ACW of FIG.10; and 
FIG. 15 depicts an embodiment of an address field for an 

address control structure. 
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The detailed description explains the preferred embodi 
ments of the invention, together with advantages and features, 
by way of example with reference to the drawings. 

DETAILED DESCRIPTION 

In accordance with an aspect of the present invention, 
input/output (I/O) processing is facilitated. For instance, I/O 
processing is facilitated by providing a data router in a chan 
nel of a channel Subsystem that allows a host bus adaptor 
(HBA) connected to the channel to directly access a host 
memory in a host computer during an I/O operation without 
the need to store input or output data in the channel. This 
configuration provides a Substantial increase (e.g., by a factor 
of two) in channels I/O start rates and a reduction of the 
response time of each I/O operation compared to the prior art 
channel store and forward designs in which all transactions 
between the host computer and the HBA are checked, trans 
lated and forwarded by the channel micro processor. 

For example, a channel is equipped with data router hard 
ware that is configured to generate and provide the HBA with 
one or more address control structures through which the 
channel informs the HBA of a local channel memory area 
assigned to the HBA. In order to allow the HBA to address 
multiple address spaces in the host memory, each address 
control structure includes information regarding a location in 
the local channel memory that includes a host memory 
address. In one embodiment, one or more address control 
structures include an address (e.g., a 64-bit PCIe address) that 
includes a field specifying a local channel memory address of 
a corresponding address command word (ACW). For 
example, the address control structure includes an ACW 
index field that includes an index into a contiguous block of 
ACWs in the local channel memory. 

In one embodiment, a system and method is provided for 
checking an HBA while the HBA directly addresses the host 
memory during an I/O operation. For example, the ACW 
provides the ability for the data router to provide a required 
level of data checking for a device having direct access the 
host memory, as well as the ability to isolate a failed HBA 
from the host computer. For example, address control struc 
tures and associated ACWs include validation and offset 
fields that are checked by the data router when an HBA data 
transfer request is received. 

In one embodiment, a system and method is provided for 
inserting or removing headers to or from memory requests 
between the HBA and the host memory. In prior art systems, 
the channel can receive and store header information from an 
HBA read request in the local channel memory, or generate a 
header and append the header to output data in response to an 
HBA write request. The embodiment described herein allows 
the channel (via the data router hardware) to store a read 
request header in local channel memory while input data is 
directly stored in the host memory, and also to generate and 
append a header to output data that has been directly accessed 
from the host memory via a HBA write request. For example, 
a read ACW is provided for HBA read requests and a write 
ACW is provided for HBA write requests. The read ACW is 
used to store header information that is received with input 
data, and the write ACW is used to store header information 
used to generate a header and append the header to output 
data. 

In one embodiment, a system and method is provided for 
inserting checkfields into output data and checking input data 
during direct data transfers between the HBA and the host 
memory during an I/O operation to provide means for detect 
ing whether transferred data has been corrupted. In prior art 
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4 
systems, for write (output) operations, the channel sets up 
data check words with customer output data that was stored in 
the local channel memory. For read (input) operations, the 
channel stores the input data and data check words in local 
channel memory and performs a check of the data. Examples 
of data check words include cyclical redundancy check 
(CRC) words, longitudinal redundancy check (LRC) words, 
and Check Sum data. In the embodiments described herein, 
the channel data router hardware uses an ACW to insert 
and/or check data check words (in this case, data check words 
are stored or generated from the local channel memory while 
the customer data, i.e., input or output data, is directly trans 
ferred between the host memory and the HBA). 

For example, the data router uses an address sent to the 
HBA (e.g., divides a PCIe address) to reference an ACW that 
includes one or more locations from which to store or gener 
ate data check words. A field such as an ACW index field in 
the address is used to reference an ACW, which includes an 
initial value or “starting seed' for a Data Check Word and a 
location to save intermediate Data Check Words and state. In 
one embodiment, if indirect data addressing is used in the I/O 
operation, the ACW also includes associated Transport Indi 
rect Data Address Words (TIDAWs), that provides the host 
memory addresses, counts and control information of where 
to insert intermediate Data Check Words and the final Data 
Check Word on outbound data. For inbound data, if specified, 
the TIDAWs provide the host memory addresses, counts and 
a flag bit informing the hardware if the data is to be stored or 
discarded. 

In one embodiment, the system and methods provide for 
the ability of the data router to determine how to store cus 
tomer data into the host memory when an HBA read request 
is received out of order. In addition, the data router has the 
ability to detect missing or lost intermediate data. Input and 
output data should be stored in the host memory in the same 
order that it was transmitted in order to properly calculate data 
check words. In one embodiment, an address control struc 
ture for an I/O operation, such as a read or write address 
control structure, includes an offset field that increments for 
each HBA transfer request that is sent to the channel for an I/O 
operation. A corresponding ACW includes a next-expected 
offset field that is compared with the offset field in each HBA 
transfer request associated with the address control structure. 
If these field values do not match, the received HBA request 
is, e.g., re-queued at the bottom of a HBA receive queue. 

In one embodiment, the system and method are provided 
for terminating one of a plurality of I/O operations being 
performed via the HBA (during which the HBA is directly 
accessing the host memory), without initializing the HBA. In 
Some instances, an I/O operation will encounter a host 
memory exception, and if multiple I/O operations are being 
performed on the host computer, it is desired that only the I/O 
operation be terminated. This embodiment allows only the 
operation causing the exception to be terminated. Such that 
the HBA is not initialized (which could cause all of the I/O 
operations being performed via the HBA to be terminated). 

In this embodiment, the ACW for a data transfer may 
includes a Read Discard bit, a Write Drop bit or a Firmware 
Read Discard Bit that indicates whether a host memory 
exception has occurred. If all of these bits are Zero, the data 
router processes a HBA request into a host memory request 
for the data transfer. If an exception is returned from a host 
memory request, the exception reason is stored into the asso 
ciated ACW along with either Write Drop Bit or the Read 
Discard bit set to a one. For example, if the I/O operation is a 
write then the HBA is signaled to abort the I/O operation that 
received the fetch storage exception. The Write Drop bit is set 
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to a one in the ACW which will cause the HBA to be signaled 
to abort the I/O operation again if the HBA makes a new 
request for that I/O operation. If the I/O operation is a read, 
then receiving the storage exception on the host memory store 
request causes the Read Discard bit in the ACW to be set to a 
one. All subsequent data for that I/O operation received from 
the HBA will be dropped. 

FIG. 1 illustrates an exemplary embodiment of an I/O 
processing system 100 that includes a host computer system 
102 that includes a data storage and/or processing system 
Such as a zSeries(R mainframe computer by International 
Business Machines Corporation (IBM(R). IBM is a registered 
trademark of International Business Machines Corporation, 
Armonk, N.Y., USA. Other names used herein may be regis 
tered trademarks, trademarks or product names of Interna 
tional Business Machines Corporation or other companies. 
The host computer system 102 includes various processing, 
storage and communication elements. In one embodiment, 
the host computer system 102 includes one or more central 
processing units (CPUs) 104, memory components (e.g., 
zSeries memory) Such as a main storage or memory 106 
and/or an expanded storage or memory 108 (collectively 
referred to as the “host memory'). The system 102 also 
includes, one or more operating systems (OSs) 110 that are 
executed by one or more of the CPUs 104. For example, one 
CPU 104 can execute a Linux(R) operating system 110 and/or 
a Z/OS(R) operating system 110 as different virtual machine 
instances. CPU 104 is the controlling center of the I/O pro 
cessing system 100. It contains sequencing and processing 
facilities for instruction execution, interruption action, timing 
functions, initial program loading, and other machine-related 
functions. CPU 104 is coupled to the main memory 106 
and/or expanded memory 108 via a connection 113, such as a 
bidirectional or unidirectional bus. 

The host computer system 102 also includes a channel 
Subsystem 114 that provides a communication interface 
between the host computer system 102 and various I/O 
devices 116, which may controlled by one or more control 
units 118. I/O devices include equipment such as printers, 
magnetic-tape units, direct-access-storage devices, displays, 
keyboards, communications controllers, teleprocessing 
devices, and sensor-based equipment. The channel Subsystem 
114 directs the flow of information between the I/O devices 
116 and the host computer system 102. It relieves the CPUs 
104 of the task of communicating directly with the I/O 
devices 116 and permits data processing to proceed concur 
rently with I/O processing. The channel subsystem 114 is 
coupled to the CPUs 104, the main memory 106 and/or the 
expanded memory 108 via a connection 120, such as a bus. 

In one embodiment, the channel Subsystem 114 is con 
nected to each I/O device 116 via a respective “channel path’ 
122 that connects the channel subsystem 114 to each control 
unit 118 via a connection 124 such as a serial or parallel link. 
Control units 118 may be attached to the channel subsystem 
114 via more than one channel path 122, and an I/O device 
116 may be attached to more than one control unit 118. In all, 
an individual I/O device 116 may be accessible by multiple 
channel paths. A channel path can use various types of con 
nections. Such as aparallel interface, a serial-I/O interface and 
a FICON I/O interface. For example, a serial channel path 
may include one or more optical fibers connected to a control 
unit 118 via, e.g., a dynamic switch 126 in a Fibre channel 
fabric, and a parallel interface may include a number of elec 
trical conductors. The FICON I/O interface is described in the 
ANSI standards document “Fibre Channel Single-Byte 
Command Code Sets Mapping Protocol 4 (FC-SB-4), T11 
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6 
Project 2122-D, Revision3.00, Sep. 22, 2000, which is incor 
porated herein by reference in its entirety. 

In one embodiment, the channel subsystem 114 includes 
one or more individual channels 128 that are each connected 
to one or more control units 118 and/or I/O devices 116 via 
one or more channel paths 122. Each channel 128 includes 
processing electronics Such as a local channel microprocessor 
130 and a local channel memory 132 that is connected to and 
accessible by the local channel microprocessor 130. The local 
channel memory 132 may include information Such as a 
channel-program designation, a channel-path identifier, a 
device number, a device count, status indications, as well as 
information on path availability and functions pending or 
being performed. 

Also located within each channel 128 are one or more 
Subchannels. Each subchannel is a data structure located 
within a channel memory 132 that provides information con 
cerning an associated I/O device 116 and its attachment to the 
channel subsystem 114. The subchannel also provides infor 
mation concerning I/O operations and other functions involv 
ing the associated I/O device 116. The subchannel is the 
means by which the channel subsystem 114 provides infor 
mation about associated I/O devices 116 to the CPUs 104. 
Channels 128 that are connected to multiple control units 122 
or multiple I/O devices 116 may have multiple subchannels, 
each dedicated to a single I/O device 116. In one embodiment, 
the number of subchannels provided by the channel sub 
system is independent of the number of channel paths 122 to 
the associated I/O devices 116. For example, a device 116 
accessible through alternate channel paths 122 still is repre 
sented by a single subchannel. 

Each control unit 118 provides logic to operate and control 
one or more I/O devices 116 and adapts, through the use of 
common facilities, the characteristics of each I/O device 116 
to the link interface provided by a channel 128. The common 
facilities provide for the execution of I/O operations, indica 
tions concerning the status of I/O devices 116 and the control 
unit 118, control of the timing of data transfers over a channel 
path 122 and certain levels of I/O device control. A control 
unit 118 may be housed separately, or may be physically and 
logically integrated with an I/O device, the channel sub 
system, or a CPU. 

I/O operations are described as any operation that involves 
the transfer of data between the host computer system 102 and 
I/O devices 116. As described herein, an I/O operation 
includes the communications between the channel Subsystem 
114 and a device 116 (via, in one embodiment, a control unit 
118) in which a single command (e.g., a channel command 
word or CCW), a single command message including mul 
tiple commands (e.g., a transport command information unit 
transporting a Transport Command Control block (TCCB)), 
ormultiple chained commands (e.g., multiple CCWs) are sent 
from the channel subsystem 114 to a device. The I/O opera 
tion may also include one or more response messages gener 
ated by the device 116 or an associated control unit 118 in 
response to receiving and/or executing the command or 
chained commands. 

In one embodiment, I/O operations are initiated with a 
device 116 by the execution of I/O instructions generated by 
an OS 110 that designate the subchannel associated with the 
device 116. Such instructions are executed in the host system 
by a CPU 104 by sending parameters to the channel subchan 
nel that requests that the channel subsystem 114 perform 
various functions in an I/O operation through some channel 
128. 

For example, the CPU 104 executes a “START SUB 
CHANNEL instruction by passing parameters to the target 
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Subchannel requesting that the channel Subsystem 114 per 
form a start function with the I/O device 116 associated with 
the subchannel. The channel subsystem 114 performs the 
start function by using information at the subchannel, includ 
ing the information passed during the execution of the START 
SUBCHANNEL instruction, to find an accessible channel 
path to the device 116, and to execute the I/O operation once 
a channel path has been selected. 
When an instruction Such as a START SUBCHANNEL 

instruction is executed by the CPU 104, a channel 128 com 
mences performing the I/O operation. In one embodiment, 
the channel subsystem 114 operates under Fibre Channel 
protocol such as a High Performance FICON (HPF) for com 
munication between the channel subsystem 114 and the 
devices 116 and/or control units 118. FICON and HPF and its 
phases are described further in “Fibre Channel: Single-Byte 
Command Code Sets Mapping Protocol 4 (FC-SB-4), T11 
Project 2122-D, Revision 3.00, Sep. 22, 2000, which is 
hereby incorporated herein by reference in its entirety. 

In one embodiment, execution of the START SUBCHAN 
NEL instruction passes the contents of an operation request 
block (ORB) to the channel subsystem 114. The ORB speci 
fies a channel program that includes an address of one or more 
command words (e.g., a channel command word or a trans 
port command word described further below). There are two 
modes of subchannel operation. In one embodiment, the host 
computer system 102 operates in a command mode and speci 
fies command word(s) in the form of a channel command 
word (CCW). In another embodiment, the host system oper 
ates in a transport mode and specifies command word(s) in the 
form of a transport command word (TCW). 
A subchannel may enter a transport mode when an FCX 

(Fibre Channel Extensions) facility is installed and the start 
function is set at the subchannel as the result of the execution 
of a START SUBCHANNEL instruction that specifies a 
TCW channel program. The subchannel remains in transport 
mode until the start function is reset at the subchannel. At all 
other times, the subchannel is in command mode. 

In command mode, the channel executes a CCW channel 
program that include a single channel-command word or a 
sequence of channel-command words executed sequentially 
that control a specific sequence of channel operations. A 
control unit executes a CCW I/O operation by decoding, 
accepting, and executing CCW commands by an I/O device. 
One or more CCWs arranged for sequential execution form a 
CCW channel program and are executed as one or more I/O 
operations, respectively. 
The fibre-channel-extensions (FCX) facility is an optional 

facility that provides for the formation of a transport mode 
channel program that is composed of a transport control word 
(TCW) that designates a transport-command-control block 
(TCCB) and a transport-status block (TSB). The TCCB 
includes a transport-command area (TCA) which contains a 
list of one or more (e.g., up to 30) I/O commands that are in 
the form of device-command words (DCWs). ATCW and its 
TCCB may specify either a read or a write operation. In one 
embodiment, a FCX-bidirectional-data-transfer facility may 
be installed in a system that Supports transport mode opera 
tions, that allows the host computer system 102 to specify 
transfer of both input and output data in a single transport 
mode I/O operation if the connected device 116 and control 
unit 118 supports bidirectional-data transfer. When a control 
unit 118 recognizes bi-directional data transfers, a TCW and 
its TCCB may, depending on the device, specify both read and 
write data transfers. 

In the transport mode, a single transport command word 
(TCW) specifies a location in memory of a TCCB (as well as 
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a location in memory 106 of one or more data areas) that is 
sent in a single message instead of separate individual CCWs 
in the command mode. A control unit 118 executes a transport 
mode I/O operation by decoding, accepting, and executing a 
TCCB and the individual DCWs included therein. If the ORB 
specifies a TCW channel program, the channel Subsystem 
114 uses information in the designated TCW to transfer the 
TCCB to a control unit 118. The contents of the TCCB are 
ignored by the channel subsystem 114 after the TCCB is 
transferred to the control unit 118 and only have meaning to 
the control unit 118 and the associated I/O device 116. 

In an exemplary embodiment, the control unit 118 gener 
ates a response message in response to executing the channel 
program. The control unit 118 may also generate a response 
message without executing the channel program under a lim 
ited number of communication scenarios, e.g., to inform the 
channel subsystem 114 that the channel program will not be 
executed. The control unit 118 may include a number of 
elements to support communication between the I/O commu 
nications adapter and I/O devices, as well as in Support of 
channel program execution. For example, the control unit 118 
can include control logic to parse and process messages, in 
addition to one or more queues, timers, and registers to facili 
tate communication and status monitoring. 

FIG.2 shows exemplary control blocks that are setup in the 
host memory, by software, prior to the OS software executing 
an instruction (e.g., a START SUBCHANNEL instruction) 
that passes the Start Subchannel message to an I/O processor 
(IOP) in the channel subsystem 114 for a HPFI/O operation. 
The architecture of these control blocks and one or more of 
the above components of the I/O processing system 100 are 
further described in “IBMR Z/Architecture Principles of 
Operation.” Publication No. SA22-7832-8, 9th Edition, 
August 2010, which is hereby incorporated herein by refer 
ence in its entirety. 
As shown in FIG. 2, a Start Subchannel message 140 is 

passed to the channel Subsystem 114, which designates a 
subchannel 142, a TCW 144 and a transport status block 
(TSB) 146. The TCW contains addresses in the host memory 
of a TCCB 148, a location 150 of read data designated for the 
I/O operation, and/or a location 152 of write data designated 
for the I/O operation. The TCCB 148 and the locations 150 
and 152 may be directly addressed or indirectly addressed by, 
for example a Transport Indirect Data Address List (TIDAL) 
153. 

FIG. 3 illustrates an embodiment of a prior art configura 
tion of a communications link between the host system 102. 
the channel subsystem 114 and a control unit 118. The chan 
nel 128 communicates with the host CPU via a channel 
microprocessor 130, and is configured to transfer data 
between the host memory and a local channel memory 132, 
e.g., for retrieving a TCCB 148 or components of a TCCB 
148. A network or link interface such as a hostbus adaptor 
(HBA) 154 is connected to the channel 128 via, for example, 
a PCIe bus 155. The HBA 154 coordinates the flow of infor 
mation between the channel 128 and a control unit 118, for 
example, via a control unit HBA 156. In this embodiment, the 
HBA 154 communicates with the channel 128 and only has 
access to the local channel memory 132. Thus, the HBA 154 
is isolated from the host computer and the host memory. Data 
sent to or from the HBA 154 is stored in or fetched from the 
local channel memory 132. This isolation is utilized for error 
checking of the data that is transferred between the host 
memory and the control unit 118. The performance penalty 
for this isolation is that all customer data flows through this 
isolation hardware as a store and forward through local chan 
nel memory 132. 



US 8,683,084 B2 

FIG. 4 illustrates an embodiment of the communications 
link that allows for isolation for error checking while allow 
ing the HBA 154 to directly access the host memory without 
having to store input or output data in the channel's local 
memory 132. In contrast to the configuration of FIG. 3, the 
channel 128 includes the microprocessor as well as a data 
router 160. In one embodiment, the data router 160 is a high 
performance Fibre Channel data router (HPF-DR) that sup 
ports the FC-SE-4 (also referred to as HPF) protocol. The data 
router 60 allows the HBA 154 to directly access the host 
memory, without needing to store input or output data (i.e., 
customer data) requested per an I/O operation in the local 
channel memory 132. The data router 160, in one embodi 
ment, includes data router hardware 162 and a local channel 
memory region 164 in which state information is setup for the 
data router to process HBA data transfer requests. As 
described herein “HBA data transfer requests’ include any 
communications from the HBA 154 to the channel 128 that 
request the transfer of output data (i.e., write or fetch data) 
from the host memory to the control unit 118 (e.g., a “HBA 
write request' or “HBA fetch request’) or request the transfer 
of input data (i.e., read or store data) from the control unit 118 
to the host memory (e.g., a “HBA read request' or “HBA store 
request'). In addition, in one embodiment, the local channel 
memory 132 includes a region 166 (e.g., before the 4 gig line) 
that is assigned to the HBA 154 and accessible by the HBA 
154, which is used for processing local channel requests and 
operations. 

After receiving the I/O instruction and ORB from the host, 
and prior to performing the I/O operation and sending the I/O 
operation to the HBA 154, the channel 128 sets up one or 
more address control structures and associated address con 
trol words (ACWs) that are used to generate host memory 
requests to the host computer 102 and allow the HBA 154 to 
directly access the host memory. The ACWs and data control 
structures also provide a means by which the data router 160 
can append or store headers to or from HBA data transfer 
requests sent by the HBA154, as well as provide a means for 
checking the HBA requests for errors without storing the 
input or output data in the local channel memory 132. 

For example, after a start Subchannel message 140 is 
passed to the channel 128 (e.g., via an I/O processor in the 
channel subsystem 114), the channel microprocessor 130 
running firmware receives the start Subchannel message 140 
to read and/or write data from and to a device 116 and into and 
out of the host memory. The channel 128 uses the information 
in the start subchannel message 140 to fetch the subchannel 
142. In the subchannel 142 is the host memory address that 
the channel firmware uses to fetch the TCW 144. The channel 
128 uses the information from the start subchannel message 
140, the subchannel 142 and the TCW 144 to set up various 
ACWs. Each ACW is a control block the data router 160 uses 
to route HBA data transfer requests to a host memory address 
specified in the TCW 144. Multiple ACWs can be set up, 
including one ACW for read commands that includes at least 
one host memory address for storing input data, one ACW for 
write commands that includes at least one host memory 
address for output data, an ACW that is used to assemble aan 
I/O command message Such as a transport-command infor 
mation unit (IU) including a TCCB 148, and an ACW for 
receiving and storing status information. 

Along with setting up the ACWs, the channel 128 sets up 
“address control structures' for each ACW from information 
in the TCW 144 and passes the address control structures 
through the local channel memory 132 to the HBA 154 (e.g., 
via a local channel memory HBA work queue) prior to the 
HBA 154 being informed of the I/O operation. Multiple 
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10 
address control structures are passed to the HBA154 and used 
by the HBA154 to fetch or store information into or out of the 
host memory. The address control structures allow the HBA 
154 to address multiple address spaces, while also allowing 
the data router hardware to check stored or fetched data for 
errors. For example, one address control structure is used for 
fetching the information that makes up the command mes 
sage (e.g., transport command IU), one is used for storing the 
ending status from the control unit response (e.g., a transport 
status IU) at the completion of an I/O operation, and multiple 
“data address control structures' may be used by the HBA 
154 for transferring input or output data. For example, one 
“read address control structure' is used forevery 8 megabytes 
ofread data transferred from a device 116 to the host memory, 
and one “write address control structure' is used for every 8 
megabytes of data requested from the host memory. Only the 
read or the write address control structure is required if the I/O 
operation only transfers data in one direction. 

Each address control structure includes an address sent to 
the HBA 154 that is used by the HBA to make requests to the 
channel 128. The address is seen by the HBA154 as a single 
address, but is used to refer to multiple address spaces in the 
host memory. Exemplary address control structures each 
include a 64-bit PCIe address, a data byte count, direction bits 
and control information. For example, each address control 
structure includes a data byte count of the amount of data to be 
transferred by that address control structure and control bits 
that inform the HBA 154 the direction the data is to be 
transferred and how many address control structures are 
required to transfer the data. 

FIG.5 illustrates embodiments of an address field 172 of an 
exemplary address control structure 170. In this example, the 
address field 172 includes 64 bit PCIe address, but is not 
limited thereto. The address field 172 includes a control 
(CTL) field 174 (e.g., byte 2 of the address 172) that indicates 
whether to route an HBA request to local channel memory to 
be handled internally by the channel 128, or whether to pro 
cess and route the HBA request to the host memory via the 
data router 160. For example, if the address field 172 includes 
the CTL field 174 set to Zero, the data router 160 routes the 
request to the local channel memory region 166. However, if 
the CTL filed 174 is set to a selected value (e.g. 0x02), the 
address 172 is configured to allow the HBA154 to address the 
host memory via the data router hardware. In this configura 
tion, the address 172 (shown in row 3 of FIG. 5) is divided up 
into four fields: an ACW Index field 176 (e.g., bytes 0 and 1), 
the CTL field 174 (e.g., byte 2), a Validation field 178 (e.g., 
bytes 3 and 4), and an Offset field 180 (e.g., bytes 5-7). In one 
embodiment, the ACW Index field 176 is the index into a 
contiguous block of ACWs in the local channel memory 
region 164, and is used by the data router hardware to locate 
an ACW for an associated HBA request and address control 
structure. The Validation field 178 (e.g., a 16 bitfield) is set to 
a unique value for each ACW defined in the local channel 
memory region 164. 

After the channel 128 sets up the ACWs and the address 
control structures 170 for an I/O operation, the channel 128 
informs the HBA 154 of the pending I/O operation and sends 
the corresponding address control structures 170 required for 
executing the I/O operation. 

FIG. 6 illustrates various messages transmitted between 
the channel 128 and the control unit 118 during an I/O opera 
tion. After the channel microprocessor 130 has set up the data 
router 160 with the required information, the HBA 154 
fetches and stores various information units (IUs). A transport 
command IU 182 includes the TCCB 148 and header infor 
mation and is sent over the channel path 122 to the control unit 
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118. During execution of the I/O operation, data IUs includ 
ing a read transport data IU184 and/or a write transport data 
IU186 are transmitted to sendinput and/or output data. In one 
embodiment, each data IU, depending on its size, may be sent 
as one or more frames 188. A frame 188 is a unit or packet of 
data that is transmitted within a link wrapper on a link or 
channel path, and has a maximum size that depends on the 
link architecture. At the conclusion of an I/O operation, a 
transport status IU190 is sent from the control unit 118 that 
indicates the transport status of the operation (e.g., completed 
or aborted). Normally, the transport command IU182 and the 
Transport Status IU190 are each transmitted on the link with 
one frame. In one embodiment, each frame of an IU requires 
at least one HBA request (e.g., PCIe request) from the HBA 
154. 

In one embodiment, the IUs include one or more data check 
words 192 (e.g., CRCs) located at the end of or close to the 
end of an IU. For example, a data check word 192 for the 
transport command IU182 is either 1 or 2 words from the end 
of the IU. A write transport data IU 182 may have multiple 
intermediate data check words 192, each checking a portion 
of the write transport data IU182. The transport status IU190 
has a data check word 192 for the IU header and a data check 
word 192 for the transport status. 

FIGS. 7, 8 and 9 are shown to illustrate an embodiment of 
a method 200 of performing an I/O operation. The method 
includes one or more stages 201-206. In one embodiment, the 
method includes the execution of all of the stages 201-206 in 
the order described. However, certain stages may be omitted, 
stages may be added, or the order of the stages changed. 

In the first stage 201, the channel 128 receives an instruc 
tion message 140 and ORB from the host CPU 104, and 
fetches the subchannel 142 and then the TCW 144 and other 
required data. 

In the second stage 202, the channel 128 or the data router 
160 generates address control structures 170 and correspond 
ing ACWs 210 (shown in FIG. 8). Exemplary control struc 
tures 170 and ACWs 210 (which are further described below 
with reference to FIGS. 10-15 below) include a Transport 
Command ACW and a Transport Command Address Control 
Structure corresponding to the transport command IU182, a 
Transport Read Data ACW and one or more Transport Read 
Data Address Control Structures corresponding to one or 
more read transport data IUs 184 or frames, a Transport Write 
Data ACW and one or more Transport Write Data Address 
Control Structures corresponding to one or more write trans 
port data IUs 186 or frames, and a Transport Status ACW and 
Transport Ending Status Address Control Structure corre 
sponding to the transport status IU190. The data router 160 
transmits the address control structures 170 to the HBA 154. 
A list 212 of the ACWs 210 is assembled in the local channel 
memory region 164. 

FIG. 8 illustrates a configuration of the data router 160 that 
includes the ACW's 210 stored in the local address memory 
region 164. In one embodiment, the memory region 164 is the 
HBA address space located above a selected boundary (e.g., 
the 1 terabyte boundary) in the local channel memory 132 that 
houses a list 212 of the ACWs 210 used to address the host 
memory. In one embodiment, the list 212 is a list of contigu 
ous ACWs. An ACW Origin Register 214 is the starting 
address of the list 212 of ACWS 210. The ACW Index 176 
from the ACW Index field 176 in a data control structure is 
added to the ACW Origin 214 to generate a local address 
where the corresponding ACW resides in the local channel 
memory region 164. The ACW Limit Register 216 is the 
ending address of the list 212 of ACW's 210. When the ACW 
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Index 176 is added to the ACW Origin to fetch an ACW, the 
result cannot be larger then the ACW Limit minus the ACW 
size. 

In the third stage 203, a transport command IU 182 is 
assembled at the HBA 154 for transmission to a control unit 
118. The HBA 154 uses the Transport Command Address 
Control Structure to initiate a fetch of the TCCB 148 from the 
host memory, by sending a HBA fetch request to the data 
router 160. In one embodiment, the requests sent to and from 
the HBA are controlled by the PCI Express (PCIe) protocol, 
although other protocols could be used. 

In the fourth stage 204, the HBA fetch request arrives at the 
data router 160, which is received by receiving logic 220 that 
converts the bits sent from the HBA154 into data packets, and 
is routed by routing logic 222 based on the HBA address 172 
in each packet. 

For example, all HBA requests with an address designating 
the local memory area (e.g., below 2') are routed to the 
channel microprocessor 224 and local channel memory 166 
and handled internally as Local Channel Memory requests. In 
one embodiment, any time a PCIe bus is in 64bit addressing 
mode and the CTL field 174 is 0x00, or whena PCIe operation 
is in 32 bit mode, the BHA request is routed to Local Channel 
Memory. This allows the HBA154 to have direct access to the 
local channel memory area that the HBA 154 has access 
rights to. The HBA154 is not given direct access rights to the 
local channel memory area 164 where the ACWs 210 reside. 

All requests with addresses in the memory area 164 (e.g., 
above 2') are routed to either a Fetch Array Queue 226 or a 
Store Array Queue 228 to be handled by the data router 160. 
The entire data packet (header and data) received from the 
receiving logic 220 is saved as an entry in either of these two 
arrays. The Fetch Array Queue 226 and the Store Array Queue 
228 are located in Data Router Fetch hardware 230 and Data 
Router Store hardware 232, respectively, which process HBA 
requests from these queues into host memory requests that are 
transferred to the host memory. 

In the fifth stage 205, processing logic 234 queues and 
prioritizes the channel requests in the local channel memory 
164 and the HBA requests in queues 226 and 228, and pro 
cesses the request packets into host memory packets. 
The processing logic 234 takes the ACW index field 176 of 

the HBA address (from the Transport Command Address 
Data Control Structure) in an HBA request packet to index 
into the list of ACW's 210 set of ACWs starting at the ACW 
Origin Register 214 to fetch the ACW corresponding with the 
HBA address 170. In this example the desired ACW is a 
Transport Command ACW. For example, the processing logic 
234 takes the ACW Index value and adds it to the ACW origin 
register 214 to generate a Local Channel Memory address 
from where it fetches the ACW. Based on the memory address 
field in the ACW, the processing logic 234 generates a host 
memory request that is sent from transmit logic 236 to the 
host memory (via, for example, a host memory interface 238) 
indicating the memory address from which data is transferred 
or to which data is stored. Additional information from the 
ACW, including a Zone ID, a Key value a data length may also 
be used to generate the host memory request. 

In this embodiment, the address in the ACW's memory 
address field is the location or locations of the TCCB 148. If 
indirect data addressing is not enabled in the ACW, then the 
host memory address is the address of the entire TCCB 148. 
If indirect data addressing is enabled in the ACW, then the 
data router 160 fetches a Transport Indirect Data Address 
Word (TIDAW) from the host memory address and then uses 
the address in the TIDAW as the host memory address. 
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In one embodiment, a TIDAW is specified if a value in the 
ACW indicates that indirect data addresses is being used (e.g., 
a HPF-DR Control 258 bit 17 shown in FIG.10 is 0). TIDAWs 
include both an address and a count. ATIDAWData Address 
field in the TIDAW is used to address a host memory location 
for the number of bytes of data specified in the TIDAW. An 
exemplary TIDAW includes four words, including a first 
word having a flags field, a count field specifying the number 
of bytes to be transferred with this TIDAW, a TIDAW Data 
Address High word and a TIDAW Data Address Low word. 
The following flags may be included in the flags field: 
Bit 0 LastTIDAW: This flag bit set to a one informs the data 

router hardware that this is the last TIDAW in this TIDAL 
that may be used for this operation. If the current TIDAW 
Flag bit 0 “Last TIDAW is not active, then when the byte 
count in the current TIDAW transitions to zero and the 
ACW Working Count has not transition to Zero, the data 
router hardware will continue data transfer using the next 
TIDAW in the TIDAL to address the host memory; 

Bit 1- Read Skip: This flag bit set to a one informs the data 
router hardware to discard the data being received from a 
device per the byte count field of this TIDAW. However the 
Data Check Word continues to be calculated as the data is 
discarded. This flag bit is ignored if the I/O operation is a 
write. 

Bit 2 Data Transfer Interruption: This bit Causes the data 
router hardware to set the TIDAW format check bit 10 in 
the HPF-DRResponse Word 254 and end the I/O operation 
when this TIDAW is attempted to be used by the HPF-DR 
hardware. 

Bit 3 T-TIC: This flag bit set to a one informs the data router 
hardware that the address in this TIDAW is not used for 
data but is a host memory address for the start of a new 
TIDAL that has to be fetched from host memory to retrieve 
the next TIDAW to use for this I/O operation; and 

Bit 4 Insert PAD & & Data Check Word: This flag bit set to 
a one informs the data router hardware to insert pad bytes 
up to the next word boundary, if not on a word boundary, 
and then insert the current value of the calculated Data 
Check Word. The pad bytes (if any) and the Data Check 
Word are inserted after the byte count of data specified by 
this TIDAW entry has been transmitted and flag bit 0, last 
TIDAW, is not set to a one. The current ACW Data Check 
Word is then reseeded back to Data Check Word seed in the 
ACW. 
In the sixth stage 206, the data router 160 receives a host 

memory response via host memory receive logic 240, which 
includes the TCCB148 in this embodiment. In other embodi 
ment, depending on the host memory request, the host 
memory response may include output data for a write com 
mand or a status message for a read command. Routing logic 
242 routes the host memory response to a data buffer and 
logic 246. The data buffer and logic 246 merges IU Header 
information from the Transport Command ACW (i.e., from 
the IU Header field) with the TCCB 148 in a response packet 
which may be returned to the HBA 154 via outbound logic 
244 that interfaces with the HBA154. For I/O operations that 
include multiple output data requests, the data buffer 246 may 
accumulates data from the multiple requests to generate a 
complete response packet back to the HBA 154. 
As described above, during the execution of an I/O opera 

tion, transport data IUs may be transmitted between the HBA 
154 and the control unit 118. To execute write commands, the 
HBA 154 requests information to assemble a write transport 
data IU186, including output data from the host memory (the 
address of which is specified by the Memory Address field of 
the write ACW) and IU header information retrieved from the 
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14 
write ACW. To execute read commands, the HBA stores input 
data from a read transport data IU 184 to a host memory 
address specified in the Memory Address field of the read 
ACW and storing IU header information from the read trans 
port data IU184 to the read ACW. 

For example, the HBA154 receives a read transport data IU 
184 and generates one or more HBA read requests that are 
sent to the channel 128 to store input data into the host 
memory. Each read request includes an address field 172 from 
a corresponding Read Data Address Control Structure. The 
HBA read request is received by the receive logic 220, and the 
routing logic 222 routes the HBA read request to the Store 
Array Queue 228. The ACW Index field 176 of the address 
field 172 is used to index into the list of ACWS 210 as 
described above, and fetch the read ACW. The read transport 
data IU header information is stored in the Read Data ACW, 
and a host memory read request is sent to the host memory to 
request storage of input data in the address(es) specified by 
the Read Data ACW. 

In one embodiment, it may take multiple host memory read 
requests to store one HBA read request. For example, if each 
host memory read request is 256 bytes and a HBA read 
request is 2048 bytes, then it takes eight host memory read 
requests to store the one HBA read request. In this embodi 
ment, the host memory read responses are returned from the 
host memory interface 238 to the data router hardware, which 
correlates each response to each read request that was made. 

In another example, the HBA 154 may send a write trans 
port data IU186 to the control unit 118. In one embodiment, 
unless Transport Ready is disabled, the channel 128 requires 
a transfer-ready IU to be sent from the control unit 118 prior 
to sending each write transport data IU186. The control unit 
118 may request additional data by sending additional trans 
fer-ready IUs until it has requested all the data specified by the 
TCCB 148. 

IfTransfer Ready is disabled, which allows the HBA154 to 
send an IU of data to the device 116 without the device 116 
asking for the data IU, then the HBA154 initiates HBA write 
requests to the data router 160. The HBA154 uses the address 
field 172 from each Write Data Address Control Structure to 
send each HBA write request to initiate fetching the data from 
the host memory. Each HBA write request is received by the 
routing logic 222, which routes each HBA write request into 
the Fetch Array Queue 226. The ACW index field from the 
address field 172 is used to fetch Write Data ACW from the 
local channel memory region 164. One or more host memory 
write requests are used to request output data, which is 
received from the host memory in a host memory write 
response and sent to the HBA 154 through the routing logic 
242 and the data buffer 246 to the HBA 154. If multiple host 
memory write requests are needed to process one HBA write 
request, than each host memory write response is processed 
as described with reference to the read requests described 
above. 

In one embodiment, when a device 116 ends the I/O opera 
tion by sending the Transport Status IU190 to the HBA 154, 
the HBA 154 uses the Transport Ending Status Address Con 
trol Structure to send a HBA store request to initiate storing 
the ending status into the host memory. The data router 160 
fetches the Transport Status ACW using the HBA store 
request, and stores the ending status header in the IU Header 
area of the Status ACW and a host memory store request is 
sent to the host memory to store the extended status in the 
address specified in the Status ACW. After the HBA 154 has 
completed the I/O operation, the HBA 154 generates a HBA 
request with completion status that is routed and stored in the 
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local channel memory 132, and control of the I/O operation is 
returned to the channel 128 firmware. 
When the HBA returns an I/O operation back to the chan 

nel microprocessor firmware, there are no fetch requests 
queued in the Fetch Array Queue, because the HBA 154 
knows when they are completed when the requested data is 
returned back to the HBA 154. However there may be one or 
more host memory store requests still queued in the Store 
Array Queue 228 because the HBA 154 does not receive the 
completion responses for the HBA store request(s). There 
fore, in one embodiment, when the HBA 154 returns an I/O 
operation back to the channel microprocessor on, e.g., a Firm 
ware I/O completion queue, the microprocessor firmware 
may perform the following testing of bits in the Transport 
Read ACW and the Transport Status ACW: For the Transport 
Status ACW, the firmware waits for the ACW State field to 
move to 2 if the ACW is not already at state 2 (the ACW State 
field is describe further below). When Firmware sees that this 
ACW is in state 2, then Firmware inspects the IU Header field 
to determine which Device the ACW was working with. Now, 
the firmware waits for the Active Request Count for both the 
Read ACW and the Status ACW to decrement to zero by 
watching the Active Request Count=Zero bit to be set to a one 
in each of the ACWS before inspecting or changing any fields 
in any of the four ACWs assigned to the I/O operation. Once 
the Active Request Counts are Zero for both of the ACWs, the 
firmware inspects the Transport Status IU header in the Trans 
port Status ACW and then stores ending I/O status in the 
subchannel 142. The firmware then generates an interrupt to 
the I/O processor (IOP) of the channel subsystem 114 inform 
ing the IOP that the I/O operation for subchannel has com 
pleted. The IOP then generates an interrupt back to the OS 
110 informing the OS 110 that the I/O operation has com 
pleted. 

FIG.10 shows an embodiment of an Address Control Word 
(ACW) 210 that is set up by Firmware in the local channel 
memory and is used by the data router 160 to translate 
between HBA memory requests and host memory requests. 
After each host memory request is processed, the data router 
hardware updates information in the ACW 210 so as to be 
ready for the next HBA request using this ACW 210. An 
exemplary ACW 210 includes the following fields. 
An ACW State field 250 (e.g., word 0 byte 0) provides the 

state of the ACW. For example, bit 0 (the ACWValid bit) is set 
by firmware to one when the ACW is set up for an I/O 
operation, indicating that the ACW is a valid ACW. States are 
defined in, e.g., bits 4-7. and include the following codes: 
0 Idle/Read setup. Firmware sets this state when the ACW 

has been set up to receive data; 
1- Write setup. Firmware sets this state when the ACW has 
been set up to transmit data; 

2—ACW IU Header Area Secure. The data router hardware 
changes the ACW state from state 0, 1 or 3 to state 2 when 
an entire IU Header has been transferred to or from the 
HBA for fetches or stores. When receiving data from the 
link, the entire IU Header must have been received and 
Stored into the ACW header area before the ACW State 250 
is set to state 2. The data router hardware does not access 
the IU Header Area in the ACW once the ACW State is set 
to 2. Once the ACW is set to State 2 it stays in State 2 until 
Firmware changes it. If no header data exists for the IU then 
Firmware may set the ACW State to state 2. 

3—IU Header In Progress. Hardware sets state 3 from either 
state 0 or 1 whena PCIe request only transfers part of the IU 
Header. The ACW State stays in State 3 until subsequent 
PCIe requests completes the transfers of the entire IU 
Header, then the ACW State is set to state 2. 
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16 
A Read discard or drop bit (e.g., bit 2 of the ACW State 

250) may be set by the data router if an exception encountered 
when forwarding a host memory request to the host memory. 
For HBA store requests, the Read Discard bit is set so that all 
HBA requests to store data into the host memory will result in 
the data being discarded and also not accumulated in the Data 
Check Word Save Area 280. Conditions that set this bit 
include any exceptions received on host memory stores for 
this ACW and any time the HPF-DR Response Word 254 bit 
8 (“a Missing PCIeRequest”) of this ACW is set to a one. For 
HBA fetch requests, the a Write Drop bit (e.g., ACW State 
250, bit 3) may be set so that any HBA fetch requests for this 
ACW will receive a PCIe Transaction Layer Protocol (TLP) 
Completion with the Completion Status set to Completer 
Abort. Conditions that set this bit are: any exceptions received 
on host memory fetch requests for this ACW; set by Global 
Fetch Quiesce hardware when requested by Firmware for this 
ACW. 

In one embodiment, when an inbound HBA request is 
processed and a Firmware Read Discardbit 252 is set, the data 
router hardware sets the Read Discard bit to a one and the 
Missing PCIe Request bit to a one. The actions then taken by 
the data router hardware are listed in an HPF-DR Response 
Word (described below) under bit 8. Firmware uses this bit to 
recover an ACW which has a HBA store request stuck in the 
Store Array Queue 228 that can not be processed because a 
previous BHA request has not been received for this ACW. 
An HPF-DRResponse Word field 254(e.g., word 0 bytes 1, 

2, 3) includes a HPF-DR Response Word which is the ACW 
ending status information provided by the data router hard 
ware to Firmware at the completion of an I/O operation. 
Examples of ending statuses and their corresponding exem 
plary bits include: 
Bit 8 Missing HBA Request: This bit may be set to one 
when a “deferred HBA store transaction for this ACW 
exceeded the configured Time To Live'. This occurs if the 
data router hardware had previously re-en-queued this 
HBA request because of an out of order condition, and the 
time that the request has been waiting in the Store Array 
Queue 228 for missing HBA requests to be received 
exceeded the configured Time To Live. This bit may also be 
set to one when an inbound HBA (read) request is pro 
cessed and the ACW Firmware Read Discard bit is set to a 
one. Actions performed when the Missing HBA Request 
condition include storing the IU Header (if any) in the 
ACW, discarding IU data (if any) without accumulating it 
in the Data Check Word, and setting the Read Discard Bit 
2 of the ACW State field 250 to a one. After these actions 
are performed, the Active Request Count for this ACW is 
decremented by one. 

Bit 9 Memory Request Threshold exceeded: The number of 
host memory requests needed to satisfy one HBA request 
exceeded a set Memory request threshold. 

Bit 10 TIDAL format check: The TIDA List address or a 
TIDAW did not conform to protocol format rules. The 
address of the failed TIDAW is written into the Failing 
zSeries Memory Address field of this ACW. 

Bit 11—Overflow on Working count: When data is being 
fetched from or stored into host memory by the data router, 
and the total byte count of data, pad bytes and Data Check 
Words attempted to be transferred to or from the PCIe bus, 
exceeded the byte count of data specified by the ACW 
Working Count. 

Bit 12 Duplicate HBA fetch request oran invalid HBA store 
request received from the HBA: A duplicated HBA fetch 
request will not be processed, instead a Completer Abort 
completion TLP will be returned to the HBA. The Write 
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Drop Bit (ACW State Byte bit 3) is set to a one; or, for an 
invalid HBA store request, this bit and the Read Discard 
(ACW State Byte bit 2) is set to a one, and all subsequent 
HBA store requests for this ACW are discarded. 

Bit 13 Active Request Count=Zero: Whenever the data 
router hardware updates the ACW Active Request Count in 
the ACW, it sets this bit equal to the NOR of all the bits of 
an Active Request Count field 290 defined below. 

Bit 14 ACW Wrapped: This bit is set to a one when the 24 
bit Next Expected 16 Meg Byte Offset field wraps from 
0xFFFFFF to 0x000000. This ACW Wrapped bit being set 
to a one blocks the data router hardware from interpreting 
the 16 Meg Byte Offset values of 0x000000 to 0x00001F 
for this ACW as IU Header information. 

Bit 15 TIDA fetch host memory error: This bit is set when 
all of the following statements are true: An exception or 
bad hardware response was received in response to a host 
memory fetch request for a TIDAW entry in a TIDA list; a 
HBA request for data was received from the HBA required 
this unavailable TIDAW; and no previous errors were 
detected for this I/O operation. The error indication 
received from the receive logic 240, is stored in the ACW 
TIDA Hardware Response field ACW word 9 bytes 2 and 3. 
The address that caused this erroris written into the Failing 
zSeries Memory Address field ACW words 16 and 17. 

Bit 17 Data Check Word mismatch: For stores to host 
memory, the computed Data Check Word did not match the 
received Data Check Word. Posted only if Data Check 
Word checking is enabled in the ACW by HPF-Control bit 
3 and the Read Discard, bit 2, is not set to a one. 

Bit 18 Direction error: The ACW Direction bit 0 in the 
HPF-DR Control Word did not match the direction of the 
HBA request for this ACW. 

Bit 21 host memory Response Error: An error was received 
from a host memory request. In one embodiment, the error 
byte, detailing the error, from host memory Response is 
written into bits 19-20 above and bits 24-31 below of this 
ACW Status field. The host memory address which caused 
the erroris written to the Failing zSeries Memory Address 
field of this ACW. 

Bit 22–IU Header Data Check Word mismatch: Hardware 
checks the IU Header Data Check Word on the 28 bytes of 
IU Header information for all inbound IUs if not disabled 
by HPF-DR Control Word bit 16 in the ACW. If the IU 
Header Data Check Word fails, any data payload present in 
the IU is discarded. 
If any of the above errors indicated in an ending status in an 

HPF-DR Response Word are encountered while storing data 
from the HBA to the host memory, the remaining bytes in the 
HBA request and all subsequent HBA requests for the IU are 
discarded. This is enforced with the Read Discard bit in the 
ACW State being set to a one when any one of the error bits 
8-12, 15, 17, 18, 21, and 22 in this word are set to a one. If an 
error is detected while fetching data from host memory to 
transfer across the PCIe bus, the HPF-DR hardware will 
signal the PCIe output Logic 244 to return a Completion TLP 
with the Completion Status set to Completer Abort. This will 
cause The HBA to abort the exchange that initiated the host 
memory fetch request that caused the exception. All Subse 
quent HBA requests to this ACW are responded with the same 
Completion TLP with the Completion Status set to Completer 
Abort. This is enforced with the Write Drop bit in the ACW 
State being set to a one when any one of the errorbits 8-12, 15, 
17, 18, 21, and 22 in this word are set to a one. If the HPF-DR 
hardware encounters an ACW with the Valid (Bit 0) set to 0. 
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18 
or with an invalid ACW State, (O and 4-F for fetches, or 1 and 
4-F for stores), a HPF-DR hardware Channel Control Check 
is posted. 

Referring again to FIG. 10, the ACW may also include a 
Working Count field 256. This field is initialized from word 7 
of the Starting Count field (described below) when the first 
HBA request for this ACW is processed by the data router. 
Data router hardware decrements this count as data is fetched 
or stored from or into host memory. Data is never stored into 
host memory after this count has decremented to Zero. Any 
data received from the PCIe bus after this count goes to zero 
is dropped, and the Overflow on Working Count bit is set to 
a one in the HPF-Response Word field. This count is not 
decremented for data bytes discarded or dropped if either the 
Write Drop or the Read Discard bit is set to a one in the ACW 
State byte. The residual value of this count is invalid if any 
error bit has been set to a one in the HPF-Response Word 254 
that indicates an error was received in a host memory 
response. 
A HPF-DR Control Word field 258 is set up by Firmware 

and controls the functions the data router performs. Exem 
plary functions (corresponding to exemplary bits in this field) 
are described as follows: 
Bit 0 ACW Direction: Set to 1b for a fetch from host 
memory. Set to Ob for a store to host memory. This bit 
must match the HBA requests that reference this ACW 
otherwise Direction errorbit 18 in the HPF-DR Response 
Word is set to a one. 

Bits 1-2 “IU Data Data Check Word Select: These bits 
are encoded with the following code points to inform the 
data router hardware of the Data Check Word type for Data 
IUs If bit 3 below (Data Check Word is enabled) is set to a 
one, the following codes indicate the type of Data Check 
Word used: 
0 Use Data Check Word type 1. (LRC) 
1—Use Data Check Word type 2. (Check Sum) 
2. Use Data Check Word type 3. (CRC) 
3- Use Data Check Word type 4. 

Bit 3- “IU Data Data Check Word Enable: A value of Ob 
indicates OFF, i.e., there is no Data Check Word checking/ 
generation for this entry. A value of 1 bindicates ON, i.e., 
Data Check Word checking/generation per the encode of 
bits 1-2 above is enabled for this ACW. 

Bits 4-5 IU Header Data Check Word Select encode: Bits 
4-5 are encoded with the following code points to inform 
the data router hardware of the Data Check Word type for 
the IU Header if bit 16 below is set to a zero (IU Header 
Data Check Words are enabled): 
0 Use Data Check Word type 1. (LRC) 
1—Use Data Check Word type 2. (Check Sum) 
2. Use Data Check Word type 3. (CRC) 
3- Use Data Check Word type 4. 

Bit 16 Suppress IU Header Data Check Word: A value of 
*Ob (OFF) indicates that IU Header Data Check Word 
checking/generation per the encode of bits 4-5 above is 
enabled for this ACW. A value of 1b (ON) indicates that 
the Data Check Word field in inbound IU headers is not 
checked. The Data Check Word field in outbound headers 
is not modified and is sent as set up in the ACW. 

Bit 17 BYPASS TIDAL: A Value of Ob indicated that 
TIDAL processing is to be used. The address in the ACW is 
the starting address of a list of TIDAWs. Each TIDAW has 
a host memory address and count that is used to fetch or 
store data. A value of 1 bindicates that TIDAL processing 
is bypassed, and data is fetched or stored contiguously 
starting at the host memory address in the ACW. 
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Bits 22-23 Payload Data Check Word Location: This two 
bit encode represents the number of words from the end of 
the payload where the Data Check Word is located for write 
operations. This encode is ignored for read operations. For 
encodes other than 00b, the starting Working Count must 5 
be a multiple of 4 bytes (i.e. no pad). Words in the IU 
following the Data Check Word are not included in the 
Data Check Word calculation. Exemplary codes include: 
'00'b: Insert the generated Data Check Word when Work 

ing Count=0. This places the Data Check Word at the end of 10 
the transmitted IU plus pad bytes to put the Data Check Word 
on a word boundary. This code point is used for transmitting 
everything but the Transport Command IU. 

01b: Overlay the existing word with the generated Data 
Check Word when the Working Count=4. This places the 15 
Data Check Word one word (4 bytes) from the end of the 
transmitted IU. This code point is only used for transmitting 
the Transport Command IU. 

10'b: Overlay the existing word with the generated Data 
Check Word when the Working Count=8. This places the 20 
Data Check Word two words (8 bytes) from the end of the 
transmitted IU. This code point is only used for transmitting 
the Transport Command IU. 

11b: Invalid 
Referring again to FIG. 10, the ACW may also include a 25 

Key 259 that is set up by Firmware. The Key is taken from the 
ACW and inserted by the data router hardware in the host 
memory request used to access host memory. A Zone ID field 
260 is set up by Firmware, and is taken from the ACW and 
inserted by the data router hardware in the host memory 30 
request used to access host memory. 
A Host Memory Address field 262 indicates the starting 

address in host memory where the data for this ACW is to be 
fetched from or stored into (e.g., if bit 17 of the Control Word 
field is one) or the starting address of the Tidal Indirect Data 35 
Address List (TIDAL) (e.g., if bit 17 is Zero). The host 
memory address in the ACW is either the host memory 
Address of the Data or the address of the start of a Transport 
Indirect Address List called a TIDAL. Each entry in a TIDAL 
is a TIDAW that is the starting host memory Address for the 40 
number of bytes of data that is in the count field in the TIDAW. 
If a TIDAL is indicated by bit 17 in the HPF-DR Control 
Word then the HPF-DR hardware fetches the TIDAL from 
host memory then uses the address in each TIDAW to fetch or 
store data in host memory. 45 
An IU Header Count field 263 is used by the data router 

hardware to track the number of IU Header bytes left to be 
transferred to or from the ACW from or to the PCIe bus. The 
IU Header Count is initialized by Firmware to the number of 
IU Header bytes to be transferred out of or into the ACW 50 
bottom to or from the PCIe bus at the beginning of the trans 
mission or the reception of an IU. 
A 24 bit “Next Expected 16 Meg Byte Offset” field 264 is 

initialized by Firmware when the ACW is set up. This Offset 
field, although described as a 16 Megabyte Offset, may be 55 
configured for other desired offset configurations. As each 
HBA fetch or store request is processed, the data router hard 
ware will check the 16 Meg Byte Offset 180 in the HBA 
address against the Next Expected 16 Meg Byte Offset field in 
the ACW. If they match, the data router hardware moves the 60 
data, if it is the IU Header to or from the bottom of the ACW, 
and any customer data, to or from host memory. The data 
router hardware then increments the Next Expected 16 Meg 
Byte Offset field in the ACW by the HBA transaction size. In 
one embodiment, to make use of a 4 byte Working Count 65 
field, using a Next Expected 16 Meg Byte Offset field that is 
3 bytes, the Next Expected offset may wrap from 0xFFFFFF 

20 
to 0x000000 up to 255 times before the Working Count tran 
sitions to zero. The first time the Next Expected offset wraps, 
the ACW Wrapped bit (bit 14 in the HPF-Response Word field 
254) is set to a one in this ACW. 
A Starting Count field 266 is used by the Firmware to load 

the number of bytes of data to be transferred for the I/O 
operation under control of this ACW. This count does include 
all of the inserted pad and Data Check Word bytes on trans 
mitted data but does not include the IU Header bytes or the 
finial pad and Data Check Word bytes on transmitted or 
received data. The data router hardware transfers this count to 
the Working Count field 256 when the first HBA request is 
processed for this ACW. The data router hardware does not 
modify the Starting Count in the ACW. 
ACTL field 268 and a Validation field 270 are compared by 

the data router hardware with the corresponding CTL field 
174 and Validation field 178 in the address field 172 received 
from the HBA. If they are not equal, an error is posted, and the 
host memory operation is not performed. This error results in 
a Channel Control Check. 

For HBA stores, a Data Check Word State field 272 is used 
by the data router hardware to track which of the data bytes in 
the Last 4 Data Bytes Save Area (described below) in the 
ACW will be used for the Data Check Word calculation in the 
next transaction for this ACW. This is required for the case 
where a HBA store request did not end on a word boundary 
relative to the beginning of the data transfer and the calcula 
tion of the Data Check Word can only be done on four byte 
words of data on word boundaries. Therefore up to three bytes 
of previously received data and the boundary state informa 
tion must be saved in the ACW, until the subsequent bytes of 
data are received, to continue the calculation of the Data 
Check Word. 
A TIDAL Hardware Response field 274 is used to store a 

host memory exception or a bad data router hardware 
response that is received for a fetched TIDA List. Bits 2-15 of 
this field have the same definition as bits 18-31 of the HPF 
DR Response Word field 254. Because the TIDA List may be 
pre-fetched by the HPF-DR hardware before its use is 
required, this bad response will not be reported as an error by 
Firmware unless a HBA request is received from the HBA to 
transfer data that would have used this unavailable TIDAW. 
This latter condition is indicated to Firmware by bit 15 of the 
HPF-DR Response Word field 254. 
A Previous Data Check Word Save Area is used by the data 

router hardware to save that next to last interim Data Check 
Word value at the end of each HBA store transaction. This 
interim value is not modified by calculations using the last 4 
data bytes received. Thus, if the current HBA transaction 
completes the operation, this field contains the final calcu 
lated Data Check Word value for the operation and the last 4 
data bytes received is the received Data Check Word which is 
saved in the following field in this ACW. 
A Last 4 Data Bytes Save Area 278 is used by the hardware 

to store the last 4 data bytes received on each HBA request. 
For HBA requests other than the last, up to three of these bytes 
may be required for subsequent Data Check Word accumu 
lation if the current HBA request did not end on a word 
boundary. Information as to which bytes are needed is 
recorded in the Data Check Word State 272. For the last HBA 
request, this field contains the received Data Check Word. In 
one embodiment, for HBA PCIe fetches, this field holds up to 
the last four data bytes based on the last previous 4 byte PCIe 
boundary. So if the PCIe address ends with 1, this field holds 
the last byte transmitted. If the PCIe address ends with 2, this 
field holds the last two bytes transmitted and so on up to the 
last four bytes. 
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Data Check Word Save Area 280 is used by the data router 
hardware at the end of each HBA transaction (fetch or store) 
to save the interim calculated Data Check Word value, which 
is used to seed the next transaction for this ACW. 
A TIDAL Work Area Address 282 is an address of a 256 

byte work area that is located in the Local Channel Memory, 
and is used by data router hardware to buffer TIDA List 
elements pre-fetched from host memory by the data router 
hardware. Firmware sets this field to point to the assigned area 
for this ACW. ATIDAL Work Area Index 284 is the index into 
the Local Channel Memory TIDAL Work Area which points 
to the current active TIDAW entry and is maintained by the 
data router hardware. 
A Data Check Word Seedfield 286 is used by the Firmware 

to write the initial Data Check Word Seed value in this word. 
This word is used as the starting seed for the Data Check Word 
computations both at the beginning of the data transfer for this 
ACW on reads and writes, and also for re-seeding following 
the processing of the Insert Data Check Word TIDAW flag in 
a TIDAW when that TIDAW count transitions to Zero for 
writes. For the Transport Command ACW, Firmware takes 
the original seed for the Transport Command IU and calcu 
lates a new value for the Transport Command IU ACW seed 
by updating the starting Data Check Word seed for the Trans 
port Command IU with the IU Header and the Write and or 
Read length field(s) that are at the end of the Transport IU. 
Thus the Transport Command IU Data Check Word covers 
the entire Transport Command IU even though the data router 
hardware takes the Seed from the ACW, and only calculates 
the Data Check Word on the Transport Command IU data 
portion of the IU. The data router hardware then inserts the 
Data Check Word into the IU and then transmits the Write or 
the Read length field or if the I/O operation transfers data in 
both directions then both the Write and Read length fields are 
transmitted. 
A Failing zSeries Memory Address 288 is used to store an 

address of a memory area that caused an exception, and the 
appropriate error bits are set in the HPF-DR Response Word 
254. 
An Active Request Count counter 290 is used by the ACW 

to keep track of how many HBA requests currently resides in 
the Store Array Queue 228 for this ACW. This counter is 
increments for every HBA request that is stored into the Store 
Array Queue for this ACW and is decremented when the HBA 
request has been processed. A HBA request for this ACW is 
considered processed when one of the following occurs to the 
request: all of the host memory requests for a HBA request 
has completed with a host memory response; all data for the 
HBA request has been dropped if the Read Discard bit, bit 2. 
was set to a one; or all of the IU Header information is stored 
in the ACW for a HBA request that only contains IU header 
information. Whenever the data router hardware updates the 
ACW Active Request Count in the ACW, it sets the Active 
Request Count-Zero (HPD-DR Response Word 254, bit 13) 
to the NOR of the bits of the Active Request Count. Thus, 
when the HPF-DR hardware decrements the Active Request 
Count to 0, the Active Request Count=Zero bit will be set to 
a OC. 

An IU Header Information field 292 is used to store com 
mand, status and/or data IU headers used in the I/O operation. 
In one embodiment, this field is an area for 8 words of IU 
Header Information. IU Header information is the first data 
transferred to or from a device in an IU on the Link if the IU 
contains an IU Header. The IU Header information is used or 
generated by the channel but is not part of the data to be stored 
or fetched into or from host memory. Therefore this informa 
tion is checked or generated by the channel microprocessor 
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firmware. The bottom 8 words of the ACW control block is 
used to buffer the IU Header and used as the interface between 
the data router hardware and Firmware for the IU Header. 
The IU Header information is the first data transferred 

across the PCIe bus when the ACW is a Read Data ACW or a 
Write Data ACW. When the data router hardware completes 
the transfer of the IU Header, it changes the ACW State field 
250 value to 2. For IU transmissions, Firmware builds the IU 
Header in the ACW prior to signaling the HBA to transmit the 
IU. For received IUs, Firmware inspects the IU Header in the 
ACW when it has been notified by the HBA that an I/O 
operation has completed and has verified that the ACW is in 
ACW State 2. 

Firmware also controls whether the last word of the IU 
header, which in the present embodiment is always at 16 Meg 
Byte Offset 28, 0x00001C, represents data or an IU Header 
Data Check Word for the IU Header. The HPF-DR Control bit 
16 (the Suppress IU Header Data Check) informs the data 
router hardware if the Data Check Word for IU headers is to 
be generated or checked. If enabled the data router hardware 
generates the IU Header Data Check Word, and then replaces 
the last word of the IU Header from the ACW with the gen 
erated Data Check Word, as the IU Header is being sent to the 
HBA. If enabled the data router hardware checks the Data 
Check Word on the received HBAIU header and reports the 
results in the HPF-DR Response Word 254 at bit 22. 

Firmware may set up the ACW so that the data router 
hardware transfers less than 8 words of IU Header informa 
tion. It does this by adjusting the State, Header Count, Next 
Expected 16 Meg Byte Offset and the initial 16 Meg Byte 
Offset used by the PCIe HBA such that the last IU Header 
word to be transmitted or received is at the 16 Meg Byte 
Offset of 28, 0x00001C and the first byte of payload (if any) 
is at a 16 Meg Byte Offset of 32, 0x000020. The IU Header is 
always an integral number of words. 

In one embodiment, if an IU Header is not required for an 
IU then Firmware set up the ACW as follows: 
1. Set the ACW IU Header Count to zero. ACW Word 6 byte 

0: 
2. Set the ACW State to state 2: 
3. Set the ACW wrapped bit to a one (HPF-DR Response 
Word bit 14), set the starting 16 Meg Byte Offset to 
0x000000 in the Address Control Structure given to the 
HBA and set the same value into the Next Expected 16 Meg 
Byte Offset field in the ACW: 

4. Set the ACW Working Count 256 to equal the ACW Start 
ing Count 266; 

5. Set the ACW Data Check Word State to a value of 0x00; and 
6. Set Previous Data Check Word Save Area 276 and the Data 
Check Word Save Area 280 equal to the Data Check Word 
Seed 286. Now it appears to the data router hardware that 
the IU Header has been received or transmitted for the IU 
this ACW is assigned to. 
Some of the fields in the ACWs described above are set up 

by the channel microprocessor based on information derived 
from the receipt of an I/O instruction. Exemplary fields 
include the ACW State field, the Response Word field, the 
HPF-DR Control field, the host memory or TIDA memory 
address field, the Header Count, the “Next Expected 16 Meg 
Byte Offset field, the D field, the CTL field, the Validation 
field, the TIDAL Work Area Address field, the Data Check 
Word Seed field, and the IU header field. The other fields in 
the ACW are control fields used by the HPF-DR hardware in 
executing the I/O operation and for presenting ending status 
information back to Firmware after the I/O operation has 
completed. 
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FIGS. 11-14 illustrate exemplary values set by the Firm 
ware in ACW's that are stored in the local channel memory and 
used by the data router hardware. Referring to FIG. 11, to 
generate a Transport Command ACW 300, which is used by 
the HPF-DR to assemble a Transport Command IU, the fol 
lowing settings are applied: 
1) For the ACW State field, the ACW valid bit set to a one and 

a State encode of 1 is set; 
2) The ACW Wrapped field is set to a zero (Set when the 
HPF-DR response Word is set to 0x000000); 

3) For the HPF-DR Control field, the following values are set: 
Bit 0 (ACW Direction is set to a one. Data is being trans 

mitted from the channel; 
Bits 1-2 (IU Data Data Check Word Select) is set to a 

00b to indicate LRC words are being used; 
Bit 3 (IU Data Data Check Word Enable) is set to a one: 
Bits 4-5 (IU Header Data Check Word Select) are not used; 
Bit 16 (Suppress IU Header Data Check Word) is set to a 

One, 
Bit 17 (Bypass TIDAL) is set to the inverse of TCCB 

TIDAL flag bit in the TCW: 
Bits 22-23 (Payload Data Check Word Location) are set 

with a code value of 10b. 
4) The Key value is taken from the subchannel; 
5) The host memory Address is taken from the TCW: 
6) The IU Header Count is set at 0x0C for a Transport Com 
mand ACW: 

7) The Next Expected 16 Meg Byte Offset field is set at 
0x000014 for a Transport Command ACW: 

8) The Starting Count field value is translated from the TCW: 
9) The Firmware Write Drop Bit (D) is set to zero when the 
ACW is set up: 

10) The CTL field is set to a 0x02 for all Transport ACWs; 
11) The Validation Field is set to a unique value for this ACW 

at channel initialization; 
12) The TIDAL Work Area Address is set to a unique value for 

this ACW at channel initialization; 
13) Data Check Word Seed: For the Transport Command 
ACW, Firmware takes the original Transport Command 
Seed, calculates a new seed value for the data router hard 
ware from the IU Header 101 data setup in this ACW and 
the Write & Read length fields derived from the TCW; and 

14) The IU Header 101: The 12 bytes of IU header101 are set 
up from the Subchannel and the TCW. 
Referring to FIG. 12, a Transport Read Data ACW 302 is 

used by the data router to receive a read transport-data IU and 
generate a host memory command to transfer read data to the 
host memory. The Transport Read ACW is generated by 
applying the following settings: 
1) For the ACW State field, the ACW valid bit set to a one and 

a State encode of 2 is set; 
2) The ACW Wrapped field is set to a one when the HPF-DR 

Response field is set to 0x020000); 
3) For the HPF-DR Control field, the following values are set: 

Bit 0 (ACW Direction is set to a zero. Data is being 
received at the channel; 

Bits 1-2 (IU Data Data Check Word Select) are set to a 
10b to indicate CRC words are being used; 
Bit 3 (IU Data Data Check Word Enable) is set to a one: 
Bits 4-5 (IU Header Data Check Word Select) are not used. 

The ACW Wrapped bit above is set: 
Bit 16 (Suppress IU Header Data Check Word) is not used. 

The ACW Wrapped bit above is set: 
Bit 17 (Bypass TIDAL) is set to the inverse ofTIDAL Read 

flag bit in the TCW: 
Bits 22-23 (Payload Data Check Word Location) is set with 

a code value of 00b, as it is not used for this ACW: 
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4) The Key value is taken from the subchannel; 
5) The host memory Address is taken from the TCW: 
6) The IU Header Count is set at 0x00 for a Transport Read 

Data ACW: 
7) The Next Expected 16 Meg Byte Offset field is set at 
0x000000 for a Transport Read Data ACW: 

8) The Starting Count field value is taken from the Read data 
count in the TCW: 

9) The Firmware Write Drop Bit (D) is set to zero when the 
ACW is set up; 

10) The CTL field is set to a 0x02 for all Transport ACWs; 
11) The Validation Field is set to a unique value for this ACW 

at channel initialization; 
12) The TIDAL Work Area Address is set to a unique value for 

this ACW at channel initialization; and 
13) The Data Check Word Seed is set to 0xFFFFFFFF for a 

Transport Read Data ACW. 
Referring to FIG. 13, a Transport Write Data ACW 304 is 

used by the data router to generate a write transport-data IU to 
transfer write data to the control unit. The Transport Write 
ACW is generated by applying the following settings: 
1) For the ACW State field, the ACW valid bit set to a one and 

a State encode of 2 is set; 
2) The ACW Wrapped field is set to a one when the HPF-DR 

Response field is set to 0x020000; 
3) For the HPF-DR Control field, the following values are set: 

Bit 0 (ACW Direction) is set to a one. Data is being trans 
mitted to the control unit; 

Bits 1-2 (IU Data Data Check Word Select) are set to a 
10b to indicate CRC words are being used; 
Bit 3 (IU Data Data Check Word Enable) is set to a one: 
Bits 4-5 (IU Header Data Check Word Select) are not used. 

The ACW Wrapped bit above is set: 
Bit 16 (Suppress IU Header Data Check Word) is not used. 

The ACW Wrapped bit above is set: 
Bit 17 (Bypass TIDAL) is set to the inverse ofTIDAL Read 

flag bit in the TCW: 
Bits 22-23 (Payload Data Check Word Location) is set with 

a code value of '00'b: 
4) The Key value is taken from the subchannel; 
5) The host memory Address is taken from the TCW: 
6) The IU Header Count is set at 0x00 for a Transport Write 

Data ACW: 
7) The Next Expected 16 Meg Byte Offset field is set at 
0x000000 for a Transport Write Data ACW: 

8) The Starting Count field value is taken from the write data 
count in the TCW: 

9) The Firmware Write Drop Bit (D) is set to zero when the 
ACW is set up; 

10) The CTL field is set to a 0,02 for all Transport ACWs; 
11) The Validation Field is set to a unique value for this ACW 

at channel initialization; 
12) The TIDAL Work Area Address is the same as the Work 
Area as the Transport Command ACW; and 

13) The Data Check Word Seed is set to 0xFFFFFFFF for a 
Transport Write Data ACW. 
Referring to FIG. 14 a Transport Status ACW 306 is used 

by the data router to store the extended status data from the 
received Transport Status IU and forward the status to the host 
memory. The Transport Status Block ACW is generated by 
applying the following settings: 
1) For the ACW State field, the ACW valid bit set to a one and 

a State encode of 0 is set; 
2) The ACW Wrapped field is set to a zero when the HPF-DR 

Response field is set to 0x000000; 
3) For the HPF-DR Control field, the following values are set: 
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Bit 0 (ACW Direction) is set to a zero. Data is being 
received from to the control unit; 

Bits 1-2 (IU Data Data Check Word Select) is set to a 
00b to indicate LRC words are being used; 
Bit 3 (IU Data Data Check Word Enable) is set to a one: 
Bits 4-5 (IU Header Data Check Word Select) is set to a 

00b to indicate LRC words are being used; 
Bit 16 (Suppress IU Header Data Check Word) is set to a 

Zero, the IU header Data Check Word is not suppressed; 
Bit 17 (Bypass TIDAL) is set to a one, as indirect address 

ing is not used; 
Bits 22-23 (Payload Data Check Word Location) is set with 

a code value of 00b, and is not used for this ACW: 
4) The Key value is set to 0x0 for this ACW: 
5) The host memory Address is taken from the TCW: 
6) The IU Header Count is set at 0x20 for a Transport Status 
ACW; 

7) The Next Expected 16 Meg Byte Offset field is set at 
0x000000 for a Transport Status ACW: 

8) The Starting Count field value is set to 0x40 per the Fibre 
Channel architecture; 

9) The Firmware Write Drop Bit (D) is set to zero when the 
ACW is set up: 

10) The CTL field is set to a 0x02 for all Transport ACWs; 
11) The Validation Field is set to a unique value for this ACW 

at channel initialization; and 
13) The Data Check Word Seed is set to 0xA55A A55A for 

a Transport Status ACW. 
Referring to FIG. 15, examples of the HBA address portion 

of various types of Address Control Structures are described. 
In these examples, when the CTL field 174 is equal to 0x02, 
the 16 Meg Byte Offset 180 is the only part of the HBA 
address 172 that increments on consecutive HBA requests 
from the HBA for an I/O operation. The first 32 bytes of data 
a HBA requests for an Information Unit (IU) to be transmitted 
or received may be IU header information that is retrieved 
from or stored into the bottom of the ACW control block. The 
data router hardware either fetches or stores this information 
from or into the bottom of the ACW for PCIe 16 MEG Byte 
Offset addresses ranging from 0x000000 to 0x00001F. This 
allows up to a 32 byte IU Header to be appended to, or striped 
off of the transport-data IU that is transmitted to or received 
from a device. When the 16 Meg Byte Offset wraps, it wraps 
back to 0x000000, but for this case, because it is a wrap 
condition and the ACW Wrapped bit is set to a one in the 
ACW, the received or transmitted data continues to be stored 
or fetched from host memory and not into or out of the ACW. 
Firmware has the ability to set up the ACW so that IU Header 
information is not fetched from or stored into the ACW if no 
IU Header information is present at the beginning of an IU. 
The ACW wrapped bit is bit 14 in the HPF-DR Response 
Word field of the ACW. 

For a Transport Command Address Control Structure, the 
byte count derived from the TCW never causes the 16 Meg 
Byte Offset field 180 to wrap, therefore just one Address 
Control Structure is required for the data router hardware and 
HBA to transmit the Transport Command IU. The direction of 
the Command IU is always from the channel side HBA to the 
control unit. 

For a Transport Status Address Control Structure passed to 
the HBA, the byte count never causes the 16 Meg Byte Offset 
field to wrap, therefore just one Address Control Structure is 
required for the data router hardware and HBA to receive the 
Transport Status IU. The direction of the Status IU is always 
from the control unit to the channel side HBA. 

For Transport Read Data Address Control Structure(s), the 
total amount of read data to be transferred from a device to the 
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HBA is provided by a Read Data Count in the TCW. If the 
Read Data Count is larger then 16 megabytes, then the num 
ber of Data Address Control Structures passed to the HBA to 
transfer the read data is the total Read Data Count divided by 
2°, and rounded up by one if there is a remainder. Each read 
Data Address Control Structure passed to the HBA has the 
same 64 bit PCIe address. The count field in each Data 
Address Control Structure is 2 except for the last Data 
Address Control Structure that completes the I/O data trans 
fer. This makes it appear to the data router hardware that the 
2° Meg Byte Offset field keeps wrapping from 0x7FFFFF to 
0x000000. The host memory address is either the ever 
increasing host Memory Address 262 from the ACW or the 
host memory address from each TIDAW from a TIDAL 
addressed by the Memory Address 262. 

For Transport Write Data Address Control Structure(s), the 
total amount of write data to be transferred from the HBA to 
the device is provided by a Write Data Count from the TCW. 
The number of Address Control Structures for a Transport 
Write IU is calculated in the same way as for the Read Data 
Address Control Structures. 
The systems and methods described herein provide mecha 

nisms for checking data processed by the data router 160 for 
errors. For example, the data router 160 checks a variety of 
reference points whenever a HBA 154 references the host 
memory. In one example, the data router 160 checks that an 
ACW address location in the ACW Index field 176 of an HBA 
address field 172 is within the memory area bounded by the 
ACW Origin register 214 and the ACW Limit Register 216. 

In another example, the data router 160 checks that the 
HBA 154 is using the correct ACW for a HBA request by 
checking that the CTL field and Validation field in the HBA 
address field 172 match the CTL field and Validation field in 
the ACW referenced by the HBA request. If these fields do not 
compare then the channel 128 will end the I/O operation with 
a Channel Control Check. The data router 160 also checks 
that the Offset field in the address field 172 (e.g., the low order 
24bits of the HBA address) is equal to the Next Expected 16 
Meg Byte Offset in the fetched ACW. 
The Data Router 160 also includes the ability to generate or 

check Data Check Words (e.g., LRC, CRC) that allows the 
data router 160 to detect if data being transferred has been 
corrupted. 

For example, as the data router gathers data from the host 
memory to be sent to the HBA 154, such as a TCCB 148 or 
output data, the data router generates a data check word 192 
using the Data Check Word seed in the Transport Command 
ACW and using the TCCB data, and inserting the Data Check 
Word in the Transport Command IU (e.g., at two words from 
the end of the IU). The Data Check Word Seed in the Trans 
port Command ACW was pre-calculated by Firmware with 
the Transport Command IU header and the Length fields. This 
allows the Data Check Word to cover the entire Transport 
Command IU including the length fields that follow the Data 
Check Word in the transmitted IU. 

In one embodiment, the Data Check Word is always cal 
culated on a word boundary. If the byte count of the number 
of bytes of data covered by the Data Check Word is not a 
multiple of 4, then pad bytes are required to pad to a word 
boundary before the Data Check Word is transmitted. For 
transmit to the control unit 118, the pad bytes are always 
Zeros. For receive to the host memory, any value of the pad 
bytes must be accepted. The pad bytes are included in the 
Data Check Word calculation. 
The data router 160 also generates a Data Check Word that 

checks the entire Transport Write Data IU during transmis 
sion across the channel path. This Data Check Word is gen 
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erated starting with the Data Check Word seed in the Trans 
port Write ACW, and as the Data is being fetched from the 
host memory, a new Data Check Word is calculated with the 
fetched data. When all of the data is fetched and transmitted 
then the resultant Data Check Word is appended and aligned 
with pad bytes to a word boundary, such as the last 4 bytes of 
data sent to the HBA. ATIDAW word may have an insert Pad 
and Data Check Word flag bit set to a one which will cause the 
data router hardware to insert an intermediate Data Check 
Word in the Transport write data IU. The control unit will 
compare the received Data Check Word(s) with its own cal 
culated Data Check Word(s) to verify that the received data IU 
is valid. For fetches from host memory, the calculated Data 
Check Word is always inserted and transmitted, after pad 
bytes on a word boundary, when the TIDAW count decre 
ments to zero and the TIDAW insert Data Check Word Flag 
bit is set to a one. 

The data router 160 may also generate a Data Check Word 
that checks the Transport Read Data IU that was transmitted 
across the channel path. The Data Check Word is calculated 
starting with the Data Check Word seed in the Transport Read 
ACW and then, as the input data is being stored in the host 
memory, an updated Data Check Word is calculated with the 
read data. When all of the data has been received and stored 
into the host memory, the resultant calculated Data Check 
Word is compared to the received Data Check Word from the 
device. The calculated Data Check Word comparing with the 
received Data Check Word verifies that the received data IU is 
valid. If the two fields do not compare then the I/O operation 
is terminated with an Interface Control Check. For example, 
at the end of receiving a data IU, if the Data Check Word 
Enable bit 3 is set to a one, and if the expected Data Check 
Word does not match the received Data Check Word then the 
data router hardware will set Data Check Word mismatch bit 
17 to a one. 

In one embodiment, when the data router 160 is receiving 
data from a device, there are instances that the data router 160 
has to contend with in determining when the Data Check 
Word has been received. For example, a count match is per 
formed to verify that the Data Check Word is the 4 bytes 
received after the ACW Working Count transitions to Zero 
plus the pad bytes to put the Data Check Word on a word 
boundary. No extra data can be received after the Data Check 
Word has been received otherwise bit 11 of the HPF-DR 
Response Word (Overflow on Working count) will be set to a 
OC. 

In another example, if the ACW Working Count has not 
transitioned to zero at the time the control unit 118 send the 
Transport Status IU, an “early end condition is encountered. 
For this case when the channel 128 is interrupted with the I/O 
completion by the HBA154, the channel 128 first verifies that 
the Active Request Count=Zero bit is set to a one for the 
corresponding ACW and then verifies that the Data Check 
Word is correct by comparing the Last 4 Bytes Save Area in 
the ACW which is the received Data Check Word to the 
Previous Data Check Word Save Area in the ACW which 
contains the calculated Data Check Word on the received 
data. 
The data router hardware also calculates the Data Check 

Word that checks the Transport Status IU data received from 
the Link. The Data Check Word is calculated starting with the 
Data Check Word seed in the Transport Status ACW and as 
the Transport Status IU data is being stored in host memory 
the new Data Check Word is calculated. When all of the data 
for the IU has been received and stored into host memory the 
resultant calculated Data Check Word is compared to the 
received Data Check Word from the device. The calculated 
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Data Check Word comparing with the received Data Check 
Word verifies that the received data IU is valid. If the two 
fields do not compare the I/O operation is terminated with an 
Interface Control Check. 
The architecture of TIDAWs and its T-TIC flag bits, allows 

the number of Z Series Memory Requests needed to satisfy 
one PCI Express bus (PCIe) request of 4 kbytes to be over 12 
thousand zSeries Memory requests. This occurs if the byte 
count field in each TIDAW and the T-TIC flag bit were each 
set to a one causing each TIDAW to be followed by a Trans 
port-Transfer in Channel Word which is a new zSeries 
Memory address of the next TIDAW. The amount of time for 
the data router hardware to make all of these zSeries Memory 
requests may exceed the timeout value the HBA uses for one 
HBA request. The resulting error would look like a zSeries 
Memory timeout indicating that the zSeries Memory sub 
system lost the zSeries Memory request. 
To put a limit on the number of host memory requests 

required to satisfy a HBA request a programmable request 
threshold counter in the data router hardware may limit the 
number of host memory request used to satisfy one HBA 
request. If the limit is reached then the “Memory Request 
Threshold Exceeded” (HPF-DR Response Word bit 9) is set 
to a one. This threshold counter is set up when the channel 
hardware is initialized. 
As described above, the HBA154 is given the capability to 

directly store or fetch customer data into or out of host 
memory to improve the performance of the channel. How 
ever, all communications between Firmware running on the 
microprocessor 130 and the HBA 154 are performed through 
the local channel memory 132. The microprocessor 130 
passes work to the HBA 154 by storing all of the required 
information for the HBA 154 to process an I/O operation on 
a HBA work queue in the local channel memory region 164. 
Likewise when the HBA has completed an I/O operation or 
the I/O operation failed, the HBA returns the I/O operation 
with status back to the channel in a firmware I/O completion 
queue in the local channel memory 132. 
The following rules on ACW tenure and ACW atomicity 

are provided for the proper interaction offirmware, the HBA 
154 and the data router hardware using ACW's 210 to process 
the HBA host memory requests. 

During an I/O operation, the channel firmware owns the 
four ACWs (i.e., the Transport Command ACW, the Transport 
Read ACW, the Write Data ACW and the Transport Status 
ACW) specified for an I/O operation up to the time the firm 
ware en-queues the I/O operation on the HBA work queue. 
The data router 160 and indirectly the HBA 154 own the four 
ACWs for an I/O operation from the time the channel firm 
ware en-queues the I/O operation on the HBA work queue 
until the HBA 154 returns the I/O operation (an the four 
associated ACWs) with status back to the firmware on the 
firmware I/O completion queue. For I/O operations that com 
plete successfully, the HBA 154 returns the I/O operation 
back to firmware on the firmware I/O completion queue after 
the HBA154 has received and processed the Transport Status 
IU that ended the I/O operation. Firmware does not update 
any field in any of the four ACWs during the interval during 
which the data router hardware and the HBA 154 owns the 
four ACWs, except for rare cases (e.g., setting of the Firm 
ware Read Discard bit in the ACW to a one). 

In order to quiesce an ACW that is under control of the data 
router 160 to transmit data to a device, the firmware uses 
Fetch Quiesce hardware and logic 310 (shown in FIG. 9). In 
order to quiesce an ACW that is under control of the data 
router 160 to receive data from a device, the firmware uses the 
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Firmware Read Discard Bit 252 and Store Quiesce hardware 
and logic 312 (shown in FIG. 9). 

In one embodiment, atomicity rules are provided so that the 
IU Header and all state fields in the ACW have been updated 
by the time Firmware receives the ending completion status 
from the HBA 154 on the firmware I/O completion queue, 
which returns ownership of the ACWs for that I/O operation 
back to the firmware. A first rule states that the data router 
hardware must have stored the entire IU Header information 
into the ACW before the ending completion status id received 
or the ACW State for that ACW is changed to state 2 (i.e., 
ACW IU Header Area Secure). The Firmware Read Discard 
bit in the ACW is designed such that it can be set to a one by 
Firmware without affecting data router hardware working 
with and updating any fields in the same ACW. 
A second rule states that, when the data router hardware 

sends a PCIe Transaction Layer Protocol (TLP) Completion 
with the Completion Status set to Completer Abort to a HBA 
154, the data router hardware must insure that all pending 
updates to the corresponding ACW are completed before any 
following HBA requests to store into Local Channel Memory 
are processed. A third rule states that, when two back to back 
HBA requests arrive at the Routing Logic 222, and the first 
request is routed to the Store Array Queue 228, and the second 
request is routed to Local Channel Memory, the Active 
Request Count and the Active Request Count=Zero bit in the 
ACW must be updated by the data router hardware before the 
second or a Subsequent HBA request is routed and stored into 
Local Channel Memory. 

Situations exist (e.g., when an error occurs) where Firm 
ware cannot wait for an I/O operation to complete but instead 
must block new HBA data fetch requests from being fetched 
from host memory or to block data from HBA data store 
requests from being stored into host memory. The Global 
Fetch Quiesce hardware 310 provides the means for Firm 
ware to Quiesce an ACW owned by the data router hardware 
and actively fetching data from host memory. 

To Quiesce an active ACW that is set up to fetch data from 
the host memory, Firmware sets the ACW Index Register in 
the Global Fetch Quiesce logic 310 with the index of the 
ACW that Firmware requires to be stopped. After Firmware 
writes the ACW Index register, the Global Fetch Quiesce 
logic 310 performs the following operations: 
1. A Quiesce busy bit in the Global Fetch Quiesce logic is set 

to a one which stops the Fetch Hardware 230 from process 
ing any new HBA fetch or write request from the Fetch 
Array Queue 226, and stops the host memory fetch or write 
requests queued in the Fetch hardware 230 from being 
transferred to processing logic 234 for transmission to the 
host memory. However, the host memory fetch requests 
already queued and currently being processed at the pro 
cessing logic 234 and the transmit logic 236, or at the 
receive logic 240 and routing logic 242, are not affected; 

2. Host memory fetch requests that have been queued in the 
Fetch hardware 230 are scrubbed and any host memory 
fetch requests with the targeted ACW index in the Fetch 
hardware 230 are marked so as to force a TLP Completion 
with the Completion Status set to Completer Abort when 
the host memory request is later processed; 

3. The Write Drop Bit, ACW State 250 bit 3, is set to a one in 
the targeted ACW: 

4. The data router hardware is then unfrozen and the host 
memory fetch requests queued in the Fetch hardware 230, 
and the HBA fetch requests queued in the Fetch Array 
Queue 226 are now processed; and 

5. The Quiesce busy bit in the Global Fetch Quiesce logic is 
reset. 
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After Firmware sets the ACW Index Register in the Global 

Fetch Quiesce logic 310, Firmware monitors the Quiesce 
Busy Bit to determine when the Global Fetch Quiesce logic 
310 has completed the quiesce operation. Once the quiesce 
operation has completed, Firmware can depend on the fol 
lowing: 
1. Any host memory fetch requests queued in the Fetch hard 
ware 230, with the index of the targeted ACW, will receive 
a TLP Completion with the Completion Status set to Com 
pleter Abort status. 

2. Any HBA requests queued in the Fetch Array Queue 226, or 
any new HBA requests from the HBA for the targeted ACW 
will be responded to with a TLP Completion with the 
Completion Status set to Completer Abort as a result of the 
Write Drop Bit, ACW State 250 bit 3, being set to a one in 
this ACW. 
When the HBA 154 receives the TLP Completion with the 

Completion Status set to Completer Abort, the HBA 154 
sends an abort for the I/O operation to the control unit 118 and 
device 116. When the HBA154 has received a response from 
the device 116 completing the abort sequence, the HBA 154 
will return that I/O operation back to Firmware through the 
Firmware I/O completion queue in Local Channel Memory. 

Situations may also exist where Firmware has a require 
ment to block (quiesce) any new HBA data store requests 
from being stored into the host memory for an I/O operation. 
This capability is provided for by the Firmware Read Discard 
Bit. Firmware sets the Firmware Read Discard Bit 252 in the 
ACW to one then all new and existing HBA requests queued 
in the Store Array Queue 228 will be discarded by the Store 
hardware 232. 

Along with having the data router 160 discarding HBA 
store requests for an ACW, Firmware may also have the 
capability to determine when all previous host memory store 
requests made by the Store Hardware 232 to the host memory 
for an ACW have completed with a host memory completion 
response. The host memory completion responses are 
received at the routing logic 242 and routed to the requester 
that made the requested and then processed in the same order 
the requests were made, which includes decrementing the 
counters in Global Store Quiesce Logic 312. The Global 
Store Quiesce logic and hardware 312 provides the means for 
Firmware to know when all previous host memory store 
requests made by the Store Hardware 232 to the host memory 
have completed. 
Once the Read Discard bit is set to a one in an ACW, then 

a way to know that all previous host memory store requests 
have completed for that ACW is to wait until all current HBA 
store requests queued in the host memory pipeline (repre 
sented by processing logic 234, transmit logic 236, receive 
logic 240 and routing logic 242) have been processed. To do 
this without stopping new storage requests from being queued 
in the Store Array Queue or stopping the processing of exist 
ing entries in the Store Array Queue, a Snapshot counter is 
loaded with the current total number of entries queued in the 
host memory pipeline. This Snapshot counter is then decre 
mented for every host memory response received. Then when 
the Snapshot counter reaches Zero, Firmware knows that all 
previous host memory store requests queued up in queues in 
memory pipeline locations for the ACW of interest have been 
processed. This function may be performed by the Global 
Store Quiesce hardware 312 which is made up of the follow 
ing counters: 
1. A Global Active Request Counter keeps track of the total 
number of HBA store requests for all ACW's queued in the 
host memory pipeline. This counter increments each time 
the data router Store hardware 232 generates a HBA store 
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request to host memory and decrements each time the final 
host memory store request that completed the HBA store 
request is acknowledged as completed by the returned host 
memory response routed from the routing logic 242 to the 
data router control logic. In some embodiments, one HBA 
store request can require up to 16 host memory store 
requests to store all of the data in the HBA storage request. 

2. A Global Active Snapshot Counter is only decremented and 
never incremented. This counter is loaded under control of 
Firmware with the current value of the Global Active 
Request Counter. This counter is decremented with the 
same signals that decrements the “Global Active Request 
Counter. Once this counter decrements to zero it stays at 
Zero until loaded again by Firmware with a new copy of the 
Global Active Request Counter. Firmware can read the 
Global Active Snapshot Counter to determine when it has 
transitioned to Zero. 
The following procedure may be used by Firmware to stop 

an ACW that was previously set up to store data into host 
memory and then determine when all previous host memory 
requests for that ACW have completed: 
1. Firmware sets the Firmware Read Discard bit in each of 

the affected ACW to a one that was set up to store data into 
host memory; 

2. Firmware transfers the Global Active Request Counter to 
the Global Active Snapshot Counter. Then as each host 
memory store request completes, the Global Active Snap 
shot Counter is decremented; 

3. Firmware Polls the Global Active Snapshot Counter, until 
it reads Zero. Now all host memory store requests made at 
the time Firmware transferring the Global Active Request 
Counter to the Global Active Snapshot Counter have com 
pleted for all of the ACWs of interest that had the Firmware 
Read Discard bit set to a one. No further host memory store 
requests will be made on behalf of these ACWs by the data 
router hardware. 
In some instances, data from the HBA may be received by 

the data router hardware in a different order then the order the 
data was transmitted from the device. This poses a problem in 
that some types of Data Check Word calculations on received 
data must be calculated in the same data order the Data Check 
Word was originally generated when the data was transmit 
ted. The data router hardware detects this condition with the 
use of the Next Expected 16 Meg Byte Offset field. As each 
HBA fetch or store request is processed, the data router hard 
ware checks the PCIe 16 Meg Byte Offset in the HBA request 
against the Next Expected 16 Meg Byte Offset field in the 
ACW. If they match, the data router hardware will increment 
the Next Expected 16 Meg Byte Offset field by the HBA 
transaction size, move the data to or from host memory and 
process the Data Check Word. If the fields do not match and 
the HBA address is greater then the expected HBA address, 
then the current HBA transaction was received by the data 
router hardware out of order, and the data router hardware 
will re-queue this HBA request at the bottom of the Store or 
Fetch Array Queue. 
The first time a HBA request is re-queued at the bottom of 

a queue, a timestamp is written in the control data for that 
HBA request. This control data is used to track the HBA 
request in the queue. Each time that frame bubbles to the top 
of the queue for processing again and it must be re-queued 
because the HBA request with a matching 16 Meg Byte Offset 
field was not received, the timestamp is checked. If the times 
tamp exceeds a configurable Time To Live (i.e., timeout 
period), the preceding frame(s) on which this HBA request 
was waiting are considered lost. When a lost frame condition 
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is detected, the ACW Missing HBA Request (HPF-DR 
Response Word bit 8) is set to a one. 
Out of order HBA requests for host memory stores may be 

handled as follows. Once the ACW Missing HBA Request bit 
is set to one, the payload for this HBA request is discarded, 
and the Read Discard bit 252 is also set to a one. This insures 
that all subsequent HBA requests with data to store in host 
memory for this ACW is discarded. However, any IU header 
information, if present, is always stored in the ACW and never 
discarded. 
As each HBA request is discarded, the Active Request 

Count 290 is decremented in the ACW, exactly as is done 
when the HBA request is processed normally. The 16 Meg 
Byte Offset is not checked for HBA requests that are dis 
carded. After Firmware receives the completion interrupt for 
this I/O operation from the HBA then Firmware checks to see 
if the Active Request Count 290 for this ACW has transitioned 
to zero. When the Active Request Count has transitioned to 
Zero, all HBA requests in the Store Array Queue for this ACW 
have been processed. 

For the cases where the 16 Meg Byte Offset 180 in the 
received HBA request to store data into host memory is less 
then the next expected 16 Meg Byte Offset 264, then this 
request is discarded because the data for this request had 
previously been stored in host memory. The Data Check Word 
will flag an error if the previous data stored in host memory 
was not correct because the data previously stored was used to 
calculate the current value of the Data Check Word in the 
ACW. 
Out of order HBA requests for host memory Fetches may 

be handled as follows. Once the Missing HBA Request bit is 
set to one in a ACW, and the Time To Live expired while 
waiting for the missing HBA fetch request, the data router 
hardware will respond to the HBA fetch request with a TLP 
Completion with the Completion Status set to Completer 
Abort and set the Write Drop bit 252 to a one in this ACW to 
insure that all subsequent HBA fetch requests received for 
this ACW will be responded to with a TLP Completion with 
the Completion Status set to Completer Abort. 

For instances where the address in the received HBA 
request to fetch data from host memory is less then the next 
expected offset, then the data router hardware will respond to 
the request with a TLP Completion with the Completion 
Status set to Completer Abort. 

Technical effects and benefits of exemplary embodiments 
include the ability of a network interface to directly access a 
host memory via a channel, while providing for the ability of 
the channel to store header information and provide error 
checking without the need to store input or output data at the 
channel. By allowing for direct addressing of the host 
memory, the systems and methods described herein allow 
high performance HBAS (e.g., that Support link speeds at or 
above eight gigabits) to be installed without the need to rede 
sign a store and forward channel model to provide micropro 
cessor speeds and local channel memory bandwidths to Sup 
port such high performance HBAs. They also provide the 
necessary isolation for error checking of a failed HBA that is 
currently provided. In addition, the systems and methods 
described herein allow for the use of HBAs that are only 
configured with one address space to address multiple 
address spaces in a host memory. 

With this method of having the HBA directly addressing 
host memory the microprocessor performance and bandwidth 
requirement of the local channel memory does not have to be 
redesigned to meet increased performance requirements of 
new HBAS. 
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Other technical effects include providing a means to give 
an attached HBA the capability to access any address in any 
Zone in host memory as well as an area in Local Channel 
Memory, providing a means to achieve the equivalent isola 
tion of a HBA from the zSeries Host as exists for the current 5 
channel implementation, providing a means to for the channel 
to insert Information Unit (IU) Header information on an 
outgoing IU and remove and save IU Header information 
from an incoming IU locally in the channel as the Data Router 
is fetching or storing the data for the IU from or into host 
memory, providing a means to validate the Data Check Word 
on incoming data and generate and insert intermediate Data 
Check Words on the outgoing data, under control of a TIDAL, 
as well as at the end of outgoing data as the Data Router is 
storing or fetching data into or from host memory, providing 15 
a means to reorder requests received from a HBA if the HBA 
requests are not received from the HBA in the correct logical 
frame order and detect if a HBA request or frame is lost, 
providing a graceful means to terminate one I/O operation out 
of many that the data router may be working with, without 
disturbing any of the other active I/O operations, and provid 
ing a means to detect that an unrealistic but architectural valid 
Transport Indirect Data Address List is being used that 
requires excessive host memory requests to process therefore 
preventing the host memory request from being processed in 
a timely manner. 
The terminology used herein is for the purpose of describ 

ing particular embodiments only and is not intended to be 
limiting of the invention. As used herein, the singular forms 
“a”, “an and “the are intended to include the plural forms as 
well, unless the context clearly indicates otherwise. It will be 
further understood that the terms “comprises” and/or "com 
prising, when used in this specification, specify the presence 
of stated features, integers, steps, operations, elements, and/ 
or components, but do not preclude the presence or addition 
of one or more other features, integers, steps, operations, 
element components, and/or groups thereof. 
The corresponding structures, materials, acts, and equiva 

lents of all means or step plus function elements in the claims 
below are intended to include any structure, material, or act 
for performing the function in combination with other 
claimed elements as specifically claimed. The description of 
the present invention has been presented for purposes of 
illustration and description, but is not intended to be exhaus 
tive or limited to the invention in the form disclosed. Many 45 
modifications and variations will be apparent to those of 
ordinary skill in the art without departing from the scope and 
spirit of the invention. The embodiment was chosen and 
described in order to best explain the principles of the inven 
tion and the practical application, and to enable others of 50 
ordinary skill in the art to understand the invention for various 
embodiments with various modifications as are suited to the 
particular use contemplated. 
As will be appreciated by one skilled in the art, aspects of 

the present invention may be embodied as a system, method 55 
or computer program product. Accordingly, aspects of the 
present invention may take the form of an entirely hardware 
embodiment, an entirely software embodiment (including 
firmware, resident software, micro-code, etc.) or an embodi 
ment combining software and hardware aspects that may all 60 
generally be referred to herein as a “circuit,” “module' or 
“system.” Furthermore, aspects of the present invention may 
take the form of a computer program product embodied in one 
or more computer readable medium(s) having computer read 
able program code embodied thereon. 
Any combination of one or more computer readable medi 

um(s) may be utilized. The computer readable medium may 
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be a computer readable signal medium or a computer read 
able storage medium. A computer readable storage medium 
may be, for example, but not limited to, an electronic, mag 
netic, optical, electromagnetic, infrared, or semiconductor 
system, apparatus, or device, or any Suitable combination of 
the foregoing. More specific examples (a non-exhaustive list) 
of the computer readable storage medium would include the 
following: an electrical connection having one or more wires, 
a portable computer diskette, a hard disk, a random access 
memory (RAM), a read-only memory (ROM), an erasable 
programmable read-only memory (EPROM or Flash 
memory), an optical fiber, a portable compact disc read-only 
memory (CD-ROM), an optical storage device, a magnetic 
storage device, or any suitable combination of the foregoing. 
In the context of this document, a computer readable storage 
medium may be any tangible medium that can contain, or 
store a program for use by or in connection with an instruction 
execution system, apparatus, or device. 
A computer readable signal medium may include a propa 

gated data signal with computer readable program code 
embodied therein, for example, in baseband or as part of a 
carrier wave. Such a propagated signal may take any of a 
variety of forms, including, but not limited to, electro-mag 
netic, optical, or any Suitable combination thereof. A com 
puter readable signal medium may be any computer readable 
medium that is not a computer readable storage medium and 
that can communicate, propagate, or transport a program for 
use by or in connection with an instruction execution system, 
apparatus, or device. 

Program code embodied on a computer readable medium 
may be transmitted using any appropriate medium, including 
but not limited to wireless, wire line, optical fiber cable, RF, 
etc., or any suitable combination of the foregoing. 
Computer program code for carrying out operations for 

aspects of the present invention may be written in any com 
bination of one or more programming languages, including 
an object oriented programming language such as Java, 
Smalltalk, C++ or the like and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. The program code may 
execute entirely on the user's computer, partly on the user's 
computer, as a stand-alone software package, partly on the 
user's computer and partly on a remote computer or entirely 
on the remote computer or server. In the latter scenario, the 
remote computer may be connected to the user's computer 
through any type of network, including a local area network 
(LAN) or a wide area network (WAN), or the connection may 
be made to an external computer (for example, through the 
Internet using an Internet Service Provider). 

Aspects of the present invention are described below with 
reference to flowchart illustrations and/or block diagrams of 
methods, apparatus (systems) and computer program prod 
ucts according to embodiments of the invention. It will be 
understood that each block of the flowchart illustrations and/ 
or block diagrams, and combinations of blocks in the flow 
chart illustrations and/or block diagrams, can be imple 
mented by computer program instructions. These computer 
program instructions may be provided to a processor of a 
general purpose computer, special purpose computer, or other 
programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 
processor of the computer or other programmable data pro 
cessing apparatus, create means for implementing the func 
tions/acts specified in the flowchart and/or block diagram 
block or blocks. 

These computer program instructions may also be stored in 
a computer readable medium that can direct a computer, other 
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programmable data processing apparatus, or other devices to 
function in a particular manner, Such that the instructions 
stored in the computer readable medium produce an article of 
manufacture including instructions which implement the 
function/act specified in the flowchart and/or block diagram 
block or blocks. 

The computer program instructions may also be loaded 
onto a computer, other programmable data processing appa 
ratus, or other devices to cause a series of operational steps to 
be performed on the computer, other programmable appara 
tus or other devices to produce a computer implemented 
process Such that the instructions which execute on the com 
puter or other programmable apparatus provide processes for 
implementing the functions/acts specified in the flowchart 
and/or block diagram block or blocks. 
The flow diagrams depicted herein are just one example. 

There may be many variations to this diagram or the steps (or 
operations) described therein without departing from the 
spirit of the invention. For instance, the steps may be per 
formed in a differing order or steps may be added, deleted or 
modified. All of these variations are considered a part of the 
claimed invention. 

While the preferred embodiment to the invention had been 
described, it will be understood that those skilled in the art, 
both now and in the future, may make various improvements 
and enhancements which fall within the scope of the claims 
which follow. These claims should be construed to maintain 
the proper protection for the invention first described. 

The invention claimed is: 
1. A method of performing an input/output (I/O) process 

ing operation at a host computer system configured for com 
munication with a control unit, the method comprising: 

obtaining information relating to an I/O operation at a 
channel Subsystem in the host computer system, the 
channel Subsystem including at least one channel having 
a channel processor and a local channel memory, the 
channel Subsystem in communication with a network 
interface configured to transmit data between the chan 
nel Subsystem and the control unit during the I/O opera 
tion; 

generating at least one address control word (ACW) speci 
fying one or more host memory locations for transfer of 
data between the host computer system and the control 
unit, and storing the at least one ACW in the local chan 
nel memory, the at least one ACW including a field for 
storing header information for use in one or more mes 
Sages transmitted between the channel Subsystem and 
the control unit; 

generating an address control structure for each data trans 
fer specified by the I/O operation and forwarding each 
address control structure from the at least one channel to 
the network interface, each address control structure 
specifying a location in the local channel memory of a 
corresponding ACW: 

forwarding an I/O command message to the at least one I/O 
device via the network interface; 

responsive to the I/O command message, receiving a data 
transfer request from the network interface that includes 
the address control structure; 

responsive to the data transfer request including a header 
and data to be stored in the host memory, routing the data 
to at least one host memory location specified by the 
corresponding ACW and storing the header information 
in the corresponding ACW; and 

responsive to the data transfer request including a header 
and requesting data to be retrieved from the host 
memory, routing the data from a host memory location 
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specified by the ACW to the network interface and 
appending header information to the data. 

2. The method of claim 1, wherein the address field of the 
address control structure includes a control field (CTL), a first 
value in the CTL field indicating that the data transfer request 
is to be routed to a first region of the local channel memory, a 
second value in the CTL field indicating that the data transfer 
request is to be routed to a second region of the local channel 
memory, the first region being directly accessible by the net 
work interface for local channel operations, the second region 
including the plurality of ACW's for use by a data router in the 
channel to address the host memory. 

3. The method of claim 2, wherein the address field 
includes the CTL field having the second value, the address 
field including an ACW Index field that specifies one of a list 
of ACWs in the second region. 

4. The method of claim 3. Wherein the I/O operation is a 
transport mode operation, and obtaining information includes 
obtaining a transport command word (TCW) at the channel 
Subsystem, the TCW including a transport command control 
block (TCCB) address field including an address of a TCCB, 
the TCCB including a plurality of device command words 
(DCW) that each includes an I/O command. 

5. The method of claim 4, wherein the data transfer request 
is for data including the TCCB from the host memory and the 
address control structure is a Transport Command Address 
Control Structure, and routing the data includes: 

accessing a Transport Command ACW from the list of 
ACWs based on the ACW Index field in the Transport 
Command Address Control Structure; 

generating a host memory request for the TCCB from a 
host memory location specified by the Transport Com 
mand ACW: 

receiving the TCCB from the host memory, appending 
header information from the Transport Command ACW 
for a Transport Command Information Unit (IU) to be 
sent by the network interface; and 

routing the TCCB and the header information to the net 
work interface. 

6. The method of claim 4, wherein the data transfer request 
includes input data from a Read Transport Data IU and the 
address control structure is a Transport Read Address Control 
Structure, and routing the data includes: 

accessing a Transport Read ACW from the list of ACW's 
based on the ACW Index field in the Transport Read 
Address Control Structure; 

storing Read Transport Data IU header information in the 
Transport Read ACW: 

generating a host memory request to store the input data in 
a host memory location specified by the Transport Read 
ACW; and 

routing the input data to the host memory location via the 
host memory request. 

7. The method of claim 4, wherein the data transfer request 
is for output data from the host memory and the address 
control structure is a Transport Write Address Control Struc 
ture, and routing the data includes: 

accessing a Transport Write ACW from the list of ACW's 
based on the ACW Index field in the Transport Write 
Address Control Structure; 

generating a host memory request to retrieve the output 
data from a host memory location specified by the Trans 
port Write ACW; and 

receiving the output data from the host memory, appending 
header information from the Transport Write ACW for a 
Write Transport Data IU to be sent by the network inter 
face; and 
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routing the output data and the header information to the 
network interface. 

8. The method of claim 4, wherein the data transfer request 
includes ending status data from a Transport Status IU sent by 
the control unit at the conclusion of the I/O operation and the 
address control structure is a Transport Ending Status 
Address Control Structure, and routing the data includes: 

accessing a Transport Status ACW from the list of ACW's 
based on the ACW Index field in the Transport Ending 
Status Address Control Structure; 

storing the Transport Status IU header information in the 
Transport Status ACW: 

generating a host memory request to store the ending status 
data in a host memory location specified by the Trans 
port Status ACW; and 

routing the ending status data to the host memory location 
via the host memory request. 
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