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SYSTEM, METHOD, AND APPARATUS FOR SECURE IDENTITY
AUTHENTICATION

CROSS REFERENCE TO RELATED APPLICATION

[001] The present application is based on and claims the benefits of priority
to Chinese Application No. 201510218936.6, filed April 30, 2015, the entire contents

of which are incorporated herein by reference.

TECHNICAL FIELD

[002] The present application relates to methods, apparatus, and systems for

secure identity authentication.

BACKGROUND

[003] In a distributed computing environment, processes on different terminal
devices communicate with one another via a network. Since the network is open
and insecure, the inter-process communications cannot be guaranteed safe.
Hackers may bréak into the distributed computing environmént and use illegal
processes to communicate with legal processes.

[004] To ensure network security and to prevent such hacking threats,
authentication of each communication process can be implemented before the
communication starts.

[005] Existing technologies, however, have at least a number of drawbacks.
Existing authentication protocols mostly authenticate users for particular
applications. Common users can be authenticated through an internet
authentication protocol to obtain communication keys. However, since the internet

network is open and insecure, hackers’ illegal processes may pass the
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authentication and obtain the communication keys. Therefore, existing

authentication solutions may not be secure.

SUMMARY

[006] One aspect of the present disclosure is directed to a method for
authentication. The method may be implemented by a terminal device. The method
may comprise generating, by a starting unit of the terminal process, process
information of a process of the terminal device before starting the process,
transmitting, by the starting unit the process information to an authentication proxy of
the terminal device, requesting, by the process, the authentication proxy to
authenticate the process after the process is started, obtaining, by the authentication
proxy and from system resources of the terminal device, process information
corresponding to the process, and determining, by the authentication proxy, that the
process is legal if the obtained process information matches the process information
transmitted to the authentication proxy.

[007] | Another aspect of the present disclosure is directed to a non-transitory
computer-readable medium storing one or more programs, the one or more
programs comprising instructions which, when executed by a processor of a first
computer system, cause the first computer system to perform a method. The
method may comprise generating, by a starting unit of the first computer system, first
process information of a process of the first computer system before starting the
process, transmitting, by the starting unit, the process information to an
authentication proxy of the first computer system, requesting, by the process, the
authentication proxy to authenticate the process, obtaining, by the authentication

proxy and from the first computer system, process information corresponding to the
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process, determining, by the authentication proxy, that the process is legal if the
obtained process information matches the process information transmitted to the
authentication proxy.

[008] Another aspect of the present disclosure is directed to an apparatus for
authentication. The apparatus may be in a distributed computer environment. The
apparatus may include an authentication proxy, a starting unit, and a process. The
starting unit may be configured to genherate process information of the process
before starting the process, and transmit the process information to the
authentication proxy. The process may be configured to request the authentication
proxy to authenticate the process. The authentication proxy may be configured to, in
response to the request, obtain, from the apparatus, process information of the
process, determine that the process is legal if the obtained process information
matches the process information transmitted to the authentication proxy.

[009] Another aspect of the present disclosure is directed to a method for
authentication. The method may comprise receiving, by an authentication proxy of a
terminal device, process information of a process before starting the process, and
authenticating, by the authentication proxy of the terminal device, the process after
the process is started. Authenticating the process may comprise obtaining, by the
authentication proxy and from the terminal device, process information
corresponding to the process, and determining, by the authentication proxy, that the
process is legal, if the obtained process information matches the process information
transmitted to the authentication proxy.

[010] A further aspect of the present disclosure is directed to a method for
authentication implemented by a terminal device. The method may include

generating, by the terminal device, process information of a process of the terminal
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device before starting the process, after the process is started, requesting, by the
process, the terminal device to authenticate the process, obtaining, by the terminal
device, process information corresponding to the process, and determining, by the
terminal device, that the process is legal, if the obtained process information
matches the process information generated by the terminal device. The process
information of a process includes at least one of a process ID of the process, an
access path of the process’s execution file, or a signature value of the process’s
execution file.

[011] Additional features and advantages of the present disclosure will be set
forth in part in the following detailed description, and in part will be obvious from the
description, or may be learned by practice of the present disclosure. The features
and advantages of the present disclosure will be realized and attained by means of
the elements and combinations particularly pointed out in the appended claims.

[012] Iltisto be understood that the foregoing general description and the
following detailed description are exemplary and explanatory only, and are not

restrictive of the invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[013] The accompanying drawings, which constitute a part of this
specification, illustrate several embodiments and, together with the description, serve
to explain the disclosed principles.

[014] FIG. 1 is a block diagram illustrating a system for secure
authentication, according to an exemplary embodiment.

[015] FIG. 2 is a flow diagram illustrating a method for secure authentication,

according to an exemplary embodiment.
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[016] FIG. 3 is a flow diagram illustrating another method for secure
authentication, according to an exemplary embodiment.

[017] FIG. 4 is a flow diagram illustrating another method for secure
authentication, according to an exemplary embodiment.

[018] FIG. 5is a block diagram illustrating a system for secret key
negotiation, according to an exemplary embodiment.

[019] FIG. 6 is a flow diagram illustrating a method for inter-process
communication, according to an exemplary embodiment.

[020] FIG. 7 is a block diagram illustrating an apparatus for secure

authentication, according to an exemplary embodiment.

DETAILED DESCRIPTION

[021] Reference will now be made in detail to exemplary embodiments,
examples of which are illustrated in the accompanying drawings. The following
description refers to the accompanying drawings in which the same numbers in
different drawings represent the same or similar elements unless otherwise
represented. The implementations set forth in the following description of exemplary
embodiments consistent with the present invention do not represent all
implementations consistent with the invention. Instead, they are merely examples of
systems and methods consistent with aspects related to the invention as recited in
the appended claims.

[022] FIG. 1is a block diagram illustrating a system 100 for secure
authentication, according to an exemplary embodiment. System 100 may include
one or more terminal devices, for example, terminal 10 and terminal 20. Terminal 10

may include an authentication proxy 11 to perform identify authentications for
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processes (e.g., applications, programs) implemented on terminal 10. Processes
may be interchangeable with computer programs, or instructions stored in computer-
readable storage medium. Terminal 20 may include an authentication proxy 21 to
perform identify authentications for processes implemented on terminal 20. In some
embodiments, terminal 10, e.g. a computer or a mobile phone, may have 3 legal
processes (i.e., processes 1-3). Authentication proxy 11 may start processes 1 and
2. Process 1 may start process 3, i.e., process 1 is process 3’s parent process and
process 3 is process 1’s child process. Terminal 20 may have 3 legal processes
(i.e., processes 4-6). Authentication proxy 21 may start process 4. Process 4 may
start processes 5 and 6, i.e., process 4 is processes 5 and 6’s parent process and
processes 5 and 6 are process 4’s child processes. Steps and method performed by
system 100 may be described below.

[023] FIG. 2 is a flow diagram illustrating a method 200 for secure
authentication, according to an exemplary embodiment. Method 200 may be
applicable to, for example, process 3 of terminal 10. Method 200 may be
implemented by a terminal device, e.g. terminal 10. Terminal 10 may be a computer
system comprising a processor and a non-transitory computer-readable storage
medium storing instructions. Method 200 may include a number of steps, some of
which may be optional.

[024] Step 201: process 1 of terminal 10 generates process 3’s process
information (can be called first process information) before starting process 3 and
transmits the first process information to authentication proxy 11.

[025] The first process information may include at least one of a process 1D
(PID) of process 3, an access path of process 3’s execution file, or a signature vélue

of process 3’s execution file.
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[026] In some embodiments, process 1 can calculate the signature value
with a preset algorithm. For example, if the signature value is a shal value, process
1 can calculate the signature value by using a shalsum command in linux system.

[027] In one example, processor 3’s process information includes:

[028] PID: 14632

[029] access path of execution file: /bin/sleep

[030] shal value of execution file:
5bbc30bb0b086b587d2a55b93d5¢cdbe6fb03cc3f

[031] In addition to process 3's process information, other started processes’
process information of terminal 10 may also be transmitted to authentication proxy
11. Authentication proxy 11 may maintain all process information of started
processes in terminal 10. The transmission may be performed by a starting unit
included in the processes.

[032] Step 202: after being started, process 3 of terminal 10 requests
authentication proxy 11 to authenticate process 3. The request may be implemented
by linux’s domainsocket method in communication with authentication proxy 11.

[033] Step 203: in response to the request, authentication proxy 11 obtains,
from terminal 10’s system resources, process information corresponding to process
3 (can be called second process information, and the second process information
may be the same as the first process information), and determines if the first process
information is the same as the second process information. If the determination is
yes, the method proceeds to step 204. If the determination is no, the method
proceeds to step 205.

[034] Step 204: authentication proxy 11 determines that process 3 is legal.

The method ends.
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[035] Step 205: authentication proxy 11 determines that process 3 is illegal.
The method ends.

[036] In some embodiments, after receiving the request of step 202,
authentication proxy 11 may obtain, through linux’s getsockopt interface and
SO_PEERCRED parameter, processor 3's PID, from a kernel. Authentication proxy
11 may also obtain, based on process 3's PID and from /proc file system, an access
path of process 3's execution file. Authentication proxy 11 may also calculate a
signature value of the execution file with a preset signature value calculation
algorithm.

[037] In some embodiments, if a real process 3 requests authentication from
authentication proxy 11, authentication proxy 11 obtains the real process 3’s process
information from terminal 10’s system resources. By a comparison; the real process
3's process information matches with process information transmitted by process 1,
and it can be confirmed that the real process 3 is started by process 1, i.e., the real
process 3 is legal and is an authenticated process.

[038] In some embodiments, if a fake process 3 requests authentication from
authentication proxy 11, authentication proxy 11 obtains the fake process 3’s
process information from terminal 10’s system resources. By a comparison, the fake
process 3's process information does not match with process information transmitted
by process 1, and it can be confirmed that the fake process 3 is not started by
process 1, i.e., the fake process 3 is illegal.

[039] Authentication proxy 11 can compare obtained process information,
e.g., process 3’s information, with all process information maintained by

authentication proxy 11. If any match from the comparison is identified, process 3
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can be determined to be legal. If no match from the comparison is identified,
process 3 can be determined to be illegal.

[040] FIG. 3is a flow diagram illustrating another method 300 for secure
authentication, according to an exemplary embodiment. Method 300 may be
implemented by a terminal device, e.g. terminal 10. The terminal device 10 may be
a computer system comprising a processor and a non-transitory computer-readable
storage medium storing instructions. Method 300 may include a number of steps,
some of which may be optional.

[041] Step 301: process 1 of terminal 10 generates process 3’s process
information (first process information) and an original secret key before starting
process 3 and transmits the first process information and the original secret key to
authentication pfoxy 11. After starting process 3, process 1 transmits the original
secret key to process 3.

[042] Step 302: after being started, process 3 of terminal 10 uses the
original secret key to request authentication proxy 11 to authenticate process 3.

[043] Step 303: in response to the request, authentication proxy 11 obtains,
from terminal 10’s system resources, process information of process 3 (second
process information), and determines if the second process information is the same
as the first process information. If the determination is yes, the method proceeds to
step 304. If the determination is no, the method proceeds to step 305.

[044] Step 304: authentication proxy 11 authenticates the original secret key
transmitted by the process against the original secret key transmitted by the starting
unit. If the authentication is positive, the method proceeds to step 306. If the

authentication is negative, the method proceeds to step 305. The authentication can
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be implemented by Message Authentication Code (MAC) or Authenticated -
Encryption.

[045] Step 305: authentication proxy 11 determines that process 3 is illegal.
The method ends.

[046] Step 306: authentication proxy 11 determines that process 3 is legal.
The method ends.

.[047] In method 300, in addition to comparing process information, an
authentication proxy may compare secret keys, to improve security. Thus, the
authentication result can be more reliable and the authentication process can be
more secure.

[048] In some exemplary embodiments, a secret key’s lifetime can be set to
once, e.g., the original secret key of process 3 may expire after the first use. Evenif
an illegal process obtains a secret key of a legal process, the illegal process may not
be able to use the secret key to pasé an authentication by an authentication proxy,
since the secret key expires after the first use.

[049] In some exemplary embodiments, authentication proxy 11 can
establish a corresponding relationship between process 3’s process information
transmitted by process 1 (first process information) and the original secret key. In
response to the authentication request by process 3, authentication proxy 11 can
search, from process information maintained by authentication proxy 11, for
matching process information to the original secret key, to obtain process 3’s
process information. Thus, authentication proxy 11 can compare the obtained
process information with the first process information. This can reduce time in
search and facilitate the authentication process. In some embodiments, after

process 3’s secret key expires, authentication proxy 11 may cancel the
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corresponding relationship between process 3's process information transmitted by
process 1 (first process information) and the original secret key.

[050] In some exemplary embodiments, in addition to process 3, other
processes on terminal 10 can be authenticated, for example, process 1 and process
2. Since process 1 and process 2 are started by authentication proxy 11,
authentication proxy 11 can generate corresponding process information and secret
keys.

[051] In some exemplary embodiments, in terminal 10, all processes
authenticated by authentication proxy 11 may be recorded. Accordingly, a tree
relationship structure can be established, with the root being authentication proxy 11
and branching to processes started by the root and so forth (i.e., the tree relationship
structure may have a root and many nodes, with each node, representing a process,
may branch to processes started by the process). A path tracing from a node to the
root may represent the only identification of the node (i.e. the process represented
by the node).

[052] Authentication proxy 11 may determine a path of process 3, the path
tracing process 3 to authentication proxy 11 in the tree relationship structure being
the only identification of process 3. For example, process 3’s identification is:
process 3@process 1@authentication proxy 11; process 1’s identification is:
process 1@authentication proxy 11; and process 2’s identification is:
process 2 @authentication proxy 11.

[053] Similarly, process 5’s identification can be: process 5@process
4 @authentication proxy 21; process 6's identification is: process 6 @ process

4@ authentication proxy 21.
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[054] FIG. 4 is a flow diagram illustrating another method 400 for secure
authentication, according to an exemplary embodiment. Method 400 may be
implemented by a terminal device, e.g. terminal 10. The terminal device 10 may be
a computer system comprising a processor and a non-transitory computer-readable
storage medium storing instructions. Method 400 may include a number of steps,
some of which may be optional.

[055] In some exemplary embodiments, after determining that process 3 is
legal, authentication proxy 11 may negotiate an original secret key with process 3.
The original secret key can be used for communication between process 3 and
authentication proxy 11, so that process 3 can communicate with other processes
through authentication proxy 11. The original secret key can be implemented by
multiple methods, including, for example, Diffie-Hellman key exchange.

[056] At step 401, process 1 of terminal 10 generates process 3’s process
information (first process information) and an original secret key before starting
process 3, and transmits the first process information and the original secret key to
authentication proxy 11. After starting process 3, process 1 transmits the first secret
key to process 3.

[057] At step 402, after being started, process 3 of terminal 10 uses the
original secret key to request authentication proxy 11 to authenticate process 3.

[058] At step 403, in response to the request, authentication proxy 11
obtains, from terminal 10’s system resources, process information (second process
information), and original secret key of process 3 and determines if the second
process information is the same as the first process information, and compare the
original secret key transmitted by the process with the original secret key transmitted

by the starting unit to determine whether they are the same. If the determination

12



WO 2016/176424 PCT/US2016/029731

results for the process information and secret key both are yes, i.e., the second
process information is the same as the first process information and the second
secret key is the same as the first secret key, authentication proxy 11 determines
that process 3 is legal.

[059] At step 404, authentication proxy 11 generates a first secret key for
process 3 and transmits the first secret key to process 3.

[060] FIG. 5 is a block diagram illustrating a system 500 for secret key
negotiation, according to an exemplary embodiment. System 500 may include
terminal 1 and terminal 2.

[061] In some exemplary embodiments, terminal 1 may include a client
process and terminal 2 may include a server process. The client process and the
server process may both be authenticated. The client process may have obtained a
first secret key, i.e., client_key for secure communication with agent_c, which is
included in terminal 1. Similarly, the server process may have obtained a second
secret key, i.e., server_key for secure communication with agent_s, which is
included in terminal 2.

[062] In some exemplary embodiments, when the client process
communicates with the server process, inter-process communication can be
illustrated below with reference to FIG. 6.

[063] FIG. 6 is a flow diagram illustrating a method 600 for inter-process
communication, according to an exemplary embodiment. Method 600 may be
implemented by terminal devices, e.g. terminal 1 and terminal 2. Method 600 may
also be implemented by one or more computer systems comprising one or more

processors and non-transitory computer-readable storage medium storing
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instructions. Method 600 may include a number of steps, some of which may be
optional.

[064] Step 601: the client process of terminal 1 communicates with agent_c
of terminal 1 and requests to communicate with server process of terminal 2.

[065] Step 602: agent_c communicates with agent_s of terminal 2 to
negotiate and obtain session_key.

[066] Step 603: agent_c generates client_ticket, agent_s generates
server_ticket, and client_ticket = Encrypt (éession_key, client_key), i.e., session_key
is encrypted with client_key. Similarly, server_ticket = Encrypt (session_key,
server_key), i.e., session_key is encrypted with server_key.

[067] Step 604: agent_s transmits server_ticket to agent_c.

[068] Step 605: agent_c transmits client_ticket and server_ticket to the client
process.

[069] Step 606: the client process obtains client_key and decrypts
client_ticket with client_key to obtain session_key.

[070] Step 607: the client process transmits server_ticket to the server
process.

[071] Step 608: the server process obtains server_key and decrypts
server_ticket with server_key to obtain session_key.

[072] Step 609: the client process communicates with the server process, the
communication being encrypted with session_key.

[073] In some embodiments, after the authentication, the client process may
obtain a unique identification client_info and the server process may obtain a unique’

identification server_info.

14
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[074] In step 602 described above, client_ticket and server_ticket can also
be generated by: client_ticket = Encrypt (session_key + server_info, client_key), i.e.,
session_key and server_info are encrypted with client_key, and server_ticket =
Encrypt (session_key + client_info, server_key), i.e., session_key and client_info aré
encrypted with server_key.

[075] Correspondingly, at step 606, the client process may decrypt
client_ticket with client_key to obtain session_key and server_info, and at step 608,
the server process may decrypt server_ticket with server_key to obtain session_key
and client_info.

[076] Before step 609, the client process may determine if the server process
is the expected communication target based on obtained server_info, and the server
process can determine if the client process is the expected communication target
based on obtained client_info. If the client process determines that the server
process is the expected communication target, at step 608, the client process may
transmit a message to the server process through session_key. If the client process
determines that the server process is not the expected communication target, the
client process may not transmit a message to the server process. When the client
process sending the message to server process and if the server process
determines that the client process is the expected communication target, the server
process may respond to the client process. Otherwise, the server process may not
respond to the client process.

[077] As illustrated above, a terminal device may authenticate a process
included in the terminal device by an authentication proxy included in the terminal
device. Before being started, the process, e.g. the process’s starting unit, may

report corresponding process information to the authentication proxy. The reported

15
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process information may be recorded on a “white list” in the authentication proxy.
During authentication, the authentication proxy may retrieve, from system resources
of the terminal device, process information of a process to be authenticated, and
determine if the process information is to be authenticated is on the “white list.” If the
process is legal, its process information can be on the “white list.” lllegal processes’
process information cannot be on the “white list.” Thus, the authentication process
can be secured.

[078] FIG. 7 is a block diagram illustrating an apparatus 700 for secure
authentication, according to an exemplary embodiment. Apparatus 700 may be a
terminal device in a distributed computing environment. Apparatus 700 may include
an authentication proxy 71, a starting unit 72, and a process 73.

[079] Starting unit 72 may be configured to generate process 73’s process
information (first process information) before starting process 73 and to transmit the
first process information to authentication proxy 71.

[080] Process 73 may be configured to request authentication proxy 71 to
authenticate process 73 after it is started.

[081] Authentication proxy 71 may be configured to, in response to the
request, obtain, from system resources, process information of process 73 (second
process information), and determine if the first process information is the same as
the second process information. If the determination is yes, authentication proxy 71
determines that process 73 is legal. If the determination is no, the method
determines that process 73 is illegal.

[082] The process information may include at least one of a process ID (PID)
of process 73, an access path of process 73’s execution file, or a signature value of

process 73’s execution file.
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[083] In some embodiments, starting unit 72 may be configured to generate
process 73’s secret key (the original secret key) and to transmit the original secret
key to authentication proxy 71. Then, after starting process 73, starting unit 72 may
be further configured to transmit the original secret key to process 73.
Authentication proxy 71 may be configured to authenticate a second secret key
transmitted by process 73 against the original secret key transmitted by the starting
unit. If the authentication is positive, authentication proxy 71 may be configured to
determine that process 73 is legal. If the authentication is negative, authentication
proxy 71 may be configured to determine that process 73 is illegal.

[084] Process 73 may be configured to, after being started, request
authentication proxy 71 to authenticate process 73.

[085] In some exemplary embodiments, a secret key’s lifetime can be set to
once.

[086] In some exemplary embodiments, authentication proxy 71 may be
configured to determine a path tracing process 73 to authentication proxy 71
according to a tree relationship described above, and to use the path as the only
identification of process 73.

[087] In some exemplary embodiments, authentication proxy 71 may be
further configured to, after determining that process 73 is legal, negotiate a first
secret key with process 73. The first secret key can be used for communication
between process 73 and authentication proxy 71.

[088] In some exemplary embodiments, process 73 may be configured to-
communicate with authentication proxy 71, request communication with a target

process, receive a first ticket from authentication proxy 71, decrypt the first ticket with
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a first secret key, obtain a communication secret key, and communicate with the
target process with the communication secret key.

[089] Authentication proxy 71 may be configured to, in response to the
request, negotiate the communication secret key with another authentication proxy
on a terminal device of the target process, encrypt the communication key with the
first secret key to obtain the first ticket, and transmit the first ticket to process 73.

[090] In some exemplary embodiments, authentication proxy 71 may be
further configured to, after the negotiation, receive a second ticket transmitted by the
authentication proxy on the terminal device of the target process (i.e., the target
authentication proxy), and transmit the second ticket to process 73, the second ticket
obtained by encrypting the communication secret key with the second secret key,
and the second secret key being used for communication between the target
process and the authentication proxy on the terminal device of the target process.

[091] Process 73 may be further configured to transmit the second ticket to
the target process, so that the target process can decrypt the second ticket to obtain
the communication secret key.

[092] In some exemplary embodiments, authentication proxy 71 may be
further configured to obtain an identification of the target process from the
authentication proxy on the terminal device of the target process.

[093] Authentication proxy 71 may be configured to encrypt the
communication secret key and the identification of the target process with the first
secret key to obtain a first ticket, and transmit the first ticket to process 73.

[094] Process 73 may be configured to decrypt the first ticket with the first
secret key to obtain the communication secret key and the identification of the target

process.
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[095] In some exemplary embodiments, process 73 may be further
configured to, before communicating with the target process with the communication
secret key, determine if the target process is an expected communication target
based on the identification of the target process. If the determination result is yes,
process 73 may be configured to communicate with the target process with the
communication secret key.

[096] As illustrated above, a terminal device may authenticate a process
included in the terminal device by an authentication proxy included in the terminal
device. Before being started, the process, e.g. the process’s starting unit, may
report corresponding process information to the authentication proxy. The reported
process information may be recorded on a “white list” in the authentication proxy.
During authentication, the authentication proxy may retrieve, from system resources
of the terminal device, process information of a process to be authenticated, and
determine if the process information is to be authenticated is on the “white list.” If the
process is legal, its process information can be on the “white list.” lllegal processes’
process information cannot be on the “white list.” Thus, the authentication process
can be secured.

[097] A person skilled in the art can further understand that, various
exemplary logic blocks, modules, circuits, and algorithm steps described with
reference to the disclosure herein may be implemented as electronic hardware,
computer software, or a combination of electronic hardware and computer software.
For examples, the modules/units may be implemented by a processor executing
software instructions stored in the computer-readable storage medium.

[098] The flowcharts and block diagrams in the accompanying drawings

show system architectures, functions, and operations of possible implementations of
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the system and method according to multiple embodiments of the present invention.
In this regard, each block in the flowchart or block diagram may represent one
module, one program segment, or a part of code, where the module, the program
segment, or the part of code includes one or more executable instructions used for
implementing specified logic functions. It should aiso be noted that, in some
alternative implementations, functions marked in the blocks may also occur in a
sequence different from the sethence marked in the drawing. For example, two
consecutive blocks actually can be executed in parallel substantially, and
sometimes, they can also be executed in reverse order, which depends on the
functions involved. Each block in the block diagram and/or flowchart, and a
combination of blocks in the block diagram and/or flowchart, may be implemented by
a dedicated hardware-based system for executing corresponding functions or
operations, or may be imblemented by a combination of dedicated hardware and
computer instructions.

[099] As will be understood by those skilled in the art, embodiments of the
present disclosure may be embodied as a method, a system or a computer program
product. Accordingly, embodiments of the present disclosure may take the form of
an entirely hardware embodiment, an entirely software embodiment or an
embodiment combining software and hardware. Furthermore, embodiments of the
present disclosure may take the form of a computer program product embodied in
one or more computer-readable storage media (including but not limited to a
magnetic disk memory, a CD-ROM, an optical memory and so on) containing
computer-readable program codes.

[0100] Embodiments of the present disclosure are described with reference to

flow diagrams and/or block diagrams of methods, devices (systems), and computer
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program products according to embodiments of the present disclosure. It will be
understood that each flow and/or block of the flow diagrams and/or block diagrams,
and combinations of flows and/or blocks in the flow diagrams and/or block diagrams,
can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general-purpose computer, a
special-purpose computer, an embedded processor, or other programmable data
processing devices to produce a machine, such that the instructions, which are
executed via the processor of the computer or other programmable data processing
devices, create a means for implementing the functions specified in one or more
flows in the flow diagrams and/or one or more blocks in the block diagrams.

[0101] These computer program instructions may also be stored in a
computer-readable memory that can direct a computer or other programmable data
processing devices to function in a particular manner, such that the instructions
stored in the computer-readable memory produce a manufactured product including
an instruction means that implements the functions specified in one or more flows in
the flow diagrams and/or one or more blocks in the block diagrams.

[0102] These computer program instructions may also be loaded onto a
computer or other programmable data processing devices to cause a series of
operational steps to be performed on the computer or other programmable devices
to produce processing implemented by the computer, such that the instructions
which are executed on the computer or other programmable devices provide steps
for implementing the functions specified in one or more flows in the flow diagrams
and/or one or more blocks in the block diagrams. In a typical configuration, a
computer device includes one or more Central Processing Units (CPUs), an

input/output interface, a network interface, and a memory. The memory may include
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forms of a volatile memory, a random access memory (RAM), and/or non-volatile
memory and the like, such as a read-only memory (ROM) or a flash RAM in a
computer-readable storage medium. The memory is an example of the computer-
reédable storage medium.

[0108] The computer-readable storage medium refers to any type of physical
memory on which information or data readable by a processor may be stored. Thus,
a computer-readable storage medium may store instructions for execution by one or
more processors, including instructions for causing the processor(s) to perform steps
or stages consistent with the embodiments described herein. The computer-
readable storage medium includes non-volatile and volatile media, and removable
and non-removable media, wherein information storage can be implemented with
any method or technology. Information may be modules of computer-readable
instructions, data structures and programs, or other data. Examples of a computer-
storage medium include but are not limited to a phase-change random access
memory (PRAM), a static random access memory (SRAM), a dynamic random
access memory (DRAM), other types of random access memories (RAMs), a read-
only memory (ROM), an electrically erasable programmable read-only memory
(EEPROM), a flash memory or other memory technologies, a compact disc read-only
memory (CD-ROM), a digital versatile disc (DVD) or other optical storage, a cassette
tape, tape or disk storage or other magnetic storage devices, a cache, a register, or
any other non-transmission media that may be used to store information capable of
being accessed by a computer device. The computer-readable storage medium is
non-transitory, and does not include transitory media, such as modulated data

signals and carrier waves.
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[0104] The specification has described methods, apparatus, and systems for
secure identity authentication. The illustrated steps are set out to explain the
exemplary embodiments shown, and it should be anticipated that ongoing
technological development will change the manner in which particular functions are
performed. Thus, these examples are presented herein for purposes of illustration,
and not limitation. For example, steps or processes disclosed herein are not limited
to being performed in the order described, but may be performed in any order, and
some steps may be omitted, consistent with the disclosed embodiments. Further,
the boundaries of the functional building blocks have been arbitrarily defined herein
for the convenience of the description. Alternative boundaries can be defined so
long as the specified functions and relationships thereof are appropriately performed.
Alternatives (including equivalents, extensions, variations, deviations, etc., of those
described herein) will be apparent to persons skilled in the relevant art(s) based on
the teachings contained herein. Such alternatives fall within the scope and spirit of
the disclosed embodiments.

[0105] While examples and features of disclosed principles are described
herein, modifications, adaptations, and other implementations are possible without
departing from the spirit and scope of the disclosed embodiments. Also, the words
“comprising,” “having,” “containing,” and “including,” and other similar forms are
intended to be equivalent in meaning and be open ended in that an item or items
following any one of these words is not meant to be an exhaustive listing of such
item or items, or meant to be limited to only the listed item or items. It must also be

» «

noted that as used herein and in the appended claims, the singular forms “a,” “an,”

and “the” include plural references unless the context clearly dictates otherwise.
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[0106] It will be appreciated that the present invention is not limited to the
exact construction that has been described above and illustrated in the
accompanying drawings, and that various modifications and changes can be made
without departing from the scope thereof. It is intended that the scope of the

invention should only be limited by the appended claims.
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WHAT IS CLAIMED |S:

1. A method for authentication, implemented by a terminal device, comprising:

generating, by a starting unit of the terminal device, process information of a
process of the terminal device before starting the process;

transmitting, by the starting unit, the process information to an authentication
proxy of the terminal device;

after the process is started, requesting, by the process, the authentication
proxy to authenticate the process;

obtaining, by the authentication proxy and from the terminal device, process
information corresponding to the process; and

determining, by the authentication proxy, that the process is legal, if the
obtained process information matches the process information transmitted to the

authentication proxy.

2. The method for authentication of claim 1, wherein the process information
includes at least one of a process ID of the process, an access path of the process’s

execution file, or a signature value of the process’s execution file.

3. The method for authentication of claim 1, further comprising:
generating, by the starting unit, an original secret key of the process;
transmitting, by the starting unit, the original secret key to the authentication
proxy;
starting, by the starting unit, the process;

transmitting, by the starting unit, the original secret key to the process;
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authenticating, by the authentication proxy, a secret key transmitted by the
process against the original secret key transmitted by the starting unit; and

determining that the process is legal, if the authentication is passed.

4. The method for authentication of claim 1, wherein:

the starting unit is included a parent process, if the process is a child process;
and

the starting unit is included the authentication proxy, if the process is a parent

process.

5. The method for authentication of claim 1, further comprising:

determining, by the authentication proxy, a path tracing the process to the
authentication proxy; and

using, by the authentication proxy, the path as the identification of the

process.

6. The method for authentication of claim 1, further comprising negotiating, by the
authentication proxy, a first secret key for secure communication between the

authentication proxy and the process, if the process is determined legal.

7. The method for authentication of claim 6, further comprising:

requesting, by the process, communication with a target process on a second
terminal device;

negotiating, by the authentication proxy, a communication secret key with a

target authentication proxy of the second terminal device, in response to the request;
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encrypting, by the authentication proxy, the communication secret key with
the first secret key to obtain a first ticket;

transmitting, by the authentication proxy, the first ticket to the process; and

decrypting, by the process, the first ticket with the first secret key to obtain the
communication secret key for secure communication between the process and the

target process.

8. The method for authentication of claim 7, further comprising:

after negotiating the communication secret key with the target authentication
proxy of the second terminal device, receiving, by the authentication proxy, a second
ticket transmitted by the target authentication proxy; and

transmitting, by the authentication proxy, the second ticket to the process, the
second ticket being obtained by encrypting the communication secret key with the
second secret key, and the second secret key being used for communication

between the target process and the target authentication proxy.

9. The method for authentication of claim 7, further comprising obtaining, by the
authentication proxy, an identification of the target process from the target
authentication proxy, and wherein:

encrypting, by the authentication proxy, the communication secret kéy with
the first secret key to obtain the first ticket comprises encrypting, by the
authentication proxy, the communication secret key and the identification of the
target process with the first secret key to obtain a first ticket and transmitting the first

ticket to the process, and
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decrypting, by the process, the first ticket with the first secret key to obtain the
communication secret key comprises decrypting, by the process, the first ticket with

the first secret key to obtain the communication secret key and the identification.

10. The method for authentication of claim 9, further comprising:

before communicating with the target process with the communication secret
key, determining, by the process, if the target process is an expected communication
target based on the identification of the target process; and

communicating, by the process, with the target process with the
communication secret key, if the target process is the expected communication

target.

11. A non-transitory computer-readable medium storing one or more programs, the
one or more programs comprising instructions which, when executed by a processor
of a first computer system, cause the first computer system to perform a method
comprising:

generating, by a starting unit of the first computer system, process information
of a process of the first computer system before starting the process;

transmitting, by the starting unit, the process information to an authentication
proxy of the first computer system;

after the process is started, requesting, by the process, the authentication
proxy to authenticate the process;

obtaining, by the authentication proxy and from the first computer system,

process information corresponding to the process;
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determining, by the authentication proxy, that the process is legal, if the
obtained process information matches the process information transmitted to the

authentication proxy.

12. The non-transitory computer-readable medium of claim 11, wherein the process
information includes at least one of a process ID of the process, an access path of

the process’s execution file, or a signature value of the process’s execution file.

13. The non-transitory computer-readable medium of claim 11, wherein the method
further comprises:

generating, by the starting unit, an original secret key of the process;

transmitting, by the starting unit, the original secret key to the authentication
proxy;

starting, by the starting unit, the process;

transmitting, by the original secret key to the process;

authenticating, by the authentication proxy, a secret key transmitted by the
process against the original secret key transmitted by the starting unit; and

determining that the process is legal, if the authentication is passed’.

14. The non-transitory computer-readable medium of claim 11, wherein:
the starting unit is a parent process, if the process is a child process;
and

the starting unit is the authentication proxy, if the process is a parent process.
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15. The non-transitory computer-readable medium of claim 11, further comprising:
determining, by the authentication proxy, a path tracing the process to the
authentication proxy; and
using, by the authentication proxy, the path as the only identification of the

process.

16. The non-transitory computer-readable medium of claim 11, further comprising:

negotiating, by the authentication proxy, a first secret key for secure
communication between the authentication proxy and the process, if the process is
determined legal;

requesting, by the process, communication with a target process on a second
computer system;

negotiating, by the authentication proxy, a communication secret key with a
target authentication proxy of the second terminal device;

encrypting, by the authentication proxy, the communication secret key with
the first secret key to obtain a first ticket;

transmitting, by the authentication proxy, the first ticket to the process; and

decrypting, by the process, the first ticket with the first secret key to obtain the
communication secret key for secure communication between the process and the

target process.

17. The non-transitory computer-readable medium of claim 16, further comprising:
after negotiating the communication secret key with the target authentication
proxy of the second terminal device, receiving, by the authentication proxy, a second

ticket transmitted by the target authentication proxy; and
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transmitting, by the authentication proxy, the second ticket to the process, the
second ticket being obtained by encrypting the communication secret key with the
second secret key, and the second secret key being used for communication
between the target process and the target authentication proxy;
obtaining, by the authentication proxy, an identification of the target process
from the target authentication proxy, and wherein:
encrypting, by the authentication proxy, the communication
secret key with the first secret key to obtain the first ticket comprises
encrypting, by the authentication proxy, the communication secret key
and the identification of the target process with the first secret key to
obtain a first ticket and transmitting the first ticket to the process, and
decrypting, by the process, the first ticket with the first secret key
to obtain the communication secret key comprises decrypting, by the
process, the first ticket with the first secret key to obtain the

communication secret key and the identification.

18. The non-transitory computer-readable medium of claim 17, further comprising:
before communicating with the target process with the communication secret
key, determining, by the process, if the target process is an expected communication
target based on the identification of the target process; and
communicating, by the process, with the target process with the
communication secret key, if the target process is the expected communication

target.
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19. A method for authentication, implemented by a terminal device, comprising:

generating, by the terminal device, process information of a process of the
terminal device before starting the process;

after the process is started, requesting, by the process, the terminal device to
authenticate the process;

obtaining, by the terminal device, process information corresponding to the
process; and

determining, by the terminal device, that the process is legal, if the obtained
process information matches the process information generated by the terminal

device.

20. A method for authentication, comprising:
receiving, by an authentication proxy of a terminal device, process information
of a process before starting the process; and
authenticating, by the authentication proxy of the terminal device, the process
after the process is started, wherein authenticating the process comprises:
obtaining, by the authentication proxy and from the terminal device,
process information corresponding to the process; and
determining, by the authentication proxy, that the process is legal, if the
obtained process information matches the process information transmitted to the

authentication proxy.
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