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(57) Abstract: MPU (1) according to the present
invention encrypts a confidential value using a
given encryption key. Further, if the confidential
value is an initial value which is written upon
initialization of a flash memory (20) storing the
encrypted value, the MPU (1) converts the en-
crypted value to a value that is reconvertible and
independent from the encrypt key. Then, the
MPU (1) stores the converted value in the flash
memory (20). Hereby, the MPU (1) makes it vir-
tually impossible to analyze the encryption, and
thereby improving its tamper resistance.
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