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System  of  management  of  data,  relating  to  security,  based  on  cirteria  of  distributed  intelligence. 

©  The  device  has  as  its  object  a  data  management 
system,  relating  to  security,  based  on  criteria  of 
distributed  intelligence,  characterized  in  that  it  com- 
prises  a  plurality  of  sensor  units  (1),  each  able  to 
manage  specific  sensors  of  the  seismic,  microphone, 
thermal  type  and  to  perform  a  series  of  local  activi- 
ties. 

Said  plurality  of  sensor  units  is  connected  to  a 
main  loop  (2),  able  to  verify  and  organize  the  data 
received  from  the  individual  sensor  units,  in  a  file. 

Further,  a  concentrator  (3)  is  provided,  able  to 
access  the  data  stored  in  the  main  loop  and  to  make 
a  comparison  between  the  data  and  its  own  logic 
maps,  the  concentrator  communicates  with  a  com- 

«""puter  (4),  at  the  central  level,  using  the  data  net- 
^   works  existing  in  the  banking  institutions. 
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System  of  management  of  data,  relating  to  security,  based  on  criteria  of  distributed  intelligence 

This  invention  has  as  its  object  a  system  of 
management  of  data,  relating  to  security,  based  on 
criteria  of  distributed  intelligence. 

As  it  known,  in  general,  theftproof  and  burglar- 
proof  security  installations,  which  are  used  for  the 
protection  of  high-risk  premises  such  as  banking 
institutions  and  the  like  are  now  made  up  of  three 
basic  components,  which  are  correlated  and  con- 
ceptually  distinct,  namely:  the  central,  connections 
and  sensors. 

The  central  has  the  function  of  collecting,  by 
the  connections,  the  signals  that  originate  at  the 
sensors,  when  the  latter  are  activated  by  outside 
events. 

In  such  types  of  installations,  the  sensors  sim- 
ply  constitute  passive  elements  that  have  only  the 
function  of  detecting  a  signal  but  are  not  able  to 
provide  for  its  immediate  processing,  at  least  for 
some  types  of  functions. 

This  dispersion  creates  notable  collection  prob- 
lems  and  does  not  make  it  possible  to  obtain  a 
truly  effective  service,  able  to  meet  the  individual 
needs  that  occur. 

The  object  of  the  invention  is  to  eliminate  the 
above-mentioned  drawbacks  by  achieving  a  sys- 
tem  of  management  of  data,  relating  to  security, 
based  on  criteria  of  distributed  intelligence,  which 
makes  it  possible  to  have  sensors  able  to  perform 
determined  functions  and  to  be  interconnected  to 
follow  an  overall  program  for  the  entire  defense 
system. 

In  particular,  said  data  management  system 
should  be  able  to  use,  by  interconnection  of  the 
various  sensors,  the  data  network  existing  in  bank- 
ing  institutions,  thus  having  the  possibility  of  sim- 
plifying  the  connections  themselves  and  making 
them  efficient. 

Further,  the  system,  according  to  this  invention, 
makes  it  possible  to  correlate,  by  logical  programs, 
signals  coming  from  various  sensing  sections,  to 
filter,  on  a  single  device,  possible  false  alarms  and 
spurious  signals  coming  from  the  environment. 

Finally,  in  the  management  system  a  particular 
sensor  unit  is  provided,  which  constitutes  an  op- 
timal  block  for  the  entire  functioning  system. 

The  above-mentioned  object  as  well  as  said 
aims  and  others,  which  will  be  shown  better  below, 
are  achieved  by  a  data  management  system,  relat- 
ing  to  security,  based  on  criteria  of  distributed 
intelligence,  characterized  by  comprising  a  plurality 
of  sensor  units  each  able  to  manage  specific  sen- 
sors,  of  the  seismic,  microphone,  thermal  type  and 
to  follow  a  series  of  local  activities. 

Said  plurality  of  sensor  units  are  connected  to 
a  main  loop,  able  to  verity  and  organize  the  data 

received  from  individual  sensor  units  in  a  file. 
Further,  a  concentrator  is  provided,  able  to 

access  data  filed  in  the  main  loop  and  to  make  a 
comparison  between  the  data  and  its  own  logical 

5  maps. 
The  concentrator  communicates  with  a  com- 

puter,  at  the  central  level,  using  data  networks 
existing  in  the  banking  institutions. 

Further  characteristics  and  advantages  of  the 
w  invention  will  be  shown  better  by  an  examination  of 

the  description  of  a  preferred,  but  not  exclusive, 
embodiment,  of  a  data  management  system,  relat- 
ing  to  security,  based  on  the  criteria  of  distributed 
intelligence,  which  is  illustrated  in  the  accompany- 

15  ing  drawings  in  which: 
fig.  1  represents  a  block  diagram; 
fig.  2  represents  the  block  diagram  of  a  main 

loop. 
With  particular  reference  to  the  numerical  sym- 

20  bols  of  said  figures,  it  is  noted  that  the  data  man- 
agement  system,  relating  to  security,  based  on 
criteria  of  distributed  intelligence,  comprises  a  plu- 
rality  of  sensor  units,  indicated  overall  by  reference 
number  1. 

25  Each  sensor  unit  has  a  significant  processing 
capacity  and  contains  an  8-bit  microprocessor  and 
has  32  K  of  ROM  and  32  K  of  RAM. 

Further,  internally,  the  sensor  unit  has  two  EIA 
standard  serial  interfaces. 

30  The  sensor  unit  manages  the  communications 
on  one  of  the  interfaces,  by  a  standard  protocol, 
which  permits  its  connection  to  the  network. 

Further,  the  sensor  unit  has  input  and  output 
ports,  which  allows  interfacing  of  the  sensor  with 

35  external  security  devices,  operating  with  ON/OFF 
logics. 

In  its  practical  use,  sensor  unit  1  performs  the 
task  of  managing,  in  an  optimal  way,  the  sensors 
that  it  has  on  board,  for  example  of  the  type: 

40  seismic,  microphone,  thermal. 
In  particular,  it  performs  a  series  of  local  activi- 

ties  such  as:  calculation  of  mobile  media,  elimina- 
tion  of  offset,  detection  of  peaks  and  of  threshold 
slow  passages,  comparison  of  variable  thresholds 

45  and  the  like. 
Besides  the  specific  operations  relating  to  its 

sensors,  the  sensor  unit  collects  and  transfers  data 
from  and  for  external  security  devices. 

For  example,  it  is  possible  to  connect  to  a 
so  sensor  unit  eight  open  logic  inputs  (contacts  with 

resistances  in  series)  ~  and  four  actuators  con- 
trolled  by  contacts. 

The  input  lines  coming  from  the  external  de- 
vices  are  monitored  by  using  the  intelligence  of  the 
sensor  unit,  with  a  modulation  logic  of  the  supply 
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verifies  it  and  organizes  it  in  a  file,  in  which  it  is 
accessible  by  a  concentrator,  indicated  by  3. 

The  concentrator  performs  a  filtering  action  on 
the  events  indicated  by  the  various  sensor  units, 

5  comparing  them  with  its  own  logic  maps. 
These  logic  maps  can  refer  to:  modalities  of 

processing  of  events,  schedules  of  activation,  type 
of  effect  desired,  messages  to  be  correlated,  phys- 
ical  locations,  and  others. 

w  in  addition,  the  maps  refer  to  the  connection 
between  events  indicated  by  the  different  sensor 
units  and  to  the  management  of  the  sequence  of 
events,  actually,  in  some  cases  and  event,  by  itself, 
is  not  a  cause  for  alarm  but  becomes  one  in  case  it 

75  is  followed,  within  a  certain  interval,  by  one  or  more 
events  of  another  type. 

The  management  of  these  maps  comprises  the 
recognition  of  time  zones  for  which  the  concentra- 
tor  manages  a  clock,  with  hour  and  data,  and  able 

20  to  distinguish  holidays  and  work  half-days. 
In  addition,  concentrator  3  has  a  magnetic  disk 

unit  and  a  printer,  on  which  are  recorded  the 
events,  alarms  and  modifications  made  in  the  logic 
maps  which  define  the  functioning  of  the  entire 

25  system. 
In  turn,  the  concentrator  is  able  to  commu- 

nicate  with  a  computer  4,  at  the  central  level,  being 
able  to  be  introduced  in  the  data  system  of  a 
banking  institute,  by  the  hardware  and  software 

30  supports  themselves  (modems,  concentrators,  pro- 
tocols,  data  networks)  used  for  the  transactions. 

With  respect  to  the  central  computer,  it  con- 
stitutes  the  node  of  the  concentration  of  the  data 
and  management  of  the  functions  relative  to  secu- 

35  rity:  it  sends  the  signal  of  alarms  detected  and 
possibly  receives  updating  of  the  maps  and  orders 
for  local  operations. 

On  concentrator  3  is  installed  a  user  interface 
software  that  has  the  task  of  guiding  the  operator  in 

40  the  definition  of  logic  areas,  time  zones,  holiday 
programming,  test  cycles,  connections,  introduction 
of  overtime,  disabling  of  broken  sensors  and  other 
functions  at  the  system  level,  and  to  transform 
these  indications  into  logic  maps. 

45  The  invention,  as  conceived,  is  capable  of  nu- 
merous  variants  and  modifications,  all  coming  with- 
in  the  scope  of  the  inventive  concept. 

Further,  all  the  details  can  be  replaced  by  other 
technically  equivalent  elements. 

so  In  practice,  the  means  used,  because  they  are 
compatible  with  the  specific  use,  can  be  any  kind, 
depending  on  the  requirements. 

voltage  of  the  lines  themselves. 
Further,  the  sensor  unit  interprets,  as  com- 

mands,  some  messages  routed  by  the  network  and 
transforms  them  into  activations  of  the  correspond- 
ing  outputs  (for  example,  microwave  test  devices, 
other  test  devices). 

The  concentration  of  the  messages  exchanged 
with  the  sensor  units  and  the  connection  between 
the  network  of  sensor  units  and  the  central  system 
take  place,  by  a  specialized  card,  with  loop  func- 
tion,  which  is  connected  to  a  concentrator  consist- 
ing  of  a  personal  computer. 

Each  main  loop,  indicated  by  2,  is  able  to 
manage  a  network  of  sixteen  sensor  units,  which  is 
turn  are  connected  to  clusters  of  ON/OFF  security 
devices,  and  to  concentrate  their  data. 

Advantageously,  main  loop  2  consists  of  a  card 
compatible  with  the  bus  of  any  MS/DOS  personal 
computer;  several  main  loop  cards  can  be  intro- 
duced  into  a  personal  computer,  to  enable  the 
latter  to  concentrate  the  data  supplied  by  several 
groups  of  sixteen  sensor  units. 

More  in  detail,  each  main  loop  2  exhibits  a 
buffer  10  in  communication  with  sensors  1  and 
connected  to  a  USART  group  11,  which,  by  a  line 
12,  is  in  communication  with  a  data  bus  13,  placed 
between  ROM  32  K,  RAM  32  K  and  RAM  32  K, 
indicated  by  14,  and  a  control  group  15. 

Line  12  is  connected  to  input  coupling  16  and 
output  coupling  17,  and  also  to  a  second  USART 
group  18,  which,  by  buffer  19,  is  connected  to  a 
HOST  communication  line. 

Buffer  19  is  then  connected  to  a  buffer  20, 
which  communicates.  with  a  multiplier  21  for  return 
to  USART  group  18,  controlled  by  a  baud  speed 
generator  22,  associated  with  a  baud  speed  gener- 
ator  23,  of  group  11  and  interconnected  to  a  real 
time  clock  24,  controlled  by  a  clock  generator 
connected  to  group  1  5. 

Coupling  input  16  and  coupling  output  17  are 
connected  to  one  another  by  a  PC  interruption  line 
30  and  are  connected  to  a  PC  data  bus  31  . 

The  functions  of  the  security  system  are  dis- 
tributed  at  three  different  levels  corresponding  to 
the  hierarchical  levels  of  the  network. 

The  first  level  consists  of  sensor  unit  1  ,  and  at 
this  level  functions  are  delegated  that  have  a  local 
value;  in  particular,  management  of  going  beyond 
thresholds  and  of  the  states  of  the  sensors  or 
devices  external  to  the  sensor  unit,  which  give  rise 
to  "events"  to  be  communicated  to  the  higher 
level. 

Further,  sensor  unit  1  performs  management  of 
test  cycles  and  diagnostics  of  the  various  sensors. 

Main  loop  2  has  the  task  of  managing  the 
protocols  of  communication  with  the  cluster  of  sen- 
sors;  it  does  not  perform  logical  functions  on  the 
data  received  from  the  various  sensor  units  but 

55  Claims 

1.  Data  management  system,  relating  to  secu- 
rity,  based  on  criteria  of  distributed  intelligence, 
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characterized  by  comprising  a  plurality  of  sensor 
units,  each  able  to  manage  specific  sensors  of  the 
seismic,  microphone,  thermal  type  and  to  perform 
a  series  of  local  activities;  said  plurality  of  sensor 
units  is  connected  to  a  main  loop  able  to  verify  and  5 
organize  the  data  received  from  the  individual  sen- 
sor  units,  in  a  file;  further,  a  concentrator  is  pro- 
vided,  able  to  access  the  data  stored  in  the  main 
loop  and  to  make  a  comparison  between  the  data 
and  its  own  logic  maps;  the  concentrator  commu-  10 
nicates  with  a  computer,  at  the  central  level,  using 
the  data  networks  existing  in  the  banking  institu- 
tions. 

2.  Management  system  according  to  the  pre- 
ceding  claim,  wherein  each  sensor  unit  has  the  75 
function  of  performing  the  management  of  going 
beyond  the  threshold  and  of  the  states  of  the 
sensors  or  devices  external  to  the  sensor  unit, 
which  give  rise  to  events  to  be  communicated  at 
the  higher  level.  20 

3.  Managament  system  according  to  one  or 
more  of  the  preceding  claims,  wherein  each  sensor 
unit  is  able  to  perform  the  management  of  test 
cycles  and  diagnostics  of  the  various  sensors. 

4.  Management  system  according  to  one  or  25 
more  of  the  preceding  claims,  wherein  sixteen  sen- 
sor  units  are  connected  to  each  main  loop. 

5.  Management  system  according  to  one  or 
more  of  the  preceding  claims,  wherein  the  logic 
maps  refer  to:  modalities  of  processing  the  events,  30 
activation  schedules,  type  of  effect  desired,  mes- 
sages  to  be  correlated,  physical  location  and  the 
like. 

6.  Management  system  according  to  one  or 
more  of  the  preceding  claims,  wherein  the  logic  35 
maps  are  able  to  make  connections  between 
events  indicated  by  different  sensor  units,  also  the 
management  of  sequences  of  events. 

7.  Management  system  according  to  one  or 
more  of  the  preceding  claims,  wherein  the  con-  40 
centrator  has  magnetic  disk  units  and  a  printer  to 
record  the  events,  alarms  and  modifications  made 
in  the  logic  map 
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