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2 Sensor coil

3(3a) Cipher processing circuit (target to be protected)
3(3b) Secret key (target to be protected)

5  Control circuit

7  Probe

M Mutual inductance

AA  Input (plain text)

BB Radiated electromagnetic waves

CC  Output
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(57) Abstract: The objective of the invention is to provide a detection device
wherein side-channel attacks can be detected by use of a simple structure. A
side-channel attack detection device (1) comprises: a detection means (2) that
has a capacitor or a coil (L) serving as an inductor placed in the proximity of
an information processing device (3) such as a cipher processing circuit (3a)
that is a target of a side-channel attack and that detects a change in induct-
ance of the coil (L) (inductor) or in capacitance of the capacitor; and a de-
termination means (control circuit (5)) that determines, on the basis of an
output from the detection means (2), the approach of a probe (7) or the open-
ing of an LSI package done by the side-channel attack.
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