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(57) ABSTRACT 

A conflict resolution system is described for reducing false 
conflicts among entities synchronized within a content man 
agement system. A typical content management system 
maintains a version for an entity that is incremented each time 
an endpoint modifies the entity, including changes that affect 
the metadata rather than the content of the entity. The conflict 
resolution system adds a new content version that is updated 
when the content of the entity changes. By comparing content 
version information, endpoints can automatically resolve 
false conflicts that occur when an endpoint has modified the 
metadata of the entity. 
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RESOLVING CONFLCTS IN CONTENT 
MANAGEMENT SYSTEMS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application is a divisional application of 
U.S. patent application Ser. No. 12/146,467 (Attorney Docket 
No. 323871.01) entitled “RESOLVING CONFLICTS IN 
CONTENT MANAGEMENT SYSTEMS, and filed on Jun. 
26, 2008, which is hereby incorporated by reference. 

BACKGROUND 

0002 Enterprise content management (ECM) refers to the 
technologies used to capture, store, preserve and deliver con 
tent and documents and content related to organizational 
processes. ECM tools and strategies allow the management of 
an organization's unstructured information, wherever that 
information exists. A Subset of ECM is a content management 
system (CMS), which is computer software used to create, 
edit, manage, and publish content in a consistently organized 
fashion. CMSs are frequently used for storing, controlling, 
versioning, and publishing industry-specific documentation 
Such as news articles, operators manuals, technical manuals, 
sales guides, and marketing brochures. The content managed 
may include computer files, image media, audio files, elec 
tronic documents, and Web content. Another type of ECM is 
a document management system (DMS), which is a computer 
system (or set of computer programs) used to track and store 
electronic documents and/or images of paper documents. The 
term has some overlap with the concepts of Content Manage 
ment Systems and is often viewed as a component of Enter 
prise Content Management Systems and related to Digital 
Asset Management, Document imaging, Workflow systems, 
and Records Management systems. 
0003 Current ECM systems are implemented as either 
client/server or peer-to-peer (P2P) applications. An example 
of a client/server ECM system is Microsoft SharePoint, a 
web-based collaboration and document management plat 
form from Microsoft. Microsoft SharePoint can be used to 
host web sites that access shared workspaces and documents, 
as well as specialized applications like wikis and blogs from 
a browser. Microsoft SharePoint offers base collaborative 
infrastructure supporting HTTP- and HTTPS-based editing 
of documents, as well as document organization in document 
libraries, version control capabilities, wikis, and blogs. It also 
includes end-user functionality Such as workflows, to-do 
lists, alerts and discussion boards, which are exposed as web 
parts to be embedded into SharePoint pages. Clients access a 
client/server ECM system using simple client software such 
as a browser. The server tracks documents checked out by 
each client and changes made to documents using versioning. 
0004 P2P ECM systems do not use a server, but instead 
exchange changes to documents between client peers. An 
example is Microsoft Office Groove, an application targeted 
at teams with members who are usually off-line or who do not 
share the same network security clearance. Groove is desktop 
Software designed for the collaboration and communication 
of the members of small groups. A set offiles to be shared plus 
Some aids for group collaboration are placed in a shared 
workspace that a user can invite other users to join. By 
responding to an invitation, the invitee becomes an active 
member of the workspace and is sent a copy of the workspace 
that is installed on their hard disk drive. Data is encrypted 
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both on disk as well as over the network, with each workspace 
having a unique set of cryptographic keys. Members interact 
and collaborate in the workspace, which is a private virtual 
location. Changes being made are tracked by Groove and all 
the copies are synchronized via the network in a P2P manner. 
When conflicts occur, users designated as editors inspect the 
conflicting changes and make an official change to the work 
space that is distributed to members. 
0005. As various ECM systems gain popularity, docu 
ments can be simultaneously managed by more than one 
system. For example, a document shared using a client/server 
system such as Microsoft SharePoint may also be part of a 
P2P system such as Microsoft Office Groove. When a user 
makes a change, each of the systems synchronizes the 
changes to other users of the system. This can lead to unnec 
essary synchronization where one system appears to another 
system to have modified a document, even though no change 
occurs to the document content. For example, User A may 
make a change to the document, and then synchronize the 
change to the server of a client/server system. User A may 
then synchronize the change to User Busing a P2P system. If 
User B is also a member of the client/server system, User B 
then attempts to synchronize the change to the server. The 
final change submitted by User B is redundant because User 
A has already sent the change to the server. However, the 
server typically has no way of knowing that the change is not 
new. The final change also appears to the server to conflict 
with User A's change, since the change is to the same docu 
ment. Thus, extra synchronization can occur and the server or 
P2P system may invoke conflict resolution procedures for 
false conflicts that waste an editor's time. 

SUMMARY 

0006. A conflict resolution system is described for reduc 
ing false conflicts among documents or other entities Syn 
chronized within an ECM or other type of CMS. A typical 
ECM maintains a single endpoint version that is incremented 
each time an endpoint modifies a document, including 
changes that affect the metadata rather than the content of the 
document. The conflict resolution system adds a new content 
version to the information tracked by each endpoint. The 
content version is updated when the content of a document 
changes. By comparing content versions, endpoints can auto 
matically resolve false conflicts that occur when an endpoint 
has modified the metadata of the document. 

0007. This Summary is provided to introduce a selection 
of concepts in a simplified form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended to be used to limit 
the scope of the claimed subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008 FIG. 1 is a block diagram that illustrates compo 
nents of the conflict resolution system, in one embodiment. 
0009 FIG. 2 is a block diagram that illustrates a typical 
operating environment of the conflict resolution system, in 
one embodiment. 

0010 FIG. 3 is a flow diagram that illustrates the process 
ing of the sync component to synchronize changes between a 
server and client, in one embodiment. 
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0011 FIG. 4 is a flow diagram that illustrates the process 
ing of the conflict resolution component to resolve changes at 
the server, in one embodiment. 
0012 FIG. 5 is a flow diagram that illustrates the process 
ing of the conflict resolution component to resolve changes at 
the client, in one embodiment. 
0013 FIG. 6 is a data flow diagram that illustrates an 
example of the conflict resolution system automatically 
resolving a conflict, in one embodiment. 

DETAILED DESCRIPTION 

0014. A conflict resolution system is described for reduc 
ing false conflicts among documents or other entities Syn 
chronized within an ECM or other type of CMS. A typical 
ECM maintains a single server version that is incremented 
each time a change is made. The server tracks the most recent 
server version that a client receives when the client synchro 
nizes with the server. If the client makes a change and again 
synchronizes with the server after another client has made a 
change, the ECM reports a conflict and prompts the user to 
manually resolve the conflict. The conflict resolution system 
adds a new content version to the information tracked by the 
server and clients. The content version is updated when the 
content changes with information about the client that made 
the change. In the scenario above, if the client synchronizing 
with the server reports a content version that is the same as the 
content version provided with the change from the other 
client (e.g., if the two clients previously synced using a P2P 
system), then there is a false conflict and the conflict resolu 
tion system automatically resolves the conflict without 
prompting the user. The server and clients may also track a 
chain of change history that can be used to determine the path 
taken by each document at any location within the system. 
The change history provides knowledge that allows any end 
point to potentially resolve false conflicts as described further 
herein. For example, if the synchronizing client in the 
example above reports a content version that is covered by the 
server or other client's knowledge (e.g., it is contained in the 
change history), then the system can treat the conflict as a 
false conflict. Thus, the conflict resolution system reduces 
false conflicts and saves the user time for doing tasks that are 
more productive. 
0015. Whenever an item on the server is updated, the 
server changes certain metadata of the item. For example, the 
server increments the server item version, records who 
updated the item, and records when the item was updated. The 
server may also trigger custom business logic that may result 
in further changes of the item metadata. The result is that the 
item is changed every time it is uploaded to the server, even 
though the content of the item does not change. Thus, the 
server version is not a reliable indicator of whether the item 
content has been changed. 
0016. In a P2P synchronization topology, clients synchro 
nize data between each other without server interaction. In 
this scenario, more than one client may have updated the item 
since it was last synchronized with the server. Connectivity 
with the server may be lost temporarily (such as for a mobile 
device) even when connectivity with other clients is still 
available. For example, client A may change an item and 
synchronize it with client B. Client B may also change the 
item. When a connection to the server becomes available, 
both clients will try to upload the item to the server. The server 
modifies metadata of the item when the first client uploads its 
changes. The second client sees this as a new change that it 

Jul. 12, 2012 

does not know about and prompts the user to resolve the 
conflict. The conflict resolution system solves this problem 
by adding additional metadata to items in the server's data 
store that indicates when the content of an item was last 
modified. A client-server protocol is defined that uses this 
metadata to automatically resolve conflicts without data loss. 
0017 Every item in the data store is logically divided into 
two parts: content change unit and server change unit. For 
every part, a separate version property is used. The version of 
the server change unit, or server version, is updated when a 
limited, well-known subset of item metadata is changed. The 
version of the content change unit, or content version, is 
updated when any other part of the item is changed. If a client 
or server detects a conflict, they can resolve this conflict 
automatically as long as this conflict was created due to direct 
P2P synchronizations between clients and the item content 
was not actually modified by multiple users. 
0018. In the conflict situation, one synchronization end 
point (client or server) called 'A' is trying to update an item 
stored on another synchronization endpoint called “B” while 
A has no information about the version of the item stored by 
“B”. The conflict resolution system allows endpoint A to 
automatically resolve the conflict and Successfully replace 
B’s item when the content version of B's item is known to 
endpoint A. The server version can be ignored, although it 
may still be used by older clients. 
0019 FIG. 1 is a block diagram that illustrates compo 
nents of the conflict resolution system, in one embodiment. 
The conflict resolution system 100 contains a sync compo 
nent 110, an edit component 120, a document store compo 
nent 130, a versioning component 140, a change history com 
ponent 150, and a conflict resolution component 160. Each 
component may have Subcomponents on both the client and 
the server to perform the functions described. Each of these 
components is described in further detail herein. 
0020. The sync component 110 handles sync requests 
between a client and server or between peers. The sync com 
ponent 110 may track the identity of each client, the docu 
ments managed by the system 100, the latest version held by 
each client and so forth. For example, the sync component 
110 may store the last time a client synchronized and the 
server and content versions received by the client during the 
synchronization. When a client requests to synchronize the 
latest information, the sync component 110 determines the 
changes that a client has not yet seen and sends the changes to 
the client so that the client is up to date. 
0021. The edit component 120 receives modifications to a 
document or other entity (e.g., spreadsheet, presentation, data 
file, to do item, announcement, wiki, and so forth) from a user. 
The edit component 120 may be external to the system 100 or 
integrated (as shown). The edit component 120 tracks modi 
fication made by the client and provides a new client version 
number for changes that a user makes. The edit component 
120 also updates a client's local change history when a user 
makes a change. 
0022. The document store component 130 provides stor 
age for the latest version of documents at a particular end 
point, including the server or individual clients. The docu 
ment store component 130 may be a database, file system, flat 
file, or other Suitable structure for storing documents and 
related metadata (e.g., change information). 
0023 The versioning component 140 manages the content 
version of each document that an endpoint stores. For 
example, the server tracks the identity of the last client that 
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modified a document as well as the content version that the 
client assigned to the document. When other clients synchro 
nize with the server, they use the content version number to 
determine whether their own content version differs and a 
conflict exists. 

0024. The change history component 150 manages a his 
tory of version information, Sometimes referred to as knowl 
edge. When a client or the server is determining whether a 
conflict has occurred, they can compare their own knowledge 
with the knowledge of an endpoint synchronizing a change to 
determine whether their own knowledge covers the knowl 
edge of the endpoint that is performing the sync operation. 
For example, Suppose Client A and B modify a document, and 
then Client Cuploads a version of the document. If Client C’s 
knowledge covers (or includes) the changes made by Clients 
A and B, then Client C’s version of the document is the newest 
and there is no conflict. If on the other hand Client C is 
missing information about either the change from Client A or 
Client B, then there is a conflict and a user manually resolves 
the differences between Client C’s change and the other cli 
ent's change. 
0025. The conflict resolution component 160 handles the 
automatic and manual resolution of conflicts. The conflict 
resolution component 160 uses the information tracked by the 
versioning component 140 and the change history component 
150 to determine whether a conflict really exists. For conflicts 
that do not affect the content, the conflict resolution compo 
nent 160 can automatically resolve what is really a false 
conflict. The conflict resolution process is described further 
herein. 

0026. The computing device on which the system is imple 
mented may include a central processing unit, memory, input 
devices (e.g., keyboard and pointing devices), output devices 
(e.g., display devices), and storage devices (e.g., disk drives). 
The memory and storage devices are computer-readable 
media that may be encoded with computer-executable 
instructions that implement the system, which means a com 
puter-readable medium that contains the instructions. In addi 
tion, the data structures and message structures may be stored 
or transmitted via a data transmission medium, Such as a 
signal on a communication link. Various communication 
links may be used, such as the Internet, a local area network, 
a wide area network, a point-to-point dial-up connection, a 
cellphone network, and so on. 
0027 Embodiments of the system may be implemented in 
various operating environments that include personal com 
puters, server computers, handheld or laptop devices, multi 
processor systems, microprocessor-based systems, program 
mable consumer electronics, digital cameras, network PCs, 
minicomputers, mainframe computers, distributed comput 
ing environments that include any of the above systems or 
devices, and so on. The computer systems may be cellphones, 
personal digital assistants, Smartphones, personal computers, 
programmable consumer electronics, digital cameras, and so 
O 

0028. The system may be described in the general context 
of computer-executable instructions, such as program mod 
ules, executed by one or more computers or other devices. 
Generally, program modules include routines, programs, 
objects, components, data structures, and so on that perform 
particular tasks or implement particular abstract data types. 
Typically, the functionality of the program modules may be 
combined or distributed as desired in various embodiments. 
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0029 FIG. 2 is a block diagram that illustrates a typical 
operating environment of the conflict resolution system, in 
one embodiment. A server 200 is connected via a network 220 
to one or more clients, such as client 225 and client 250. The 
network 220 may be a network such as the Internet, a corpo 
rate local area network (LAN), mobile network, and so forth. 
Although each of the server 200 and clients 225 and 250 are 
shown attached to the same network, clients 225 and 250 may 
also be attached to a private network (not shown) that the 
server is not connected to, over which the clients 225 and 250 
perform P2P synchronization. 
0030. The server 20 includes a server workspace 205, 
document store 210, and conflict resolution system 215. The 
server workspace 205 and document store 210 are typical of 
ECM systems and include the documents and state informa 
tion for sharing documents among clients. The conflict reso 
lution system 215 allows at least some conflicts that would 
previous prompt user intervention to be resolved automati 
cally without user intervention. 
0031. The client 225 includes a client workspace 230, P2P 
workspace 235, document store 240, and conflict resolution 
system 245. The client workspace 230 includes client state 
information for synchronizing with server 200. For example, 
the client workspace 230 may include a Microsoft Office 
SharePoint Services workspace. The P2P workspace 235 
includes state information for synchronizing with client 250. 
For example, the P2P workspace 235 may include a Microsoft 
Groove workspace. The document store 240 stores the ver 
sion of documents held by the client 225. The document store 
240 may be a file system or other suitable storage system on 
the client. A user of client 225 may modify the documents in 
the document store 240 and the client later synchronizes those 
changes to the server 200 and other clients (e.g., client 250). 
0032. The client 250 illustrates an older version client 
(e.g., a web browser or other client) that is not updated with 
the conflict resolution system. The client 250 includes a client 
workspace 255, P2P workspace 260, and document store 265, 
similar to those already described. The client 250 is still able 
to synchronize with the server 200 and client 225 using pre 
viously existing methods. However, the client 250 may have 
to resolve false conflicts that would be detected and handled 
automatically on newer clients by the conflict resolution sys 
tem 

0033 FIG. 3 is a flow diagram that illustrates the process 
ing of the sync component to synchronize changes between a 
server and client, in one embodiment. These steps are invoked 
when a client requests updated information from the server 
and the client does not have any changes of its own to upload. 
In block 310, the component receives a sync request from the 
client. For example, a user may have requested a sync opera 
tion through a user interface at the client, and the client may 
send a sync request to the server. In block 320, the component 
identifies the client and determines the last time the client 
synchronized with the server. For example, the component 
may access a database of client information to determine the 
last change that the client received. In block 330, the compo 
nent sends the latest changes to the client. The changes may 
only include those changes that have occurred since the client 
last synchronized based on the client information (e.g., to 
save bandwidth). In block 340, the component updates the 
client information with the current version synchronized to 
the client and/or the current time so that the component will 
know what information the client does not have when the next 
sync request is received. 
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0034 FIGS. 4 and 5 are flow diagrams that illustrate two 
alternative methods of conflict resolution, one where conflict 
resolution is performed by the server, and another where 
conflict resolution is performed by the client. The conflict 
resolution may use either or both of the illustrated methods 
based on factors such as available resources at the server, 
trustworthiness of the client, and so forth. 
0035 FIG. 4 is a flow diagram that illustrates the process 
ing of the conflict resolution component to resolve changes at 
the server, in one embodiment. In block 410, the component 
receives an upload request that includes information about at 
least one document. For example, the client may request to 
synchronize changes to a document with the server. In block 
420, the component identifies the client and accesses client 
specific state information. For example, the server may use 
the information to determine when the identified client last 
synchronized with the server and whether the document has 
been changed by other clients since the identified client last 
synchronized. In decision block 430, if the document has 
changed since the identified client last synchronized, then the 
component continues at block 440, else no conflict exists and 
the component continues at block 460. For example, other 
clients may have uploaded changes to the same document 
while the identified client was modifying the document. In 
block 440, the component compares the content version 
uploaded by the client with the change history of content 
versions synchronized with the server. Alternatively or addi 
tionally, the component may compare a latest content version 
of the server with the content version or a history of changes 
provided by the identified client. In decision block 450, if the 
server's knowledge covers the knowledge of the identified 
client (or the content versions match), then the component 
continues at block 460, else a real conflict exists the compo 
nent continues at block 470. In block 460, either there was no 
conflict or the component automatically resolves what was a 
false conflict and accepts the change uploaded by the client. 
In block 470, the component denies changes related to real 
conflicts and may prompt the user to manually resolve the 
conflict. After blocks 460 and 470, these steps conclude. 
0036 FIG. 5 is a flow diagram that illustrates the process 
ing of the conflict resolution component to resolve changes at 
the client, in one embodiment. In block 510, the component 
sends an upload request with an updated document. For 
example, a client may send an updated document to a server 
in a client/server CMS. In block 520, the component receives 
a conflict response indicating that the uploaded document 
conflicts with changes uploaded by another client. For 
example, a user may modify the same document as another 
user, creating a conflict. In block 530, the component sends a 
request to retrieve change history about the document. For 
example, the client may use a web service method to request 
change history information from the server. In block 540, the 
component receives the change history response that enumer 
ates the changes made to the document by various clients. In 
block 550, the component compares a local history of 
changes to the document with the received change history 
information. In decision block 560, if the local change infor 
mation includes the change information provided by the 
server, then the component continues at block 570, else the 
component continues at block 580. In block 570, after deter 
mining that the conflict is a false conflict, the component 
uploads the document again and indicates that the uploaded 
instance overrides the server's instance of the document. In 
block 580, after determining that the conflict is a true conflict, 
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the component prompts the user to manually resolve the 
conflict. If the user is able to resolve the conflict, then the 
component may continue at block 570 and upload the docu 
ment again. After block 570, these steps conclude. 
0037. As illustrated in FIG. 4 and FIG. 5 the conflict reso 
lution system can operate using several alternatives. In one 
embodiment, the server tracks a latest content version and 
each client tracks a change history. When the client uploads a 
document, the client checks to determine whether the server's 
latest content version is included in the client's change his 
tory. If it is, then the client’s version of the document can be 
uploaded and any conflict is a false conflict. In another 
embodiment, the client receives a change history from the 
server that identifies whether changes are to the content or 
metadata of the document. If the client's change history or 
knowledge includes the changes in the server's change his 
tory that affect the content of the document, then the client can 
upload the document without a real conflict. 
0038 FIG. 6 is a data flow diagram that illustrates an 
example of the conflict resolution system automatically 
resolving a conflict, in one embodiment. In the diagram, each 
actor (Client A, Client B, and Server) maintains a content 
version number that increases with each change and is pre 
ceded by the identity of the actor. The Server also maintains a 
server version number that is updated with each synchroni 
zation with the Server. For example, the version A10 indicates 
the tenth version of a document according to Client A. The 
numbers in the upper right of each box indicate the endpoints 
knowledge (e.g., as a change history list) at the end of a phase. 
At the start, Client Asynchronizes with the Server and obtains 
Server version S100 of a document. Client A modifies 610 the 
document, giving it content version A15, and then synchro 
nizes 620 the document with Client B. Client B then has 
Server version S100, content version A15, and knowledge 
that includes the list: A15, S100. Then, Client Asynchronizes 
630 the document with the Server. The Server gives the docu 
ment server version S110 and stores the content version A15 
from Client A. Client A also updates 640 its server version to 
S110 as part of the synchronization. 
0039 Next, Client B modifies 650 the document, giving it 
content version B22. At point 660, Client Battempts to syn 
chronize with the Server, and a conflict occurs because the 
version of the document at the server has been updated by 
another client (Client A) since Client B last synchronized 
with the Server. The Server is unaware the Client B actually 
obtained the changed version of the document from Client A. 
Using the conflict resolution process described herein, either 
the Server or Client B can determine that there is no conflict 
by comparing the content version of the server and Client B’s 
content version information (e.g., a content version, change 
history, or other knowledge). Because Client B’s knowledge 
encompasses Client A's change, there is no real conflict and 
the conflict resolution system resolves the conflict automati 
cally. The Server accepts 670 Client B’s change, assigns it 
server version S133, and updates the Server's content version 
to B22. Client Balso updates 680 its server version to S133 as 
part of the synchronization. 
0040. In some embodiments, the conflict resolution sys 
tem maintains backwards compatibility for proper operation 
with older clients. Clients that do not incorporate the system, 
such as a web client or Microsoft Outlook or other personal 
information manager (PIM), may connect to the server. The 
conflict resolution system adds new version fields rather than 
modifying existing fields. Older clients use the existing fields 
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as they did before, while the server benefits from newer 
clients that provide the extended fields for avoiding false 
conflicts. Thus, both new and old clients can interact with the 
server and the server can still save resources and editors’ time 
when new clients are used for synchronization. If an old client 
updates a document, the server clears the new fields so that 
new clients that connect can determine that the document has 
been updated since they last synchronized. 
0041. In some embodiments, the conflict resolution sys 
tem receives content changes from the server as well as cli 
ents. For example, the server may perform actions that 
modify the content of a document, Such as performing an 
anti-virus check and removing a detected virus from the docu 
ment. In such cases, it is desirable for clients to synchronize 
the new version containing the server modification. Thus, the 
server updates the content version in Such cases so that con 
necting clients will pick up the new version during a synchro 
nization operation. 
0042. From the foregoing, it will be appreciated that spe 

cific embodiments of the conflict resolution system have been 
described herein for purposes of illustration, but that various 
modifications may be made without deviating from the spirit 
and scope of the invention. For example, although the system 
has been described as applied to content management, the 
system can be used equally well for any system where mul 
tiple parties make modifications to content. Likewise, 
although documents have been used for examples, other types 
of modifiable content can also be used with the system, such 
as audio, video, web pages, records in a database, and so forth. 
Accordingly, the invention is not limited except as by the 
appended claims. 

1-10. (canceled) 
11. A computer system for automatically resolving false 

conflicts in versions of a document, the system comprising: 
a processor and memory configured to execute Software 

instructions embodied within the following compo 
nents; 
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a sync component configured to handle sync requests 
between endpoints for synchronizing versions of the 
document stored at each endpoint; 

a document store component configured to provide storage 
for the latest version of the document at a particular 
endpoint; 

a versioning component configured to manage a content 
version of the document at each endpoint, wherein a 
document content version is a separate version indicator 
from a typical document version and changes only when 
the document content changes but not when document 
metadata changes; and 

a conflict resolution component configured to automati 
cally resolve false conflicts that occur when an endpoint 
receives two versions of a document from different cli 
ents that have synchronized with one another. 

12. The system of claim 11 wherein the conflict resolution 
component is further configured to determine that a false 
conflict has occurred by comparing the content version of the 
two versions of the document. 

13. The system of claim 11 wherein the sync component is 
further configured to store changes most recently synchro 
nized with each endpoint, and when a request to synchronize 
is received from an endpoint, send changes that have been 
received after the stored changes. 

14. The system of claim 11 further comprising an edit 
component configured to receive modifications to the docu 
ment from a user. 

15. The system of claim 11 wherein the document is 
selected from the group consisting of a word processing docu 
ment, a spreadsheet, a presentation, a data file, and a web 
page. 

16. The system of claim 11 further comprising a change 
history component configured to manage a history of versions 
stored at each endpoint and wherein the conflict resolution 
component uses the history of versions to determine whether 
a potential conflict can be automatically resolved. 

17-20. (canceled) 


