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METHODS FOR UPDATINGAPPLICATIONS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims the benefit of U.S. Provisional 
Patent Application No. 61/665.255, which was filed on Jun. 
27, 2012. 

BACKGROUND 

Mobile computing devices such as mobile telephones, tab 
lets, and laptop computers have proliferated in recent years. 
These devices can be equipped with processors, memory, and 
the capability to communicate through local and wide area 
networks, including the Internet. These devices can be 
equipped with operating systems which permit the devices to 
execute a wide range of computer programs, typically called 
'apps. The user of a mobile computing device can download 
computer programs and other content by direct communica 
tion with a server through a mobile telephone network or 
wireless local area network. 
App authors issue updates for apps from time to time. Over 

the life cycle of a typical app, multiple updates might be 
issued by the author. One method for updating an application 
is to obtain, for example, by downloading from a server to the 
mobile device, a complete copy of the updated application. 
The outdated version of the application is then replaced with 
the updated version. Because a complete copy of the updated 
application is transmitted from a server to the mobile device, 
the bandwidth costs associated with this transmission are 
based on the size of the complete copy of the updated appli 
cation, regardless of the extent of the changes that were made 
to the application in the updated version as compared to the 
version that is being replaced. 

SUMMARY 

The disclosure relates to methods for updating applica 
tions. 
One aspect of the disclosed embodiments is a method that 

includes receiving, from a remote computing device, an 
update request, the update request including a first signature 
corresponding to a client-side application package that is 
stored at the remote computing device. The method also 
includes identifying a first server-side application package 
using the first signature. The method also includes generating 
a differential update package using the first server-side appli 
cation package and a second server-side application package 
as inputs. The differential update package, when applied to 
the client side application package, is operable to modify to 
the client-side application package Such that it is functionally 
equivalent to the second server-side application package. 

Another aspect of the disclosed embodiments is a storage 
medium including program instructions executable by one or 
more processors that, when executed, cause the one or more 
processors to perform operations. The operations include 
receiving, from a remote computing device, an update 
request, the update request including a first signature corre 
sponding to a client-side application package that is stored at 
the remote computing device. The operations also include 
identifying a first server-side application package using the 
first signature. The operations also include generating a dif 
ferential update package using the first server-side applica 
tion package and a second server-side application package as 
inputs. The differential update package, when applied to the 
client side application package, is operable to modify to the 
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2 
client-side application package such that it is functionally 
equivalent to the second server-side application package. 

Another aspect of the disclosed embodiments is an appa 
ratus that includes one or more processors and one or more 
memory devices for storing program instructions used by the 
one or more processors. The program instructions, when 
executed by the one or more processors, cause the one or more 
processors to receive, from a remote computing device, an 
update request, the update request including a first signature 
corresponding to a client-side application package that is 
stored at the remote computing device. The program instruc 
tions also cause the one or more processors to identify a first 
server-side application package using the first signature, and 
generate a differential update package using the first server 
side application package and a second server-side application 
package as inputs, wherein the differential update package, 
when applied to the client side application package, is oper 
able to modify to the client-side application package such that 
it is functionally equivalent to the second server-side appli 
cation package. 

Another aspect of the disclosed embodiments is a method 
that includes transmitting, from a computing device to one or 
more server computers, an update request corresponding to a 
client-side application package that is stored at the computing 
device, the client side application package contains a plurality 
of application components. The method also includes receiv 
ing a differential update package in response to the request, 
the differential update package including a plurality of deltas, 
wherein each delta corresponds to one of the application 
components contained in the client side application package. 
The method also includes applying the plurality of deltas to 
modify at least some of the application components from the 
plurality of application components. 

Another aspect of the disclosed embodiments is a storage 
medium including program instructions executable by one or 
more processors that, when executed, cause the one or more 
processors to perform operations. The operations include 
transmitting, from a computing device to one or more server 
computers, an update request corresponding to a client-side 
application package that is stored at the computing device. 
The client side application package contains a plurality of 
application components. The operations also include receiv 
ing a differential update package in response to the request, 
the differential update package including a plurality of deltas, 
wherein each delta corresponds to one of the application 
components contained in the client side application package. 
The operations also include applying the plurality of deltas to 
modify at least some of the application components from the 
plurality of application components. 

Another aspect of the disclosed embodiments is an appa 
ratus that includes one or more processors and one or more 
memory devices for storing program instructions used by the 
one or more processors. The program instructions, when 
executed by the one or more processors, cause the one or more 
processors to transmit, from a computing device to one or 
more server computers, an update request corresponding to a 
client-side application package that is stored at the computing 
device, the client side application package contains a plurality 
of application components. The program instructions also 
cause the one or more processors to receive a differential 
update package in response to the request, the differential 
update package including a plurality of deltas, wherein each 
delta corresponds to one of the application components con 
tained in the client side application package. The program 
instructions also cause the one or more processors to apply the 
plurality of deltas to modify at least some of the application 
components from the plurality of application components. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The description herein makes reference to the accompany 
ing drawings wherein like reference numerals refer to like 
parts throughout the several views, and wherein: 

FIG. 1 is a block diagram of a system for installing appli 
cations remotely. 

FIG. 2 is a block diagram showing an example of a hard 
ware configuration for an example of a computing device. 

FIG.3 is an illustration showing an example of updating an 
application package. 

FIG. 4 is an illustration flowchart showing an example of 
updating the contents of an application package. 

FIG. 5 is an illustration showing communications between 
a computing device and one or more server computers. 

FIG. 6 is a flowchart showing a first example of a process 
for updating applications. 

FIG. 7 is a flowchart showing an example of process for 
generating differential patches. 

DETAILED DESCRIPTION 

In the systems and methods described here, updates are 
applied to an application that is stored as an application pack 
age at a computing device. An application package can be, for 
example, a single file that contains all of the components of a 
Software application, such as code, graphics, and/or other 
media files. One example of an application package is the 
Android application package file format, also known as the 
APK file format, which is used by the Android operating 
system. 
A differential update patch is selected or created based on 

the version of the application that is installed at the remote 
computing device and the current version of the application. 
Creating the differential update patch can include selecting an 
application package file from a server-side repository based 
on a signature that is received from the remote computing 
device, so that the differential update patch is created using an 
application package file that is Substantially identical to the 
one that is installed at the remote computing device, without 
transmitting the application package file itself to the server. 
Creating the differential update patch can include unpacking 
(e.g. decompressing) the application package for each of the 
versions of the application, and creating patching instructions 
that update the components of the binary update package 
individually. One example of a patching instruction is a 
binary data delta. To apply the differential update patch at the 
remote computing device, the application package at the 
remote computing device is unpacked, the differential update 
is applied to the individual components, for example, by 
applying a binary data delta to each of the individual compo 
nents, the components are packed (e.g. compressed) to create 
an updated application package for the application. 

FIG. 1 is a block diagram of a system 100 in accordance 
with one implementation. The system 100 includes a com 
puting device 110. The computing device 110 is connected to 
one or more server computers by a network 120. The one or 
more server computers can include an update manager 130, 
an update delivery service 140, a repository 150, a cache 
service 160, and a patch generator 170. All of these can be in 
communication with one another and with the computing 
device 110 via the network 120. 
The computing device 110 can be a smart phone, tablet 

computer, laptop computer, or other mobile computing 
device that can connect to one or more server computers via 
the network 120. An application can be present and/or 
installed at the computing device 110 in the form of an appli 
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4 
cation package file. An example of an application package file 
is a file that serves as a container for component files corre 
sponding to the application. The application package file can 
be compressed and/or encrypted. In some implementations, 
the computing device 110 is operable to unpack (decompress) 
the application package, resulting in a plurality of component 
files corresponding to the application. 
The network 120 can include multiple networks of varying 

types, including LANs, WANs, and the internet in any com 
bination. Wired and/or wireless communications protocols 
can be used. 
The update manager 130 is operable to receive a request for 

an update from the computing device 110. The request can 
identify a currently installed version of an application pack 
age and, optionally, can also identify a requested version of 
the application package. The currently installed version of the 
application and the requested version of the application can 
be identified in the request by signatures. The signatures can 
be unique or non-unique signatures in any Suitable form and 
can be generated, for example, by an algorithm that will 
always generate the same output when given a specified input. 
In some implementations, the signatures can be fixed like 
alphanumeric strings that are many orders of magnitude 
shorter than the application package files which they corre 
spond to. As any example, the signatures can be hash codes, 
Such as an SHA256 digest. The request can also include 
additional information, such as hardware or Software infor 
mation corresponding to the computing device 110. 
The update manager 130, using the information contained 

in the requested, can transmit information to the computing 
device 110. The information can include one or more options 
for updating the application, as will be discussed herein. The 
information can also include metadata regarding updating the 
application, Such as storage space requirements for installa 
tion of the updated version of the application. 
The update delivery service 140 is operable to cause trans 

mission of an update package to the computing device 110. 
The update package can be in the form of a patch, also 
referred to herein as a differential update package, that is 
selected based on the currently installed version of the appli 
cation package and the requested version of the application 
package. The transmission can be made using a repository 
150 or a cache Service 160. 
The patch generator 170 is operable to generate a patch that 

can be applied at the computing device 110 to modify the 
application package file or the component files corresponding 
to the application. The patch corresponds to a specific pair of 
versions for the application. For example, where there are 
three versions of an application package that are designated 
V1,V2, and V3, a first patch can be generated that is applied to 
V1 to result in an updated application package that is func 
tionally equivalent to V3, and a second patch can be generated 
that is applied to V2 to result in an updated application pack 
age that is functionally equivalent to V3. 
A patch can be automatically generated by the patch gen 

erator without access to the prior version of the application 
package that is installed at the computing device 110 in 
response to the update request that is received from the com 
puting device 110. The computing device 110 can transmit 
information that identifies the installed version of the appli 
cation package. The information can be, as examples, a ver 
sion number or signature. Such as an SHA-1 hash or an 
SHA256 hash. A local copy of the corresponding application 
package is accessed by the patch generator 170. The signature 
can be used to identify a copy of the application package at the 
repository 150, which indicates that the application package 
located at the repository 150 is identical to the application 
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package located at the mobile device 110, and thus can be 
used as a basis for generating an update package that can be 
applied to the application package at the mobile device 110. 

FIG. 2 is a block diagram of an example of a hardware 
configuration for the computing device 110. A similar hard 
ware configuration can be used for the update manager 130, 
the update delivery service 140, the repository 150, the cache 
service 160, and the patch generator 170. 
The CPU 220 of the computing device 110 can be a con 

ventional central processing unit. Alternatively, the CPU 220 
can be any other type of device, or multiple devices, capable 
of manipulating or processing information now-existing or 
hereafter developed. Although the disclosed examples can be 
practiced with a single processor as shown, e.g. CPU 220, 
advantages in speed and efficiency can be achieved using 
more than one processor. 
The computing device 110 can include memory 222, such 

as a random access memory device (RAM). Any other Suit 
able type of storage device can be used as the memory 222. 
The memory 222 can include code and data 224 that can be 
accessed by the CPU 220 using a bus 226. The memory 222 
can further include an operating system 228 and one or more 
application programs 230. The application programs 230 can 
include programs that permit the CPU 220 to perform the 
methods described here. 
A storage device 232 can be optionally provided in the 

form of any suitable computer readable medium, Such as a 
hard disc drive, a memory device, a flash drive or an optical 
drive. One or more input devices 234, such as a keyboard, a 
mouse, or a gesture sensitive input device, receive user inputs 
and can output signals or data indicative of the user inputs to 
the CPU 220. One or more output devices can be provided, 
such as a display device 236. The display device 236, such as 
liquid crystal display (LCD) or a cathode-ray tube (CRT), 
allows output to be presented to a user, for example, in 
response to receiving a video signal. 

Although FIG. 1 depicts the CPU 220 and the memory 222 
of the computing device 110 as being integrated into a single 
unit, other configurations can be utilized. The operations of 
the CPU 220 can be distributed across multiple machines 
(each machine having one or more of processors) which can 
be coupled directly or across a local area or other network. 
The memory 222 can be distributed across multiple machines 
Such as network-based memory or memory in multiple 
machines performing the operations of the computing device 
110. Although depicted hereas a single bus, the bus 226 of the 
computing device 110 can be composed of multiple buses. 
Further, the storage device 232 can be directly coupled to the 
other components of the computing device 110 or can be 
accessed via a network and can comprise a single integrated 
unit Such as a memory card or multiple units such as multiple 
memory cards. The computing device 110 can thus be imple 
mented in a wide variety of configurations. 

FIG. 3 is an illustration showing an example 300 of updat 
ing an application package. In most cases, this allows for a 
much reduced data download size as compared to download 
ing a complete copy of the updated version of an application 
package, which results in reduced bandwidth costs. In this 
example an original version 310 and an updated version 320 
of an application are present on the server side, Such as at the 
patch generator 170. Each of the original version 310 and the 
updated version 320 can be an application package file. A 
differential patch generation process 330 is performed using 
the original version 310 and the updated version 320 as 
inputs, and a patch 340 is generated as a result. The patch 340 
is made based on differences between the application package 
files that are utilized as inputs. In the example shown in FIG. 
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6 
3, the patch 340 can be generated without first unpacking or 
decompressing the application package files. Instead, the 
patch 340 can be generated by a binary data delta process that 
uses the application package files corresponding to the origi 
nal version 310 and the updated 320 as inputs. The patch 340 
includes binary data delta information that allows the updated 
version 320 to be recreated by applying the patch 340 to the 
original version 310. 

Binary data delta generation is known. Examples of imple 
mentations of binary delta data generation that can be applied 
in the process 330 to produce the patch 340 include variations 
of the Xdelta algorithm and the bsdiff (suffix sorting) algo 
rithm. Other algorithms can be applied in the process 300 
instead of or in addition to binary data delta generation algo 
rithms. 
The patch 340 is transmitted from the one or more server 

computers to the computing device 110. The patch 340 is then 
applied to a client-side copy 350 of the original version 310 of 
the application (also referred to as a client side application 
package), which produces a client-side reproduction 360 of 
the updated version 320 of the application. 

FIG. 4 is an illustration showing an example of updating 
the contents of an application package. In some situations, 
this can allow for a much reduced download size as compared 
to the example of FIG. 3. In this example, the application 
package files are unpacked into component files, binary data 
deltas are generated for each file pair, and then a patch archive 
Zip file, which is sometimes referred to herein as a differential 
update package, is created that contains the individual binary 
data deltas. 

In this example an original version 410 and an updated 
version 420 of an application are present on the server side, 
such as at the patch generator 170. Each of the original ver 
sion 410 and the updated version 420 can be an application 
package file. An unzip process 430 is performed on each of 
the original version 410 and the updated version 420. Original 
resource files 415 and updated resource files 425 are gener 
ated as a result. A differential patch generation process 440 is 
applied to each pair of the original resource files 415 and the 
updated resource files 425, resulting in a binary data delta 
corresponding to each file pair. The results (deltas) are output 
and incorporated into a patch 450, which is transmitted from 
the one or more server computers to the computing device 
110. 
The computing device 110 unpacks (decompresses) a cli 

ent side copy 460 of the original version of the application, 
resulting in client side original resource files 465. Deltas from 
the patch 450 are applied to the client side original resource 
files in patching operations 470, which results in client side 
updated resource files 480, which are packaged (compressed) 
into an application package file, which is a client side repro 
duction 485 of the updated version 420 of the application. 

FIG. 5 is an illustration showing communications between 
a computing device and one or more server computers. 

Initially, a request for an application is generated at the 
computing device 110. The request can be generated by 
execution of an application, in response to receipt of signals 
or data, or in response to user input. The request indicates a 
desired version of the application. The computing device 
determines whether a previous version of the application is 
currently installed. In transmission 510, the computing 
device sends information to the update manager 130 that 
identifies the currently installed version of the application (if 
available) and the desired version of the application. 

In some implementations, the update manager 130 deter 
mines whether a patch exists corresponding to the installed 
and desired versions of the application (e.g. a patch to update 
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from v1 to V3). The update manager 130 can respond, in 
transmission 520, with any or all of a URL for the patch (if 
available), a URL for the entire application package corre 
sponding to the desired version of the application, and meta 
data relating to the patch. In other implementations, the 
update manager does not determine whether a patch exists 
corresponding to the installed and desired versions of the 
application, but instead generates and/or transmits to the 
computing device 110 a URL that can be used to request the 
patch if it exists. In such an implementation, when the patch 
is requested, it can be delivered if it exists or the complete 
application package file can be delivered when the patch is 
requested but does not exist using server-side redirection. 

Based on the information received from the update man 
ager 130, the computing device 110 determines whether the 
currently installed version of the application can be patched, 
based on, for example, whether a patch is available and/or the 
metadata relating to the patch. Other examples of situations 
where it is determined that the application cannot be patched 
include, the software at the computing device 110 not having 
enough functionality to Support binary data deltas, the com 
puting device 110 lacking Sufficient available storage to store 
and process the binary data deltas, the currently installed 
application package cannot be read (e.g. protected) to apply 
the binary data deltas, where the currently installed applica 
tion package does not match a package that is stored at the 
repository 150 (based on package signatures), and where the 
patched package does match the expected package (based on 
package signatures. 

If the application cannot be patched, the computing device 
110 can request the complete application package file corre 
sponding to the updated version of the application, and can 
update the application by installing the complete application 
package file. If the application can be patched, a transmission 
530 can be sent from the computing device 110 to the update 
delivery service, for example, using the patch URL that was 
received from the update manager. The update delivery ser 
Vice can validate the request and send a redirection transmis 
sion 540 to the computing device 110. The redirection trans 
mission 540 causes the computing device 110 to attempt to 
retrieve the patch from the cache service 160 via a transmis 
sion 550 from the computing device 110 to the cache service 
160. The transmission 550 can, for example, use a URL that 
was supplied by the update delivery service 140. 

In response to the transmission 550, the cache service 160 
attempts to locate the patch. If the patch is located (a "cache 
hit) it is transmitted to the computing device via transmis 
sion 560. Otherwise, the patch is requested from the reposi 
tory 150 via transmission 570, and received at the cache 
service 160 from the repository via transmission 580. The 
patch is then stored at the cache service 160, and transmitted 
to the computing device 110 via transmission 560. If the patch 
cannot be located an error transmission 590 is sent to the 
computing device. In other implementations, the cache Ser 
vice 160 can be omitted, and the patch can be requested from 
and transmitted to the computing device 110 directly by the 
repository 150. 

In response to receiving the patch, it is applied at the 
computing device 110, for example, in the manner described 
in connection with either of FIG. 3 or FIG. 4. 

FIG. 6 is a flowchart showing an example of a process 600 
for updating applications. The operations described in con 
nection with the process 600 can be performed at the com 
puting device 110. The process 600 can be embodied in the 
form of computer executable program instructions that are 
stored on a storage medium or storage device Such as the 
memory 222 of the computing device 110, which can, in some 
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8 
examples, be a non-transitory computer-readable storage 
medium or storage device. When executed by a processor, 
such as the CPU 220 of the computing device 110, the instruc 
tions cause the CPU 220 to perform the operations that will be 
described herein with reference to the process 600. 

Process 600 can be performed at the computing device 110 
in response to a request for installation of an application, as 
discussed in connection with FIG. 5. 
At operation 602, a determination is made as to whether a 

prior version of the requested application is installed at the 
computing device 110. If a prior version is not installed, a 
delivery of a complete version of the application package is 
requested at operation 604. The complete version is down 
loaded at operation 606, and then installed at operation 608. 

If, at operation 602, it is determined that a prior version of 
the application is installed, the process advances to operation 
610, where an update package is requested. This can be done, 
for example, by transmitting information from the computing 
device 110 to the one or more server computers that identifies 
the installed version of the application and the requested 
version of the application. 
At operation 612, the computing device determines 

whether information regarding the update package has been 
received. The information can include, for example, a URL 
for the update package and metadata associated with the 
updated package. If not, the process proceeds to operation 
606. If the information, such as the patch URL and metadata, 
is received, a determination is made at operation 614 as to 
whether the application should be patched. This can be based 
on the metadata. For example, if patching using the update 
package would require more storage space than is available, 
patching will not be performed. Other criteria can be used. If 
the computing device determines that the application should 
not be patched, the process proceeds to operation 606. Oth 
erwise the process proceeds to operation 616. 
The patch is downloaded at operation 616. If downloading 

fails, patching is aborted at operation 618 and the complete 
application package is downloaded at operation 606. If down 
loading Succeeds, the update package is applied at operation 
620 and the updated application package that is generated as 
a result of patching is installed at operation 622. 

FIG. 7 is a flowchart showing an example of process 700 
for generating differential patches. The operations described 
in connection with the process 700 can be performed at one or 
more server computers such as any or all of the update man 
ager 130, the update delivery service 140, the repository 150, 
the cache service 160, and the patch generator 170. Where an 
operation is described as being performed by one or more 
computers, it is completed when it is performed by one com 
puter. The process 700 can be embodied in the form of com 
puter executable program instructions that are stored on a 
storage medium or storage device Such as the memory 222 of 
the computing device 110, which can, in some examples, be 
a non-transitory computer-readable storage medium or Stor 
age device. When executed by a processor, such as a CPU, the 
instructions cause the processor to perform the operations 
that will be described herein with reference to the process 
700. 
At operation 702, an update request is received from a the 

computing device 110 at one or more server computers. The 
update request can include a first version identifier and a 
second version identifier. The first version identifier corre 
sponds to a software application installed on the computing 
device 110 and the second version identifier corresponds to a 
Subsequent version of the Software application 
At operation 704, a determination is made at the one or 

more server computers as to whetheran update package exists 
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corresponding to the first version identifier and a second 
version identifier. If the patch exists the process proceeds to 
operation 706, where the updated package is transmitted to 
the computing device 110. If the updated package does not 
exist, a request for the updated package is generated at opera 
tion 708. Concurrently, the one or more server computers can 
transmit a complete copy of the application package or an 
instruction to download a complete copy of the application 
package to the computing device 110. 

At operation 710, a determination is made as to whether to 
automatically create the update package that was requested. 
The update package can be created to serve an anticipated 
demand for the patch by future users, if it is determined that 
the number of downloads and download size reduction justify 
creation of the update package. For example, either or both of 
these can be compared to thresholds to make this determina 
tion. Thus, whether to generate the update package can be 
based on one or more of a number of requests for creation of 
the update package and a computed download size reduction. 
If it is determined that the update package is to be created, the 
update package can be generated at operation 712. This can be 
performed by the patch generator 170. 

Other factors can be used to determine whether to create 
the update package that was requested. Any relevant factors 
can be utilized. For example, basing creation on the number 
ofrequests ensures that deltas are not generated and stored for 
rarely requested update package. If a generation of a particu 
lar delta has previously failed, this can be tracked so that it is 
not attempted again. Also, a tunable decision limit can be used 
to determine whether an update package should be used for a 
particular upgrade scenario as opposed to processing the full 
application package. If the size of an update package is larger 
than a certain percentage, for example, 80% of the size of the 
full package, the full version of the application package can 
be sent instead of generating the update package. 

The patch generator 170 can include multiple servers in 
multiple datacenters for reliability. A centralized statistics 
system can be used to track the need for delta generation, and 
ensure that each delta is only generated once by one of the 
available distributed delta makers of the patch generator 170. 
A centralized, expiring lock can be used to avoid duplicate 
generation of identical update packages. 
The computing device and the one or more server comput 

ers 130, 140,150, 160 and 170 (and the algorithms, methods, 
instructions etc. Stored thereon and/or executed thereby) can 
be realized in hardware including, for example, intellectual 
property (IP) cores, application-specific integrated circuits 
(ASICs), programmable logic arrays, optical processors, pro 
grammable logic controllers, microcode, firmware, micro 
controllers, servers, microprocessors, digital signal proces 
sors or any other Suitable circuit. In the claims, the term 
“processor should be understood as encompassing any the 
foregoing, either singly or in combination. The terms 'signal” 
and “data” are used interchangeably. 

In some implementations, the operations of the computing 
device 110 and the one or more server computers 130, 140, 
150, 160 and 170 can be combined into a single computer. In 
other implementations, the functions of each of the comput 
ing device and the one or more server computers 130, 140, 
150, 160 and 170 can be distributed across a number of 
different devices. Although illustrated for simplicity as uni 
tary machines, it is understood that the one or more server 
computers 130, 140, 150, 160 and 170 are not necessarily 
implemented using a single processor, or a single physical 
machine. Moreover, although features may be described 
above or claimed as acting in certain combinations, one or 
more features of a combination can in Some cases be excised 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
from the combination, and the combination may be directed 
to a sub-combination or variation of a Sub-combination. 

In another example, the computing device 110 and the one 
or more server computers 130, 140, 150, 160 and 170 can be 
implemented using general purpose computers/processors 
with a computer program that, when executed, carries out any 
of the respective methods, algorithms and/or instructions 
described herein. In addition or alternatively, for example, 
special purpose computers/processors can be utilized which 
can contain specialized hardware for carrying out any of the 
methods, algorithms, or instructions described herein. 

Further, all or a portion of the embodiments of the disclo 
Sure can take the form of a computer program product acces 
sible from, for example, a storage device or storage medium 
Such as a non-transitory computer-usable or computer-read 
able medium. A storage device or storage medium can be any 
device that can, for example, tangibly contain, store, commu 
nicate, or transport the program for use by or in connection 
with any processor. The storage device or storage medium can 
be, for example, an electronic device, magnetic device, opti 
cal device, electromagnetic device, or a semiconductor 
device. Other suitable devices and mediums are also avail 
able. 

While this disclosure includes what is presently considered 
to be the most practical and preferred embodiments, it is to be 
understood that the disclosure is not to be limited to the 
disclosed embodiments but, on the contrary, is intended to 
cover various modifications and equivalent arrangements 
included within the spirit and scope of the appended claims, 
which scope is to be accorded the broadest interpretation so as 
to encompass all Such modifications and equivalent structures 
as is permitted under the law. 

What is claimed is: 
1. A method, comprising: 
receiving, by a server-side application repository, from a 

remote computing device, an update request, the update 
request including a first signature that uniquely identi 
fies a client-side application package, consisting essen 
tially of components of a single Software application, 
and including information identifying an updated ver 
sion of the client-side application package; 

identifying a number of requests to download a differential 
update package associated with the client-side applica 
tion package; 

identifying a size of the differential update package; 
identifying, in response to receiving the update request, 

and based on one or both of the number of requests to 
download the differential update package exceeding a 
threshold value and the size of the differential update 
package exceeding a certain percentage of a size of the 
updated version of the client-side application package, 
whether to generate a differential update package, 
wherein generating the differential update package com 
prises: 
comparing, via the server-side application repository, 

the first signature to a second signature that identifies 
a first server-side application package that is identical 
to the client-side application package; and 

using the first server-side application package and a 
second server-side application package as inputs to 
create the differential update package, wherein the 
second server-side application package is identified 
based on the information identifying an updated ver 
sion of the client-side application package, and 

wherein the differential update package, when applied to 
the client-side application package, is operable to 
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modify the client-side application package such that it is 
functionally equivalent to the second server-side appli 
cation package. 

2. The method of claim 1, further comprising: 
transmitting the differential update package to the remote 

computing device subsequent to generating the differ 
ential update package. 

3. The method of claim 1, wherein the update request 
includes one or more system characteristics describing the 
remote computing device. 

4. The method of claim 1, wherein the first signature is a 
hash code. 

5. A non-transitory storage device including program 
instructions executable by one or more processors that, when 
executed, cause the one or more processors to perform opera 
tions, the operations comprising: 

receiving, by a server-side application repository, from a 
remote computing device, an update request, the update 
request including a first signature that uniquely identi 
fies a client-side application package, consisting essen 
tially of components of a single software application, 
and including information identifying an updated ver 
Sion of the client-side application package; 

identifying a number of requests to download a differential 
update package associated with the client-side applica 
tion package; 

identifying a size of the differential update package; 
identifying, in response to receiving the update request, 

and based on one or both of the number of requests to 
download the differential update package exceeding a 
threshold value and the size of the differential update 
package exceeding a certain percentage of a size of the 
updated version of the client-side application package, 
whether to generate a differential update package, 
wherein generating the differential update package com 
prises: 
comparing, via the server-side application repository, 

the first signature to a second signature that identifies 
a first server-side application package that is identical 
to the client-side application package; and 

using the first server-side application package and a 
second server-side application package as inputs to 
create the differential update package, wherein the 
second server-side application package is identified 
based on the information identifying an updated ver 
Sion of the client-side application package, and 

wherein the differential update package, when applied to 
the client-side application package, is operable to 
modify the client-side application package such that it is 
functionally equivalent to the second server-side appli 
cation package. 

6. The non-transitory storage device of claim 5, the opera 
tions further comprising: 

transmitting the differential update package to the remote 
computing device subsequent to generating the differ 
ential update package. 
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7. The non-transitory storage device of claim 5, wherein 

the update request includes one or more system characteris 
tics describing the remote computing device. 

8. The non-transitory storage device of claim 5, wherein 
the first signature is a hash code. 

9. An apparatus, comprising: 
one or more processors; and 
one or more memory devices for storing program instruc 

tions used by the one or more processors, wherein the 
program instructions, when executed by the one or more 
processors, cause the one or more processors to: 
receive, by a server-side application repository, from a 

remote computing device, an update request, the 
update request including a first signature that 
uniquely identifies a client-side application package, 
consisting essentially of components of a single soft 
ware application, and including information identify 
ing an updated version of the client-side application 
package; 

identify a number of requests to download a differential 
update package associated with the client-side applica 
tion package; 

identify a size of the differential update package; 
identify, in response to receiving the update request, and 

based on one or both of the number of requests to down 
load the differential update package exceeding a thresh 
old value and the size of the differential update package 
exceeding a certain percentage of a size of the updated 
Version of the client-side application package, whether 
to generate a differential update package, wherein when 
the one or more processors are to generate the differen 
tial update package, the one or more processors are to: 
compare the first signature to a second signature that 

identifies a first server-side application package that is 
identical to the client-side application package; and 

use the first server-side application package and a sec 
ond server-side application package as inputs to cre 
ate the differential update package, wherein the sec 
ond server-side application package is identified 
based on the information identifying an updated ver 
sion of the client-side application package, and 

wherein the differential update package, when applied to 
the client-side application package, is operable to 
modify the client-side application package such that it is 
functionally equivalent to the second server-side appli 
cation package. 

10. The apparatus of claim 9, wherein the program instruc 
tions further cause the one or more processors to: 

transmit the differential update package to the remote com 
puting device subsequent to generating the differential 
update package. 

11. The apparatus of claim 9, wherein the update request 
includes one or more system characteristics describing the 
remote computing device and the one or more predetermined 
criteria include the one or more system characteristics. 

12. The apparatus of claim 9, wherein the first signature is 
a hash code. 


